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I. OPTAHU3AIIMOHHO-METOIUYECKHWMA PA3JIEJ

He.]]b H 3aJJa9Y4 OCBOCHHUA JUCIHHUIIINHDBI

Heap aucHUNIMHBI 3aKI0YaeTcs B (OPMUPOBAHMU 3HAHUU 00 OOBEKTax U
3aJla4yax 3allUThl, CI0co0ax M CPeACTBAaX HapyLIEHUs MH(POPMALMOHHON 0€30I1aCHOCTH,
O MpUHIMIAX M TMOAXO0JaX K PEIICHUI0 3aJad 3alluThl HMH(OpMalMM; a TaKke
(opMupoOBaHHE YMEHUI IO IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOT U1, BBIOOpa CPEACTB U
MHCTPYMEHTOB 3alllUThl MH(QOpPMALMHU JJIs [OCTPOEHHUS] COBPEMEHHBIX 3alUIIEHHBIX
HKOHOMUYECKUX MH(OPMALIMOHHBIX CUCTEM.

3amaum JTUCUMILUIUHBI:

- UI3YYHTD cpesicTBa obecreueHns nHHOPMAIIMOHHON O€30MacCHOCTH
SKOHOMUYECKOI MHPOPMALIMOHHON CUCTEMBI COBPEMEHHOMN OpraHU3alnu;

- (¢dopmupoBaHUe yMeHHUsA OOECHEeUUTh 3aluTy HUHPOpMAMU U OOBEKTOB
uHpopMatuzanuu; (GOpMHUPOBAHUE YMEHUSI COCTABIATH 3aIBUTEIBHYIO JOKYMEHTAIUIO
B HaJI30pHBIE TOCYIapPCTBEHHBIE OpraHbl TH(HOKOMMYHUKAITMOHHOW OTpaciu;

- U3YYUTh CPEJICTBA 3AIIUTHI JAHHBIX OT Pa3pyHIAIOIINX MPOTPAMMHBIX
BO3JICHCTBUM;

- IOHUMATh U BHEJPSTH OPTaHU3AIMI0 KOMIUIEKCHOM 3aIlUThl HH(GOpPMAIIU Ha
KOMIIBIOTEPAX OpraHu3aluu

- popMHpOBaHUE HABBIKOB 00ECTICUCHUS 3AIIUTHI 00BEKTOB HHTCIUICKTYJIbHOM
CcOOCTBEHHOCTH, PE3yJIbTATOB UCCIEAOBAHUMN U pa3pabOTOK KaK KOMMEPUYECKOW TalHBI
IpEANPUSITHUS.

2.Conep:xxanue IMCHUILIUHBI:
MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl
Juciumnraa « OCHOBbI MH(GOPMAIIMOHHON 0€30I1aCHOCTHY, OTHOCUTCS K 0053aTelIbHON

4acTH y4eOHOro IJIaHa.

O0beM TMCHUIUIMHBI M BUAbI YUeOHOH padoThI

% Bcero yacoB no popmam 006ydeHnust
IToxa3zaTenn o0beMa IUCHUIIITHHDI "
ouHasn | OUHO-300UHAA
O0BeM JUCIUIUINHEI B 3a4ETHBIX €IUHULIAX 33ET
O0BeM AUCIMIUIMHEI B aKka.gyacax 108
[IpomexyTodHas aTTecTaus:
3a4er 3ager
dbopma
KonTakTHas padora odyuyaromuxcs ¢ 30 14
npenogasaresiem (Konrakr.yacol), Bcero:
1. KonTakTHas paboTa Ha IPOBEIECHNE 3aHATUI
JIEKITMOHHOTO U CEMUHAPCKOTO TUIIOB, BCETO 28 12
JacoB, B TOM YHCJIE:
e JIEKINHU 12 6




® TIPAKTHYCCKHC 3aHATHUA

16

e 1a00OpaTOPHBIC 3AHATHUS

B TOM YHMCJIC IPAKTHUYCCKAA ITOATOTOBKA

2. NnguBuayanbuble koHcynbTauuu (MK)

3. KoHnrakTHas paboTa o NpoMeKyTOYHON

atrecrauuu (Katr)

4. Koncynprarus nepes dk3ameHom (KD)

5. KonrakTHas paboTa 1o mpomMexyTOqHOU
aTTECTallUU B TIEPUOJ] 9K3. CECCUHU / CECCUU

3a09HUKOB (KarTIK)

CamocTositesqbHasi padora (CP), Bcero:

78

94

B TOM YHCIJIC:

® CaMOCTOATCIIbHAsA pa60Ta B ICpUOI 3K3.

ceccuu (CPak)

e camocTosTenbHas pabora B cemectpe(CPc)

78

94

B TOM YHCJIC, CAMOCTOATCIIbHaA pa60Ta Ha

KYPCOBYIO paboTy

o u3yuenue JOP (npu nanuuuu)

® HM3YUCHHUC OHHaﬁH-Kypca WJIN €0 4aCTHu

¢  BBIIIOJIHCHUC MHANBUAYAJIBHOTO UJIN

TPYIIIOBOTO ITPOEKTA

® i Opyeue 8uUobl......

78

94

Tadmuna 1

IlepevyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHsI 0 IUCHHUILIIMHE

Tabmumna 2

dopmMupyembie

KOMIIeTeHI[HH
(k00 u HaumeHnosanue

KOMnemeHyuu)

NHankaTopbl 10CTHKEHUS
KOMIIETEeHI[H A
(k00 u naumenosanue
UHOUKamopa)

Pe3yabTarsl 00yyeHus (3nanus,
YMeHus)

YK-1. Cnioco0eH ocymecTBJIsSITh
MOUCK, KPpUTHYECKH A aHAJIU3 U
crHTe3 HH(popManuu, NPUMEHATH
CHCTeMHBIN MOAXO0A AJ15 PelIeHust
MOCTABJIEHHBIX 3a1a4

VYK-1.1. OcyuiecTBisieT MOUCK
Heo0X0oanMoi HHPOPMAITUH,
OMUPAasCh Ha PE3yJIbTATHI AaHATH3a
IIOCTaBJICHHOM 3a1a4uu

YK-1.1. 3-1. 3HaeT OCHOBHBIE METOJIBI
KPUTHYECCKOTO aHaIH3a U OCHOBEI
CHUCTEMHOTI'0 TIOJIX0J1a KaK O0IIEeHAYYHOTO
MeTo/a.

YK-1.1. ¥Y-1. YMeeT aHaTU31pOBaTh
3a/1a4y, UCTOJb3YsT OCHOBBI KPUTHUECKOTO
aHaJIM3a ¥ CUCTEMHOTO TOIXO0/1a.

YK-1.1. ¥Y-2. ¥MeeT OCyLIECTBIATHh
MOUCK HEOOXOTUMOH JIJIsl PEIICHUS
MOCTABJICHHOH 3a1a4u WH(POPMAIIUH,
KPUTHUYECKH OIEHUBAs HAIEKHOCTh
Pa3IMYHBIX UCTOUHUKOB HH(GOPMAIIUH.

OIIK-2. CnocoGeH ocymecTBIATH
cOop, 00padoTKy U
CTATHCTHYECKHUI aHATN3 JAHHBIX,
HeOOXOAMMBIX /151 peleHus
MOCTABJIEHHBIX IKOHOMHYECKUX
3a1a4

OIIK-2.1. Vcnonp3yeT OCHOBHBIE
METO/Ibl, CPEACTBA MOJTYUCHHS,
NIPENICTABICHUS, XPAaHECHUS 1
00pabOTKN CTATUCTHICCKUX
JTaHHBIX.

OIIK-2.1. 3-1. 3HaeT MeTOABI TOWCKA H
cHUcTeMaTH3aluu uHdopmanuu 00
SKOHOMHYECKUX MPOIIeccax U SIBICHISIX

OMNK-2.1. Y-1. Ymeert paboTatb C
HaLMOHANbHbIMWN U MEXAYHaPOAHbIMM
6a3amMun LLaHHbIX C LLeNblo NOMCKa




MHbopMaumn, Heobxoaumon ana
peLeHMA NOCTaB/IEHHbIX SKOHOMUYECKUX
3a4au.

OIIK-2.1.Y-2. YMeeT paccUUTHIBATh
3KOHOMHMYECKHUE U COLIMAIIBHO-
SKOHOMHUYECKHE MOKa3aTelu,
XapaKTepU3yIOIINe JesITebHOCTD
XO3STMCTBYIOIINX CyOBEKTOB HAa OCHOBE
TUIIOBBIX METOJUK U AEHCTBYIOLIEH
HOPMAaTHBHO-TIPaBOBOH 0a3bl

OIIK-2.1.¥-3. ¥YMeeT npeacTaBUTh
HarJIAIHYI0 BU3yallu3aliio JaHHBIX.

ONK-6. Cnoco6eH noHMMaTb
NPUHUMMbI paboTbl COBPEMEHHbIX
MHPOPMALUOHHbBIX TEXHOIOIUIA U
MUCNONb30BaTb UX AN1A peLleHunsn
3agay npodeccMoHanbHOM
[eATeNbHOCTU

OMK-6.1. Ncnonbayet
COOTBETCTBYIOLLME COAEPHKAHNIO
npodeccMoHanbHbIX 33434
coBpemeHHble undpoBble
MHGOPMALMOHHbIE TEXHO/IOTUN,
OCHOBbIBAACb HA NPUHLMMAX UX
paboTbl

OIIK-6.1. 3-1. 3HaeT: XapaKTepUCTUKH
COOTBETCTBYIOIINX COAEPKAHUIO
npodeccrnoHaNBHBIX 33/1a9 COBPEMEHHBIX
UQPPOBBHIX HHPOPMATMOHHBIX
TEXHOJIOTHi

OMK-6.1. Y-1. YmeeT: ncnonb30BaTb
COBpPEMEHHbIEe LndpoBble
MHPOPMALMOHHbIE TEXHONOTUM AN
peleHua 33434 npodeccroHanbHoM
[eATeNbHOCTU

OMMK-6.2. [ToHUMaeT NpUHLMNbI
paboTbl COBPEMEHHbIX UMPPOBbLIX
MHPOPMALLMOHHbBIX TEXHONOTUN,
COOTBETCTBYIOLLMX COAEPMKAHUIO
npodeccMoHanbHbIX 33434

OIIK-6.2. 3-1. 3HaeT: IPUHIUIEI pabOTHI
COOTBETCTBYIOIINX COAEPKAHUIO
npodeccnoHaNBHBIX 33/1a9 COBPEMEHHBIX
1 poBBIX MHPOPMALTMOHHBIX
TEXHOJIOTHH

OrMK-6.2.Y-1. YmeeT npnMeHATb
NPMHLMNbI PaboTbl COOTBETCTBYHOLLMX
cogeprKaHuio npodeccmoHasbHbIX 3a4a4
COBpPEMEHHbIX UMDPOBbIX
NHOOPMALMOHHbIX TEXHONOMUI




II. COAEP)KAHUE JACHUTIINHBI

Jrtanbl GOPMUPOBAHUAM KPUTEPHH OLIEHUBAHHUA CPOPMHUPOBAHHOCTH KOMIIeTEHIUI
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Cemectp 4
Pa3zoen 1. Ocnoenbvle onpeodesieHus u NOHAMUA UHDOPMAUUOHHOU He30nacHOCmU
1. | Tema 1. Undopmanus kak 00beKT 2| 4 18 YK-1.1. VK-1.1. 3-1 Ip.a. -
samuTel. [IpaBoBoe obecneuenne OMNK-2.1.. | YK-1.1. V-1.
HH(OPMALHOHHOI 6€30MaCHOCTH OMK-6.1 | yK-1.1. V-2.
OIIK-6.2. OIK-2.1. 3-1
HNudopmanuonnas 6€30macHOCTb. St
OcHoBHBIE TTOHATHS. Moaenu OMNK-2.1. ¥-1
UHQOPMAIMOHHOH Oe30macHoCTH. Bubt OIIK-2.1. V-2.
3amuiaeMon uadopmaru. OCHOBHBIC OIIK-2.1. V-3.
HOPMaTHBHO-IIPABOBBIE aKThI B 00IaCTH OIIK-6.1. 3-1.
UHGOPMAIMOHHON 0€30MaCHOCTH. OIIK-6.1. V-1.
[IpaBoBEIC 0OCOOCHHOCTH OOECIICUEHUS OIIK-6.2. 3-1
OIIK-6.2. Y-1.

Oe3omacHOCTH KOH(MUACHINATBHOMN
WHGOPMAIINH U TOCYAApCTBEHHOMN TalHBI.
Pecypcel npennpustus, noajiexamnume 3aiunTe
¢ Touku 3penus Ub. Acnextsl b B pamkax




MEHEUKMEHTa HEePEepbIBHOCTH OM3HEca.

2. | Tema 2. OpraHu3anuoHHOe odecnieyeHue 4 4 18 YK-1.1. YK-1.1. 3-1 I'p.n. T.
HHPOPMALMOHHOI fe30MacHOCTH OIIK-2.1.. | YK-1.1. V-1. P.a3
OCHOBHBIC CTaHAAPTHI B 00JIaCTH 00ECIICUCHUS OIIK-6.1 VK-1.1. V-2.
nHpopmanmoHHoi 6e3onacHoctu. [ToauTnka OIIK-6.2. OIK-2.1. 3-1.

s, wonepion st oGmokson OIIK-2.1. V-1
3amuTa I/IH(bO.pMaHI/II/I OT YTEUKH T10 ' OIK-2.1. ¥-2.
TEXHUYECKUM KaHanam. Vcnosbp3oBanue 6a3 OIIK-2.1. ¥-3.
JAHHBIX I HAXOXKJIECHUSA U U3YYECHUS OIIK-6.1. 3-1.
HOPMAaTHBHBIX TOKyMEHTOB B 00JIACTH OIIK-6.1. ¥-1.
UH(OPMALMOHHON 6E30MacCHOCTH. OIIK-6.2. 3-1
Wnentudukarus 1 oleHKa akTHBOB. Moiens OIIK-6.2. Y-1.
yrpo3. Unenrndukanus ysa3sumocreid. OneHka

puckoB. OOpaboTKa PUCKOB.

Mogenb HapyIIUTENS TOTUTUKHI

6e3omacHOCTH. TUITHYHBIE YTPO3BI

MHGOPMALUH U yI3BUMOCTH

KOPIIOPATUBHBIX MH(POPMAIIMOHHBIX

CHCTEM.

Pazoen 2. Ilpozpammno-annapammusie cpeocmea u Memoowvl 00ecneyeHus UHGOPMAUUOHHOU De30naACHOCImU

3. | Tema 3. IIporpaMMHo-annapaTHbIie 2 4 21 VK-1.1. YK-1.1. 3-1 I'p.a. T.
cpecTBa ofecredeHus OHNK-2.1.. | YK-1.1. ¥-1. P.as3

i ONK-6.1 | yK-1.1. y¥-2.
HH(OPMANMOHHO 0€30I1ACHOCTH B OIK-6.2
HH(OPMAMOHHBIX CETAX | OHK-2.1.3-1.
OCHOBHBIC BUJIBI CETEBBIX M KOMITBIOTEPHBIX OIIK-2.1. ¥-1
yrpo3. CpeacTBa U METOIbI 3aIHUTHI OT OIIK-2.1. Y-2.
CETEeBBIX KOMIIBIOTEPHBIX YTIPO3. OIIK-2.1. ¥-3.
CHMMETPUYHBIE U ACCUMETPHYHBIE CUCTEMBI OIIK-6.1. 3-1.
wrdposanust. Lluppossie moammcu OIIK-6.1. Y-1.
(Onexrponnslie noanucu). Mudpacrpykrypa OIIK-6.2. 3-1
OTKpHITBHIX Kitoueil. Kpunrorpapuueckue OIIK-6.2. V-1.
HPOTOKOJIBL.

4. | Tema 4. CTanaapThbl u cienupUKANUHA B 4 4 21 YK-1.1. YK-1.1. 3-1 I'p.n. K.p.

obsacTy HHGOPMALMOHHOI 0e30MaCHOCTH OIIK-2.1.. | YK-1.1. V-1.
Crangaptuzanys B chepe ynpaBieHUs OIIK-6.1 VK-1.1. V-2.
WH(POPMAIMOHHOW 0€30IaCHOCTHIO (Ha OCHOBE OIIK-6.2. OIK-2.1. 3-1.
MekayHapoaHbix crannapros ISO/IEC 17799,

ISO/IEC27002, ISO/IEC27001,ISO/IEC OlK-2.1. ¥-1
15408). Coznanue 3amudpoBaHHbIX (ailnos 1 ggﬁ'gi g'g

KPHUIITOKOHTEHHEPOB M X pacmudpoBanue.

OIIK-6.1. 3-1.




CooTBeTCTBUE TPEOOBAHMAM 3aKOHOAATEILCTBA. OIIK-6.1. Y-1.
CooTBeTCTBHE MOJIUTHKAM 0€30MaCHOCTH U OIIK-6.2. 3-1
crangapTaM, TCXHUYECKOEC COOTBETCTBHUE. OHK_6.2. y_l.
Co3znanue yJI0CTOBEPSIIONIETO IIEHTPA,
TE€HEpanusA OTKPBITBIX U CEKPETHBIX KJI}O‘ICI\/'I,
CO3/1aHMe CePTUPUKATOB OTKPHITHIX KITFOUEH,
CO31aHHUC 3J'I€KTpOHHOI7[ noanurcu, mMpoBEpKa
3J'IeKTpOHHOI>i IIOAITMCH.
Koumaxmmnas paboma no npomexncymounou P )
ammecmayuu (Kamm)
Camocmosmenvhas paboma 8 nepuoo 3K3.
ceccuu (CPox)
Hmozo 12 | 16 - - 78/2 | 108 X X X X X
Jtanbl (OPMHUPOBAHUSA U KPUTEPUH OLIEHUBAHUS C(POPMHPOBAHHOCTH KOMIETEHIM I
AJIs1 00y4aKOIIUXCH 0YHO-32049HOI (POPMBbI 00yUeHUSsI
Tabmuma 3.2
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Cemectp 4
Paszoen 1. Ocnosnbvie onpedenenua u NOHAMUA UHPOPMAYUOHHOU He30nacHocmu
L. | Tema 1. Undopmanus Kak 00beKT 1 1 23 25 VK-1.1. | YK-1.1. 3-1 I'p.n -
samuThl. [IlpaBoBoe obecneuenue OIK-2.1.. | YK-1.1. V-1.
it 6 OIIK-6.1 | yK-1.1. V-2.
HHGOPMALMOHHOM 0€301MaCHOCTH ONK-6.2
04| ONIK-2.1. 3-1.

WndopmaimonHas 6€301acHOCTb.




OCHOBHBIC IOHATHS. MO,[[CIH/I

OIIK-2.1. ¥-1

nH(POPMAITMOHHOW Oe301acHOCTH. Buibt OIIK-2.1. Y-2.
3amumiaeMont napopmarmu. OCHOBHBIE OIIK-2.1. ¥Y-3.
HOPMAaTUBHO-TIPABOBbIC aKTHI B 00J1aCTH OIIK-6.1. 3-1.
HHPOPMATMOHHOH 0€3011aCHOCTH. OIIK-6.1. ¥Y-1.
[IpaBoBBIE OCOOEHHOCTH OOeCTIeUeHUs OIIK-6.2. 3-1
0e30macHOCTH KOH(UICHIIUATBHON OIIK-6.2. ¥Y-1.
WHPOPMAINH U TOCYJApPCTBCHHON TaliHBI.
Pecypchl IpeAnpHsTHS, TOJIKAIINE 3AIIUTE
¢ Touku 3peHus Ub. Acnextsl b B pamkax
MEHE/DKMEHTA HelPEepPhIBHOCTH OH3HECa.
Tema 2. Oprann3zanuoHHoe odecneyeHue 1 1 23 25 YK-1.1. YK-1.1. 3-1 I'p.n.
UH(OPMANIMOHHOH 0€30MaCHOCTH OIIK-2.1.. | YK-1.1. 3-1
OCHOBHBIE CTaHAAPTHI B 00J1aCTH 00ECIICUCHUS OIIK-6.1 | yK-1.1. V-1.
nH(pOpMaMOHHOH Oe3omacHocTH. [lonuTrka OIIK-6.2. | yyc.1.1. V-2.
0e3011acHOCTH. DKOHOMHYECKast 6e30MacHOCTh OIK-2.1. 3-1.
npexanpusites. MHKeHepHas 3aimura 00beKTOB.
3amuTa HHPOPMALMH OT YTEUKHU M0 OIK-2.1. ¥-1
TEXHHYECKUM KaHanaM. Mcnonb3oBanue 6a3 OIK-2.1. y-2.
JaHHBIX I HAXOXKICHUS U U3y4YEHUS OIIK-2.1. ¥-3.
HOPMAaTHUBHBIX TOKYMEHTOB B 00nacTu OIIK-6.1. 3-1.
HH()OPMAIIMOHHOM 6E30ITaCHOCTH. OIIK-6.1. Y-1.
WnenTudukaiys U oLeHKa akTHBOB. Moeb OIIK-6.2. 3-1
yrpo3. Unenrudukarms ysspumocreit. Ouenka OIIK-6.2. ¥Y-1.
puckoB. OOpaboTKa PUCKOB.
Moaens HapymIuTeNs NOJUTUKI
6e3omacHocTy. THITUYHBIE YTrPO3bI
UHGOPMALUH U YSI3BUMOCTH
KOPIOPATHBHBIX HH()OPMAIIHOHHBIX
CHCTEM.

Pazoen 2. Ilpozpammno-annapammusie cpeocmea u Memoovl 06ecnedeHus UHGOPMAUUOHHOU De30nacHocmu
Tema 3. IIlporpaMMHo-anmapaTHblie 2| 2 24 28 YK-1.1. | YK-1.1. 3-1 I'p.a. P.as.
cpeacTBa ofecrnedeHns OIK-2.1.. | YK-1.1. ¥-1.
HH(OPMALMOHHOI 6€3011aCHOCTH B grlgf_'g 21 YK-1.1. ¥-2.
MH(OPMAIMOHHBIX CETAX | OHK-2.1.3-1.
OCHOBHBIE BH/IBI CETEBBIX M KOMITBIOTEPHBIX OIK-2.1. V-1
yrpo3. CpeacTBa U METOABI 3aIHThI OT OMNK-2.1. ¥-2.
CETEBBIX KOMITBIOTEPHBIX yIPO3. OIIK-2.1. ¥-3.
CHUMMETpUYHBIC U ACCUMETPHYHBIE CHCTEMBI OIIK-6.1. 3-1.
umdposanust. L{udpossie noanucu OIIK-6.1. Y-1.
(Onexrponnsie noanucu). Mudpacrpykrypa OIIK-6.2. 3-1
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OTKPBITHIX Kitoueil. Kpunrorpapuueckue

OIIK-6.2. Y-1.

MIPOTOKOJIBI.
Tema 4. CTanaapTsl U cnequduKanuu B 24 28 YK-1.1. YK-1.1. 3-1 I'p.n. K.p.,
001acTH MHGOPMALMOHHOI 0e30MACHOCTH OIIK-2.1.. YK-1.1. V-1. T
CrangapTuzanys B chepe ynpaBieHUs OIIK-6.1 VK-1.1. V-2.
WH(POPMALMOHHOW O€30MaCHOCTEHIO (Ha OCHOBE OIK-6.2. | OnK-2.1.3-1.
MexayHapoaHsix cranaapros ISO/IEC 17799,
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIK-2.1. V-1
15408). Co3nanue 3amudpoBaHHbIX (aiios 1 OIK-2.1. ¥-2.
KPUNTOKOHTEWHEPOB M UX paciudpoBaHue. OIIK-2.1.¥-3.
CooTBeTcTBHE TPeOOBAHUSAM 3aKOHOATENHCTBA. OIIK-6.1. 3-1.
CooTBeTcTBHE MOTUTHKAM 0E€30IIaCHOCTU U OIIK-6.1. Y-1.
CTaHJapTaM, TEXHHUYECKOE COOTBETCTBUE. OIIK-6.2. 3-1
Coszianue y10CTOBEPSIOILETO LIEHTPA, OIIK-6.2. ¥Y-1..
TeHEepaIHs OTKPHITBIX U CEKPETHBIX KIIIOUEH,
CO3JJaHUE CEePTH(UKATOB OTKPBITHIX KIIIOYEH,
CO3/IaHUE AIISKTPOHHOM NOIIUCH, TPOBEPKA
3JIEKTPOHHOM MOJITUCH.
Konmaxmnass paboma no npomesxcymounou
-/2 2
ammecmayuu (Kamm)
Camocmosmenvnas paboma 8 nepuod IK3.
ceccuu (CPaxk) ) )
Hmozo 94/2 108 X X X X X

Dopmbl yuedHbIX 300aHUTL HA AYOUMOPHBIX 3AHAMUAX:

I'pynnosas ouckyccusa (I'p.o.)

Dopmbl meKyuiezo KOHmpona:
Konumponvnas paboma (K.p.)
Tecm (T)

Ilpakmuueckue (pacuemno-anaiumuyecKue)3adanus
Dopmol 3a0anuil 011 MEOPUECKO20 pelmunza:

Joxknao (/])
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III. YYHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHUE JUCIIUITJINHBI

PEKOMEHAYEMASA JIMTEPATYPA

OcHoBHas1 IMTepaTypa

1. Bbapanosa, E. K. Undopmanmonnas 6e30nacHOCTh U 3a1uTa nHpopmaluu : yueOHoe nocodue
/ E.K. bapanoBa, A.B. ba6am1. — 4-¢ u3., nepepad. u gom. — Mocksa : PUOP : UHOPA-M, 2021.
— 336 c. — (Bwicmee oopazoBanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcrt: anextponnsiid. - URL: https://znanium.com/read?id=364911

2. Kiuumenko, U. C. UHdopmanmonHas 06e30macHOCTh M 3aluTa WHGOPMALMU: MOJEIH U
MeToJibl yrpasiieHus : MoHorpadus / U.C. Knumenko. — Mocksa : UTH®PA-M, 2021. — 180 c. —
(Hayunas mbicnp). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-16-
015149-6. - Tekct: anexrponnslit. - URL: https://znanium.com/read?1d=360289

3. Cerues, 0. H. 3amura uadopmanuu u nuadopmannoHHas 6€30macHOCTh : yuebHoe mocoodue /
IO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c¢. — (Bsiciee o6pa3oBanue: bakanaspuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct: snekrponnbiii. - URL:

https://znanium.com/read?1d=388766

JJonosiHUTEIBLHASA JIUTEpaTypAa:

I. Mexnynaponnas uHGOpMAMOHHAs OE30IIACHOCTL: TEOPUS M IPAKTHKA : B TpeX Tomax. Tom
1 : yueOHuk / mox oo6m. pen A. B. Kpyrckux. - 2-¢ u3a., gom. - Mocksa : 31arenbcTBo «AcCnekT
IIpece», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekcr : snekrponsusii. - URL:
https://znanium.com/read?id=373117

2. Babam, A. B. MojenupoBaHHe CHCTEMbI 3aIlUTHl WUHpOpManUu. [IpakTUKyM : yueOGHOE
nocooue / E.K. BapanoBa, A.B. babam. — 3-e¢ u3n., nmepepad. u mon. — Mocksa : PUOP :
NH®PA-M, 2021. — 320 c. + J[lon. marepuanbl [DnekTpoHHBIH pecypc]. — (Bsicmiee
obpaszoBanne). — DOI: https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr :

anektpoHHbIi. - URL: https://znanium.com/read?id=371348

3. 3sepera, B. II. YuacTue B IUIaHUPOBAHMU ¥ OPraHU3alluKM pabOT MO OOECHEUYEHHUIO 3aIUTHI
obonekta : yueOnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa : KYPC : UHOPA-M, 2020. — 320
c. - ISBN 978-5-906818-92-8. - Tekct: anekrponnsiil. - URL: https://znanium.com/read?id=347024

4. KubepOe30macHOCTh B yCIOBUAX 3JIEKTPOHHOIO OGAHKUHTIA : MPAKTHYECKOE IOCOOUE / IO pel.
I1. B. PeBenkoBa. - Mocksa: Ilpomereit, 2020. - 522 c. - ISBN 978-5-907244-61-0. - Tekcr:

anekTpoHHbIi. - URL: https://znanium.com/read?1d=374846

HopmaTuBHBIE IPaBOBbIE JOKYMEHTHI:
1. Oenepanbubiii  3akoH ot 31 wmrona 2020 1. Ne  258-d3  «O6
HKCIIEPUMEHTAIbHBIX IPABOBBIX pEXUMax B cdepe LU(PPOBBIX HMHHOBAUN B

Poccutickon denepaunrn» [DnexTpoH.pecypc]. — Pexum nocryna
http://www.consultant.ru/document/cons _doc LAW_358738/

2. "Crparerusi pa3BuTusi HMHGOPMAIMOHHOTO oOmiectBa B Poccuiickoit
Oeneparun Ha  2017-2030 romel" [Onektpon.pecypc]. — Pexum pgocrymna

http://www.consultant.ru/document/cons_doc LAW_216363/

HEPEYEHb UH®OPMAIIMOHHO-CIIPABOYHbBIX CUCTEM

1. http://www.consultant.ru -CnpaBouno-npaBoBasi cuctema Koncynbrant [Litoc;
2. http://www.garant.ru- CipaBoyHO-IIpaBoBasi cuctema ['apanr.



http://www.garant.xn--u-etb/
http://www.consultant.ru/
http://www.consultant.ru/document/cons_doc_LAW_216363/
http://www.consultant.ru/document/cons_doc_LAW_358738/
https://znanium.com/read?id=374846
https://znanium.com/read?id=347024
https://znanium.com/read?id=371348
https://znanium.com/read?id=373117
https://znanium.com/read?id=388766
https://znanium.com/read?id=360289
https://znanium.com/read?id=364911

HEPEYEHD ITPO®ECCHOHAJIBHBIX BA3 TAHHBIX

1. http://www.iep.ru/ru/publikatcii/categories.html denepanbHblii 00pa3zoBaTENbHBIN
nopraji. JxkoHoMuka. Counonorus. MeHEKMEHT

2. https://rosmintrud.ru/opendata - baza oTkpbITbIX naHHBIX MuHTpyaa Poccuun

http://www.fedsfm.ru/opendata - ba3a oTKpbITBIX JaHHBIX POCUHMOHUTOpUHTA

4. https://www.polpred.com - OnektpoHHas 6a3za maHHbIX "Polpred.com O630p
CMN"

5. https://fstec.ru/ - DenepanbHas ciyx)0a IO TEXHUYECKOMY U SKCIOPTHOMY
KOHTPOJIIO

W

IHEPEYEHD PECYPCOB NHO®OPMAILIMOHHO-
TEJJEKOMMYHUKALHUMOHHOU CETHU "UHTEPHET", HEOBXOINMBbIX
JUIA OCBOEHUSA JTUCHUITJIMHBI

1. https://digital.gov.ru/ru/ - nuadopmarmonHsiii pecypc Munucrepcrtsa nudpoBoro
pa3BUTHS, CBSI3UM U MACCOBBIX KOMMYHHUKanni Poccuiickont @enepanuu

2. http://citforum.ru/-«CepBep  MHGOPMAIMOHHBIX  TEXHOJIOTHN» -  on-line
O6ubnMoTeka NHMOOPMAIIMOHHBIX MATEPUAJIOB 110 KOMITbIOTEPHBIM TEXHOJIOTHSIM.

3. http://www.intuit.ru/-O0pa3oBaTeabHbIN TOPTAT JUCTAHIIMOHHOTO O0YYCHUSI.

4. www.coursera.org-Ilnmardopma ays OecraTHBIX OHJIAMH-JICKIIUNA (MPOEKT TIO0
nyonukanuu 00pa3oBaTeNbHBIX MaTEpUAIOB B HWHTEpPHETE, B BHUAE Habopa
OecIIaTHBIX OHJIAH-KYPCOB).

NEPEYEHb UH®OPMAIIMOHHBIX TEXHOJIOTUA, HCITIOJIb3YEMbBIX
P OCYHWECTBJIEHUN OBPA3ZOBATEJIBHOI'O ITPOLHECCA 11O
JAUCHUIIJIMHE, BKJIIOYASA HEPEYEHD IHPOI'PAMMHOI'O
OBECIHHEYEHMUA

Onepanuonnas cuctema Windows 10, Microsoft Office Professional Plus: 2019 roa
(MS Word, MS Excel, MS Power Point, MS Access)

AntuBupycDr.Web Desktop Security Suite KommuiekcHas 3amura

Bbpayzep Google Chrome

Adobe Premiere

Power DVD

Media Player Classic

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJINHBI

Juctiurnaa « OCHOBBI HHGOPMAIITMOHHON 0€301MacHOCTHY O0ecIieueHa:
JUISL IPOBEICHUS 3aHATUHN JICKIIMOHHOTO THUIIA:
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http://www.coursera.xn--org--83da9ejrhow0a/
http://www.intuit.ru/-%D0%9E%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9
http://citforum.ru/-
https://digital.gov.ru/ru/
http://www.fedsfm.ru/opendata%20
https://rosmintrud.ru/opendata
http://www.iep.ru/ru/publikatcii/categories.html%20%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9

— yueOHOI ayauTopuel, 000pyI0BaHHOM y4eOHOU MeOeNnbio, My IbTUMEIUNHBIMU
cpencTBaMy OOYYEHUS IS IEMOHCTPAIMH JICKITUH-TIPE3eHTAITHI;

IS TIPOBE/ICHUSI 3aHSATHI CEMUHAPCKOTO THIIA (TIPAKTHYESCKUE 3aHSTHS);

— KOMITBIOTEPHBIM KJIACCOM;

— TIOMEMICHHWEM I CaMOCTOSATENBHOW pabOThl, OCHAIICHHBIM KOMIBIOTEPHOM
TEXHUKON C BOBMOYKHOCTBIO MOJKIFOUEHHS K ceTH «HTepHeT» 1 oOecrieyeHnem
AOCTyNa K  DIIEKTPOHHOH  MH(OPMAIMOHHO-00pa3oBaTeIbHONH  cpexe
YHHBEPCHUTETA.

IV. METOAUYECKME YKA3AHMSA JUISI OBYUAIOLUXCS 11O
OCBOEHUIO JIMCLHUATIIMHBI

» Meronnyeckne peKOMEHAIMY 110 OPTaHU3AIUK ¥ BBITOJHEHUIO BHEAYAUTOPHOM
CaMOCTOATEIbHON pabOTHI.
» Metoaudeckre yKa3aHHs 10 BBIIIOJHEHUIO MTPAKTHYECKUX PadoT.

V.METOAUYECKHE MATEPUAJIbI, ONPEJAEJJIAIOLIUE ITPOLHE/YPbI
OLHEHNBAHUA 3HAHUU UYMEHHUU, XAPAKTEPU3YIOHINUX 3TAIIbBI
®OPMUPOBAHUSI KOMIIETEHIIUHA

Pe3ynbTaThl TeKylIero KOHTPOJISE U MPOMEXKYTOUHON aTTecTaluu GOpMHUPYIOT
PEUTUHTOBYIO OILIEHKY pa0oThl oOyuaromierocs. Pacrnpenenenue 0ayuioB mpu
(GbOpMHpPOBAaHUU PEUTHUHTOBOM OIIEHKU PabOThl OOYy4YaroOIIErocsi OCYLIECTBISETCS B
cootBeTcTBUU ¢ «llojlO)KEHMEM O PEUTHHIOBOM CHCTEME OLEHKH YCIEBAEMOCTH U
KauecTBa 3HAHUW CTYJEHTOB B TIPOLIECCE OCBOEHUSA JUCHUIUIMHBI «OCHOBBI
nH(OpPMAITMOHHON 0€30MacHOCTH» B (eAepaTbHOM TOCYAapCTBEHHOM OFOIKETHOM
o0pa3oBaTeILHOM YUYPEKICHUU BBICIIIETO oOpa3zoBaHUs «Poccuiickum
DKOHOMHYECKUH yHuBepcuteT umenu ['.B. Ilnexanosay.

Tabnuma 4
Buasl pador MakcumMajabHOe KOJINYeCTBO 0a/1J10B

BoinonHenune y4eOHbIX 3ajaHHM Ha ay IUTOPHBIX 20
3aHATUSIX

Texymnmii KOHTPOJIb 20
TBOpYECKU PEUTUHT 20
[IpomexxyTouHas aTTecTamus - (3a4er) 40
NTOI'O 100

B coorBerctBum ¢ Ilojio)keHHMEM O PEUTUHIOBOM CHUCTEME  OILICHKHU
YCIIEBAaEMOCTH U KayecTBa 3HAHUN OOYYaIOIIUXCS «IperojaBaTesb Kadeapsl,
HEMOCPEJACTBEHHO BEAYIIUM 3aHATHS CO CTYJIEHUECKON Tpymmol, o00s3aH
POUH(POPMHUPOBATH TPYIITY O PACTIPECIICHIH PEUTUHTOBBIX 0AJUIOB O BCEM BHJIaM
paboT Ha TIEPBOM 3aHATHH y4eOHOTO MOIYJIS (CEMECTpa), KOJIUYECTBE MOJIYJICH TI0
y4eOHOM JUCIUIUIMHE, CpoKax M (opMax KOHTPOJs HUX OCBOCHHS, (opMme
MIPOMEKYTOUHOM aTTECTAallMi, CHI)KEHUH OaJlJIOB 32 HECBOEBPEMEHHOE BBINIOJIHEHUE
BBIJIJAaHHBIX 3ajaHuil. OOyyaromuecss B TeYEHUE Y4YeOHOTO MOAyJs (ceMmecTpa)
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MOJTy4aroT WHOOPMAIMIO O TEKYIIEM KOJHWYeCTBE HAOPAHHBIX I10 JUCIHIUIMHE
OaIOB Yepe3 TUYHBINA KaOWHET CTyICHTay.

VI. OUEHOYHBIE MATEPUAJIbL IJI51 IPOBETEHW
TEKYIMETOKOHTPOJISA U IPOMEXYTOYHOU ATTECTALIUA'

OueHouHble MaTepHalibl MO JUCUUILIMHE pa3paboTaHbl B COOTBETCTBHM C
[lonoxenueM 00 OIEHOYHBIX MaTepuasax B (eaepaIbHOM TOCYAAPCTBEHHOM
O10/KETHOM O00pa3oBaTEILHOM YUPEXKIECHUU BHICIIEro obpazoBaHust «Poccuiickuii
AKOHOMUYECKMU YyHUBepcuTeT uMeHu ['.B. [lnexanosay.

Temamuxka Kypcoevix pabom/npoekmos
«KypcoBast  pabora/mpoexkt mo auciuiuiiHe «OCHOBbI ~ MH(OPMAIMOHHOM
0e30macHOCTHY yUYeOHBIM TJIAaHOM HE TIPEyCMOTpEHA.

Hepeueub 60NpOCO6 K 3auemy.

1. enu rocynapcTBa B 061actu obecriedeHnss HHPOPMALMOHHONW O€30MaCHOCTH.

2.NUudopmarmonnas  6e3omacHocTh. OcCHOBHBIE TOHATHSA. Mogaenun WHGOPMAIMOHHON
6e30macHOCTH.

3.OcHOBHBIC HOpMATUBHBIE aKkThl PD, CBsA3aHHBIC C TPABOBOM 3alTUTON HH(POPMAIIHH.

4.Pecypchbl npeanpusaTusi, nojyiexamue 3amure ¢ Touku 3penus Ub. Acnektsl b B pamkax
MEHEI)KMEHTa HeNpepbIBHOCTH OM3Heca.

5. Buapl KOMIBIOTEPHBIX NPECTYILUICHUMN.

6.Crioco0bI 1 MEXaHN3MBbI COBEPILIEHUSI THPOPMAITMOHHBIX KOMIIBIOTEPHBIX MPECTYIUICHUM.

7.OCHOBHBIE TapaMETPHI U YePThl HH(POPMALIMOHHON KOMIIBIOTEpHOU IpecTynHOCTH B Poccun.

8. KoMmnbrotepubliii BUpyc. OCHOBHBIE BUIbl KOMIIBIOTEPHBIX BUPYCOB.

9.Merto/1bI 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

10. Tunbl aHTUBUPYCHBIX IPOTPAMM.

11. 3amuTel OT HECAHKIIMOHHPOBAHHOTO JocTymna. WaeHTUHUKanMs H ayTeHTU(PHUKAIHS
MOJIb30BATENS.

12. OcHOBHBIE YTPO3bl KOMIIBIOTEPHOU O€30MacHOCTH NpU paboTe B ceTH MHTepHeT.

13. Bunp! 3anmumiaeMoit HH(GOpMaIIUH.

14. T'ocynapcTBeHHas TaifHa Kak 0COObI BUJ 3aIUIaeMOl HHPOPMAITUH.

15. Kondunennmansuas nHGpOpMaIus.

16. Cucrtema 3a1inuThl rOCyAapCTBEHHON TalHBI.

17. IIpaBoBOM peXUM 3alIUThl TOCYAAPCTBEHHOM TailHBI.

18. 3amuTa HHTEIUIEKTYyaJIbHONH COOCTBEHHOCTH CPEICTBAMH MATEHTHOT'O U aBTOPCKOTO MpaBa.

19. MexayHapoHOe 3aKOHOIaTEIBCTBO B 00JIACTH 3aIIUTHI HH(POPMAIIHH.

20. IIporpamMmmHO-anmapaTHsle CpelacTBa oOecredeHus: HWHGPOPMAIMOHHON O0€30MacHOCTH B
MH(GOPMALIMOHHBIX CETSX.

21. CuMMeTpUYHbIE IIUQPHI.

22. AccumeTpudHbIe MUQPHI.

23. Kpunrorpaduueckue npoTOKOIbI.

24. Kpunirorpaduueckue xem-(QyHKIIHH.

25. DnexTpoHHasl MOAMKCH.

26. Opraau3anoHHoe odecredeHrue nHHOPMAITMOHHONW 0€30TTaCHOCTH.

27. Cityx6a 6€30MacHOCTH OpraHU3alru.

28. Metoapl 3amuThl HHPOPMAIMH OT YTEUKH B TEXHHUECKNX KaHaIax.

'B IaHHOM pasjiene IPUBOIATCS TPUMEPDI OLEHOYHBIX CPEJICTB
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29. mxeHepHas 3aIlIUTa U OXpaHa OOBHEKTOB.

30. ITonutuka 6e30macHOCTU. DKOHOMHUYECKask O€30MaCHOCTh MPEATPUATHUSI.

31. Hudpossie moamnucu (DNEKTPOHHBIE TOANUCH). THUMHYHBIE Yrpo3bl WHGOPMALUKU U
YS3BUMOCTH KOPIIOPATUBHBIX HH(OPMAIIMOHHBIX CUCTEM.

32. OCHOBHBIE BHJIbl CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpeactBa MU METOAbI 3alIUThl OT
CCTECBBIX KOMITBIOTCPHBIX YI'pO3.

33. Co3pnanue 3ammdpoBaHHbIX (HailI0B U KPUNTOKOHTEHHEPOB M HX paclIupoBaHUE.

34. Co3naHue yJIOCTOBEPSAIONIErO IIEHTpa, TEeHEpAlMsi OTKPBITBIX M CEKPETHBIX KIIOUEH,
co3/aHue cepTU(UKATOB OTKPBITHIX KIIOYEH, CO3/IaHUE SJCKTPOHHOU MOJIHUCH, MPOBEpKa
AJIEKTPOHHOM MOJIHCH.

35. O6paboTka puckoB. Mojienb HapyIIUTENs TOJTUTHKH OE30MaCHOCTH.

36. Tunuyable yrpo3bl HHGOPMAlMU U YSI3BUMOCTH KOPHOPATUBHBIX HH(OPMAIMOHHBIX
CUCTEM.

Hpaxmuuecxue 3a0anus K 3auemy.

1.06ecnieunts KHOEpOE30MaCHOCTh YAANEHHOH paboThl COTPYIHUKOB BO BpEeMs MaHIEMUU
OnpenenuTh yA3BUMOCTH CEPBUCOB ISl BHIICOKOH(DepeHIn, HeHan&KHOCTh VPN, denmoBedeckuid
dakTop ¥ He Bcerja KBaTHU(PHUIMPOBAHHBIE COTPYIHUKA — CO BCEM ITHUM HEM30EKHO CTATKUBACTCS
Ka)Xk/1asi KOMITaHUsl, BBIHYK/IEHHAsi OPTaHU30BaTh YAAJIEHHYIO paboTy.

[Ipoananu3upoBaTh CHUTyallMI0 W paccka3aTh, KaK CBECTM K MHHUMYMY PHUCKH H YCTPaHUTb
MOCJIC/ICTBHSI HU3KOTO YPOBHSI KHOSPTPAMOTHOCTH

2.Hacrpoiika ayaura B Windows yist mostHorieHHOTO SOC-MOHUTOPHHTA

Onucate HACTPOWKY MOMUTHKU ayauTa Windows TakuM 00pa3om, yToObl oxBaT MOHUTOpUHTa SOC
OBLT MMOJIHOIICHHBIM. PacCCMOTPETh ONTHMAITBHBIN CITUCOK TIOJUTHK, & TAKXKE BBIJICIUTH CAMOE
HE00X0IMMOE, OTCESIB JIUILIHEE.

3.Kak npoBoAUTH KOHTPOJIb MPOAYKTUBHOCTH, 3aIIUTa OT MOIICHHHUYECTBA U YTEUEK JAHHBIX MPU
yaan€HHON paboTe COTPYAHUKOB?

OnacHOCTh YTEUKH JIaHHBIX U BO3MOXKHOCTh KOPIIOPATUBHOTO MOIIIEHHUYECTBA — HEU30EIKHbBIE
CIIYTHUKHU BBIHYXKICHHOHN yIan€HHOM paboThl. PaccMoTpeTh, kKak MOKHO MUHUMHU3HUPOBATh PUCKU U
CIPABUTHCS C aKTYaJIbHBIMH 33J]a4aMHi KOHTPOJISI COTPYAHUKOB Ha «YJTATEHKEY.

4.0nucath MIEeCTh MAroB JUIsl 00ecreyeH sl JOHKHOTO YPOBHs 0€301MacHOCTH YAAIEHHbIX
COTPYJHHUKOB

OmnepaTUBHO NMEPEBOAS COTPYJHUKOB Ha TUCTAHIIMOHHYIO padoTy, HY>KHO YU€CTh CONPSHKEHHBIE C
STHM CIIO’KHOCTH ¥ HE 3a0BITh PO TMOIBITKY KHOEPIPECTYITHUKOB UCTIOIB30BaTh YS3BUMBIE MECTA.
[Tpe10’KuTh IeCTh M1aroB, KOTOPbIE MO3BOJIAT MOJIOMTH K 3TOMY BOIIPOCY MOJTOTOBIEHHBIMH.

5.0mmcarp TpeboBanus ['OCT 34-ii cepun B mpoekTax 1mo nHOOPMAITMOHHONW 0€301MacHOCTH

Yro moxpasymenaet TpeboBaHue «npoekTupoBath o I'OCTy», cTaHOBUTCS JIM OHO MEHEe
o0si3arenbHbIM? YTO J1enath, €clii TOCyIapCTBEHHBIN perysTop He npeanaraetr 3ameny uist 'OCTos
34-ii cepun? Kakumu cTangapTaMy CTOUT PYKOBOJCTBOBATHCS MPU O(OPMIIEHUH IPOESKTHON
JOKYMEHTAIUH ?

6.Kak BBISIBUTH aTaky 370yMBIIUICHHUKOB B CETEBOM Tpaduke?

OOHapyXUTh JCUCTBUS KHOECPIPECTYITHUKOB B KOPIIOPATUBHON CETH U KJIacCU(DHUIIMpyeM UX B
cootBercTBUM ¢ MaTpulied MITRE ATT&CK, koTopast moka3blBaeT, Kakue TAKTUKU U TEXHUKHU
MIPUMEHSITUCH B X0J1¢ KHOepaTakH.

7.0nucats Microsoft Security Compliance Toolkit: 3ammura Windows rpynmnoBsIMU HOJTUTHKAMHI
Paccmotpets moaxon Kk MHGOPMAMOHHOM 0€30MacHOCTH KOMITIEKCHO. OnrcaTh HHCTPYMEHTHI,

KOTOPBIE 3aKpBhLTH OBl BCE «IBIPD» U CO3a]H HOBBIE. ONuUcaTh ATaJOHHBIE HACTPONKH IOJUTHK
0€30MacHOCTH ¥ MHCTPYMEHTHI JJIsl pa0OThI C HUMHU.

8.0nmcarhb npoliecc HaCTPOMKHU yIaleHKH ISl COTpYAHUKOB: bricTpo, be3onacHo, becrimatao
Yro HeoOX0AMMO Ul OpraHU3alMy ylaJleHHON paboThl cOTpyAHUKOB. Kakue cymecTByroT
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MHOYECTBa PELICHNH CIIOCOOHBIX TOMOYB B peayn3aiuy 3Toi 1enu. narepHer-mumo3 UKC. C ero
MIOMOILBIO MOYKHO OPTaHU30BATh OE€30IACHBIIM JOCTYI K CETH KOMIIAHUH, 3aLUTUTHCS OT BUPYCOB U
HACTPOUTH BeO-(DUIBTPAIHIO.

9.Kak oprann3oBath 0€30MacHy0 yIAIEHHYIO pabOTy BO BpeMs KapaHTHHA?

Omucats mporece nepexojia Ha yIaEHHY 0 paboTy, paCCMOTPETh OUYEBUIHBIC PUCKH IS
uH(pOpMaIIMOHHON 0€30MacHOCTH: MO HKaLUs TpaduKa, MepexBaT naposei u
KOH(HICHIIMATbHBIX JaHHBIX, & TAK)KE B3JIOM MapIIPYTU3aTOPOB U MEPEHAIIPABICHHUE M0JIb30BaTEICH
Ha BPEIOHOCHBIC caiiThl. [[poaHaTM3MPOBATh KOHTPMEPHI; B KAYECTBE OJTHOTO U3 BAPUAHTOB
pPaccMOTPETh UCIIOJIb30BaHNE BUPTYaIbHOU yacTHOM cetu (Virtual Private Network, VPN).

10.Kak noctpouts kpuntotryHHesb no ['OCTy ¢ MUHUMaNbHBIMU 3aTpaTamMu’?

ObecneueHne 6e30MACHOCTH MPH MOMOIIM CPEACTB KPUNTOrpahuIecKoi 3amuTsl HHPOpMAITUH
(CK3M) — He oueHb CIOXHAS 3a/1a4ya, €CIM BCe TEXHOJIOTMUYECKHE YIaCTKU HaXOIITCs Ha XOCT-
MmamuHe. OHAKO A7 TOTO YTOOBI epeaBaTh U Mu(poBaTh HHHOPMAIHIO OJHOBPEMEHHO,
HE00X0IMMO MMOCTPOUTH IPAMOTHBIN TEXHOJIOTUYECKUH MPOIECC MPOTPAMMHOI0 00ECIICUEHHSI.

11.Kak obecnieunts 6e3onacHocts loT-ycTporicTs?

Wurepner Benieii (Internet of Things) — yxe odeBUaHAs peaqbHOCTD ISl OU3HEC-TIPOIIECCOB
KOMITAHUH M KOPIIOPATHBHBIX HHPPACTPYKTYp. OTHAKO, HECMOTPS HAa OTPOMHOE KOJIMYECTBO
«yMHBIX» YCTPOHCTB, paOOTaIOMINX Ha MPEANPHATHIX U B IPOMBIIUICHHBIX CETAX, Oe3omacHOCTh [0T
3a49acTyI0 OCTaBIISIET XKeJaTh Jydlnero. Kak ucrpaBUTh TONI0KEHUE, U PACCKA3aTh O METO/IAX 3aIUThHI
MHTEpHETa BEIIEH.

12.Kak oprann3oBaTh NpaKTUKY OpraHU3alii 0€301acHOro yAaaéHHoro Jocryna?

YTo mpouCX0IUT Ha PhIHKE 0€30MaCHOr0 yIAaIEHHOIO OCTYIA U KaK MPAaBUIbHO 3aILUTHTh
MOJIKJIFOUEHUE COTPYAHHUKA K KOPIIOPAaTUBHBIM pecypcaM u3BHe? Kak peryistopsl BIUSIOT Ha
Ipolecc AUCTAHIIMOHHOM paboThl M HYXKHO JIM CIIEAUTH 33 COTPYIHUKOM, PabOTarOIIUM U3 joma?

13.PaccMoTpeTh npolecc NpeIoTBPAIICHUSI BTOPKEHHI C TOMOIIBIO MEXKCETEBOI0 3KpaHa HOBOTO
nokonenus: UserGate

B cocrase mexceTeBoro skpana HoBoro nokosjeHust UserGate mpuMeHsieTcs cuctema oOHapy KeHus
BropkeHuit (COB) co6cTBeHHOM pa3paboTKH, CO3/AaHHAs BHYTPU KOMITAHUH 0€3 MCTIOJIb30BaHUS
OTKpBITOrO Koaa. CUTHaTypbl CUCTEMBI OOHAPYKEHHsI BTOPKEHUH pa3pabaTbIBalOTCs U
BepU(PULIUPYIOTCS COOCTBEHHON KOMaH/10i aHAIMTHUKOB LIEHTPAa MOHUTOPUHTA U pearupoBaHUs
UserGate.

14.Kak co3naTh KOMIUIEKCHYIO ccTeMy Oe3omacHocTy Ha ocHOBe Fortinet Security Fabric API?
OTkpeITHIN 1 00menoctynHbi API, npenHa3sHaueHHBIN 115 HHTETpauy mpoaykTtoB Fortinet ¢
BHEIIHUMHU PEUICHUSIMU, MTO3BOJISIET MOJIb30BATENISIM PACIIUPATH BOZMOXHOCTH UMEIOLIUXCS
KOMITOHEHTOB, a Tak)K€ THOKO HHTETPUPOBATh CTOPOHHHE MPOIYKTHI B €AMHYIO KOMIUIEKCHYIO Cpeay
WHGOPMAIIMOHHON 0€30MIaCHOCTH MIPEAPHSITHSL.

15.Kak ¢pynkumonupyet mexcereBoit 3kpan UserGate X 1: uadopmanrionHas 6€301MacHOCTb B
IKCTPEMAITBHBIX (PU3NYCCKUX YCIOBUIX

Kopnopatusnsiii MexxcereBoit skpan UserGate X1 Boigensierca u3 nuHeiku npoaykrtoB UserGate
YHUKATbHBIMU (PU3UKO-TEXHUICCKUMU XapaKTepUCTUKaMu. J[aHHBII MporpaMMHO-anmapaTHbINA
komiuiekc (ITAK) s dextuBen u Hafg eH B caMbIX CYpPOBBIX YCIIOBUSX SKCIUTyaTalllu: Ha
MIPOMBIIIIJICHHBIX 00BbEKTaX, OTKPBITOM BO3/yX€, TPAHCIIOPTE, COXPAHSS IIPH TOM BCE MIPEUMYIIICCTBA
maTdopmbl obecrieueHus npodeccuoHanbHo kuoep3amuTsl UserGate.

16.0mnucath nporecc UCHOMHEHUS TPEOOBAaHUIN POCCUNUCKHUX PETYIISITOPOB 110 KOHTPOJIIO
COTPYJHHUKOB

@®uHaHCOBBIE OpraHU3aIK 00s13aHbI COOII0AAaTh TpeOoBaHus nojoxeHnidt banka Poccun 1 nmpukazoB
OCTOK Poccuu. [Tockonbky Ha3BaTh CHUCOK 3TUX TPeOOBaHUN MallCHbKUM SI3bIK HE
[IOBOPAYMBAETCS, MBI PEILIMIN PACCMOTPETH MPEANNUCAHUS PYKOBOASIIUX TOKYMEHTOB U NMPEAJIOKUTH
CBOM BapUaHT — KaK MOKHO PELIMTh T€ WIM UHbIE MPOOIEMbl WM XOTsI Obl OOJIETYUTh CBOIO YYaCTh.

17.Kak npenoTBpaTtuTh CIMB 0a3bl JAHHBIX CYNEPHOIb30BaTEIAMU?
[TpuBHIETMPOBaHHBIE M10JIb30BATEIHN 0a3 JaHHBIX HEPEJKO CTAHOBATCS 0OBEKTaMH aTaK XaKepoB WU
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CaMH, TMOJIb3YSCh PACIIMPEHHBIMU TIPAaBaMU, SKCIUTYaTUPYIOT HH(POPMAITUIO HE TOJBKO B CIIY>KEOHBIX
nessax. CyIecTByeT HECKOJIBKO 3((QEKTUBHBIX CIIOCOOOB 3aKPBITUS 3TUX YSI3BUMOCTEH, Cpeau
KOTOPBIX MOKHO BBIAEIINUTH yCTaHOBKY DLP-cucremsl, pasrpaHudeHue 1OCTyIIA, a TAKXKE
OrpaHUYEHHE MIPAB CYNEPIOIb30BaTeel 10 HeOOXOAUMBIX M JOCTATOYHBIX, HO YA0OHEEe BCEro
aBTOMAaTH3MPOBATH 3AIIUTY OT BO3MOXKHBIX yTeueK HH(popMaIu u3 6a3 TaHHBIX C TTOMOIIBIO
KopoOouHbIX pemenuii, Hapumep CYBJI Jatoba ot komnanum

18.Kak npaBuiibHO 3a110JHUTH KypHaa yuéta CK3U1?

[MpakTudecku ar00ast opraHu3alysi OOMEHUBACTCsl KOH(PHUICHIIMATBHBIMH JAHHBIMHA CO CBOMMU
napTHEPAMH U CTPYKTYPHBIMU NOpa3aesieHUsIMH. JIJ1s1 TOro 4TOOBI 00eCTIeYUTh COXPAaHHOCTD
nepeaaBaeMoil mHGopmaryu, TpeOyrTcs cpeacTa kpuntorpadudeckoi 3amutel (CK3U). Ho
paboTa ¢ HUMU perjJaMeHTHPYeTCs MHCTPYKLUEH, KoTopas HanucaHa 20 JeT Ha3aa U yxKe He
OTBEYAET COBPEMEHHBIM PEaJIHsIM, & HEKOTOPBIC €€ MMyHKTHI BBI3BIBAIOT COMHEHHUS Y CIICIUAIMCTOB.

Tunoevie mecmoeoie 3a0anus:

1.KoHTpo/IbHBIE (PYHKIMH B 00J1aCTH IOCyJApPCTBEHHOH 0e30MACHOCTH MO BONPOCAM
NpeJoTBpPalleHUs] HECAHKUMOHMPOBAHHOIO [10CTYNAa K HHGOPMAaLMU peaTu3yloTcs:

A. OCTOK PO

b. ®Cb P®

B. Vnpasnenuem «K» MB/] PO

I'. ®enepanbHOil cay»)00i Mo HAaI30py B cepe CBA3M, MHPOPMAILIMOHHBI X TEXHOJIOTUNA U
MacCOBBIX KOMMYHUKaLIUN

2. 3amuTa MHPOPMAIUU OT HECAHKIIMOHUPOB AHHOIO J0CTYIA - 3TO:

A. 3amuTa uMH(pOpMAIMK, HAlpaBlIeHHAas Ha MPENOTBpAIllCHUE MOJYYECHHs 3allUIaeMon
nH(pOpMallMU 3aMHTEPECOBAHHBIMU CYObEKTAMH C HApYyIIEHUEM YCTaHOBJICHHBIMU HOPMATUBHBIMU
U TpaBOBBIMU JIOKyMEHTaMM (aKTaMu) WM o0jagaressMd HHQOpMAnUM NpaB WM IMPABHI
pasrpaHudeHus J1ocTyna K 3aluiaeMon nHhopMauu

b. nedrenbHOCTD, HampaBlIeHHas Ha MPeNOTBpAIlCHHE YTEUKH 3aIluiaeMoil nHdopMaium,
HECaHKIIMOHUPOBAHHBIX U HEMIPEeIHAMEPEHHBIX BO3ICHCTBHUI HA 3allUIIaeMyI0 HH(OPMAIIHIO

B. 3ammTa wuHpoOpManuu, 3aKiOYaromIascs B 00eCHeUeHHMH HEKpPHUNTOrpaduyecKuMu
MeTOoJIaMu

O6e3onmacHocTH MH(pOpPManuM  (JAHHBIX), NOJUIeXKalmed (MOANMeXalMx) 3alUre B
COOTBETCTBUM C JICHCTBYIOIIMM 3aKOHOJATEJIbCTB OM, C DPUMEHEHHEM TEXHUYECKHX,
IIPOrPaMMHBIX U IIPOTPaMMHO- TEXHUYECKUX CPENICTB

I'. 3ammTa nHpOpMaIUK ¢ TOMOIIBIO €€ KpunTorpaduuec Koro mpeodpa3oBaHus

3.HecaHKIMOHUPOBAHHBIN NOCTYNl K HH(OPMALMHU — 3TO...

A. moctyn k mHpOpManUH pecypcaM HWHOOPMAIMOHHOW CHUCTEMBI, OCYIIECTBIISIEM BIH C
HapylIeHHEeM YCTAaHOBJCHHBIX TpaB W/MIM TpaBUJ JOCTynma K HWHPOPMALUU pecypcam
MH(GOPMALIMOHHON CHUCTEMbI C MPUMEHEHHUEM INTaTHBIX CPEACTB MH(POPMAIIMOHHON CHCTEMBI WU
CPEACTB, AHAJIOTWYHBIX MM IO CBOMM (PYHKIMOHAJIBHOMY TPEAHA3HAYECHUIO M TEXHUYECKUM
XapaKTepUCTUKaM

b. HekoHTponupyemoe pacnpocTpaHeHHe € HH(POpPMaluu OT HOCHTENS 3alluIliaeMon
nHpopMaluu yepe3 GU3NYECKYIO Cpely A0 TEXHHUUECKOIO CPE/ICTBA, OCYLIECTBISIONIE TO MepexBar
uHpOpMaLIUU

B. HenpaBomepHOe moayuyeHHe MH(OPMALMU C HUCIOJIb30BAHUEM TEXHUYECKOTO CPEJICTBa,
OCYIIECTBIISIONIE TO OOHApYKEHHE, IPUEM U 00pabOTKy UH(OPMATUBHBIX

I'. i3MeHeHne, yHUYTOXKEHNE WM KOMUpoBaHue HHGopMauu (pecypcoB HHPOPMAIIMOHHOM
CHCTEMBI), OCYIIECTBIIIEMOE C HapyIIEHUEM YCTaHOBJICHHBIX MPaB U (MJIH) MPaBUII

4. Un¢opManmoHHOE MPABO COCTABJISACT:

A. HOpMaTHBHYIO 06a3y HH(POPMALIMOHHOTO O0IIeCcTBA

b. rocynapcTBeHHYIO OJIUTHUKY
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B. HOpMaTuBHYI0 6a3y arpapHoro o0IecTBa

I". HopmaTuBHYI0 6a3y 0 MHIyCTPHAIBHOTO OOILECTBA

5. K10 Takue «kHOepCKBOTTEPbI»?

A. ceTeBble IeATENH, MBITAIONINECS BECTH MApa3UTUIECKOE CYIIECTBOBaHHE

- BUPYCHI

b. poGoTsI B cetn

B. ceTeBrie rpYIIIbI IO UHTCPECAM

Ilpumeput 6onpocoe 0na cpynnoewvix OUcKyccuil

Tema 1. Unpopmanusa kak o0bekT 3ammThl. IIpaBoBoe o0ecnevyenne nHGOPMALMOHHOM

0e30IMacHOCTH

b=

UYro takoe nHpOpMAIIMOHHAsL OE30MIaCHOCTH?
[TepeuriciuTe OCHOBHBIE YIPO3bl HH(YOPMAITMOHHON 0€301TaCHOCTH.
Kakue cymiecTByrOT MO/ieIH U METOIbI HH(POPMAIIMOHHOM 0e30macHOCTH?

2.
3.
4. Yrto Takoe mpaBOBBIE METOIBI 3AIIUTHI HH(DOpMAITUN?
5.

Kakue rnaBHbIe rocynapcTBEHHBIE OpraHbl B 00JacT obecriedeHus: HHPOpMamoHHON

oe3omacHocTH?

[epeuncaure BUABI 3a1UIaeMoi HHPOPMALIUH.
Kakune ocHOBHBIE 3aKOHBI B 001aCTH 3anUuThl HHGOpMaluu B PO?
[epeuncaure ocHOBHBIE 11eTH U 3a1aun PO B obnactu obecnieueHust HPOPMAITUOHHON

0e30macHOCTH

Tema 2. OpranuzannonHoe odoecrnedyeHue HHPOPMALMOHHON 0e30IACHOCTH
OcHOBHBIE CTaHJAPTHI B 001acTH o0ecrieueHrs: HOPMAIMOHHON 0€30MaCHOCTH.
[TonuTuka 6€30MacHOCTH.

DKOHOMHYECKAss 0€30IaCHOCTh MPEIPUSITHS.

NmxenepHas 3amura 00bEKTOB.

3amuTa nHPOPMAIHH OT YTEUKH MO TEXHUIECKUM KaHAJIaM.

Hcnonp3oBanne ©0a3 MAaHHBIX JUISI HAXOXKICHUS W M3yYEHUS HOPMATUBHBIX

OKYMEHTOB B 00J1aCTH HH(POPMALIMOHHOM 0€301acHOCTH.

Wnentuduxaiiys 1 oneHKa akTHBOB.

Mopenu yrpos.

Nnentuduxaius ysa3BUMOCTEH.

10. O1eHKa pUCKOB.

11. O6paboTKa pUCKOB.

12. Mojens HapyIIUTENS TOJTUTUKH O€30MaCHOCTH.

13. Tunuunele yrpo3sl HHGOPMALIUK U YSI3BUMOCTH KOPIIOPATUBHBIX MH()OPMAIIMOHHBIX

CHCTEM.

LRXNE AN R DD =

Ilpumepvt munoswvix 3a0anuii 011 KOHMPOJAbHOU PAbOmul:

KonTpoabHnas pabora

Tema 4. Ctangaprsl u cnienpukanuu B 001acTH MHGOPMALHMOHHOI 0e301aCHOCTH
Kiaccudukanus mep obecrieueHus: 6€301aCHOCTH KOMIITBIOTEPHBIX CUCTEM?
3amaun, KOTOPHIC TOJDKHBI PEMIAThCS CUCTEMOM 3aIuThl HHpOpMarun?
OcHOBHBIE IPUHIMIIBI TOCTPOEHU cucTeM 3amuTel ACON?

OCHOBHBIE MEXAHU3MBI 3aIIUTHl KOMIIBIOTEPHBIX CUCTEM OT

MIPOHUKHOBEHUS C 1eJbI0 e30pranu3anuu ux padotsl u HC/I k unpopmanuu?

5.

MeTtonb! oOecrieueHust HGOpMAMOHHON Oe3onacHoCTH PD?
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6 OpraHuzarmoHHbIe METO/Ibl HH(OPMAITMOHHON 0€30TacHOCTH?

7. HampaBnenus 3amuThl ”HGOPMAITMOHHON CUCTEMBI?

8 DTanbl CO3AaHMs CUCTEMBI 3aIlUThl HHQOpMaunu?

9 OCHOBHbBIE OPTaHU3ALIMOHHBIE MEPOTIPUSITHS?

10.  CpencrBa 3alIUThI OT HECAHKIIMOHUPOBAHHOT'O JOCTyMa?

1. ManpaaTHO€E yIpaBieHUE TOCTYIIOM?

12.  H30uparenpHoe ympaBjieHUE JOCTYTIOM?

13.  YmpasieHue A0CTYOM Ha OCHOBE PoJieii?

14.  Cuctembl aHaJIu3a U MOJACIUPOBAHUS HH(DOPMAIMOHHBIX TOTOKOB?

15.  3amwmra uHGOpPMAIUU OT MOOOYHOTO AIEKTPOMArHUTHOTO U3TYyUEHUS U
HaBOJIOK?

16.  AHanu3atopsl NPOTOKOJIOB?

17.  MexceTeBble 3KpaHbl?

18.  Cuctembl pe3epBHOTO KOMUPOBAHUsA?

19.  Cuctemsl 6ecriepeOOHOTO MUTAHUS?

20.  Cucremsl ayTeHTU(PUKALUH?

21.  buomerpuueckue TEXHOIOTUU?

22. TexHoJIOTHS €IMHOT0 BXoaa?

23.  CpexacrtBa KOHTPOJIS JIOCTyMa?

24.  Opraam3anys ”HOOPMAIIMOHHON 0€30IMacCHOCTH KOMITAaHUH ?

25.  Br10op cpeacTB nHpOpMaIMOHHON Oe301acHOCTH?

26.  MudopmaimonHoe cTtpaxoBaHue?

27.  Crannaptuzanus B chepe ynpasieHus HHPOpMAIMOHHON 0€30MacHOCThIO (Ha
ocHoBe MexayHapoaHbix ctangapToB ISO/IEC 17799, ISO/IEC27002,
ISO/IEC27001,ISO/IEC 15408).

28.  Cozpanue 3amiM(PppoBaHHBIX (PANIIOB U KPUNITO-KOHTEIHEPOB U UX
pactiupoBbIBaHHE.

29.  CooTBeTcTBUE TPEOOBAHMIM 3aKOHOIATEIHCTBA 110 HHPOPMAITMOHHON
0€30IMacHOCTH OpraHu3aIny.

30.  CooTBeTCTBME TOJUTUKAM O€30MacHOCTH M CTaHIapTaM, TEXHUUYECKOe
COOTBETCTBHE.

31.  Ilepeuncnute KpuTepuM KiacCUPUKAINHN YI3BUMOCTEH.

32.  Jlaiite ompeseiacHUe MOIUTHKH 0€30IIaCHOCTH.

33.  Kak BBIMISIUT LIETIOYKa PEAKIUMA 17151 TIOCTPOCHUSI CUCTEMBI 3alIUThI OT aTak?
34.  JlaWTe onpenelieHue KOMIIBIOTEPHOTO BUPYCa.

35.  CdopMmynupyiiTe OCHOBHBIE YTPO3bI ISl IEPCOHATBHOTO KOMIBIOTEPA.
36.  Jlaiite onpeneneHne HACHTU(PUKALIMI U Ay TEHTU(DUKAIUY.

37. B dewm cytb yTeuku no kanainy [I9MIH?

38. B dem cyTh yTEUKH IO IEMAM MUTAHUS U 3a3eMJICHUS ?

TumnoBble NpakTUYecKHe 3aJaHUS (PACYETHO-AHAJIUTHYECKHE)

Tema 2. Opranu3zannonHoe odecrnevyeHne NHPOPMANMOHHOM 0€30I1ACHOCTH
Tema 3. IIporpaMMHo-anmnapaTHbie cpeacTBa odecnevyeHUss MHPOPMALHOHHOMI
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0e3onacHOCTH B MHPOPMALMOHHBIX CETAX

3aoanue 1.

[Touck mcrounukoB MHGoOpMaMK B ceTh MHTEpHET: OTKPBITHIE U 3aKPHIThIE
UCTOYHUKHM JaHHbIX. [loptan oTkpeIThIX AaHHBIX P®. CoxpaHeHue [aHHBIX B
nporpamme Excel. [IpeoOpa3zoBanue u nepBuyHasi o0paboTKa TaHHBIX.

3aoanue 2.

be3omacHocTh HHPOPMAITMOHHBIX CUCTEM

Bomnpocsr:

1. Yro BBI mpeaCTaBIsIETE MO OE30MACHOCTHI0 HH(POPMAITMOHHBII CHCTEMBI.

2. UTro OTHOCHUTBCS K OCHOBHBIM XapaKTepUCTHKaM  3al[UIIaeMOMn
uHpopmauu?

3. UYro BbI OTHECETE K MHPOPMALIUU OTPAHUYEHHOT0 A0CTyna?

4. Tlo kakuM HampapiieHUsAM OyAeT OCYUIECTBIAThCA JajibHeElIIee
pa3BUTHE CUCTEMbI HH(DOPMAIIMOHHON Oe30macHOCTH B PD?

3amanue:

Onpenenute B Kakux QopMmax rmpeacTaBieHa HWHQOpMalus Ha BaileM
JOMAalTHEM KOMIIBIOTEPE.

OnummTe Kak oOecneunBaeTcsi WH(MOpPMAIMOHHAs O€30MacHOCTh Ha BallleM
JIOMAIllHEM KOMIIBIOTEPE U OTBEUYAET JIM COBPEMEHHBIM TpPEOOBAaHUSAM Pa3BUTHUSA
cucTeM 0e30MacHOCTH.

3aoanue Ne 3

AHanu3 puckoB HHPOPMALMOHHON 0€30MMacHOCTH

1. 3arpysutre 'OCT P UICO/M3K TO 27005

2. Osnakombtecsh ¢ [Ipunoxenusmu C, D u E I'OCT.

3. BpiOepute Tpu pa3inyHbIX UHPOPMALMOHHBIX AKTHBA OPTraHU3ALMH (CM.
BapHUaHT).

4. N3 Tlpunoxenus D T'OCT mnoabeputre TpH KOHKPETHBIX YSI3BHUMOCTH
CUCTEMBI 3alIUThl YKAa3aHHBIX MH(OPMAIIMOHHBIX aKTHBOB.

5. Ionw3ysch Ilpunoxennem C ['OCT HanumuTe TpU yrposbl, peannu3anus
KOTOPBIX BO3MOXHA IIOKA B CHUCTEME HE YCTpPaHEHbl Ha3BaHHbIE B IyHKTE 4
YSA3BUMOCTH.

6. llonb3ysicb OOHMM H3 METOAOB (CM. BapUAHT) NPEAJIOKEHHBIX B
[Mpunoxenuu E T'OCT mnpousBenwte OIEHKY PHCKOB HWH(DOPMAIMOHHON
0€30MacHOCTH.

7. OlLleHKy UEHHOCTH MH(OPMALIMOHHOIO aKTHUBA MPOU3BOAUTH HA OCHOBAHUU
BO3MOYKHBIX MTOTEPb JIJIsl OPraHU3alUY B CIIy4ae peain3aluu yIpo3bl.

Howmep MeTo/1 OLIEHKH pUCKa
BApUAaHTa Opranuszanus (cm. ITpunoxxenue E
I'oCT)
1 OTnenenue KOMMEpYECKOro 6aHka |
2 [lonuknuHuKa 2
3 Komnemxk 3
4 Oduc cTpaxoBoii KOMIaHUN 4
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5 PexpyTHHroBOE areHTCTBO 1
6 M HTEepHET-Marasux 2
7 [{eHTp OKa3aHUs rOCYIapCTBEHHBIX YCIIyT 3
8 OtaeneHue Noauuu 4
9 AyauTopcKasi KOMITaHUS 1
10 Jluzaiinepckas pupma 2
11 Oduc naTepHeT-npoBaiinepa 3
12 Oduc agBokara 4
13 Komnanus no pazpabotke 1O 11t cTOpOHHUX OpraHU3aIHii 1
14 ATE€HTCTBO HEIBM)KUMOCTH 2
15 TypuCTHYECKOE areHTCTBO 3
16 Od¢uc 6aarorBopuTebHOTO GoHIA 4
17 31aTennpcTBO 1
18 KoHcanTuaroBas ¢pupma 2
19 PexiiaMHO€E areHTCTBO 3
20 OTaeneHre HaJIOTOBOU CITY>KObI 4
21 Oduc HOTapHyca 1
22 bropo nepeBosa (10KyMEHTOB) 2
23 HayuHo npoekTHOE npeanpusTue 3
24 bpadHoe areHTCcTBO 4
25 Penakimsa raseTsl 1
26 ['ocTuHua 2
27 [Ipa3qHUYHOE areHTCTBO 3
28 ["opoackoii apxuB 4
29 JlucnieTuepckas ciayx0a Takcu 1
30 PKenesnogopoxHas kacca 2
3aoanue Ne 4.

Pazpabotka yactHoii netanmsupoBanHoii monutuku OB
Ienp paboThl: 03HAKOMJIEHHE C OCHOBHBIMH YacTHbIMU TonuTHKamu OUB.
[Topsimok BeimoHEHUsT padboThl: Onpenenuts TpedboBanus odecneunBaromue dpdexrnBaoe OUB, koTopk:
AOJIKHBI BBIMTOJIHATHCA COTPYAHUKAMU OpraHrU3allii B PaMKax BBIITOJIHCHUS CBOUX CJIy)K€6HI>IX

o0s13aHHOCTEH
Howmep Opranuzanus HeranusupoBanHas nonutuka b
BapUaHTa
1 OTtneneHne kKoMMepueckoro 6anka [OpraHu3anusi pesKkuMa CeKpeTHOCTH
2 [ lonmuknmnanka Dduznueckada 3amura
3 Komnemx TpaHciopTUpoBKa HOCUTENEH HH(BOpMAIHU
4 . Ony6auKOoBaHWE MaTepHUajIoB B OTKPBITHIX
Oduc cTpaxoBoil KOMIIaHUU
MCTOYHHKAX
5 JIoCTyIl CTOPOHHHUX I10JIB30BATENICH B
PekpyTHHIOBOE areHTCTBO
MHGOpPMallMOHHbBIE CUCTEMbI OpraHu3aluu
6 MHTepHeT-Mara3ut OLEeHKH PUCKOB
7 EHTpP OKa3aHUs rOCyJapCTBEHHBIX
P yAap 'YIipaBiieHus apoJIIMU
CIIyT
8 OTneneHue NoNIULUU OCTYyIN K KOHQUICHIUATbHON HHGOpMaLIUU
9 AynuTopcKasi KOMITaHUS Hcnonb3oBanus NHTEpHET
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10

Jluzaiinepckas pupma

'YcraHoBka u o0HoBieHue [10

11 |Odwuc uaTepHeT-NpoBaiinepa [TonMTHKa UCTIOTB30BAHUS JIEKTPOHHOM MOYTHI
12 Vcnonb30BaHne MOOMIIBHBIX allllapaTHBIX CPENICTB
Oduc anBokara
00paboTKu uHGOpMAIH
13 |[Komnanus no paspa6orke ITO mns
pasp . s Pazpabotka u imnensuposanue 110
CTOPOHHUX OpraHU3alui
14  |ATEHTCTBO HEJIBYKUMOCTHU Y nanéHHblid JOCTyn K HHQOPMAIIMOHHOW CUCTEME.
15 M cnonb30BaHKe OTIENbHBIX YHUBEPCATBHBIX
TypucTHuecKoe areHTCTBO MHGOPMAIMOHHBIX TEXHOJIOTHI B MaciiTade
OpraHu3aIu
16 (Oduc GrarorBoputensroro pouna [Iposenenue ayaura b
17 3naTeancTBO AHTUBHPYCHASI 3aIlIUTA
18  [Koucanruarosas ¢pupma Pe3epBHOE KONMPOBAHKE
19 |Pexknamuoe areHTcTBO 1B npu 5JIEKTPOHHOM JOKYMEHTOO00pOTE
20 |OTmeneHUe HATIOTOBOM CITYKOBI TexHMueckas 3amura HHGOpMaIH
21 |Odwuc HOTapHyCa PearnpoBanue Ha HHIUACHTHI Vb
22 |bropo mepeBoja (JIOKYMEHTOB) [TpoBeneHNe CITy>)KEOHBIX pacCiIeIOBaHHMA
23 |CtpoutenbHOE NpepUsiTUE 3amuTa HayYHO-TeXHUYECKOW nH(OpMaLun
24 KoHTposb monb3oBaTeseii npu paboTe ¢ BHEIIHUMHU
bpauHoe areHTcTBO
MCTOYHUKAMHU UHGOpMAITUU
25 OnyO1MKOBaHHE MAaTEPUAJIOB B OTKPBITHIX
Penakima raseTol
MCTOYHUKAX
26  [octuHULA 3amTa IepCOHAIBHBIX JTaHHBIX

Temamuxa ooxnaoos.

1 MadopmanmonHoe npaBo 1 nHGopManmoHHas 0€30MacHOCTb.

2 Konnenuust nHGOpMAITMOHHON GE€30MTaCHOCTH.

3 AHanu3 3aKOHOJIaTEeNIbHBIX aKTOB 00 0XpaHe MH(OPMALIMOHHBIX PECYPCOB OTKPBITOTO JIOCTYIA.

4 AHanm3 3aKOHOJATENIBHBIX aKTOB O 3alIUuTe HWH()OPMAIMOHHBIX PECYpPCOB OTrPAHUYCHHOTO

JOCTYTIA.

5 CoOTHOILIEHNE TTOHATHH:

nH(popMaInmoHHass 6€30MacHOCTb.
6 Mndopmannonnas 6e30nacHOCTh (110 MaTepuanaM 3apyOeKHBIX HCTOYHUKOB U JIUTEPATYPHI).

7 TlpaBoBBIE OCHOBBI 3AIIUTHI KOH(UICHIINATEHON HH(GOPMAITHH.

8 DKOHOMHUYECKHE OCHOBBI 3alIUTHI KOH(DUICHIMAIbHOW HH(pOPMALIUH.

9 OpraHu3anMOHHbBIE OCHOBBI 3aIIUTHI KOHPUACHITUATHFHOW HH(POPMAIIUH.

10 Crpykrypa, colepkaHHE M METOAMKA COCTaBJICHUS IE€PEYHsS CBEACHHM, OTHOCSIIUXCSA K
NpEeANPUHUMATEIBCKON TailHE.
11 CocraBnenue HHCTPYKIMH 110 00pabOTKe U XpaHEHUIO KOH(DUICHIUAIBHBIX T0KYMEHTOB.

12 HanpaBneHus: 1 METO/BI 3aIIUTHI TOKYMEHTOB Ha OyMa)KHBIX HOCUTETISX.

13 HampaBneHust 1 METO/IbI 3aIIUTHl MAITMHOYUTAEMbIX JOKYMEHTOB.

14 ApxuBHOE XpaHeHUE KOH(DHUICHIIMATBHBIX TOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3alUThI ayAUO- U BU3YaJIbHbBIX JOKYMEHTOB.

16 ITopsimok moadopa nmepconana st padoThl ¢ KOH(UISHIINATLHON HHpOPMAITUEH.

17 Meroauka TEeCTHPOBAHMUS W TPOBEACHHS coOeceloBaHMs C TPETEHICHTAaMH Ha JOJDKHOCTH,
CBSI3aHHYIO C CeKpeTaMu (UPMBI.
18 AHanu3 UCTOYHHKOB, KaHAJIOB PAaCIPOCTPAHEHUS U KaHAJIOB yTeUKU HH(pOpMaIMy (Ha puMepe
KOHKPETHON (PUPMBI).

MH(POPMALIMOHHBIE  PECYPCHI,

UHQOPMALMOHHBIE CUCTEMBI U
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19 AHanu3 KOHKPETHOW aBTOMAaTH3UPOBAHHOW CHUCTEMBI, NpelHa3HAYeHHOW g OOpaboTKH M
XpaHeHus: THPpopMai 0 KOHPUACHIIUATIbHBIX TOKYMEHTaX (UPMBI.

20 OcHOBBI

3apyOeKHOU JTUTEPATYPE).
BUJBI, CTPYKTypa W TEXHONOTHsS (YHKIMOHUPOBAHHS CHUCTEMBI 3allUTHI

21 Hasnauenwue,

nH(popMaluu.

22 TloBeaeHue nepcoHaia 1 oxXpaHa (PUPMbI B SKCTPEMAJIbHBIX CUTYALUSIX PA3JIMYHBIX THIIOB.
23 Ananurtudeckas paboTa Mo BBISIBICHUIO KaHAJIOB yTeUKU HHGOpMaluu GUpPMBI.

24 HarpaBiieHUsI 1 METO/IbI 3aIUTHI TPO(PECCHOHANTBHOM TalHBbI.

25 HanpaBnieHust 1 METO/IbI 3aIUTHI CITy>KEOHOW TalfHbI.

26 HanpasiieHust 1 METO/BI 3aIMTHI IEPCOHAIBHBIX JAHHBIX O FPAXKIAAHAX.
27 IlocTpoenue u PyHKITMOHUPOBAHUE 3AIIUIIEHHOTO JOKYyMEHTOO00pOTa

Tunosasi cTPyKTYypa 3a4eTHOI0 3a/IaHUS

TCXHOJIOT NN O6pa6OTKI/I U XpaHCHUA KOH(I)I/IIIGHI_[I/IEU'IBHBIX AOKYMCHTOB (HO

Haumenoeanue OUECHOUHO020 mamepuaa

Maxkcumanvnoe
Konuuecmeo 04106

OpraHU3alMOHHBIX KaHAJIOB HECAHKLIIMOHUPOBAHHOT'O AOCTYyNa K
nHpopManuu. PackpeITh MOCIIEA0BATENFHOCTD YCIOBUS U
(dhopMBI TomycKa JOHKHOCTHBIX JIMI] K TOCYIAPCTBEHHOM TaiiHe

Bonpoc 1. Onpenenuts MecTO MHPOPMAITMOHHOH 06€30MacHOCTH 15
B 00CCTICUCHHH CHCTEMbI OOIIIECTBEHHOM 0€301MaCHOCTH

Bonpoc 2. OxapakTepu30BaTh YPOBHH peaan3aluu 15
nH()OpMaAITMOHHOM 0€30MMacCHOCTH

Ilpakmuueckoe 3a0anue. Onrcath XapakTep ACUCTBUS 10

IlokazaTeJim W KpUTepPUH OLEHUBAHUS IJIAHMPYEMBIX pPe3yJbTATOB
OCBOEHMSI KOMIIETEeHI[HiIl U pPe3yIbTATOB 00y4eHHUs1, KA OlleHMBAHUSA

kana ®opmupyembl| Unaukarop Kparepuu Yposennb
e JTOCTHIKEHUA OCBOCHHUA
OLICHUBAHMSA OLICHUBAHMSA .
KOMIIETCHIUH | KOMIIETEHIIMH KOMIIETCHIUH
85— «3auteHo [YK-1. CnocobenYK-1.1. 3HaeT BepHO U B NNOJTHOM IpoaBuHyTHIH
100 » oCyIIeCTBIIITh  |[OCYIIECTBIISIET |[00beMe OCHOBHBIC METO/IBI
0aJsI0B TIOUCK, [TOMCK KPUTHYECKOTO aHAIN3a U
KPUTHYECKUH  [HEeOOXOJMMON  |0CHOBBI CHCTEMHOTO TIOIX0/1a
AHAIN3 ¥ CHHTE3 [MHPOpMaNny, [Kak 00MeHAyYHOTO METOA.
MHQOPMAlMM, (ONMPAsACh HA  [YMeeT BepHO M B IOJHOM
MIPUMCHATH [PE3YJIbTAThI o0beMe AQHAJIN3UPOBATh
CHCTEMHBIH aHain3a 3a7ady, HCIOJIb3ysd OCHOBBI
MOAXOI IJisd [MOCTABJICHHOMN KPUTUYECKOT'O aHaJIn3a H
[PCILICHUA 3aa4u CUCTEMHOI'0O OJX0a;.
[OCTaBJICHHBIX OCYLIECTBIISITh IOUCK
3aga4 He0OXOAUMOM IS peueHus
[IOCTABJICHHOH 3a7ja4ul
nH(pOpMAIHY, KPUTHYECKH
OLICHUBAsI HAJC)KHOCTh
[pa3IMYHBIX UICTOYHUKOB
HHpOpPMaLIUH
OIIK-2. OIIK-2.1. 3HaeT BepHO W B IOJHOM
CriocobeH Hcnonb3yeT o0beMe METOAbl IOHCKAa U
OCYLLECTBIISITh |OCHOBHBIE CHCTEMaTH3aIny WHHOPMAIINH

cOop, 00pabOTKY

METOJIBI,

00 SKOHOMHYECKHX IMPOIeccax|
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)51 cpeacTBa U SIBICHUSIX

CTaTHUCTUYCCKUI [MOJTy4YCHU, YMeer BEPHO U B IMOJHOM

AHAJIN3 JaHHBIX, [[IPCACTAaBJICHUA, o0beMe pa60TaT], C

HEOOXOQUMBIX  [XpaHEHUS U HAI[MOHAIBHBIMH 1

uist peenust  |06paboTku METyHAPOIHBIMU Oa3aMu

MOCTABJICHHBIX |CTATUCTHYCCKHUX |JaHHEIX C I[CJIHIO IIOHCKA

PKOHOMHUYCCKUX |[TaHHBIX. I/IH(l)OpMaI_[I/II/I, He00X0aUuMOMI

3a1aq JUIST pEIICHMS ITOCTaBICHHBIX
PKOHOMHUYECKHX 3aad.
'YMeeT BepHO U B IOJIHOM
00beMe pacCUUTHIBAThH
SKOHOMHUYECKHUE U COLUAIBHO-
SKOHOMUYECKHE MTOKa3aTely,
XapaKTepU3yIoLIe
e TENbHOCTh
XO3SICTBYIOIINX CYOBEKTOB
Ha OCHOBE THUITOBBIX METOIUK
1 IEHCTBYIOIEH HOPMATUBHO-
paBoBOi Oa3bl
YMeeT BepHO U B IOJIHOM
00beMe Npe/ICTaBUTh
HAaIJSIIHYIO BU3YaJIU3alAI0
TAHHBIX.

OIIK-6. OIIK-6.1. 3HaeT BEPHO M B MOJTHOM

CriocoOeH Hcnons3yer o0beMe:: XapaKTEpPUCTUKU

[MOHUMATh COOTBETCTBYIOI [COOTBETCTBYIOLINX

[IPHHIINTIBI Me COAEPIKaHUIO [COJIEPIKAHHTO

[pabOThI podecCHoHaNb [TPOGECCHOHAIBHBIX 3a1a4

COBPEMEHHBIX  [HBIX 3a/1a4 COBPEMEHHBIX LU (PPOBBIX

MH()OPMAIMOHH [COBPEMEHHBIE  [MH()OPMAITMOHHBIX

bIX TEXHOJIOTHH [H(poBbIC TEXHOJIOTUI

1 KCIIOJIb30BaTh [MH(QOPMALMOHH [YMeeT BepHO H B MOJTHOM

WX JJIS1 peICHHS
3a1a4
poheccuoHab
HOU

eI TeNbHOCTH

bIC TCXHOJIOTHUH,
OCHOBBIBAasiCh Ha

00beMe: HCIIOIb30BaTh
COBpPEMCHHBIE ITN(POBHIC

[IPUHLIUIAX UX  [HPOPMAITHOHHBIC

paboThI TEXHOJIOTUH JJIsl peIIeHus
3a1a4 npodecCHOHaIBHOM
EesITeTFHOCTH

OIIK-6.2. 3HaeT BEPHO U B MOJHOM

Ilornmaer 00BeMe: IPUHLIUIIBI pabOThI

MTPUHLUIIBI COOTBETCTBYIOLINX

paboTHI COJIEPIKAHUIO

COBPEMEHHBIX  |MPpO(deCcCHOHANTBHBIX 3a/1a4

1 PPOBBIX COBPEMEHHBIX IH(PPOBBIX

HHG)OPMAIMOHH |[MH(POPMAITHOHHBIX

BIX TEXHOJIOTHUM, [TEXHOJIOTHH

COOTBCTCTBYIOLI [YMeeT BEPHO U B MOJTHOM

X COIEPIKAaHUIO (00beMe: TPUMEHAThH PUHIHI

PO(hECCUOHAND b1 paboThl COOTBETCTBYIOIINX

HBIX 337124 COJICPIKAaHUFO

npoQecCHOHATBHBIX 3a/1a4
COBPEMEHHBIX IU(PPOBBIX
MH()OPMAITMOHHBIX
TEXHOJIOTUI
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70 — 84 | «3auteno» [YK-1. Cnoco6enYK-1.1. 3HaeT ¢ He3HAYNTEAbHBIMH |[10BBINIEHHbBIH
0aJL1I0B OCYHIECTBIATH |OCYIIECTBISCT [3aMeYAHUSIMH OCHOBHBIC

TIOVCK, TTOMCK METO/JIbI KPUTHUYECKOTO

KPUTHYECKUHA  [HEOOXOMMMOHM  |aHaN3a U OCHOBBHI

AHAIIN3 U CHHTE3 [MHGOpPMAIUK,  [CUCTEMHOTO IOAX0]1a KaK

vH(pOpMaIUK, |[ONUpasCh Ha 0OIIIEHAYYHOTO METOIA.

[IPUMCHATD PC3yIbTAThI YMeeT ¢ He3HAYHUTEIbHBIMH

CHCTEMHBIN aHaJIM3a 3aMeYaHUsIMH aHATTN3UPOBATH,

OAXOM IJIst [10CTABJICHHON 3a7a4y, HCIOJIE3YsI OCHOBBI

[peIICHUS 3amaqu KpPUTUYECKOTO  aHalnu3a U

IIOCTaBJIEHHBIX CHCTEMHOTO MMOAX0a;

3a/1aq OCYIICCTBIIATH MOMCK|
HEOOXOAUMON JUIS PEIICHUs
TIOCTaBJICHHOU 3a/1a9H
nHpOopMaIIy, KPUTHUYECKU
OLICHUBAS HaJCKHOCTH|
[PA3TUYHBIX HCTOYHHUKOB
H(pOpPMAIIH

OIIK-2. OIIK-2.1. 3HaeT ¢ He3HAYHUTEJILHBIMH

CnocoOeH Hcnonb3yet 3aMeYaHHusIMH: MCTO/B]]

OCYLLIECTBJISITh  |[OCHOBHBIE MOMCKa M CHCTEMaTU3alluH|

cOop, 00pabOTKY METOIBI, nHpopMaIu 00

144 cpelncTBa PKOHOMHYECKUX TIpoIleccax

CTATUCTUYECKU [TOJTyUEHUs, STBIICHHSIX

AQHAJIN3 aHHBIX, PEACTABIICHUS, (YMeeT ¢ He3HAUMTEIbHBIMH

HEOOXOMUMBIX  (XPAaHEHMS U 3aMeYaHHusIMH: paboTaTh ¢

IS perieHust  [00paboTKu HAIMOHAIHLHBIMUA U

IMOCTABJICHHBIX [CTATUCTHUYCCKUX MEXIYHAapOIJHBIMUA 0azamMu

DKOHOMHNYCCKUX |[IAaHHBIX. TAHHBIX C IICJIBIO ITIOMCKA

3ama4 H(pOpMaIH, HEOOXOANMO
TS pelIeHUs TOCTAaBICHHBIX
DKOHOMMYECKHX 3a]1a4.
'YMeeT ¢ He3HAYNTEJILHBIMHA
3aMeYaHUSIMM: PACCUUTHIBATH
PKOHOMMYECKHE U COLHAIBHO-
SKOHOMHYECKHE TTOKA3aTEeIH,
XapaKTepU3yoILne
JIeSITCILHOCTh
XO3SIMCTBYIOIIMX CYObEKTOB
Ha OCHOBE THITIOBBIX METOJINK
1 IEUCTBYIOIIEH HOPMaTUBHO-
MpaBOBO 0a3bl
YMeeT ¢ He3HAYUTEIbHBIMH
3aMeYaHUsSIMU NIPEICTABUTD
HATJISTHYIO BU3YaTH3aIlHI0
JTAHHBIX.

OIIK-6. OIIK-6.1. 3HaeT ¢ He3HAYHUTEIbLHBIMH

Criocoben Hcmonezyet 3aMeYaHUSIMM::

MOHUMATh COOTBETCTBYIOII] [XapaKTePUCTUKU

PUHIUIIBI K€ COJIeP KaHUIO [COOTBETCTBYIOIINX

[paboTHI MPOo(eCCHOHANb |COJIEPIKAHUFO

COBPEMCHHBIX  |[HBIX 3aja4 MpoQeCCUOHATBHBIX 3a71aT

WHPOPMAIIMOHH |COBPEMEHHBIC  [COBPEMEHHBIX MIU(PPOBBIX

bIX TEXHOJIOTHH [U(POBEIC MH(OPMAITMOHHBIX

M MCIIOJIb30BaTh [MH(G)OPMAIMOHH |[TEXHOJIOTHIMA

26



X IJId pCHICHUA
3agad

bIC TCXHOJIOT'UH,
OCHOBBIBasCh Ha

'YMeeT ¢ He3HAUNTEIbHbIMHU
3aMEeYaHUAMM: NCIIOJIb30BATh

MpoQeCCHOHAIEL [IPUHIIMITAX UX |[COBPEMEHHBIC TN(POBBIC
HO paboThI nH(pOpMaITMOHHEIE
e TeIbHOCTH TEXHOJIOTUU AJIS PEIICHUS
3aaq mpodeccuoHaNbHON
e TeThHOCTH
OIIK-6.2. 3HaeT ¢ He3HAYUTETbHBIMU
TTonnmaer 3aMeYaHUSIMM: TIPUHIIAITHI
MTPUHITUTIBI [pabOTBI COOTBETCTBYIOIINX
paboTHI COJIEpIKAHUFO
COBPEMEHHBIX  [TPOECCHOHAIBHBIX 33134
1 PPOBBIX COBPEMEHHBIX IH(PPOBBIX
HHG)OPMAMOHH |[MH(POPMAITHOHHBIX
BIX TEXHOJIOTHUM, [TEXHOJIOTHH
COOTBETCTBYIOLL (YMeeT ¢ He3HAYUTEIbHBIMHU
X COACPKAHUIO 3aMeYaHUsIMH: IPUMEHATh 1P
HPO(I)eCCI/IOHaJIB 150500050801 pa60TBI
HbIX 3a/1a4 COOTBETCTBYIOIINX
COJIEpP KAHUIO
poecCHOHANTBHBIX 33124
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMAIIMOHHBIX
TEXHOJIOTUI
50 - 69 | «3aureno» |YK-1.CnocobenYK-1.1. 3HaeT Ha 02a30BOM YPOBHeE C Bbazosblii
0aJ10B OCyImIecTBIATh  (OCYIIECTBISET ([OMIMOKAMU OCHOBHBIC
TTOUCK, MTOVICK METOIbI KPUTHIECKOTO
KPUTHUYSCKUH  [HEOOXOJMMOW  |aHAIH3a U OCHOBBI
AHAIIM3 U CHHTE3 [MHGOPMAIMK,  [CUCTEMHOTO ITOAX0/1a KaK
WHPOPMAIUH,  |OMUPAsSCh HA 0O0IIeHayYHOT0 METO/1A.
MMPUMCHATH [PE3YJIbTAThI 'YMeeT ¢ He3HAYUTEILHBLIMH
CHUCTEMHBIH aHaJinsa 3aMeYaHMsIMM aHAJIM3UPOBAThH
MOAXO0J I MOCTABJICHHON  [3aj1a4y, MCIOJNB3Ys OCHOBBI
[PCIICHUA 3a1au KPUTUYECKOIO  a”Hajin3a W
[1OCTaBJICHHBIX CHCTEMHOTO MOJIX0/1a;
3a1a4 OCYLLICCTBIIATh IIOUCK]|
HEOOXOMMMOW Il peIeHIS]
MOCTaBJICHHOU 3a/1a4u
MH(pOpMAITHH, KPUTUYECKH
OLICHUBAs HaJIeKHOCTh
[PA3TUIHBIX HMCTOYHUKOB
uH(GopMaImn
OIIK-2. OIIK-2.1. 3HaeTr Ha 0a30BOM YpOBHe, C
Crocoben Vcronb3yer OIIMOKAMM: METOJIBI [IOUCKA U
OCYIIECTBIISITH  [OCHOBHBIC cUCTeMaTH3ai HH(HOpMaIuy
cOop, 00pabOTKY METOIBI, 00 3KOHOMHYECKUX MPOIECcCax|
u cpencTBa U SIBICHUSX
CTATHCTUYECKHUH [TOTydeHIS, VYmeer Ha 6a30BOM YpOBHE,
AHAJIM3 JaHHBIX, [IPEICTABICHUS, ¢ omMOKAMHU: paboTaTh C
HEOOXOIMMBIX XpaHCHUSA U HAIIMOHAJILHBEIMU U
Juist pereHust  |06paboTKu MEK Ty HapOJHBIME Oa3aMu
MOCTABJICHHBIX |CTATUCTHYCCKHUX |JaHHBIX C LIEJIBIO IIOMCKA
PKOHOMHUYECKUX |TaHHBIX. uH(pOpMaIK, HEOOXO0IUMOM
safaq JUIST pEIICHUS ITOCTAaBICHHBIX

OKOHOMHWYCCKHX 3a4a4.
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'YMeeT Ha 0a30BOM ypOBHe, €
OIIMOKAMHU PACCUUTHIBATD
PKOHOMHMYECKHE U COLUAIbHO-
PKOHOMHYECKHE IT0Ka3aTeH,
XapaKTepHU3yIoLIe
EATENTbHOCTD
XO3SICTBYIOIINX CYOBEKTOB
Ha OCHOBE THUIIOBBIX METOIUK
1 IEHCTBYIOIEH HOPMATUBHO-
MpaBOBO 0a3bl

Ymeer Ha 0230BOM ypOBHe,
¢ OIIMOKAMM TIPEJCTaBUTh
HarjigIIHyr0 BU3yaJIn3aluro
TAHHBIX.

OIIK-6.
Criocoben
IMOHUMATh
[IPUHIIATIBI
paboThI
COBPEMEHHBIX
MH()OPMAITMOHH
bIX TEXHOJIOTUM
1 UCIIOJIb30BAaTh
WX JUTSL pEIICHUS
3amaq
Mpo¢eCCHOHAIT
HOM
MEeATETLHOCTH

OIIK-6.1.
Hcnonb3yeT
COOTBETCTBYIOIIL
1e COICPIKAHUIO
npodeccuoHab
HbBIX 33724
COBpEMEHHbIE
TU(ppPOBBIC
MH(QOPMAIOHH
bIC TEXHOJIOTHH,
OCHOBBIBAsICh Ha
TPUHIAIAX TX
paboThI

3HaeT Ha 6a30BOM YpPOBHe, ¢
OIIMOKAMU:: XapaKTEPUCTHKH
COOTBETCTBYIOIINX
COJCPIKAHHIO
podeCcCHOHAIBHBIX 3aa4
COBPEMEHHBIX I(PPOBBIX
MH(OPMAITMOHHBIX
TEXHOJIOTUH

'YmeeT Ha 0230BOM YpOBHe, €
OIIMOKAMU: UCIIONIH30BATh
COBpEMEHHEBIE IU(POBBIE
nH(pOpMaITMOHHEIE
TCXHOJIOTHUHU JJIA PEIICHUA
3aau mpodeccuoHaNbHON
eI TeTbHOCTH

OIIK-6.2. 3HaeT Ha 0a30BOM ypOBHeE, C
IToHumaer OIIMOKAMU: TPUHLIUTIBI
PUHIIATIBI [pabOTHI COOTBETCTBYIOIINX
paboTHI COJIEPIKAHHTO
COBPEMEHHBIX  [TPO(ECCHOHAIBHBIX 33124
1 PPOBBIX COBPEMEHHBIX IH(PPOBBIX
MH(QOPMAIMOHH |[MH(POPMALUOHHBIX
BIX TEXHOJIOTHUM, [TEXHOJIOTHH
COOTBCTCTBYIOLI [YMeeT Ha 6230BOM YpPOBHe, C
X COACPIKAHUIO (oIIUOKAMM: TIPUMEHSATDH ITPUH
pO(ECCHOHANb UMbl PaGOTHI
HBIX 3a/1a4 COOTBETCTBYIOIINX
COJIEpIKaHUIO
npoQeccHoHaATBHBIX 33184
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMAITMOHHBIX
TEXHOJOTUI
MeHee «He 'YK-1. Crioco6en|YK-1.1. He 3naet Ha 6azoBom Komnerenuuu
50 3a4TeH0» |0CYIECTBIATh |OCYIIECTBISIET |ypOBHE OCHOBHBIE METOJBI He
0aJsi0B TTOWICK, MOVCK KPUTHYECKOTO aHaju3a u copmupoBan
KPUTUYECKUN HEOOXOAUMOI  |0OCHOBBI CUCTEMHOTO [OAX0Ja BI
aHanM3 ¥ cHHTe3 [MHpopManuy,  |[Kak o0IIeHayYHOro METO/a.
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X IJId pCHICHUA
3aaq
MpoQeCCHOHATH
HOU

bIC TCXHOJIOT'UH,
OCHOBBLIBAsCh Ha
[IPUHOUIIAX UX

paGoThI

WHPOPMAIUK,  |OMUPAsCh HA He ymeer Ha 0a3oBoM

[IPUMEHSATh [pe3yJIbTaThl YPOBHe aHAJIN3UPOBATH

CHUCTEMHBI aHaIM3a 3a7a4y, HCHOJb3YysS OCHOBBI

[OAXOM ISt [TOCTABJICHHON |[KPUTHYECKOIO  aHaJlu3a U

[perieHus 3a1aun CHCTEMHOI0 MOAX0Ja.

ITOCTaBJICHHBIX He ymeeT Ha 6a30BOM

3a1aq YPOBHE OCYIICCTBIIATh IOUCK
HEOOXOIMMOM JJIS PEIICHUS
[IOCTABJICHHOH 3a7ja4ul
rHGOPMAIUH, KPUTHIECKH
OLICHUBAsI HAJC)KHOCTh
[Pa3TMYHBIX HICTOUHUKOB
HHpOpMaLTUH

OIIK-2. OIIK-2.1. He 3Haer na 0a3oBOM

Criocoben Hcnons3yer YPOBHE, c omudOKamMu:

OCYILECTBIISITh  [OCHOBHBIC METO/IbI oMcKa 51

cOop, 00pabOTKY METOIBI, cHUCTeMaTU3alui HH()OpMaIUH

138 CpeacTBa 00 SKOHOMHYECKHX ITpoIieccax

CTATUCTUYECKU [TOJTyUEHUs, 1 SIBJICHUSX

aHaM3 JaHHBIX, PENCTaBlIcHus, | He ymeer Ha 6a30BoM

HGOGXOI{I/IMHX XpaHCHUA U YPOBHE, € oIMOKaAMU :

JULS PCIICHUSA 00paboTKH paboTaTh ¢ HALUOHAILHBIMH U

IMOCTABJICHHBIX [CTATUCTHUYCCKUX MEXIYHApOIHBIMUA 0azamMu

DKOHOMHNYCCKUX [TAaHHBIX. TAHHBIX C IICJIBIO ITIOMCKA

3ana4 rH(pOpMaIH, HEOOXOAUMO
T pEeLLIEHUs] TIOCTABIEHHBIX
PKOHOMHYECKHX 3a1ad.
He ymeer Ha 6a30BoM
YPOBHE, € OIIUOKAMH
[PaCCUNTHIBATh IKOHOMHYECKHE
1 COLIMAIBHO-3KOHOMUYECKUE
[oKa3aTeu,
XapaKTepU3yIoLe
e TeTbHOCTD
XO3SICTBYIOIINX CYOBEKTOB
Ha OCHOBE THUTIOBBIX METOIUK
1 IEHCTBYIOIEH HOPMATUBHO-
[paBoBO# 0a3bl
He ymeeT na 6a3oBom
YPOBHE, € OIIUOKAMU
[PEJICTaBUTh HATJSIHYIO
BU3YaAJIU3ALMIO TAHHBIX.

OIIK-6. OIIK-6.1. He 31HaeT Ha 0a30BOM ypOBHe

CriocobeH Mcmonp3yet XapaKTEPUCTUKH

[MOHUMATh COOTBETCTBYIOI [COOTBETCTBYIOLINX

IPUHLIUIIBI 1E COAEPIKAHUIO [COJIEPIKAHUIO

[paboThI npodeccroHanb [MpoheCCHOHATBHBIX 3a/1a4

COBPEMEHHBIX  [HBIX 33/1a4 COBPEMEHHBIX IT(PPOBBIX

MHGOPMAIIMOHH |COBPEMEHHbBIE  [MH(GOPMALMOHHBIX

bIX TEXHOJIOTHH [U(POBEIE TEXHOJIOTUN OCHOBBIBAsCH Ha

W MCIIONIb30BaTh [MH(QOPMAIIMOHH [IPUHIIMIIAX UX PaOOTHI

He ymeer Ha 6a3oBoM
YPOBHE: UCIIOJIH30BaTh
COBpPEMCHHEBIE ITN(POBHIC

nH(pOpPMaITMOHHbIE
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JACATCIBHOCTH

TCXHOJIOTHHU JJId pCIICHUA
3asiau mpodeccuoHaNbHON
e TeIbHOCTH.

OIIK-6.2.
Tlonumaet
MTPUHITUTIBI
paboTHI
COBPEMEHHBIX
U POBBIX
WHGOPMAIIOHH
BIX TEXHOJIOTHH,
COOTBETCTBYIOII]
X COJICPIKAHUIO
npodeccroHath
HBIX 33,129

He 3naeT Ha 6a30BOM ypPOBHe
[IPUHIINIIEL PaOOTHI
COOTBETCTBYIOIINX
COJICPIKAHHIO
MpodecCHOHANBHBIX 3a1a4
COBPEMEHHBIX I(PPOBBIX
MH(POPMALIMOHHBIX
texHonoruii; He ymeer Ha
0a30BOM YpOBHe

[IPUMEHATH TPUHIUTIB paOOTHI
COOTBETCTBYIOIIUX
COJICPIKAHUIO
podecCHOHANBHBIX 3a1a4
COBPEMEHHBIX IH(PPOBBIX
MH(OPMAITMOHHBIX
TEXHOJIOTUI
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Iloka3zatenu u KPUTEPUH OLICHUBAHUA MIJTAHUPYEMBIX PE3YJIbTATOB OCBOCHHUS KOMIIeTeHIN 1

pe3yabTaToB 00y4eHMs], IKAJIA OLeHUBAHUS
MUWHUCTEPCTBO HAYKH U BBICIIEI'O OBPA30BAHUS POCCUMCKOMN ®EJEPAIIIN

DejlepaibHOE TOCYIAPCTBEHHOE OOIKeTHOEe 00pa3oBaTesibHOe YdpeKIeHHe BbICIIEro 00Pa30BaHuUs
«Poccuiickuii s3xoHoMUYeckuii ynusepcurer umenu I'.B. IlinexanoBa»
Kpacnopapckuii puiaunana PIY um. I'. B. Iliexanosa

(I)aKyJIbTCT IKOHOMUKHU, MCHECIKMECHTA U TOPIoBJIN

Kadenpa 3xoHoMHKH U HM(PPOBBIX TEXHOJIOT U

AHHOTAIIUS K PABOUYEH ITPOT'PAMME JIACITATIIMHBI

b51.0.13.02.01 OcHoBBbI HHPOPMALTUOHHOI 0€30MIACHOCTH

HanpaBJieHue nNoAroToBKu 38.03.01 DxonomMuka

Hanpagsienue (mpoguib) nporpaMmsl JKOHOMHUKA U yIPaBJICHHE HA
NpeanpusTUN (OPraHu3anumn)

YpoBeHb BbIcIero 00pa3oBaHus BakanaBpuar

Kpacnomap — 2023 r.



1.leab 1 3a7a4u AUCHMUIIMHBI:

Heab IMCHMIUIMHBI 3aKiIo4aeTcss B (OPMHUpPOBAHMU 3HAHUH 00 OOBEKTaX M 3adayax
3alIMTHI, CIIOCO0aX M CPeNCTBaxX HapylleHHs HH(PpOpPMAIMOHHOW Oe30MacHOCTH, O MPUHIMIAX H
MOJAX0/aX K pEelIeHHI0 3ajJad 3aluThl HMHpoOpMalnuu; a Takxke (QopMuUpoBaHHE YMEHHUH 10
MIPUMEHEHHIO COBPEMEHHBIX TEXHOJIOTHUH, BEIOOpA CPEICTB M HHCTPYMEHTOB 3allIUTHI HH(OpMAITHH
U1l IOCTPOEHUSI COBPEMEHHBIX 3alllUIIEHHBIX SKOHOMUYECKUX HH(POPMAIIMOHHBIX CUCTEM.

3amaun IUCHUILUIMHBI:

-M3Y4YHTh cpencTBa obecrieueHHss WHPOPMAIMOHHOW O0€30MacHOCTH  SKOHOMHYECKOM
MH()OPMAIIMOHHON CHCTEMBI COBPEMEHHOM OpTraHU3allnH;

-opMHpoBaHuEe YMEHUS 00ECTIEYNTD 3aIUTy WH(POPMAIMY U 0OBEKTOB MH(pOPMaTH3AINH;
dopMupoBaHME  YMEHHS ~ COCTABJATH  3asBUTEIBHYIO  JIOKYMEHTAllMI0O B HAJ30pHBIC
rOCyJJapCTBEHHbIE OpraHbl HH()OKOMMYHHUKAIIMOHHOW OTpaciy;

-M3YyYUTh CPEACTBA 3alUTHI JaHHBIX OT pa3pyIIarONINX IPOrpaMMHBIX BO3/ICHCTBUIA;

-TIOHNMATh U BHEIPATh OPraHM3ALMI0 KOMIUIEKCHOM 3amuThl WHPOpPMAlLWMU Ha
KOMITBIOTEPax OpraHu3alnuu

-popMHpOBaHHE  HABHIKOB  OOECHeueHHs]  3alUThl  OOBEKTOB  HMHTEIUIEKTYyaJIbHOU
COOCTBEHHOCTH, pE3yJbTaTOB HCCIECJOBAaHMKA M pa3pabOTOK KaK KOMMEPYECKOH TalHbBI
TIPEIIPUSTHS.

2.Coaep:kaHue TUCHUIIMHBI:

Ne
u/ HanmMenoBaHue pa3iesioB / TeM AUCHUNITHHBI
Pa3zoen 1. Ocnoenvie onpeodesienusn u NOHAMUA UHPOPMAUUOHHOU
bezonacnocmu
1 Tema 1. Uadopmarus kak o0bekT 3amuThl. [IpaBoBoe obecrieuenne

HHOOPMAITMOHHONW 0€301TaCHOCTH

2. Tema 2. OpraauzanpionHoe odecredeHre HHGOpMaIMOHHONW OE30MaCHOCTH

Pazoen 2. Ilpozpammuo-annapammsle cpeocmea u Memoovl odecneuenus
uH@opmayuonnoil Hezonacrocmu

4 Tema 4. IIporpammHoO-anmnapatHsie CpeacTBa o0ecneyeHns HHPOPMALMOHHOM
0e30MacHOCTH B UH(OOPMALIMOHHBIX CETHX.
5. Tema 5. CrannapTsl U cienugpHUKaMy B 001acTH HHHOPMAIIMOHHON 0€30MacHOCTH

TpynoemkocTh IMCHUNIMHBI cocTaBJseT 3 3.e. / 108 yaca.

dopMa KOHTPOJIA — 3a4eT.

CocraBurenn: noueHt @posuos P.H.
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