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OLHEHOYHBIE MATEPHUAJIbI

ITo pucuunianane OCHOBbBI HHQOPMAHHOHHOﬁ BE3OIIACHOCTMH

NEPEYEHb KOMIIETEHIIUH C YKA3AHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX POPMUPOBAHUAA 110 JNCIHUIIIMHE

dopmupyeMble

KOMIIeTeHIIUH
(k00 u naumenosanue

KomnemeHnuyuu)

HNuauxkaropsl
JOCTHKEHUS
KOMIIeTeHIInii
(k00 u naumenosanue
UHOUKamopa)

PesynabraTnl 00y4yeHus (3Hanus,
YyMeHus)

YK-1. CnocodeH ocymiecTBIsATh
NMONCK, KPpUTHYECKUI aHATIN3 H
CHHTe3 NH(popManun, MPUMEHATH
CHCTEMHBII TOIXO0 IS peleHnst
MOCTaBJIECHHBIX 32124

YK-1.1. OcymecTBisieT IIONCcK
HEoOX0ANMOHN HH(pOPMALIHH,
OMUPASCh HA PE3YIIBTATHI
aHaju3a IMOCTaBJICHHOM 3aJauu

YK-1.1. 3-1. 3uaeTr 0OCHOBHBIE METOIBI
KPUTHYECCKOT'O aHAIN3a U OCHOBBI CHCTEMHOIO
MOJTX0/1a KaK OOINECHAYYHOTO METO/IA.

YK-1.1. ¥Y-1. YMeer aHaIu3upoBaTh 33]a4y,
HCIO0JIb3Ys OCHOBBI KPUTUYECKOI'0 aHaJiu3a 1
CHCTEMHOT'0 NI0JX0Aa.

YK-1.1. ¥Y-2. YMeeT oCyLIeCTBIISITh HOUCK
HEOOXOIUMOM JIJISl pEIICHHSI TOCTABICHHON
33712491 MHHOPMALNH, KPUTHIECKH OIICHHBAs
HaJIS)KHOCTh PA3INYHBIX HICTOYHUKOB
HHPOPMALINH.

OIIK-2. Cnioco0eH ocylecTBJIsITh
coop, 00padoTKy U
CTATHCTHYECKUI aHAJN3 JaAHHBIX,
HEO0OXOMMMBIX IJIsl pelIeHusl
MOCTABJIEHHBIX IKOHOMHYECKUX
3aaa4

OIIK-2.1. Vicrionms3yer
OCHOBHBIE METOJIbI, CPEJICTBA
MOJTy4eHHUs, TPEJICTABICHHS,
XpaHeHHs: ¥ 00paboTKH
CTATUCTUYECKUX JaHHBIX.

OIIK-2.1. 3-1. 3naer wMmeroapl IIOMCKA U
CUCTEMAaTH3aLNH uHpOpMAIUU 00
HSKOHOMMYECKHUX MPOIIeCcCax U SIBICHUIX

OIIK-2.1. ¥-1. YMmeet pabotaTh ¢
HalMOHAJIbHBIMU U MCKAYHAPOJHBIMHU 6a3aMI/I
JIAHHBIX C [EBI0 TIOMCKa HHHOPMAIIHH,
HEOOXOAMMOM IS PEIEHUS TIOCTaBIEHHBIX
HKOHOMHYECKHUX 3a]1ad.

OIIK-2.1.Y-2. YMeeT paccUuThIBaTh
HKOHOMHUYECKHE U COIIHAIBbHO-3KOHOMHYECKHUE
MIOKa3aTeJH, XapaKTepHU3YIOe A TeTbHOCTh
XO3SHCTBYIOUINX CyOBEKTOB Ha OCHOBE
THUIIOBBIX METOJIMK U JIEHCTBYIOIIEH
HOPMAaTHBHO-TIPAaBOBOH 0a3bl

OIIK-2.1.Y-3. YMeeT npencTaBuTh
HAISAHYI0 BU3yaIM3alMio JaHHbIX.

OIIK-6. CniocoGen moHUMATh
NPUHIUIBI PA00THI COBPeMEHHBIX
HH(OPMALOHHBIX TEXHOJIOTHIl U
HCNOJIb30BATh UX ISl pelleHust
3aja4 npogeccCHOHAIBLHOM
AeATeTbHOCTH

OIIK-6.1. Vcmons3yer
COOTBETCTBYIOILIUE
COZIEPIKAHUIO
podeCCHOHANBHBIX 33/1a4
COBpEMEHHbBIE IU(PPOBbIE
uH(pOpMAaIMOHHbIE
TEXHOJIOTHH, OCHOBBIBASICh Ha
MPUHIIUIAX UX PabOThI

OIIK-6.1. 3-1. 3HaeT: XxapaKTepUCTUKH
COOTBETCTBYIOIIUX COACPIKAHUIO
npodeccHoHABHBIX 3a/1a4 COBPEMEHHBIX
1 (pOBEIX HHYOPMALMOHHBIX TEXHOJOTHI

OIIK-6.1. Y-1. YMeThb: HCIIOIb30BaTh
COBpEMEHHBIC II(PPOBBIC HHPOPMAIIHOHHBIC
TEXHOJIOTHH JUIS PEIICHHUS 3a/1a9
poeCCHOHATBHON eI TeTbHOCTH

OIIK-6.2. [Tornmaer
TIPUHITUITEI PaOOTHI
COBPEMEHHBIX MU(PPOBBIX
MHPOPMAIMOHHBIX
TEXHOJIOTHH,
COOTBETCTBYIOIINX

COJIepP KaHUIO
npodeccnoHaTBHBIX 33724

OIIK-6.2. 3-1. 3naTh: IPUHIUITEI PAOOTHI
COOTBETCTBYIOLIUX COAECP KaHUIO
npodeccHOHANBHBIX 33/1a4 COBPEMEHHBIX
IUPPOBHIX HHPOPMAIMOHHBIX TEXHOJIOTHI

OIIK-6.2.Y-1. YMeeT NpuMEHSTH ITPUHITUITBL
paboTHI COOTBETCTBYIOLINX COACPIKAHHIO
podeCcCHOHANBHBIX 33124 COBPEMEHHBIX
IUPPOBHIX HHPOPMAIMOHHBIX TEXHOJIOTHI




METOINYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMHPOBAHUSI KOMIIETEHIIAM

IlepeyeHb y4eOHBIX 3aJaHNIi HA Ay IUTOPHBIX 3AHATUAX

TeMbl rPyNIOBBIX JUCKYCCHHA

Tema 1. Undopmanus kak o0bekT 3ammThl. [IpaBoBoe o0ecnneuenne nHGpopManmoOHHOM
0e3omacHoOCTH
HNuaukaropsl goctmkennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
WNudopmannonnas 6e3onacHOCTb. OCHOBHBIE TIOHSTHSL.
Monenu nadpopmannoHHON OE30MACHOCTH.
Bunb! 3amumniaemoit nHGopMaIuu.
OcHOBHBIE HOPMATHBHO-IIPABOBbIE aKThI B 00J1aCTH UH()OPMALIMOHHOM OE30MMaCHOCTH.
[IpaBoBbie OcOOeHHOCTH oOOecredeHusi Oe30MacCHOCTH KOH(HICHIIMATBHON
nH(pOpPMaIMU U TOCYAAPCTBEHHOUN TalHBI.
Pecypcsl npeanpudatus, noajiexxaliye 3amnure ¢ Touku 3penns Ub.
Acniextsl b B paMkax MeHeI)KMEHTa HeTPEPHIBHOCTH OU3Heca
Kubepbe3onacHoCTh U KHOSPITPOCTPAHCTBO. .
3anaun knbepOe30MacHOCTH B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
10. Tlomstue mHpOpManuu ¥ UHPOPMATHU3AIMH, CBOMCTBa WH(POpPMAIMKA KaK OOBEKTa
3alIUTHl OT KUOEPYTpo3.
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Tema 2. OpranuzanuonHoe ooecrneyeHue HHPOPMALMOHHOH 0€30I1aACHOCTH
Nuauxarops! noctuxkenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. OcHOBHBIE CTaHIAPTHI B 00J1aCTH o0ecreueHuss HHPOpMaIMOHHOM 0€30IMacHOCTH.

2. [TonuTuka 6€30MacHOCTH.

3. DKoHOMHYECKast 0€30MaCHOCTh MPEIIPUATHS.

4. WNuxenepHas 3aura 0ObEKTOB.

5. 3amuTa HHPOPMAIUHN OT YTEUKH 0 TEXHUYECKUM KaHaIaM.

6. Hcnonp3oBanne 0a3 MaHHBIX IS HAaXOXKICHUS W W3YYCHHS HOPMATHBHBIX
JOKYMEHTOB B 00J1aCTH MH(POPMALIMOHHOM O€30MacHOCTH.

7. Nnentudukanus u oreHka akTHBOB.

8. Mopenu yrpos.

9. WNnentudukanus ya3BUMOCTEN.

10. OrueHka pUcKoOB.

11. O06paboTka pUCKOB.

12. Mogens HapyHIIUTeNs! MOJIMTHKU 0€30acHOCTH.

13. Tunuaaeie yrpo3sl HHPOPMAIMKM U YA3BUMOCTH KOPITOPATUBHBIX WH()OPMAITMOHHBIX
CUCTEM.

Tema 3. IIporpammHo-annmapaTtHble cpeacTBa oOecnedeHusi UHQOpPMANMOHHOI
0e30macHOCTH B MHGOPMALIMOHHBIX CETAX
Nuauxarops! noctuxkenus: YK-1.1., OIK-2.1, OIIK-6.1., OIIK-6.2.
OcCHOBHBIE BUIbI CETEBBIX U KOMITBIOTEPHBIX YIPO3.
CpencTBa 1 METO/IBI 3aIIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.
CuMMeTpHYHbIE U ACCUMETPUYHBIE CHCTEMBI MIU(POBAHHUS.
Hudpossie noanucu (DNEeKTPOHHBIE MOAMKUCH).
HNudpacTpykTypa OTKPBITHIX KITIOUEH.
Kpunrorpadudeckue mpoTOKOIBI.
Xsm-pyHKIMS U 3JIEKTPOHHAS MTOANUCH U TPOTOKOJIBI DIEKTPOHHBIX JaHHBIX.
MeTtoapl pabOThI ¢ TPOTPAMMHBIMHU CPEICTBAMH.
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9. @uHAHCOBBIE aBTOMATHU3MPOBAHHBIE WH(MOPMAIMOHHBIE CHCTEMBI  yIPaBJICHUS

poIeccamm.

10. CO60p 5KOHOMHUYECKOH pa3BeAbIBATEILHON HH(POPMAIIH.

11. Tomnomorust KHOEPIPOCTPAHCTBA

12. [TpUHIUIIBI TOCTPOCHUS ApXUTEKTYPHI (PUHAHCOBON KNOEPOE30macHOCTH.

13. ArnmapaTHoe o0eclieueHue W XpaHEHUE MepejaBaeMbIX H IOJTy4aeMbIX JaHHBIX.

14. [TpoTokoisl 1 MIATHOPMBEL.

15. ApxuTeKkTypa ceTeBOi O0€30MacHOCTH U YIPABJICHHE MPOIECCOM obOecreueHus
0€30MaCHOCTH.

16. TpeboBaHus K cucTEMaM 3alUThl HH()OpPMAITUH.

Tema 4. CtangapTthbl 4 cienupuKaIUU B 00J1acTH HHPOPMALMOHHOK 0€30IIACHOCTH
Nuauxarops! noctuxenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. Crannmaptuzanus B cepe yrnpaiaeHUs HHPOPMAIIMOHHON 0€30MacCHOCTHIO (Ha OCHOBE
MexayHapoanbix crangaptoB ISO/IEC 17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC
15408).

2. Co3nanue 3ammnppoBaHHBIX (HANHIOB M KPUIITOKOHTEHHEPOB U UX paciin(poBhIBaHHE.
3. CootBercTBHE TPeOOBaHMSIM 3aKOHOATEIHCTBA MO MH(MOPMAIMOHHON 0€30ImacHOCTH
OpraHHU3aLuH.

4. CooTBeTCcTBUE MOJIUTHUKAM OE€30IIACHOCTH U CTaHIapTaM, TEXHUYECKOE COOTBETCTBHE.
S. Cozfanue y0CTOBEPSIOIIErO IIEHTPa, FeHepalys OTKPBITBIX M CEKPETHBIX KIIIOUYEH,

co3/laHue CepTU(UKATOB OTKPBITHIX KIIOYEH, CO3/aHUE DJIEKTPOHHOM MOJIMUCH, MPOBEpKa
3JIEKTPOHHOW MOJIIKCH.

6. IIpoTokosnbl ceTeBoii 6€30MaCHOCTH.

1. Bupryanu3zanus ceTeBbIX yCTPOMCTB.

8. VYnpaBieHne 5KOHOMUYECKUMHU 00BEKTaMHU Ha OCHOBE CTAHAApPTOB MH(OPMAIIIOHHON
0€30MaCHOCTH.

Kpurepum ouenku (B 0aiax):

20 0an0B BbICTABISETCS O0YyYarOIIEMYCs, €CJIM OH JEMOHCTPUPYET BBICOKMH YpOBEHb
BJIaJICHUs] MaTepHajoM IO BCEM TeMaM JUCKYCCHUH, NMPEBOCXOAHOE yMeHHe (HOpMyIUpOBaTh CBOIO
MO3UIIMIO, OTCTaWBaTh €€ B CIOpE, 3a7aBaTh BOIMPOCHL, OOCYXIATh IMCKYCCHOHHBIE ITOJIOKEHHUS,
BBICOKUH ypPOBEHb ATHKHM BEJIEHHUS JUCKYCCUU. YPOBEHb C(HOPMUPOBAHHOCTH KOMIETEHIUM
COOTBETCTBYET IIPOJBUHYTOMY YPOBHIO,

15- 6aaJ10B BBICTaBIsETCS 00YYaIOMIEMYCs, €CJIM OH JIEMOHCTPUPYET BIIaJIeHUE MaTEepHUaIoM
[0 BCEM TeMaM JMCKYCCHI Ha ypOBHE BBILIE CPEJAHEro, yMEHUE OTCTauBaTh €€ B CIOpe, 3a/1aBaTh
BOIIPOCHI, O6CY)KI[3TI) JUCKYCCHOHHBIC ITOJIOKCHUWSA, 3HAHWEC 3THUKU BCIACHUA AHUCKYCCHUMU. ypOBCHB
c(OPMHPOBAHHOCTU KOMITETEHIIUH COOTBETCTBYET MOBBILIEHHOMY YPOBHIO;

10 6ay10B BhICTaBIIsIETCS O0yYarOIEMYCsl, €CIIM OH JIEMOHCTPUPYET BIIaJIEHUE MaTepHUaIoM
0 BCEM TeMaM JHCKYCCH HE B IIOJHOM OOBEMe, YMEHHE 3a/1aBaTh BOIIPOCHI, OOCYXIAaTh
JMCKYCCHOHHBIE MOJIOKEHMsI, 3HAHWE STHKU BEICHUS JUCKYCCUH. YPOBEHb C(HOPMUPOBAHHOCTH
KOMIIETEHIIHI COOTBETCTBYET 0a30BOMY YPOBHIO.

SAJAHUA JUIA TEKYIHEI'O KOHTPOJIA

KonTtpoabnas padora

Tema 4. Ctanaaprsel U cnenudukanuu B 001acTu MHGOPMALUOHHOI 0e30ACHOCTH

Nuauxarops! noctuxenusi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Bapnanr 1.
Jlns BBIOpaHHOTO OOBEKTa 3aIIMThl MHGpOpMalUuu (HAapUMep, MOYTOBBIM cepBep, KOMIIBIOTED B
Oyxranrepuu, TenegoHHas 0a3za OrpaHUYEHHOTO IOJB30BAHUS HA DJIEKTPOHHBIX HOCUTENSAX U JpP)
NPOBECTH AaHAIM3 3alIMIICHHOCTH OOBEKTa MO CIEAYIOIIMM IYHKTaM BHJ YTPO3, XapakTep
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MIPOUCXOXKACHHUSI yIpo3, KIAcChl KaHAJOB HECAHKIMOHMPOBAHHOTO TOJY4YeHHs WH(GOpMAIUH,
WMCTOYHUKU TMOSIBJICHUSI YIpO3, MPUYUHBI HApYIICHHs IEJIOCTHOCTH HH(POpPMAIMH, MOTEHIIHATIBLHO
BO3MOYKHBIE 3JI0YMBIIIUIEHHBIE AeHCTBHS. ONpeaenuTh KJIacc 3alIUThl HH()OPMAIIHH.

Bapuant 2.

PaccmoTpers HOpMaTuBHYO 0a3zy ympaBieHus wuHImaeHtramu Wb u  oOecnedeHue
HerpepbiBHOCTH ~ Om3Heca. Cranmapt ISO  27035. HWpentudukauusi, TPOTOKOIMPOBAHKE,
pearupoBanue Ha uHUUAECHTH WMbB. Bamsaue unnunentoB Wb nHa Ousnec-mpoueccel. Cpencra
yopasierus: coopitussmu Wb, SOC-uentper UMb, SIEM-cuctembr ympabiieHuss uHboOpMarmein o
Oe3omacHocTH W coObITHsIME HMHGpOpPMAIMOHHON Oe3omacHocTH, |RP-cucremsr aBromarm3anuu
pearupoBaHus Ha UHIIUMACHTHI HH()OPMALIMOHHOW O€301MaCHOCTH.

Kpurepun ouenku (B 0asiax):
10 6a/u10B BBICTaBIIIETCSl O0yYArOMIEMYCsl, €CIIM OH NMPaBHJILHO OTBeTWI Ha 80% BOMPOCOB
(xomnereHnus chopMupoBaHa Ha MIPOJABUHYTOM YPOBHE);

9 6aJyuI0B BBICTABIIsIETCS OOy4alOLIEMyCs, €ClIM OH MpaBWIbHO OTBeTWI Ha 70% BOMpOCOB
(xoMmeTeHIus cOPMHUPOBaHa HA TIPOJIBUHYTOM YPOBHE);

8 0ans10B BhICTaBIIsICTCS O0YYArOMIEMYCs, €CJIM OH MPaBWIIbHO OTBETHI HAa 60% BoOmpocoB
TecTa (KOMITETESHITUS COPMUPOBAHA Ha IMTOBHIIICHHOM YPOBHE);

7 6aJI0B BBICTABIIsIETCS OOyYalOLIEMYCs, €ClIM OH MPaBWJIBHO OTBETWJI Ha 55% BOMpOCOB
TecTa (KOMITeTESHITUS COPMHUPOBAHA Ha IMOBHIIICHHOM YPOBHE);

6 O6ayu0oB BbICTaBIsIETCS OOyYalOUIEMYCs, €ClId OH MpaBHIbHO OTBeTWI Ha 50% BOMpOCOB
TecTa (KOMITeTeHIUsI COPMHUPOBaHA Ha Oa30BOM YPOBHE)

KoMmiekT TecTOBBIX 3aJaHUH MO AUCHHUILINHE

Tema 4. CtanaapTthl 4 cnienupuKanuu B 00J1acTH HHPOPMATMOHHOK 0€30IIACHOCTH
Nuauxarops! noctuxkenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. KonTpoJiibHble GyHKIHH B 00JIACTH TOCYJIapCTBEHHOH 0e30IacHOCTH IO BOIPOCaM
NPeJOTBPALCHNA HECAHKIIMOHMPOBAHHOIO J0CTYNAa K HHPOPMALMH PeaTu3ylOTCs:

A. OCTOK PO

b. ®Cb P®

B. Ynpasnenuem «K» MBJ] P®

I'. ®denepanpHOi city:k00i 10 HaA30py B cdepe cBA3U, MH(GOPMAIMOHHBI X TEXHOJOTHH U
MaCCOBBIX KOMMYHHMKAIIUN

2. 3amuTa HHPOPMALUMH OT HECAHKIHOHUPOBAHHOIO J0CTYMA -3TO:

A. 3ammra uMH(OpMalUMM, HampaBlieHHas Ha NPEJOTBpAllleHUE MOJIY4YCHMs 3alluiiaeMoi
uHGpOpMalUY 3aMHTEPECOBAHHBIMU CYOBEKTaMH C HapyIIEHUEM YCTAaHOBJICHHBIMH HOPMATHUBHBIMU U
MPaBOBBIMU JIOKYMEHTaMHu (akTaMu) WIM oOiagaTensMd HHQOpMalMM TpaB MM  [paBHI
pasrpaHMUYEeHMIOCTYTIA K 3aIlUIaeMoinH(popMaluu

b. nesrenbHOCTH, HallpaBJIeHHAs HAa MPEIOTBPALIEHUE YTEUKU 3alluiiaeMod uH(popMaluuy,
HECAHKIIMOHMPOBAHHBIX U HENPEAHAMEPEHHBIX BO3ICHCTBUI HAa3aIUIIIAEMYIO HH(OPMAIIHIO

B. 3ammra wuHOpMmanuu, 3akiroyarouiascss B 00eCHEYeHHH HEeKpUNTOrpaduyecKuMu
METOIaMHU

6e3onmacHOCTH WH(GOpPMAIUK (JaHHBIX ), TTOAJIEKAIIEH (TTOIISKAIINX ) 3alTUTE B COOTBETCTBUH
C IEUCTBYIOLIMM 3aKOHOJIATEIbCTBOM, C IPUMEHEHNEM TEXHUUYECKUX, IPOTPAMMHBIX U POTrPaMMHO-
TEXHUYECKUX CPEICTB

I'. 3ammra nHGOpMaIK ¢ TOMOLIBIO €€ KPUITOTpaguuecKkoro npeodpasoBaHus

3.HecaHKnMOHMPOBaHHBII 10CTYNl KHH(pOPpMALUH — ITO...

A. nocryn k uHpopManMM pecypcaM HH(POPMALMOHHOM CHCTEMBI, OCYLIECTBISEM BIH C



HApyIICHHEM YCTAHOBJIGHHBIX IIpaB W/MIM TpaBWI JOCTyla K UWHPOpMAIUU pecypcam
MHGOPMALIMOHHOM CHUCTEMBI ¢ MPUMEHEHHEM IITAaTHBIX CPEICTB MH(OPMAIIMOHHON CHCTEMBI MU
CPEACTB, AHAJIOTUYHBIX WM IO CBOMM (YHKIHMOHAJIBHOMY NPEAHA3HAYCHHUIO M TEXHHUUYECKUM
XapaKTepUCTHKaM

b. HekoHTponHMpyeMoe pacmpocTpaHeHHEe € HH(POpPMaluu OT HOCHUTENS 3allUIIaeMon
uHpopmanun yepe3 (pU3MUECKYIO0 Cpely A0 TEXHHYECKOTO CPEeACTBAa, OCYILECTBISIONIETO MepexBaT
uHpopMauu

B. HenpaBoMepHOe nojydyeHHe HH(POPMALUU C HCIOJIb30BAHUEM TEXHHYECKOTO CpEACTBa,
OCYIIECTBISIONIETO OOHAPYKEHHUE,TPHEM U 00paboTKy HH(POPMATUBHBIX

I'. u3MeHeHMe, YHUYTOXKEHUE WM KOIMPOBaHUE HH(pOopMalUH (pecypcoB MH(OPMAIIMOHHON
CUCTEMBI), OCYIIECTBIIIEMOEC HAPYLIEHUEM YCTAHOBJIEHHBIX IPaB U (WJIN) NPaBUI

4. UndopManmoHHOE PABO COCTABJISAET:
A. HOpMaTUBHYIO 633y HH(POPMALIMOHHOTO 00IIIeCTBa
b. rocyaapcTBeHHYIO OJIUTUKY
B. HopmaTuBHyr0 6a3y arpapHoro o0miecTsa
I". HopmaTuBHYI0 6a3y 10 HHAYCTPUAIBHOIO OOILECTBA

5. KTo Takue "kudepckBorrepnr'?
A. ceTeBble 1eATEINH, NBITAIOLIUECS BECTH [1APA3UTHYECKOE CYILIECTBOBAHUE
- BUPYCBI
b. po6oThI B ceTn
B. ceTeBble rpynmbl 0 HHTEpECaM

6. Ha yeM ocHOBaH NPUMHUMI Pad0Thl AHTHBHPYCHBIX MMMYHHM3aTOPOB?

A. Ha 3amure cucteMsl OT MOPAKEHUsI BUPYCOM KAaKOTO-TO OINPEIEICHHOro Buaa. Dailiibl Ha
IMCKaxX MOAM(DULUPYIOTCS TAKUM 00pa3oM, 4TO BUPYC MPUHUMAET MX 32 YXKe 3apakeHHbIC

b. Ha npoBepke (aiiyioB, CEKTOPOB M CHUCTEMHOW IMMAMATH M TIOMCKE B HUX HW3BECTHBIX U
HOBBIX (HEM3BECTHBIX CKaHEPY) BUPYCOB. JlJIs MOMCKA U3BECTHBIX BUPYCOB MCIIOJIB3YIOTCS MAaCKU

B. Ha mnoxcdyere KOHTpOJBHBIX CYMM Uil MHPUCYTCTBYIOIIMX Ha JAHUCKE (QailioB win
CHCTEMHBIX CEKTOPOB. DTH CyMMBI 3aT€M COXPAHSIOTCS B 0a3e JaHHBIX AaHTUBUPYCA, a TAKXKe Jpyras
uHbopManus: AmuHa (HaiioB, 1aTa uxX mocienaHel Moau(uKanuy u T. ..

I'. Ha nepexBaTbIBaHMM BUPYCOOMACHBIX CUTYAUIl U COOOLIEHUN 00 3TOM IOJIb30BATEIIO

7. YTo HeoOX0aMMO c/1e1aTh NpU o0HapYykeHnu ¢aiijioBoro Bupyca?

A. Komnbiotep HEOOXOJUMO OTKIIOYHUTH OT CETH M HPOMH(YOPMUPOBATH CHUCTEMHOTO
aJIMMHHCTpaTOpa

b. KoMIproTep OT CeTH OTKIIIOYaTh HE CIEAYET, TaK KaK BHUPYCHI 3TOTO THUIA IO CETH HE
pacnpocTpaHsOTCs

B. BmecTo oTKiIIOUEHHSI KOMIIbIOTEpA OT CETH J0CTaTOYHO Ha MEPUOJl JICUeHUsI YOeTUThCs B
TOM, YTO COOTBETCTBYIOIINNA PETAKTOP HEAKTUBEH

8. UTo HeoOX0AuMO ce1aTh NPH 00HAPYKEeHHHU 3arpy304HOro Bupyca?

A. KomnbploTep OT ceTH OTKJIIOYaTh HE CJENyeT, TaK KaK BUPYChl 3TOrO THIA MO CETH HE
pacnpoCTpaHsOTCS

b. KommbioTep HE0oOXOOUMO OTKIOYUTh OT CE€TH U HPOMH(GOPMHUPOBATH CHCTEMHOTO
aZIMMHHCTpaTOpa

B. BMecTo oTK/II0YEHHSI KOMIIBIOTEPA OT CETH JIOCTATOYHO HA MEPHUOJ JeUeHUs: yOeauTbcs B
TOM, YTO COOTBETCTBYIOIINN PENAKTOP HEAKTUBEH

9. Yto HeoOX0AUMO c1eIaTh MPH 00HAPYKEeHNH MaKpoBupyca?

A. BMecTO OTKJIIOUEHHUS! KOMITBIOTEPA OT CETH JOCTATOYHO Ha MEPUOJl JIeueHUs! yOeauThCs B
TOM, YTO COOTBETCTBYIOIINNA PEIaKTOP HEAKTUBEH

b. Kommnbiorep HEOOXOOMMO OTKIIOYHTH OT CETH M MPOMH(POPMHpaABaTh CHUCTEMHOTO
aJIMMHHCTpaTopa

B. KoMnbrotep OT ceTH OTKIHOYaTh HE CIENyeT, TaK KaK BUPYCBI TOIO THUIIA IO CETU HE
pacnpocTpaHsOTCs

10. B yem 3akJ/l04aeTcsi METO/A 3aILIMTHI - OTPAHUYEHHe AocTyna?



A. B cozmanuu HEKOTOpOH (hM3MYECKOW 3aMKHYTOW MpPerpaabl BOKPYr OOBEKTa 3aIIUTHI C
OpraHu3anyell KOHTPOJMPYEMOro [OCTyNa JIML, CBS3aHHBIX C OOBEKTOM 3alllUThl IO CBOMM
(bYHKIMOHATIBHBIM 00s13aHHOCTSIM

b. B pasgenenun wuHdopManuu, LUPKYyIUpyHOLIEH B O0O0BEKTE 3allUThl, Ha YacTH MU
OpraHu3al JO0CTyHa K HeH JOJDKHOCTHBIX JIMII B COOTBETCTBHHM C WX (DYHKIIMOHAILHBIMU
0053aHHOCTSIMH U TIOJTHOMOYHSAMU

B. B ToM, yTO M3 uyMcia JONYIIEHHBIX K HEH JOJKHOCTHBIX JIMLl BBIAENSAETCS IpyIia,
KOTOPOM MPENOCTaBIAETCS AOCTYI TOJBKO IIPA OAHOBPEMEHHOM IIPEABSABICHUHU MOJHOMOYMM BCEX
YJIEHOB T'PYIIIIBI

I B mnpeoOpa3oBanuu uHGOpMALMU C TOMOIIBIO CIHELUANbHBIX alIrOPUTMOB JIHOO
anmapaTHbIX PEIICHUM U KOJIOB KIIIOYEH, T.€. IPUBEICHUH €€ K HESIBHOMY BUAY

11. B yem 3aKjIH049aeTCsl MeTO 3aIMTHI HHGOPMAIIUN - pa3rpaHUYeHHe J0cTyna?

A. B paznmenenuu uHPOpPMANUHM, LUPKYIUPYIOIIEH B OOBEKTE 3allUThl, HA YacTH H
OpraHu3aly J0CTyna K HeH JOJDKHOCTHBIX JIMII B COOTBETCTBUM € HUX (YHKLIHMOHAJIbHBIMU
0053aHHOCTSIMH U TIOJTHOMOYHSMHU

b. B co3manun HEKOTOpOHW (U3MYECKOW 3aMKHYTOW IMpEerpajibl BOKPYr OOBEKTa 3alIHUTHI C
OpraHM3aluel KOHTPOJUPYEMOrO JOCTyHa JIML, CBA3AHHBIX C OOBEKTOM 3allluThl 10 CBOUM
(GYHKIIMOHATBHBIM 00SI3aHHOCTSAM

B. B ToM, yTO M3 uMcia JOMYIIEHHBIX K HEH JOKHOCTHBIX JIMIl BBLAENSAETCS Tpylia,
KOTOPOM MPENOCTaBIAETCS AOCTYI TOJBKO IPU OAHOBPEMEHHOM IPEABSABICHUU MOJHOMOYMM BCEX
YJIEHOB T'PYIIIIBI

I B mnpeoOpa3oBanuu uHGOpMALMU C TOMOIIBIO CHELUANbHBIX aIrOPUTMOB JIHOO
anmnapaTHBIX PELICHUH U KOJOB KIIIOUEH, T.€. B IPUBEIECHUH €€ K HEIBHOMY BUlY

12.B 4yem 3akio4aercsi MeTOJ 3alMThl HHGpOPMaUMH - pa3jesleHHe 0CTyNa
(mpuBHIIETHiA)

A. B TOM, 4TO U3 uuCia JONMYLICHHBIX K HEH JODKHOCTHBIX JIMLl BBIAEISAETCS IPYIIA,
KOTOPOM MpeocTaBiIseTCs] AOCTYI TOJIBKO IPU OAHOBPEMEHHOM MPEIbSIBICHUN IOJIHOMOUYUN BCEX
YJIEHOB I'PYIIIIBI

b. B co3nanum HexkoTopod (pU3MUECKON 3aMKHYTOM Mperpajsl BOKPYr OOBEKTa 3allUThl C
opraHu3ainyeil KOHTPOJMPYEMOro [JOCTyNa JIML, CBS3aHHBIX C OOBEKTOM 3alllUThl IO CBOUM
(YHKIIMOHATIBHBIM 00S13aHHOCTSAM

B. B pasgenenuu wuHpopMmanuM, LUPKYIUPYIOLIEH B OOBEKTE 3alIUThl, Ha 4YacTd U
OpraHM3aliM JOoCTylna K HeW JOHKHOCTHBIX JIMI B COOTBETCTBMM € HMX (YHKIMOHAJIbHBIMU
0053aHHOCTSIMH U TIOJTHOMOYMSMU

I B mnpeobpazoBanuu HHPOpMALMM C TOMOLIBIO CHELMATIBHBIX aJITOPUTMOB JINOO
anmnapaTHBIX PELIEHUH U KOJOB KIIIOUEH, T.€. B IPUBEJECHUH €€ K HEABHOMY BUIlY

13. B uem 3ak/i0o4aercsi Kpuntorpaguyeckoe npeodpasoBanue ungpopmanuu?

A. B mpeobpa3oBanuu uHGOpMAlMU C MOMOIIBIO CIEIUATbHBIX aJrOPUTMOB JHOO
anmnapaTHBIX PELICHUH U KOJOB KIIIOUeH, T.€. B IPUBEJACHUH €€ K HEIBHOMY BUTY

b. B co3manum HekoTopol (pM3NYECKOH 3aMKHYTOW Iperpajbl BOKPYr OOBEKTa 3allUThl C
OpraHM3anyel KOHTPOJUPYEMOro JOCTyla JIMI, CBA3aHHBIX C OOBEKTOM 3alllUThl IO CBOMM
(GYHKINOHAIBHBIM 00S13aHHOCTAM

B. B pazgenennn wHbopmaiuu, HUPKYIUPYIOMEH B OOBEKTE 3alIUThl, HAa 4YacTH U
OpraHu3aly J0CTyHna K HEH JOJDKHOCTHBIX JIMII B COOTBETCTBUM C MX (PYHKIMOHAIbHBIMU
00513aHHOCTSIMU U TIOJTHOMOYHUSIMU

I'. ToM, 4TO U3 UMCIa JONMYILIEHHBIX K HEM JOKHOCTHBIX JIML[ BBIIEISIETCA IPyIIa, KOTOPOU
MIPEIOCTABIIAETCSA JAOCTYN TOJIBKO MPU OJHOBPEMEHHOM IPEAbABIECHUU MOJTHOMOYMM BCEX YJIEHOB
IpyHIbI

14. Yto o3HauaeT TepMHH «0e30MacHOCTh HH(popMaum»?

A. TloTeHIMaIbHO BO3MOXHOE COOBITHE, JIEHCTBHE, MPOIECC WIH SIBIIEHHE, KOTOPOE MOXKET
MIPUBECTH K HAPYIIEHUIO KOHPHUAECHIUATBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH HH(OPMALINH, a TaKXKe
HEIPABOMEPHOMY €€ TUPAKUPOBAHHUIO.
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b. CBoiicTBO cucCTeMbl, B KOTOpOHl LUPKYIHpyeT HHGOpMAIHs, XapaKTepU3yoleecs
CIIOCOOHOCTBIO 00ecTeunBaTh CBOCBPEMEHHBIM OECHPENsSTCTBEHHBI JOCTYN K HWHGOpMaIuu
CyOBEKTOB, UMEIOIINX Ha 3TO HAJJICXKAIIIE TOTHOMOYHSI.

B. 3amumenHocts nHGOpMaMK OT HEKENATEIbLHOrO €€ pasriiallleHusl, UICKaXEeHUsI, YTPaThl
WJIM CHUKEHUS CTETICHU JIOCTYITHOCTH MH(OPMAIINH, a TAKIKE HE3aKOHHOTO €€ TUPAKUPOBAHUS

15. KTo siBasieTcsi xakepom?

A. D10 5nua, NPOSIBISIIOIIME YPE3MEPHBIH MHTEPEC K YCTPOMCTBY CIIOXKHBIX CUCTEM U
oOnanaromue OONBIIMMU TO3HAHUSAMHM [0 YacTH apXUTEKTypbl W TMPUHLUIIOB YCTpPOICTBa
BBIYUCIIUTEIILHON CPE/Ibl UM TEXHOJOTUM TEIEKOMMYHUKAIIUH, YTO HUCIONB3YETCS JUIsl TOXUIEHUS
nHpopMaIuu.

b. Oro nuua, usyyaroniye cucremMy ¢ 1enbto €€ B3oMa. OHM pealin3yroT CBOUM KPUMHHAJIbHBIE
HAaKJIOHHOCTHM B TOXUIIEHUH HHGOpPMALMM W HANUCAaHUM Pa3pyIIAIONIEro MPOrpPaMMHOTO
o0ecrieyeHus: ¥ BUPYCOB, UCHOJB3YIOT IPUHIUITBI IIOCTPOEHUS IPOTOKOJIOB CETEBOTO OOMEHA.

B. Do numa, koropele "B3nambiBas" MHTPACETH, TOJYYAIOT HHPOPMAIIUIO O TOTIOJIOTUH ITHX
CETei, MCIOIb3yeMbIX B HHUX MPOrPaMMHO-AMIIAPATHBIX CPEICTBAX M MH(DOPMAIMOHHBIX pecypcax.
OTHU CBEIEHUS OHU MTPOJIAIOT 3aMHTEPECOBAHHBIM JINLIAM

16. Uto o3HauaeT TEPMHUH «ySI3BUMOCTH HHpopMaun»?

A. DTO mNOIBEpPKEHHOCTh WHGOpPMAIMU BO3JCHCTBUIO PAa3IMUYHBIX JECTAOMIH3UPYIOLINX
(akTOpOB, KOTOpBIE MOTYT MPHBECTH K HAPYHICHHIO €€ KOH(QUACHIUAIBLHOCTH, IIEJIOCTHOCTH,
JOCTYITHOCTH, WJIM HETIPABOMEPHOMY €€ TUPAKUPOBAHUIO.

b. D10 CBOMCTBO cHCTEMBI, B KOTOPOM HHMPKYIUPYET HHPOpMALUs, XapaKTepU3YIOIeecs
CIOCOOHOCTBIO O0ECTeurnBaTh CBOEBPEMEHHBIM OeCTpensTCTBEHHBIH JOCTYHN K HH(QOpMAIUH
CyOBEKTOB, UMEIOIIUX Ha 3TO HA/JICKAILUE ITOJTHOMOYHS.

B. Dto cBoiicTBOo nHpOpManuu, 3akiaroyaronieecs B €€ CYIIECTBOBAHWU B HEHCKAKEHHOM
BUie (HEM3MEHHOM 110 OTHOIIECHHUIO K HEKOTOPOMY (DUKCHPOBAHHOMY €€ COCTOSHHIO)

17. Yem 3akiiouaercs KOHPUAEHINATBHOCTH KOMIIOHEHTA CHCTEMbI?

A. B ToM, 4TO OH JOCTYIEH TOJBKO TEM CYOBEKTaM AOCTYIa (I0Jb30BATENSAM, IPOrPaMMaM,
mporeccam), KOTOPBIM MPEI0CTaBICHBI HA TO COOTBETCTBYIOIINE MTOJIHOMOYHSI.

b. B Tom, 9T0 OH MOXET OBITH MOTUPHUIIUPOBAH TOJBKO CYOBEKTOM, UMEIOIIUM JUISI ATOTO
COOTBETCTBYIOILIME MIPABA.

B. B TOoM, 4TO MMEIOIINII COOTBETCTBYIOIINE MOJTHOMOYHSI CYOBEKT MOXET B JIFOOOE BpeMs
6€e3 0coObIX MPOOIIEM MOTYYUTh JOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CUCTEMBI.

18. B uem 3akJ/1049aeTcsi HEJOCTHOCTh KOMIIOHEHTA CUCTEeMbI?

A. B TOM, 4TO OH MOXET OBITh MOAU(PHUIIMPOBAH TOJBKO CYOBEKTOM, MMEIOLIUM JJi 3TOrO0
COOTBETCTBYIOLIHE MIPaBa.

b. B TOM, 4TO OH JOCTYIEH TOJILKO TEM CyOBEKTaM J0CTyMa (I0JIb30BaTeNsIM, IporpaMmam,
IpoLeccam), KOTOPBIM ITPEIOCTABIIEHBI HA TO COOTBETCTBYIOIINE ITOJIHOMOYHS.

B. B TOM, 4TO MMEIOIIHMII COOTBETCTBYIOIINE MOJTHOMOYHSI CYOBEKT MOXKET B JII000E BpeMs
6€e3 0coObIX MPOOIIEM MOTYYUTh JOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CUCTEMBI.

19. B yeM 3akJ/I049aeTcsi IOCTYHOCTh KOMIIOHEHTA CUCTEMBbI?

A. B ToM, 4TO UMEIOIHUII COOTBETCTBYIOLINE IMOJIHOMOYUS CYOBEKT MOXET B JIF000€ BpeMms
6e3 0coObIX MPOOJIEM MOIYUYUTh AOCTYI K HEOOXO0AUMOMY KOMIIOHEHTY CUCTEMBI.

b. B TOM, 4TO OH JIOCTYIIEH TOJIBKO TeM CYOBEKTaM J0CTyMa ( IOJIb30BaTesIM, IPOrpaMMa,
rporeccam), KOTOPBIM MTPEI0CTABIEHBI HA TO COOTBETCTBYIOIIME MTOJIHOMOYHSI.

B. B Tom, uTO OH MOXeET ObITh MOAUDUIIUPOBAH TOJBKO CYOBEKTOM, UMEIOLIUM JJIsI ATOTO
COOTBETCTBYIOIIME TIPaBa.

20. YTo 03Ha4YaeT TEPMHH «IPABOBbIE MePbI 3ALIUTHI HHPOPMALTUN» ?

A. DTO [elcTByOIME B CTPaHE 3aKOHbBI, YKa3bl M JAPYrH€ HOPMAaTUBHBIE aKTHI,
periaMeHTHpYIOLHe MpaBuiia oopalieHus ¢ HHpopMaLueil 1 OTBETCTBEHHOCTD 33 UX HapyLICHHUS.

b. DTO TpaguIMOHHO CIIOKHUBIITHECS B CTpaHE WM OOIIECTBE HOPMBI MOBEICHUS M MPaBHIIa
oOpareHus ¢ uHGopMaIen.
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B. Dto Mepsl, perinaMeHTHpYIOIUE MpOoIecchl (PYHKIIMOHUPOBAHHUS CHCTEMBI 00pabOTKH
JaHHBIX, HCIIOJIL30BAHUS €€ PECYPCOB.

21. Yto 03HAYaET TEPMHUH «MOPAJIbHO-ITHYECKHE MEPBI 3a1IUTHI HHGOPMATHH»?

A. DTO TpaIUIIMOHHO CIIOKUBIIMECS B CTPaHE WJIM OOIECTBE HOPMBI TIOBEJCHUS U MPaBHIIa
oOpareHust ¢ HHPOpPMAIHEH.

b. .Dto neiicTByromme B CTpaHe 3aKOHBI, YKa3bl M JApPYrMe HOPMATHUBHBIC AaKTHl,
periIaMeHTHPYIOIIHE MpaBmiia oOpameHus ¢ *HPOpMaLueil 1 OTBETCTBEHHOCTD 33 MX HaPYILICHHUS.

B. Dto Mephl, periaMeHTHPYIOIUE MPOIecchl (PYHKIIMOHUPOBAHHS CHCTEMBI 00OpabOTKH
JTAHHBIX, UCIIOJIb30BaHUE €€ PECYPCOB.

22. Y10 03HA4YaeT TEPMHUH «OPraHU3alHOHHbIEe MePbI 3aIUTHI HHpopMaAUI»?

A. DTO Mepbl, perJaMeHTHPYIOIIHE IMPOIecchl (YHKIIMOHUPOBAHUS CHUCTEMBI 00pabOTKU
JAHHBIX, HCIIOJIb30BaHHE €€ PECYPCOB, NEATSILHOCTh MIEPCOHAIIA, & TAK XKE MOPSAIOK B3aHMOICHCTBHSI
IIOJIB30BATEJIEH C CUCTEMOM.

b.Oto neiicTByromue B cTpaHe 3aKOHbI, YKa3bl U IPYTHe HOPMATUBHBIC aKTHI.

B. OT0 TpaAMIIMOHHO CIOXHBILKECS B CTpaHE WM OOLIECTBE HOPMBI IOBEICHUS U MpaBHIIa
oOparnieHus ¢ HHGOpPMaITUEH.

23. YUTto o3HaYaeT TepMHUH «pU3HYeCKHEe MePbI 3aIMTHI HHPOPMAITHN)?

A. DTo pasHOro pojaa MeEXaHWYEeCKHE WIH 3JICKTPOHHO-MEXaHWYECKHE YCTPOWCTBA U
COOpPY)KEHMsI, CIELHANbHO [peJHa3HAUYeHHbIE [UI1 CO3JaHHs pPa3IMYHbIX MPEnsATCTBUH Ha
BO3MOJKHBIX IyTAX TPOHUKHOBEHHS JOCTYyNa TOTEHIMAIbHBIX HAPYIIUTENCH K KOMIIOHEHTaM
3anMIaeMoi nHpopMaruH.

b. DOrto peiicTByronme B CTpaHe 3aKOHBI, YyKa3bl W JIpyrM€ HOPMATUBHBIE aKTHI,
perinaMeHTHpYIoLHe MpaBuiia oopalieHus ¢ HHpopMaLueil 1 OTBETCTBEHHOCTD 332 UX HapyILICHHUS.

B. D10 Mephl, periiaMeHTUPYIONIUE MPOIECChl (YHKIIMOHUPOBAHUS CHCTEMBI 00pabOTKH
JAHHBIX, UCIIOJIb30BaHUE €€ PECYPCOB.

24. YT1o 03Ha4YaeT TEPMHUH «ayTeHTH(UKANMN»?

A. D10 npoBepka NOATUHHOCTH 00BEKTA WIN CYObEKTa

b. 310 mpoBepka 1enocTHoCTH HH(POPMAITUH, TPOTPaMMBI, JOKYMEHTa

B. OT0 npucBoeHne UMeHU CYyOBEKTY WIIH O0BEKTY

25. YTo 03Ha4YaeT TEPMHUH «BepHPUKATHD»?

A. D10 npoBepKa 1eJ0CTHOCTH UH(OPMAIMH, TIPOTPAMMBI, TOKYMEHTA.

b. D10 mpoBepka MOATMHHOCTH CyOBEKTa UK 00BEKTA.

B. OT0 npucBoeHne UMeHU CyOBEKTY WIIH OOBEKTY.

26. YTo 03HAa4YaeT TEPMHUH «HAeHTUPUKALUI»?

A. D10 npucBOEHNE UMEHH CYOBEKTY MU OOBEKTY.

b. D10 mpoBepka mMoTMHHOCTH CyOBEKTa WK 00BEKTa.

B. OT0 npoBepka 11e10cTHOCTH HH(POPMAIUK, TPOrpaMMBbI, JOKYMEHTA.

27.YTo 03HAa4YaeT TEPMHUH «KPUNTOrpadus»?

A. D10 MeToa chenuagbHOro mnpeoOpa3oBaHUS HHMOPMALUU C LEIbI0 COKPBITHS OT

MTOCTOPOHHUX JIHI

b. D10 npeobpazoBaHre HHPOPMALIUU B BUJE YCIOBHBIX CUTHAJIOB C II€JIbI0 aBTOMAaTHU3aLUU

e€ xpaHeHust, 00pabOTKH, Mepeaadn U BBOIa-BbIBOIA

B. D10 mnpeobpasoBanue nmHbopManuu NMpu €€ mepenade Mo KaHajgaM CBSI3U OT OIHOTO

JJIEMEHTA BBEIYUCIUTEILHON CETH K APYTrOMY

28. YUTo 03HA4YaeT TEPMHH «KOAMPOBaAHHE HH(pOPMALUM»?

A. Drto mpeobpa3oBanue WHPOPMAIINU B BUJE YCIOBHBIX CUTHAJIOB C IIEITbI0 aBTOMATH3AIUH
e€ XxpaHeHHsI, 00pabOTKH, Tepelaur ¥ BBOJAa-BbIBOJIA.

b. D10 Merox cmneumanbHOro mnpeoOpa3oBaHUs HH(POPMALMM C IEJIbIO COKPBITHS OT
MOCTOPOHHUX JIMII.

B. DT1o kpuntorpaduueckoe mpeoOpazoBanue wWHGOpMAIMHU TpU €€ mepeaade Mo KaHajlam
CBSI3U OT OJTHOTO 3JIEMEHTA B BHIYUCIUTEIBHOM CETH K IPyromy.
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29. YTo 03Ha4YaeT TEPMHUH «IMHeHHOe MM ppoBaHue»?

A. Orto kpunrorpaduyueckoe npeodpazoBanue wHGOpMAIMU TpHU €€ TMepeaade Mo KaHajam
CBSI3M OT OJHOT'O 3JIEMEHTA BBIUMCIUTEIbHONU CETH K IPYTrOMY.

b. D10 Merox cmneumanbHOro mnpeoOpazoBaHus HMHPOPMALMM C IEJIbIO COKPBITHS OT
IIOCTOPOHHUX JIMII.

B. Oto npeobpazoBanue nHGOpMauu B BHJIE YCIOBHBIX CUTHAJIOB C IIEJIbIO aBTOMATHU3AINH
e€ xpaHeHust, 00pabOTKH, epeaun U BBO/Ia-BBIBOJIA.

30. Kak kiaaccuguuupyoTcs BUAbI yIpo3 HH(pOpMALMU 10 NPUPO/Ie BOSHUKHOBEHUs ?

A. CruxuiiHble O€ICTBHSI, HECUYACTHBIC CIIy4aw, OIMMOKUA OOCITYKHBAIOIIETO IEpCoHANa U
MoJIb30BaTese,  370ymoTpeOiaeHUs  OOCHY)KMBAIOLIEro  IMEpcoHaja W IOJb30BaTeleH,
3JI0YMBINUICHHBIE IEHCTBUS HAPYIIUTEJICH, COOU U OTKa3bl 000PYIOBAHUS.

b. VYrpossl mnepconany, uHbopManuu, HHGOPMAIMOHHBIM CHUCTEMaM, MaTepHaJbHBIM,
(uHAHCOBBIM, HH()OPMAIIMOHHBIM JTAHHBIM.

B. Yrpo3sl nnopManinoHHbIM cucTeMaM, MaTepuaibHbIM, (PUHAHCOBBIM, HHPOPMAIIHOHHBIM
JTaHHBIM, 3JI0yMBIIUICHHBIC IEUCTBUS HapYIIUTENEH, COOM U OTKa3bl 000pyIOBaHHUS.

31. Kak kiaaccuuuupyoTcs BUAbI yIpo3 HH(popManuu Mo OpueHTAIMN HA pecypchbl?

A. VYrpo3sl mnepcoHanry, uHPOpMAIMK, HHOOPMANMOHHBIM CHUCTEMaM, MaTepPHAILHBIM,
(bUMHAHCOBBIM, HH(POPMAITIOHHBIM TAHHBIM.

b. Cruxuiinpie OeICTBUS, HECYACTHBIC CIy4daW, OMIMOKH OOCITY>KHMBAIOIIErO IMEpPCOHANA U
MoJIb30BaTeNe,  370ynoTpeOJaeHuss  OOCTY)KMBAIOLIEro  IEpcoHaja W MOJb30BaTeleH,
3JI0YMBINIJICHHBIE ICHCTBUS HAPYIIUTENCH, COOM U OTKa3bl 000PYIOBAHMUS.

B. Yrpo3sl nnhopMalinoHHBIM cUcTEMaM, MaTepuaibHbIM, (PUHAHCOBBIM, HH()OPMAILIMOHHBIM
JAHHBIM, 3JI0YMBIIJIEHHBIE JEHCTBUS HapyLIUTENIel, COOM U OTKa3bl 000pYy10BaHUSI.

32. Kakue yrpo3bl OTHOCATCS K €CTECTBEHHBIM?

- Otkasbl U coou anmaparypsl; [loMexu Ha JIMHUSIX CBSI3U OT BO3JCHCTBUI BHEIIHEW CPEJbl;
aBapUifHbIE CUTYAIlNH; CTUXUITHbIE OE/ICTBUSI.

- OmmOKM uyenoBeKa KaK 3BEHA CHCTEMbl; CXEMHbIE M CHCTEMOTEXHUYECKHE OIIMOKU
pa3paboTUYUKOB CTPYKTYpPHBIE, aITOPUTMUYECKUE U IIPOTPAaMMHbBIE OLTUOKH; AeHCTBUS

9eJI0BEKa, HAalpaBJIEHHbIC HA HECAHKIIMOHUPOBAHHBIC BO3ACHCTBUS Ha MH(POPMAITHIO.

- ABapuiiHble CUTYyallMHM; CTHUXUNHBIE OCJCTBHSA;, OIIMOKH YelIOBEeKa KaK 3BEHA CHCTEMBI;
CXEMHBIC U CUCTEMOTEXHUYECKHE OMMUOKHU pa3pabOTINKOB

33. Kakue yrpo3sl HH(p)OpMaLIH OTHOCATCS K HCKYCCTBEHHbIM?

A. Omubku YeloBeKa Kak 3BE€HA CHUCTEMBI; CXEMHBIE M CHCTEMOTEXHMUYECKHE OIINOKU
pa3paboTUYUKOB; CTPYKTYpHBIE, aNTOPUTMHYECKHE U TMPOTpaMMHbBIC OIIMOKH; ASHCTBHS YeIOBEKa,
HaIpaBJIEHHbIE HA HECAHKI[MOHUPOBAHHBIE BO3/IEUCTBUA HA HH(POPMAIUIO

b. Otka3bl 1 cOou anmapaTypsl; TOMEXHU Ha JIMHUSAX CBA3H OT BO3JCHCTBUIA BHEIIHEH Cpebl;
aBapUHbIE CUTYaIlUN; CTUXUUHBIE O€ICTBUS

B. ABapuiiHble CUTyalluu; CTUXHIHbBIE OEICTBUS; OIIMOKU YelOBEKa KaK 3BEHA CHCTEMBI;
CXEMHBIC U CUCTEMOTEXHUYECKHE OMMUOKHU pa3pabOTINKOB

34. Kakue yrpo3bl HH(pOPMALUHM OTHOCATCH K CJAYYailHbIM?

- IlposBnenne omubOK mnporpamMmHo-anmnapatHbix cpeactB AC; HEKOMIIETEHTHOE
WCIIOJIb30BaHUE, HACTPOMKA WM HENPaBOMEPHOE OTKIIOUEHHE CPEACTB 3alllUThl [EPCOHAIOM
ci1y>k0bl 0€30I1aCHOCTH; HEYMBIIIJIEHHAsI TIOpyYa HOCUTENEeH HH(OpMAaLIKH.

- HecankunonupoBanHoe 4ureHHe WHPOPMAIMU; HECAHKIIMOHUPOBAHHOE HW3MEHEHHE
nH(pOpMallMK; HECAaHKUMOHHUPOBAHHOE YHHUYTOXKEHHUE HH(POpPMAIUH; TOJHOE WJIM YacTHYHOE
pa3pylLIeHHE ONEPALMOHHON CUCTEMBI.

- Ilepecpimka JaHHBIX MO OIIMOOYHOMY ajapecy abOHEHTa; BBOJ| OLIMOOYHBIX JIaHHBIX;
HECaHKIMOHMPOBAHHOE YHHUYTOKEHHE WHGOpMAIlMK; TIOJIHOE WIM YaCTUYHOE pa3pylleHHUe
ONEPAlMOHHON CHCTEMBI.

35. Kakue yrpo3sl HH(p)OpMaLHU OTHOCSITCS K MPeIHAMEPEeHHbIM?
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A. HecaHKIMOHMPOBAaHHOE YTEHHUE HH(POPMAIIMN; HECAHKUIMOHUPOBAHHOE H3MEHEHUE
nHGOpMalMY; HECAaHKIMOHUPOBAHHOE YHHMUYTOKEHHE HWH(POpPMALMU; TOJHOE WIM YacTUYHOE
pa3pyLIECHHUE ONEPALUOHHON CUCTEMBI.

b. [IlposBieHune owmubOOK MporpaMMHO-anmapaTtHelx cpeactB AC; HEKOMIETEHTHOE
HCIOJIb30BAaHUE, HACTPOMKa WM HENPAaBOMEPHOE OTKIIIOUEHUE CPEJICTB 3alllUThl I[EPCOHAIOM
ClIy’kObl 0€30IIaCHOCTH; HEIPAaBOMEpPHOE BKJIKOYEHUE OOOPYAOBAaHUS WM H3MEHEHHE DPEXHMOB
paboThI YCTPOMCTB U MIPOTPAMM.

B. Ilepecpiika AaHHBIX HO OIIMOOYHOMY ajpecy aOOHEHTa; BBOJ OLIMOOYHBIX JAHHBIX;
HECAHKIIMOHMPOBAHHOE YHUYTOXKEHHE HH(OpMAIMK;, TIOJHOE WIM YaCTUYHOE pa3pylieHUe
OIIEPALIMOHHOM CHCTEMBI

36. KakuMu 0CHOBHBIMH CBOMCTBaAMHM 00J1a/1aeT KOMIIbIOTEPHbBIIi BUpYyc?

A. CHnocoOHOCTBIO K CO3[JaHMIO COOCTBEHHBIX KOIMH; HaJW4MeM MEXaHU3Ma,
00eCTeYnBaONIET0 BHEIPEHNUE CO3[aBaeMbIX KONHH B HCHOJHSEMble OOBEKTHI BBIUYMCIUTEIHLHON
CUCTEMBI.

b. CnocoGHOCTBIO K CO3JaHMI0O COOCTBEHHBIX KOMHH; CIIOCOOHOCTBIO YHUYTOXKATh
MHGOPMALIHIO Ha TUCKaX; CIOCOOHOCTBIO CO3/1aBaTh BCEBO3MOXHBIE BUJICO U 3BYKOBbIE 3()(DEKTHI.

B. Hamuumem wmexaHu3ma, 00€ClEeUMBAIOLIETO BHEJAPEHUE CO3JaBacMbIX KONUH B
UCHOJHseMble OOBEKTHl BBIYMCIUTEIBHOW CHCTEMBbI; CIHOCOOHOCTBIO OCTaBIATH B ONEPATUBHOM
MaMSTH CBOIO PE3UJCHTHYIO YacCTh; CIIOCOOHOCTBIO BHPYCa MOTHOCTHIO WIIM YACTUYHO CKPBITH ce0s B
CUCTEME.

37. Kak kjaccupuuupyroTcess BUPYChl B 3aBHCHMOCTH OT cpeJbl 00UTaHUA?

A. ®aiinoBsle; 3arpy304HbIE; MAKPOBUPYCHI; CETEBbIE.

b. 3apaxaromueDOS, Windows, Word, Excel,Office.

B. be3BpenHbie; HEOMACHBIE; ONTACHBIE.

I'. Ouens onacHsle.

38. Kak kinaccupuuupyroTcsi BUPYChbl B 3aBUCHMOCTH OT 3apazkaemoii OC?

A. 3apaxaroue DOS, Windows, Word, Excel, Office

b. @ailnioBeIe; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE.

B. be3BpenHbie; HEOMMACHBIE; OMACHBIE; OYEHb ONIACHBIE.

I'. Mcnonb30BaHne PE3UAEHTHOCTH, UCIIOIb30BaHUE "CTEIC  -alITOPUTMOB;

J1. Vicionb3oBaHue caMomuppoBaHUE U MOTUMOPPUIHOCTh; UCIIOJIB30BaHUE HECTAHJAPTHBIX
IIPUEMOB

39. Kak kiaaccupuuupyoTcsi BUPYChI B 3aBHCHMOCTH OT OCOOEHHOCTEHl ajJropmrma
padoTbI?

A. Hcnonbs3oBaHue pe3uIEHTHOCTD; HCIOJIb30BaHUE 'cTenc'"-alropuTMOB; HCIOJIb30BaHUE
caMmoIn(ppoBaHUe U NOIMMOP(YUIHOCTD; UCHOIB30BAHNE HECTAHIAPTHBIX IPHUEMOB.

b. ®aiinoBeie; 3arpy304HbIe; MAKPOBUPYCHI; CETEBBIE

B. Bapaxaromue DOS, Windows, ,Word, Excel, Office

I'. be3BpeaHbIe; HEOMACHBIE; OMACHBIE; OYEHb ONIACHBIE

40. Kakue nporpaMmbl 0THOCATCS K mporpamMmaM KoHcTpykTopbl BupycoB?

A. D10 yrunura, npeHa3Hau€HHas i1 U3TOTOBJIEHUS! HOBBIX KOMIIBIOTEPHBIX BUPYCcOB. OHU
MO3BOJISIIOT T€HEPUPOBATh HCXOJIHBIE TEKCTHI BUPYCOB (ASM-(aiinbl), 0ObeKTHBIE MOJYIHM W/HUIH
HENOCPEJICTBEHHO 3apa’KeHHbIE (hailiIbl.

b. D10 mporpamMmsbl, HaHOCAIIME KaKHe-THO00 pa3pyLIUTEIbHbIE IEHCTBHS, T.€. B 3aBUCUMOCTH
OT OMpeAeNeHHBIX YCJIOBUN WIHM IPU KaXIAOM 3allycKe YHHUUTOXKaolne MHPOpMAIUIO Ha TUCKaX,
IIPUBOJISLINE CUCTEMY K 3aBUCAHUIO U T.II.

B. D10 mporpaMMmsl, KOTOpbIE Ha MEPBbIM B3I ABISAIOTCS CTOMPOLIEHHBIMU BHPYCAMHU, HO
HECIOCOOHBI pa3MHOXATbCs MO NMpHUMHE OomMO0oK. Hampumep, BHpyC, KOTOPBIA NpH 3apaskeHUH
"3a0pIBaeT" MOMECTUTH B Hauajio (ailjIoB KOMaHIy Nepeaadyn yIpaBieHus Ha KOJl BUpyca.

I'. I'maBHO# ¢yHKIMENH MOAOOHOrO poja Mporpamm siBsieTcs IM(poBaHUE Tesla BHpyca U
reHepanusi COOTBETCTBYIOIIEr0 paciInpoBIIUKa
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Kputepun onenkn (B 6ajax):
10 6asnoB BBICTABISETCS OOyYalOMIEMYCs, €CJIM OH TMpaBUILHO OTBeTH Ha 40 BompocoB
TecTa (KOMITeTEHIUS CHOPMUPOBAHA HA MPOJIBHHYTOM YPOBHE);

9 §aJ1J10B BBICTABIISICTCS 00YUaIOIIEMYCs, €CJIM OH MPABUIBLHO OTBETHII Ha 37 BOIPOCOB TeCTa
(xomnereHnus chopMupoBaHa Ha MIPOJABUHYTOM YPOBHE);

8 6aJs10B BBICTABIISIETCS 00YUAIOIIEMYCS, €CJIM OH MPABUIBLHO OTBETHII Ha 33 BOIPOCOB TeCTa
(xomnereHnus chopMUpOBaHa Ha MOBHIIICHHOM yYPOBHE);

7 6aJ1J10B BBICTABIISICTCS 00YUaIOIIEMYCsl, €CJIM OH MPaBUILHO oTBETHII Ha 30 BOIPOCOB TecTa
(xomnereHnus chopMUpOBaHa Ha MOBHIIICHHOM yYPOBHE);

6 6aJ1510B BBICTABIISICTCS 00YUAIOIIEMYCsI, €CJIM OH MPABUIILHO OTBETHII Ha 28 BOIPOCOB TecTa
(xommereHnus copmupoBaHa Ha 6a30BOM YPOBHE)

5 6an10B BhICTaBIISICTCS 00YYAIOLIEMYCsl, €CJIM OH MPAaBUJIBHO OTBETHII Ha 25 BOIIPOCOB TECTa
(kommieTeHus chopMupoBaHa Ha 6a30BOM YPOBHE).

HpaKaneCRne 3alaHUA (pacquHO-aHa.ﬂnaneCKne)
HNuaukaropsl goctmkennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Tema 2. Opranu3zanuonHoe ooecnevyeHue HH(POPMALMOHHOMH 0e30I1ACHOCTH

3aoanue 1.

[Touck ucrounukoB uMH(pOpManuu B ceTd VHTEpHET: OTKPBHIThIE U 3aKPBITHIC
UCTOYHUKM JaHHbIX. [loptam oOTKpbITBIX JaHHbIX P®. CoxpaHeHue OaHHBIX B
nporpamme Excel. [Ipeobpa3zoBanue u nepBudHas 00pabOTKa JaHHBIX.

3aoanue 2.

be3onacHOoCTh HHPOPMALIMOHHBIX CUCTEM

Bomnpocsr:

1. Yto BBI npecTaBiisieTe moa 0€30MacHOCTHI0O UH(POPMAIMOHHBIN CUCTEMBI.

2. Uro OTHOCUTBCA K OCHOBHBIM  XapaKTEpUCTHKaM  3allyIIaeMOMn
uHpopmanuu?

3. Uro BbI OTHECETE K MH(OpPMALIMK OTPAaHUYEHHOTO JOCTyMa?

4. Ilo xakuM HampaBjieHUSIM OYAET OCYIIECTBIISITHCA JalibHEUIIee pa3BUTHE
cucTteMblnH(pOopManoHHOM O6e30macHOCTH B PD?

3aganue:

Onpenenure B Kakux (¢Gopmax mpeacTaBieHa HWHPOpMalMsg Ha BalleM
JIOMAITHEM KOMIIBIOTEPE.

OnummTe Kak obecneynBaeTcss WHMOpMaIMOHHAas O€30MacHOCTh Ha BallleM
JIOMAIlIHEM KOMIIBIOTEPE M OTBEYAET JIM COBPEMEHHBIM TPEOOBAHUSAM PA3BUTHSI CHCTEM
0€30MacHOCTH.

Tema 3. IIporpaMmHo-annapaTHbie cpeACcTBa obecnedeHus1 HHGOPMALMOHHOMI
0e30macHOCTH B MHPOPMALIMOHHBIX CeTAX

3aoanue Ne 1

AHanu3 pucKkoB HH(GOPMAIIMOHHON 6€30TacHOCTH

1. 3arpysure TOCT P UCO/M3K TO 27005

2. Osnakombtech ¢ [Ipunoxenusmu C, D u E TOCT.

3. BeiGepute Tpu paznuuHbIX WHPOPMAIMOHHBIX AaKTHBA OpraHU3alUU (CM.
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BAPUAHT).

4. N3 Ilpunoxenus D T'OCT mnonbOepure TpH KOHKPETHBIX YSI3BUMOCTHU
CUCTEMBI 3aIIUThl yKa3aHHBIX HHPOPMAIIMOHHBIX AKTUBOB.

5. Ilonw3ysice I[Ipunoxkennem C I'OCT Hamumute Tpu Yrpo3bl, peanu3arus
KOTOpPhIX BO3MOXHA IOKa B CHCTEME€ HE YCTpaHEHbl Ha3BaHHbIE B NyHKTE 4
YSI3BUMOCTH.

6. Ilomp3ysicb OJHMM U3 METOAOB (CM. BapuaHT) TMPEUIOKEHHBIX B
[Tpunoxenun E 'OCTnpousseaute O1eHKY pUCKOB HHPOPMAIIMOHHOM 0€30I1aCHOCTH.

7. OUeHKy IEHHOCTH MH(OPMAIMOHHOTO aKTHBa MPOM3BOANTH Ha OCHOBAHUU
BO3MOKHBIXTIOTEPS I OPTAHU3ALMH B CIIy4Yae peaau3aliy yrpo3bl.

Howmep Meron OLEHKH pHUCKa
BapuaHTa Opranuzanus (cm. [Mpunoxenue E
I'oCT)
1 OTaeneHre KoMMepueckoro 0aHka 1
2 [TonuknuHuKa 2
3 Komnemx 3
4 Oduc cTpaxoBoit KOMITAHUN 4
5 PexpyTHHTOBOE areHTCTBO 1
6 HHTepHeT-Mara3ux 2
7 LleHTp OKa3aHUs roCyJapCTBEHHBIX YCIYT 3
8 OTeeHNE TOTUIIUH 4
9 AyIuTOpcKas KOMIIaHUs 1
10 JluzaitHepckas ¢pupma 2
11 Oduc naTEpHET-TIPOBaiiIepa 3
12 Oduc angBokara 4
13 Komnanus no pazpabdotke I10 11 CTOpOHHUX OpraHu3aIuii 1
14 ATEHTCTBO HEABMKIUMOCTU 2
15 TypHCTHYECKOE areHTCTBO 3
16 Oduc 6;1aroTBOPUTETHHOTO POHIA 4
17 31aTenseTBO 1
18 KoHcantunrosas ¢pupma 2
19 PexiiaMHO€E areHTCTBO 3
20 OTneneHue HaloOroBO! CITy>KObI 4
21 Oduc Hotapuyca 1
22 bropo nepeBosa (JIOKyMEHTOB) 2
23 HaydHo MpoeKkTHOE npeanpusiTue 3
24 bpauHoe areHTCTBO 4
25 Penakius ra3ersl 1
26 ["'ocTuHuna 2
27 [ Ipa3gHUYHOE areHTCTBO 3
28 I"oponckoii apxus 4
29 JlucnieTuepckas ciyx0a Takcu 1
30 PKeneznonopoxHas kacca 2
3aoanue Ne 2.
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Pa3zpabotka yacTHOM netanuzupoBanHoi moautuku ONb
[ens paboThI: 03HAKOMIJICHHE C OCHOBHBIMH YacTHBIMU TtosiuTkamu OUB.

[Topsinok BeinonHeHus padoTsl: Onpenenuts TpedboBaHus obecneunBaroniue 3pdpexkrusnoe OUb, koTopsie

AOJIKHBI BBIIIOJIHATHCA COTPYAHUKAMU OPraHU3al B paMKax BBIIIOJIHCHUA CBOI/IXCJIy)KC6HBIX

o0s13aHHOCTEN
Howmep Opranuzanus HeranusupoBanHas nosmruka b
BapHaHTa
1 OTtneneHne KOMMepueckoro 6anka |(OpraHuzalus pekuMa CEKpeTHOCTH

2 TTonukinHuKa dusnueckad 3amura
3 Komnemx TpancropTHpOBKa HOCUTENICH HHPOPMAITUH
4 . Ony0IMKOBaHHE MaTEPHAIIOB B OTKPBITHIX
Oduc cTpaxoBoit KOMITAHUN
MCTOYHUKAX
5 JlocTyn CTOpOHHMX TMOJIb30BaTENEH B
PexkpyTHUHrOBO€ areHTCTBO
MH(OPMALMOHHbBIE CUCTEMBIOPTraHU3aINN
6 NutepHeT-mara3zui O1LICHKH PUCKOB
7 CHTP OKa3aHUs rOCYAapCTBEHHBIX
YpaBieHus: HaposIsiMU
yCIIyT
8 OTneneHue NOIUIUU Jloctyn Kk KoH(UIEHITMAIBHON HHPOPMAITIT
9 AynuTopcKasi KOMIIaHUs cnons3oBanus MHTepHeT
10 Jluzaitnepckas Gpupma YctanoBka u obHoBienue [10
11 |Odwuc uaTepHET-TIpOBaliNEpa [TonuTrKa MCIOIB30BAHMUS JIEKTPOHHOM IMOYTHI
12 lcnionb30BaHre MOOMIIBHBIX allapaTHBIX CPEICTB
Oduc angBokara
00paboTkuuHpOpMaIH
13 |Kommanus o paspa6orke ITO s
. Pa3paboTka u nunenzuposanue [10
CTOPOHHUX OpraHu3alui
14 |AreHTCTBO HEABHMKUMOCTH Y nan€HubIil 10CTyI K UHPOPMAIIMOHHON CHUCTEME.
15 lcnonb30BaHNe OTJENbHBIX YHUBEPCAIbHBIX
Typuctuueckoe areHTCTBO MH(OPMALIMOHHBIX TEXHOJIOTHI B MaciiTabe
OpraHu3aluu
16 |Odwuc 6narorsopurensHoro pouga [[Iposenenue aynaura b
17 Uzpatenscro AHTUBHpYCHAS 3aIUTa
18  [Koncanrunrosas gupma Pe3epBHOE KOMMPOBAHUE
19 |PexmamHOe areHTCTBO Wb ripu 251eKTPOHHOM JOKYMEHTO0O0pOTE
20 |Otmenenue HANIOTOBOM CIIYKOBI Texuuueckas 3amura MHGOPMAIUK
21 O¢wuc norapuyca PearnpoBanue Ha nHHAeHTH b
22 [Bropo nepeBoja (IOKyMEHTOB) [IpoBeneHue cykeOHBIX pacciae0BaHUI
23 |CtpouTenbHOE NPEANpHUITHE 3anuTa Hay9HO-TeXHUYeCKoW nH(pOpMaluu
24 KoHTposb nosb3oBareneil npu padore ¢ BHEILIHUMU
bpauHoe areHTCTBO
MCTOYHUKAMU HHPOpMAITUN
25 Ony0iuKOBaHHE MaTEpPHAIOB B OTKPBITHIX
Penakuus razersl
MCTOYHUKAX
26  octuHHIA 3aiura nepcoHaIbHbIX JaHHbIX

Kpurepun ouenku (B 0a1ax):
5 6ans10B BhIcTaBIsETCSA O0YUAIOIIEMYCsl, €CIIH OH B ITOJIHOM 00BbeMe U MPaBUIILHO BBHIMOIHUI
3a/laHue (KOMIIeTeHIUsI COpMUPOBaHA Ha MPOJIBUHYTOM YPOBHE);

4 6aJj1a BRICTABISIETCS 00YJAIOMIEMYCsl, €CJI OH B TOJIHOM O0OBhEME M C He3HAYMTEIIbHBIMU
3aMeuYaHUSIMH BBITTOJHUI 3aaHue (KOMIETeHIHs c(hopMHpOBaHa HA TTOBBILIEHHOM YPOBHE);
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3 6as1a BhICTaBIIsIeTCSl O0yYarOMIEMycsl, €CJIM OH Ha 6a30BOM ypOBHE, OITMOKAMHU BBITIOTHHI
3a1anre(KoMIeTeHIUs chOpMUpOBaHa Ha 0a30BOM YPOBHE).

3aganus 1J151 TBOPYECKOT0 peHTHHTIa
TemaTuka 10KJIa10B o TemMam 1-4

Nuauxarops! noctuxenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1 UndopmanmronHoe npaBo U HH(PpOpMaImoHHasi 0€301MacHOCTb.

2 Konnenus nHGpOpMamoHHON 0€30IMacHOCTH.

3 AHanM3 3aKOHOJATENbHBIX aKTOB 00 OXpaHe WH(POPMALMOHHBIX PECYPCOB OTKPBITOTO
J0CTyIHa.

4 AHanu3 3aKOHOJATEIBHBIX AKTOB O 3aIIUTe MH()OPMAIMOHHBIX PECYpPCOB OTPAHUYCHHOTO
J0CTyIHa.

5 CooTHoOIIEHHE TOHATHHA: WHGOPMAIMOHHBIE PECypChl, HH()OPMAIMOHHBIE CUCTEMBI H
nHpopManoHHas 6€30MacHOCTb.

6 Nndopmannonnas 6e30nacHOCTb (110 MaTepuaiaM 3apyOeKHBIX HCTOUHUKOB U JIUTEPATYPHI).

7 IIpaBoBbIE OCHOBBI 3aIUThI KOH(PUIEHIMATBHON HH(OPMALIHH.

8 DKOHOMHUYECKHE OCHOBBI 3aIUTHl KOH(PHUICHINATBHON HH(POPMAIIHH.

9 Opranu3anMoOHHbIE OCHOBBI 3aIIUTHl KOHGHUIECHIIMAIBHON HH()OPMAIIH.

10 CrpykTypa, coiep>kaHHe M METOJMKA COCTaBJICHUSI MEPEUHsI CBEICHHM, OTHOCAIIUXCS K
IpeINpUHIMATEIbCKOM TaliHe.

11 CocraBnenue HHCTPYKIUH 110 00pabOTKe U XpaHEHUIO KOH(DUICHINAIBHBIX TOKYMEHTOB.

12 HanpaBneHus U METO/IbI 3aLIUTHI JOKYMEHTOB Ha OYMa)kKHbIX HOCUTEISX.

13 HanpaBneHus 1 METO/bI 3aIUTHl MAIIMHOYNUTAEMbIX JIOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOH(PUICHIIUATbHBIX JOKYMEHTOB.

15 HanpaBneHus 1 METOABI 3aIUTHI ayJH0- U BU3yaJIbHBIX JOKYMEHTOB.

16 Iopsimok moxbopa nepcoHana st paboThl ¢ KOHPHUASHIIMATLHON HH()OpMAITHEH.

17 MeToauka TeCTUPOBAHUS U MIPOBEAECHUS cOOECE0BaHMs C MPETEHICHTaMH Ha J0JKHOCTD,
CBSI3aHHYIO C CEKpeTaMu (PUPMBL.

18 AHanu3 MCTOYHUKOB, KaHAJOB PACIPOCTPAaHEHHMs] M KaHAIOB yTe4ykH HMHpopmanuu (Ha
IpuMepe KOHKPETHON (UPMBI).

19 AHanu3 KOHKPETHOH aBTOMAaTU3MPOBAHHON CHCTEMBI, NPEeIHA3HAYEHHON 111 00pabOTKU U
XpaHeHus: ”HpopMauu 0 KOHPUACHIIUATIBHBIX TOKYMEHTAaX (GUPMBI.

20 OcHOBBI TEXHOJIOTUM OOpaOOTKM M XpaHEHHs KOH(PUICHLIMAIBHBIX JIOKYMEHTOB (I10
3apyOeKHOU JTUTEPATYPE).

21 Ha3naueHue, BHUABI, CTPYKTYpa U TEXHOJOTHs (DYHKIIMOHUPOBAHMS CHCTEMBl 3aIUTHI
nH(pOpMaLINH.

22 TloBeaeHue nepcoHalia 1 oXpaHa (PUPMbI B SKCTPEMAIBHBIX CUTYaLUAX PA3JIMYHBIX THIIOB.

23 AHanmuTuaueckasi paboTa 1Mo BBISIBIICHUIO KaHAJIOB YTeYKU UH(POpMALUK (PUPMBIL.

24 HamnpaBiieHUsI U METOABI 3aIUThI TPOPEeCCHOHATBHOMN TalfHBI.

25 HanpaBnieHust 1 METOABI 3aLIUTHI CIIY>)KEOHOU TalHBI.

27 HanpaBieHus U METOJIbI 3aLUThI IEPCOHATIBHBIX JJAHHBIX O IpakJaHax.

27 TloctpoeHne U GyHKIIMOHUPOBAHHE 3ALIUIIEHHOTO IOKYyMEHTO000pOTa

28. Haubonee pacipocTpaHeHHbIE CETEBbIE ATAKH.

29. Dranbl IOCTPOCHUS CUCTEMBI 3AIUTH HHPOPMAIIHH.

30.ITepcrieKTUBHBIE METO/IbI ayTEHTH(PHUKAIINH.

31.bromeTpuveckne CUCTEMBI HACHTU(UKAIINH U ayTeHTH()UKAINH.

32. Metobl pe3epBUpOBaHUS HHPOPMALIUH.

33. Turbl MeKCETEBBIX SKPAHOB M UX KpaTKas XapaKTePUCTHKA.

34. OredecTBeHHbIE aHTHBHPYCHBIE MPOTpaMMHBIE CpelcTBa, cepTuduimrpoBanusie @CTIK
Poccun.
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35. Creranorpadus u creranorpaduyeckre MeToIbl 3aUThl HH()OpMaIUH.

36. CpencTBa 3amuThl IEpeiaBaeMbIX JaHHBIX B IP-ceTsx.

37. Cranpgaprt Ipsec.

38. Yrpo3bl U yA3BUMOCTH OECIIPOBOIHBIX CETEH.

39. TpeGoBaHus K BEIOOPY U MCIIOJIB30BAHHIO MTAPOJICH.

40. Ilepenaua maposisi O CETU B IpoOIECCe ayTeHTU(DUKAITIH.

41. JluneHsupoBaHue OESATEIHLHOCTH, CBSI3aHHON ¢ KpUNTOrpaUUIeCKUMHU CPEICTBAMU3AIIUTHI
nHpopMaIuu.

42. Cepruduxanus KpUnrorpapuyeckux cpeacTB 3alUThl HHPOPMALIUH.

43. Crangapruzanus KpUOTorpadguyeckux CpeacTB 3aluThl HHHOPMAIUH.

44. Mopenb KOHTpoIs nenoctHoctu Kiapka-Bucona.

45. udposas (37eKTpOHHAS) ITOIIMUCH, KAK MEXaHU3M KOHTPOJIS IIEITOCTHOCTH.

46. 3amuTa OT cOOEB MPOrPaMMHO-ANIIAPATHON CPEIBI.

Kpurtepun onenkn (B 6a/1ax):

20 0anyoB BeIcTaBIsieTCs OOywaroumiemycs, e€ciii OH 0e3 OmMOOK MHOArOTOBHJI JOKJIAJ.
Conepxxanne U oopmieHHE TOKIaAa COOTBETCTBYET TpPeOOBaHMSIM B IMOJHOM oOOBeMe. YPOBEHb
c(OpMUPOBAHHOCTH KOMIIETEHIMI1 COOTBETCTBYET MPOJBUHYTOMY YPOBHIO;

14-19 6ann10B BeICTABISIETCSl O0YYAIOIIEMYCSl, €CIIM OH C HE3HAUYNTEIIbHBIMU 3aMEYaHHUSMU 110
COJIEP’KaHUI0 WM O(GOPMIICHUIO MOATOTOBUI OTYET MO pedepary. YpoBeHb CHOPMUPOBAHHOCTH
KOMITETCHITMI COOTBETCTBYET MOBBIINIEHHOMY YPOBHIO;

10-13 6anJ10B BHICTaBIISIETCA O0y4aromieMycs, €CJl OH C OMIMOKaMHU MOATOTOBUI OTYET IO
pedepary. Conepxkanue u opopmieHHEe pedepara COOTBETCTBYET TpeOOBaHUSAM HE MeHee, yeM Ha S0
MIPOLIEHTOB. Y POBEHb C(HOPMHUPOBAHHOCTH KOMIETEHIIUN COOTBETCTBYET Oa30BOMY YPOBHIO.

METOANYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMUPOBAHMA KOMIIETEHIMI BO BPEMSI ITPOBEJIEHUA
MPOMEXYTOYHOM ATTECTAIIUHA

CTpyKTYypa 3a4eTHOIr0 3a/IaHusl

Haumenosanue oyenounozo mamepuana Maxkcumanwvhoe
Koiuuecmeo 6annoe
Bonpoc 1. 15
Bonpoc 2. 15
Ilpakxmuueckoe 3a0anue. 10

3aaHus, BKJIOYaeMble B 3aUeTHOE 3a/IaHUe
Ilepeuens eéonpocos K 3auemy:

Heo6xoanmMocTts obecniedenns: 6e30MacHOCTH B MHPOPMALIMOHHBIX CUCTEMAX.
Mepsb! npenynpexIeHus: IpecTyIIeHui B cepe KOMIbIOTEpHON HHPOPMAIUK.
IIporpecc nHPOPMALMOHHBIX TEXHOJIOTHIA U MH(OpMAIIMOHHAsI 0€30M1aCHOCTb.
HcTopus BpeTOHOCHBIX TIPOTPAMM.

HopmatuBHO-TIpaBOBbI€ aCEKTh HH(POPMAITMOHHON 0€30MaCHOCTH.

3amuTa y4eTHOM HpOopMaIui KOMMepUYeCcKuX (hupm.

Knaccudukanus yrpo3 6e30macHocTd HHOOPMAIIHOHHBIX 00BEKTOB.

CaoiicTBa 3KOHOMUYECKOW NH(OpMaLIMY, HApyIlIaeMble TPU HECAHKIIMOHUPOBAHHOM JIOCTYTIE.
OcHOBHBIE BU/IbI KAHAJIOB YTE€UKH WH(OPMAIIHH.

10 HcTopryeckre aclieKThl KOMITBIOTEPHBIX TPECTYTUICHHH.

11. VwMplsieHHbIe U HEYMBIIIJICHHbBIE YTPO3bl HH(OPMAIIMOHHON 0€30IacHOCTH.
12. DxoHOMHUYEcKass MHPOPMAIUS KaK 00BEKT OE30MaCHOCTH.

LCoNoOA~WNE
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13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

59.
60.
61.

BHemHue yrpo3sl HHPOPMALMOHHOM 6€301acHOCTH.

[Iepeuens cBeIeHMI, KOTOPBIE HE MOTYT COCTABIISITh KOMMEPYECKYIO TalHY.
MOTHBBI U LIETU KOMITBIOTEPHBIX MPECTYIUIEHUI.

Bunpl TaliH ¥ KaK X COXPaHUTb.

Crtarbu YyroJoBHOTO KOJEKCAa O KOMIIBIOTEPHBIX MPECTYIICHUSIX.

[IpuuunHbl pasriameHus KOHPUISHIUATbHON HHPOPMAIIH.

KpumuHonornieckas xapakTepUCTHKA MPECTYIUICHUH B cepe KOMIBIOTEPHON UH(GOpMAINK U

UX TMPEIyIpPexICHUE.
Pasrnamenune u yreuka nuH(opMaIum.

OOBeKTHI THPOPMALIMOHHOM OE30MACHOCTH Ha TPEATIPHUSITHH.

Crparterus 370yMBIIIICHHUKA TPU HECAHKIIMOHUPOBAHHOM JIOCTYIIE.
OpraHu3anroHHbIE METOBI O0eCIIeYeHUsT HHPOPMAIMOHHOW OE€30TTaCHOCTH.
Opranusanys KOHQHICHIUAILHOTO JISIONPOU3BOCTBA.

®dusnueckas 3amuTa HHHOPMAIIMOHHBIX CUCTEM.

Crtpykrypa ciyx)0bl 6€30MacHOCTH KOMITAaHUH.

[IporpaMMHO - TeXHUYECKHE METO b 00ecreueHns HHHOPMAIIMOHHON OE30MTaCHOCTH.
Teopernueckne acieKThl MHOOPMAIIMOHHON OE30IMTACHOCTH YKOHOMHYECKHUX CHCTEM.

Wnentudukanus u ayreHTUQUKAIHS.

OcHoBHBIE TIOHATHS UH(OPMAITMOHHOH 0€30ITaCHOCTH YKOHOMUYECKHX CHCTEM.

JlokTpuHa nHpOpMaMoHHOK Oe3onacHoCcTH Poccuiickoit denepanumu.
DKoHOMUYECKass HHPOPMALIUs KaK TOBAP U 0OBEKT O€301MacHOCTH.
I'ocynapcTBeHHOE peryaupoBaHre HHPOpMALMOHHOHN Oe3omacHocTH B Poccun.
[TonsaTust HHPOPMAITMOHHBIX YTPO3 U MX BUJIBIL.

HecanKuMOHMPOBAHHBIN AOCTYH U 3allUTa OT HETO.

BpenonocHsle nporpamMmel.

[Ipo6nema nHpopMaMOHHOMN 0€30MaCHOCTH B UCTOPHUUECKOM aCIEKTE.
KomMmiiploTepHble IpecTymIeHUsI U HaKa3aHuUs.

[IpenynpexxaeHne KOMIBIOTEPHBIX MPECTYIICHUH.

[TpuHIUTIBI TOCTPOCHHUS CHCTEMBI HH(POPMAIIMOHHOM O€30MaCHOCTH.

Tumnbl KOMIOBIOTEPHBIX BUPYCOB U 3aIIUTA OT HUX.

[Tonxopl, MPUHLIMIIBI, METO/IBI M CPeICTBA 00ecredeH s 0€30aCHOCTH.
Yenoeueckue (pakTopsl, 00yciIaBIMBaromye HHGOpMaIHOHHbIE YTPO3bI.
Opranu3alnoOHHO-TEXHUYECKOE 00eCIIedeHre KOMITBIOTEPHON O€30MacHOCTH.
CriocoObl Bo3aeicTBHS yrpo3 Ha HH(GOPMAIIMOHHBIH OOBEKT.

DnekTpoHHas M(poBas MOAMUCH U OCOOEHHOCTH €€ TPUMEHEHUS.
IIpu3Haky BO3AEHCTBUSA BUPYCOB Ha KOMIIBIOTEPHYIO CUCTEMY.

3amuTa nHpopmaiuu B UHTepHere.

@parMeHTapHbIN U CUCTEMHBINH MOXO/bI K 3alIUTe HHPOPMALIUH.
Opranu3zanys CUCTEMBI 3aIUThl HHPOPMAIIMH SKOHOMHUECKHUX CHCTEM.
VYT010BHO-TIPaBOBas XapaKTEPUCTUKA KOMIIBIOTEPHBIX IPECTYIICHUH.
DTarnbl TOCTPOEHUS CUCTEMBI 3aIITUThI HH(POPMAIIUH.

CyOBeKTHBHAs CTOPOHA KOMITBIOTEPHBIX MPECTYIIICHUH.

[TonuTuka 6€30MacHOCTH.

OOBeKTUBHAsI CTOPOHA KOMITBIOTEPHBIX MPECTYIIICHHUH.

Onenka 3¢(peKTUBHOCTH UHBECTULIMH B HHPOPMAITMOHHYIO O€3011aCHOCTbD.

CriocoOsI COBEpIIEHUS KOMITBIOTEPHBIX MPECTYILIEHUH («3a XBOCTY», «MacKapam» v Ap.).
Obecnevyenne MHPOPMAITMOHHON O€30MAaCHOCTH ABTOMATU3WPOBAHHBIX OAHKOBCKHUX CHCTEM

(ABC).

[IpuunHbI 1 ycIoBHS, CIOCOOCTBYIOIINE COBEPIIEHUIO KOMIIBIOTEPHBIX MPECTYIUICHUH.

WNudopmannonnas 6e30macHOCTb 1eKTpoHHON KomMepuuu (DK).
ObecrnieyeHre KOMIbIOTEPHOM 0€30MaCHOCTH YYeTHON MHGOpMAIUH.



Ilpakmuueckue 3a0anus K 3auenty

1.06ecmieunth KHOEPOE30MACHOCTH YAATEHHOW padOThl COTPYAHUKOB BO BpEMS TTaHIEMUHN
Onpenenuth ysS3BUMOCTH CEPBHCOB JUIsl BUACOKOH(EpeHIHA, HeHaAEKHOCTh VPN, udenoBeueckuit
(bakTop M He Bcerja KBaJU(UIMPOBAHHBIE COTPYIHUKH — CO BCEM STUM HEH30EKHO CTAJIKHUBAETCS
Ka)KJasi KOMITAHUS, BEIHYXXJICHHAS OpPTraHNU30BaTh YAAUIEHHYIO padoTy.

[Ipoananu3upoBaTh CHUTyallUI0O U pPACCKa3aTh, KaK CBECTM K MHUHMMYMY pPHCKA U YCTPAHUTh
TIOCIICACTBYSI HU3KOTO YPOBHSI KHOSPTPAMOTHOCTH

2.Hactpoiika ayauta B Windows mist mosHorieHHOro SOC-MOHUTOPUHTA

Omnwucath HAaCTPOWKY MONMUTUKU ayauTa Windows Takum o0pa3zom, 4ToObl oxBat MoHutopunra SOC
OBLIT TIOJIHOIIEHHBIM. PaccMOTpeTh ONTUMAJIBHBIN CIIMCOK MOJUTHK, & TAK)KE BBIACIUTH CaMOe
HEOO0XOIMMOE, OTCESB JIUIIHEE.

3.Kak npoBoaNTE KOHTPOJIb MPOLYKTUBHOCTH, 3aIIATA OT MOILIEHHUYECTBA U yTEYEK JAHHBIX IIPU
ynanéHHoi paboTe COTPYAHUKOB?

OnacHOCTh YTEYKH JaHHBIX U BO3MOXKHOCTb KOPHOPAaTUBHOTO MOILIEHHUYECTBA — HEU30EkKHbIE
CITYTHHMKH BBIHYXJICHHON yAan€HHOH paboTel. PaccMOTpeTh, Kak MOKHO MUHUMH3UPOBATh PUCKU U
CIPAaBUTHCA C aKTYyaJIbHBIMH 33/1a4aMH KOHTPOJISI COTPYAHUKOB Ha «YHAJIEHKEY.

4.0nucatp 1ecTh MIaroB /sl 00eceueHus JOKHOTO YPOBHS 0€30I1aCHOCTH YAAJIEHHBIX
COTPY/IHUKOB

OnepaTuBHO NepeBO/Isl COTPYAHUKOB Ha AUCTAHIIMOHHYIO Pa0OTy, HY)KHO yYECTh CONPSIKEHHBIE C
3TUM CJIO)KHOCTHU M He 3a0bITh PO MONBITKM KHOEPIPECTYITHUKOB UCIIOJIb30BaTh YsI3BUMbIE MECTA.
[IpeIoKuTh 1ECTh 11aroB, KOTOPbIE MO3BOJIAT MOAONWTH K ITOMY BOIPOCY MOATOTOBJIEHHBIMHU.

5.0mnucats TpedoBanus ['OCT 34-ii cepun B mpoekTax no nHGOpMaIlMOHHON O€30MaCHOCTH

UYro noapasymenaer TpeboBanue «poektupoBath 1o ['OCTy», cTaHOBUTCS JI1 OHO MEHEE
oOs3aTenbHBIM? YTO 1€1aTh, €cu rocy1apCcTBEHHBIN perynsaTop He npeaaraet 3ameny uist [OCTos
34-ii cepun? Kakumu cTanmapTaMu CTOUT PyKOBOACTBOBATHCS IPU 0(pOPMIICHUN TIPOESKTHOM
JOKyMeHTauuu?

6.Kak BBISIBUTH aTaky 3J10yMBIIUICHHUKOB B CETEBOM Tpaduke?

OOHapYyKUTh NEHUCTBUS KHOSPIPECTYITHUKOB B KOPIIOPATHUBHON CETH U KIACCHPHUITUPYEM HX B
cootBercTBUM ¢ Matpulieit MITRE ATT&CK, koTopast moKa3bIBaeT, KAKUE TAKTUKU U TEXHUKU
MIPUMEHSIJTUCH B X0J1€ KHOepaTakH.

7.0mucate Microsoft Security Compliance Toolkit: 3amura Windows rpynmoBsIME TOJTUTHKAMA
PaccmotpeTs monxoa k nHGOPMAIIMOHHON 0€30MTaCHOCTH KOMIUIEKCHO. Onrcarh HHCTPYMEHTHI,
KOTOPBIC 3aKPBLIH ObI BCE «BIPBI» U CO3Jali HOBbIe. ONMUCATh ATATOHHBIC HACTPOHKH MOTUTHK
0€301TaCHOCTH ¥ HHCTPYMEHTHI 1Sl pabOThI C HUMH.

8.0nmcath npolecc HaCTPOMKH yIaleHKU AJIst COTPYIHUKOB: bricTpo, bezonacno, becruatHo

Yrto He0OXOAMMO TSI OpPTaHU3AIMH YIAIEHHOW pabOTHI COTPYAHUKOB. Kakue cymecTByoT
MHOYKECTBA PELIEHUH CIIOCOOHBIX MOMOYB B peanu3anuu 3Toi nenu. uarepuer-uuno3 MKC. C ero
MTOMOIIIEI0 MOYKHO OPTaHU30BaTh OE30MaCHBIH TOCTYIT K CETH KOMIIAHWH, 3aIIUTHTHCS OT BUPYCOB H
HACTPOUTh BeO-(PHIBTPALHIO.

9.Kak opranuzoBaTh 6€30MacHY0 yIaIEHHYIO pab0OTy BO BpeMs KapaHTHHA?

Omnucath npolecc nepexoa Ha yaanéHHyo padoTy, pacCMOTPETh OYEBHUIHbIE PUCKH IS
nH(pOpMaLMOHHON Oe30macHoCTH: MoAu(UKaIus TpaduKka, NepexsaT napoyiei u
KOH(UIEHIMATBHBIX JAHHBIX, a TAKKE B3JIOM MapUIPyTH3aTOPOB U MEepEHANPaBICHHE MOJIb30BaTeNei
Ha BpeJlIOHOCHBIE caiiThl. [Ipoananu3mpoBaTh KOHTPMEPHI; B KAYECTBE OJHOTO U3 BApUAHTOB
paccMOTpPETh UCIIOJIb30BaHNE BUPTYyanbHOU yacTHOM cetu (Virtual Private Network, VPN).

10.Kak moctpouts kpunroryHHens 1o 'OCTy ¢ MUHMMaIbHBIMU 3aTPATAMM?

Obecneuenne 6e30MaCHOCTH MPH MOMOIIN CPEACTB KPUITOTpapuuecKon 3aluThl HHPOpMALUN
(CK3UM) — He o4eHb CIIOXKHAs 3a/1a4ya, €CJIA BCE TEXHOJIOTHIECKNE YUaCTKH HAXOJSATCS HA XOCT-
MatuHe. OHAKO A7 TOro YTOOB!I epeiaBaTh U MHU(poBaTh HHPOPMALIUIO OJJHOBPEMEHHO,
HE00X0JIMMO MOCTPOUTH IPAMOTHBINA TEXHOJIOTMUYECKUN POIECC MPOTrPAMMHOI0 00eCIeUeHHsI.
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11.Kak obecnieunts 6e3omacHocts loT-ycTporicTs?

Nutepner Bemeit (Internet of Things) — yxe odeBUaHAS pealbHOCTH JIJIs1 OM3HEC-TIPOIIECCOB
KOMITAaHUH ¥ KOPHIOPATUBHBIX HHPpACTPYKTyp. OAHAKO, HECMOTPS HA OIPOMHOE KOJIHYECTBO
«YMHBIX» YCTPOMCTB, pabOTAIONIMX HA MPEANPHUATUSIX U B TPOMBIIIICHHBIX CETAX, 0e30macHoCTh [0T
3a4acTyIO OCTABJIAET JKeNaTh Jiydliero. Kak ucnpaBuTh MonoxeHue, U paccka3aTb 0 METOAax 3allUThl
VHTEpHETa BEUIEeH.

12.Kak opranu3oBaTh NpakTUKy OpraHU3aluu 0€30MacHOro yAaa&HHOro JocTyna?

YTo npoucxoauT Ha pbIHKE 0€3011aCHOr0 YAANEHHOTO JOCTYNA U KaK MPaBUIIbHO 3allUTUTh
MOJIKJIIOUEHHUE COTPYAHHUKA K KOPIIOPATUBHBIM pecypcaM u3BHe? Kak peryistopsl BAUSIOT Ha
poIecc AUCTAaHIIMOHHOM pabOoThl M HYXHO JIU CIICAUTH 33 COTPYIHUKOM, pabOTAIOUINM U3 JoMa?

13.PaccMoTpeTh mporiece npe0TBPALICHHS BTOP)KEHUH ¢ TOMOIIBI0 MEXCETEBOTO 3KpaHa HOBOTO
nokosieHus: UserGate

B cocraBe MexcereBoro skpana HoBoro nokosieHust UserGate mpuMeHsieTcst ccTeMa 0OHapYKeHHUs
BropkeHuit (COB) coOcTBeHHON pa3pabOTKH, CO3aHHAs BHYTPH KOMITAHUU 0€3 MCIIOIh30BaHUS
OTKpBITOro Koa. CUTHATYPBI CUCTEMbI OOHAPYKCHHS BTOPKCHUH pa3padaThIBAIOTCS U
BEpUPUITUPYIOTCS COOCTBEHHOM KOMaHI0M aHAIUTUKOB [IEHTPAa MOHHUTOPHUHTA M PEarupOBaHUS
UserGate.

14.Kak co3maTh KOMIUIEKCHYIO crcTeMy Oe3oracHocT Ha ocHOoBe Fortinet Security Fabric API?
OTkpoITHIN 1 00menocTyHBIN APL, nmpeaHazHaueHHbIHN 1715 HHTErpaluy TpoaykToB Fortinet ¢
BHEIIHUMH PEUICHUSIMHU, TTO3BOJISIET MOJIH30BATENSAM PACIIUPSATH BO3MOKHOCTH UMEIOIIUXCS
KOMITOHEHTOB, & TaK)Ke THOKO MHTETPUPOBATh CTOPOHHHUE MPOIYKTHI B €IUHYIO KOMITJIEKCHYIO CPEy
nH()OPMAIIMOHHON OE30IMACHOCTH MTPEATIPUSITHS.

15.Kak ¢pynkunonupyet mexcereBoii skpan UserGate X1: nndopmarmonnas 6€301acHOCTh B
IKCTPEMAITLHBIX (PU3HUYECKUX YCIOBUSIX

Kopnoparusnsiit MmexxcereBoii akpan UserGate X1 Boinensercs u3 nuneiiku npoayktoB UserGate
VHUKATBHBIMU (PU3HKO-TEXHHYECKUMU XapaKTeprCcTUKaMu. JIaHHBIN pOTrpaMMHO-anapaTHbIH
koMmruiekc (ITAK) addexTrBen u Haag eH B caMbIX CYpPOBBIX YCIOBUSX SKCILTyaTalluu: Ha
MIPOMBIIIJICHHBIX 00BEKTaX, OTKPBITOM BO3/IyX€, TPAHCIIOPTE, COXPAHSIS IIPH TOM BCE MTPEHMYIICCTBA
wiatdopmbel obecnieduenus npodeccuonansHoi kubep3ammrel UserGate.

16.0nucarsb npouiecc UCHOTHEHHS TPEOOBAHUN POCCUICKUX PETYNIATOPOB IO KOHTPOJIIO
COTPYJHHUKOB

duHaHCOBbIE OpraHu3aluy 00s3aHbl co0t01aTh TpeOoBaHus nosoxeHuit banka Poccun u npukasos
®OCTIK Poccun. [Tockonbky Ha3BaTh CHUCOK ITHX TPEOOBAaHUN MaJIEHbKUM S3BIK HE
ITIOBOPAYNBAETCSI, MBI PEIIMIIA PACCMOTPETh NMPEANUCAHUS PYKOBOIAIINX JOKYMEHTOB U MPEIJIOKUTh
CBOM BapHaHT — KaK MOKHO PELIUTh T€ UM HHBIE MP0OIeMbl I XOTsI Obl 00JETYUTh CBOIO yYacTh.

17.Kak npenoTBpaTuTh CIUB 0a3bl JAHHBIX CYNEPHOJIb30BATEIAMU?

[TpuBHNETUpOBaHHbIE MTOJB30BATENN 0a3 JaHHBIX HEPEJKO CTAHOBATCS 0OBEKTaMH aTaK XaKepoB WIIH
caMH, MOJIb3YysACh PaCIIMPEHHBIMU MPaBaMU, SKCIUTYaTUPYIOT HHPOPMAIIUIO HE TOJIBKO B CIYXEOHBIX
nessax. CylecTByeT HeCKOJIbKO 3(QEeKTUBHBIX CIIOCOOO0B 3aKPBITUS ATHUX YSI3BUMOCTEH, Cpeau
KOTOPBIX MOKHO BBIIEJINTh YCTaHOBKY DLP-cucreMsl, pasrpaHudeHue J0CTyIa, a TAKXKe
OrpaHUYEHUE MPaB CyNeproiab3oBarTeseil 10 HeOOXOAMMBIX M JOCTATOUYHBIX, HO YA0OHEe BCEero
aBTOMATHU3HPOBATh 3aAIIUTY OT BO3MOXKHBIX yTeueK HH(POpMaluu 13 6a3 JaHHBIX C TIOMOIIbIO
KopoOouHbIX pemenuii, Hanpumep CYBJI Jatoba ot koMnanuu

18.Kak nmpaBunpHO 3amoHUTh KypHaI yaéra CK3U?

[TpakTryecku ar06ast opranu3aysi 0OMEHUBACTCA KOHPHUICHIIMAIbHBIMU JAaHHBIMH CO CBOMMU
napTHEPAMH U CTPYKTYPHBIMH TTOJIpa3ieeHusIMU. J1J1s1 TOro 4TOOBI 00ECTIEYNTh COXPaHHOCTh
nepeaaBaeMoil nHpopmanuu, TpedyroTes cpeacTa kpunrorpaduyeckoit 3amutsl (CK3M1). Ho
paboTa ¢ HUMH pETJIaMEeHTHUPYEeTCsl MHCTPYKIUEH, KoTopas HanucaHa 20 JieT Ha3al U yXkKe He
OTBEYAET COBPEMEHHBIM PEANIHsIM, & HEKOTOPbIE €€ MYHKTHI BBI3BIBAIOT COMHEHUS Y CIIEUAINCTOB.
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Iloka3aTeqi W KpPUTEPUU OULEHUBAHUSI IJIAHMPYEMBIX Ppe3yJabTATOB
0CBOEHMSI KOMIIETEHIUI U Pe3yJIbTATOB 00yUeHHsI, IKAJIA OlleHUBAHUSA

HIkana dopmMupyemblie Huukarop Kpurepun Yposeus,
JOCTHKEHUS 0CBOEHHUS
OLlCHUBAHMNS KOMIIeTeHUUH OLlCHUBAHMSA .
KOMIIeTeHUUU KOMIIeTeHU UM
85-100 | «3aureno» |[YK-1.Cnocoben |YK-1.1. 3HaeT BEPHO U B MOJHOM IpoaBuHYTHII
06aJI0B ocymecTBIATh  [OCYIIECTBISIET  |00beMe OCHOBHBIE METO/IbBI
MOWCK, MOVMCK KPUTHYECKOTO aHAIH3a H
KPUTHUECKUN HEOOXOIUMOH  [0OCHOBBI CUCTEMHOTO IOAX0a
AHAJN3 U CHHTE3 |[MH(POPMAIINH, KaK OOIIEHAYIHOTO METOJa.
uH(Oopmanuw, OImUpasCh Ha YMeeTr BepHO W B IOJHOM
MPUMCHSITh [Pe3ybTaThl o0beMe aHAIM3UPOBATH 33Jady,
CHUCTEMHBIH aHanu3a UCIIONB3Ys OCHOBBI
MOOXO0M AJIst [OCTaBJIEHHOW [ KPUTHYECKOTO a”Hajns3a U
[peHICHUs 3agaqu CUCTEMHOTI'0 I101X0/1a;.
[IOCTaBJICHHBIX OCYIIIECTBIISATH MIOUCK
3amaqy HEO0OXOIUMOM JIJIsl PEIICHUS
[MOCTaBJICHHON 3a1auu
WHQOPMAIIUH, KPUTUIECKU
OIIEHHBas HAJEKHOCTD
[Pa3IMYHBIX ICTOYHUKOB
MHGOpMAITUH
OIIK-2. OIIK-2.1. 3HaeT BepHO M B TOJHOM
CriocobeH Hcnonp3yet o0beMe METOJbl I[IOMCKa U
OCYIIECTBISATh  |[OCHOBHBIE cUCTeMaTHh3alud  WHQPOPMAIHH
cOop, 00paboTKy [METOHPI, 00 YKOHOMHYECKHUX IPOIIECcCcax U
138 cpencTBa SIBIIEHUSIX
CTaTUCTUYSCKUI MOJIy4YCHUA, 'YMeeT BEPHO U B NNOJTHOM
AHaJIN3 JaHHBIX, [[IPCACTAaBJICHU, o0BbeMe pa6OTaTL C
H606XOZII/IMI>IX XpaHCHHUA U HAIIMOHAJILHBIMU U
JUTS pEHICHU 00paboTKn ME>KTyHapOIHbIMU Oa3aMu
MOCTAaBJICHHBIX  [CTATUCTHYECKHUX |[TaHHBIX C I[EJIBIO MTOMCKA
PKOHOMUYECKHX |TaHHBIX. I/IH(i)OpMaLII/II/I, HEe0OXO0IUMON
3a/taq UIJIs1 PELICHMS IIOCTAaBJICHHBIX
SKOHOMHYECKHX 33/a4.
'YMeeT BepHO M B NIOJIHOM
00beMe pacCUnTHIBATh
SKOHOMUYECKHE U COLUAIbHO-
SKOHOMHYECKHE MOKa3aTelH,
XapaKTepU3yIOIIre
e TEIIbHOCTD XO3SHCTBYFOIINX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U JIENCTBYIOIIEH
HOPMaTHUBHO-TIPABOBOM 0a3bl
Ymeer BepHO U B NOJTHOM
00beme TIpeICTaBUTh
HaTJISAHYIO BU3YalTN3allnio
ITAaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT BEPHO U B MOJHOM
Criocoben Hcnoms3yer 00beMe:: XapaKTePUCTHKH
MOHUMATh COOTBETCTBYIOIIH [COOTBETCTBYIOIINX COAEPIKaHUIO
MPUHLUIIBI e colep)KaHuil0  [PodeCCHOHANBHBIX 3a1a4
paboThI NpoQeCCHOHAIBH [COBPEMEHHBIX ITU(PPOBBIX
COBpPEMEHHBIX  [BIX 3a/1a4 WH)OPMAITMOHHBIX TEXHOJIOTHH
I/IH(I)OpMaLII/IOHHBI COBpPCMCHHBLIC 'YMeeT BEPHO U B NOJTHOM




X TEXHOJIOTHH U
HMCII0JIb30BATh UX
IS peTeHus
3agau

UQpPOBEIE
MHGOPMAIUOHHBI
€ TEXHOJIOTUH,
OCHOBBIBAsSICh Ha

o0beMe: HCIOIb30BATh
COBpeMEHHBIC ITU(PPOBBIC
WHQOPMAITMOHHBIE TEXHOJIOTHU
TSI pelieHus 3a1a4

Mpo(heCCUOHANBH [IPUHIUIAX UX  |[MPodecCHOHATBLHON
0l NeITeTLHOCTH [paOOTHI MesITeIbHOCTH
OIIK-6.2. 3HaeT BEPHO U B MOJHOM
[lonumaet 00beMe: TIPUHITUITBI PAOOTHI
[PUHLIUIIBI COOTBETCTBYIOLIUX COJICPHKAHUIO
[paboTHI MpodeCCHOHATLHBIX 3a/1a4
COBPEMEHHBIX COBPEMEHHBIX IU(DPOBBIX
UG POBBIX MHGOPMAITMOHHBIX TEXHOJOTHI
MH(OPMALIOHHBI [V MeeT BEPHO H B OJIHOM
X TEXHOJIOTHH,  |00beMe: NPUMEHSATH IPUHIIUIIBI
COOTBETCTBYIOLIM pabOThl COOTBETCTBYIOIIUX
X COACPIKAHUIO COAEPIKAHUIO
Npo(eCCHOHABH [Tpo)eCCHOHANTBHBIX 33134
bIX 3aJla4 COBpEMEHHBIX MH(POBBIX
MHGOPMAITMOHHBIX TEXHOJOTHI
70-84 | «3aureno» |YK-1.Cmocoben [YK-1.1. 3HaeT ¢ He3HAUNTENBHBIME  [[ToOBBIIIEHHBIM
0aJ/JI0B oCylEecTBIATh  |OCYLIECTBIISIET 3aMEYAHUSIMM OCHOBHBIC
MONCK, MONCK METObI KPUTUYECKOT 0 aHAIN3a
KPUTUYECKUM HEO0XOAUMOM 1 OCHOBBI CUCTEMHOTI'O IIOIX04a
AHAJIM3 U CUHTE3 [MH(OPMaIIHH, KaK O0IIEeHayYHOT0 METO/IA.
nH(OpMALUH, OIHUpasiCh Ha YMeeT ¢ He3HAYHTEIbLHBIMH
MPUMEHSTH PE3ynbTaThI 3aMe4YaHMAMU AHAIU3APOBATH
CHCTEMHBIH QHAIN3a 3ajady, HCIOJIb3YyS  OCHOBBI
MOAXOM A1 [IOCTABJICHHOW [ KPUTHYECKOTO aHaam3a u
[PECIIECHUA Bagadun CUCTEMHOI'O nmoaxonaa,
IMOCTABJICHHBIX OCYIIECTBIISATh ITOMCK
3amaq HEOOXOJUMON  JUIS  PCIICHUS
IMOCTaBJICHHOM 3a7a4M
WH(pOpMAITUH, KPUTHUYECKH
OLICHUBAS HaJC)KHOCTH
[Pa3IMYHBIX HCTOYHHUKOB|
MHGpOpMAITUH
OIIK-2. OIIK-2.1. 3HaeT ¢ He3HAYHUTEIbHBIMH
Croocoben Hcnonb3yet 3aMedaHMsIMU. MCTOJbI ITOHCKA
OCYILIECTBJISATh  |OCHOBHBIE M CUCTEMAaTH3alliu UHPOPMAIINY
cOop, 00paboTKy [METOHHI, 00 YKOHOMHYECKHUX IPOIIEccax U
144 cpeacrTaa SIBIICHUSIX
CTATUCTUYECKUIA MOJIy4CHUA, 'YMeeT ¢ He3HAYNTEJIbHBIMU
AHAJIN3 NAaHHbIX, [IPCACTABJICHUA, BaMeYaHUAMM. pa60TaT1, C
HeO6XOI[I/IMLIX IXPpaHCHUS U HAIIMOHAJILHBIMU U
VIS peIICHUS OﬁpaGOTKI/I MeEKITYHapO JHBIMH OazaMmu
MOCTABJICHHBIX CTAaTUCTUYCCKUX |[TaHHBIX C IICJIBIO ITOMCKA
SKOHOMUYECKHX |[TaHHBIX. MH(pOpMAIUHU, HEOOXOAMMOMN
3axaqd 17151 PELICHMS ITOCTABJICHHBIX

PKOHOMHWYCCKHX 3aJda4.

'YMeeT ¢ He3HAYUTETbHBIMU
3aMe4YaHUSIMH. PACCUUTHIBATH
SKOHOMHYECKHUE U COLUATBHO-
SKOHOMHYECKHE MTOKA3aTelH,
XapaKTepHU3yIoIue

EATCIIBHOCTD XO3ﬂﬁCTByIOH.[HX
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CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U JICHCTBYIOIIEH
HOPMAaTHUBHO-TIPABOBOM 0a3bl

YMeeT ¢ He3HAYUTEIbHBIMU
3aMeYaHHsIMH TIPCICTABUTh
HaTJISAHYIO BU3YalTN3aIlnio
ITaHHBIX.

OIIK-6.
CriocobeH
[MOHUMATh
MPUHIHATIBI
paboThI
COBPEMEHHBIX
MH()OPMAITHOHHBI
X TEXHOJIOTUU 1
MCII0JIb30BaTh HX
TSI pEIIeHHUS
3aau
npodhecCHOHANBH

OIIK-6.1.
Hcnonp3yet
COOTBETCTBYIOIIH
€ CoIep>KaHHI0
mpoheCCUOHABH
bIX 33724
COBpEMEHHBIE
UQpOBEIE
MH()OPMAITHOHHBI
€ TEXHOJIOTHH,
OCHOBBIBASICh Ha
MPUHIIUIIAX WX

3HaeT C He3HAYUTEIbHBIMU
3aMeYaHNSIMM:
XapaKTePUCTHKHI
COOTBETCTBYIOILUX COJIEPKAHHUIO
MpogecCHOHANBHBIX 3a1a4
COBpEMEHHBIX MH(POBHIX
MH(GOPMAITMOHHBIX TEXHOJIOTHI

YMeeT ¢ He3HAYUTEIbHBIMU
3aMe4YaHMsIMHU: MCII0JIE30BaTh
COBpeMEHHBIC ITHU(PPOBBIC
WH(GOPMAITMOHHBIE TEXHOJIOTHH
ITJIsT pemeHus 3a1a4

0¥ IeATEeNNHHOCTH [pabOThI Mpo(eCcCUOHATBHOM
IMesITeIbHOCTH
OIIK-6.2. 3HaeT ¢ He3HAYNTEIbHBIMHU
[Monumaer 3aMeYaHUSIMH: TTPUHIHIIBI
MPUHLIMIIBI pabOThI COOTBETCTBYIOIINX
paboTHI COZIepPIKaHUI0
COBPEMEHHBIX  [MPO(ECCHOHANBHBIX 3aa4
UPPOBBIX COBPEMEHHBIX ITU(PPOBBIX
WHGOPMAITMOHHBI [THPOPMAIIMOHHBIX TEXHOJIOTUH
X TCXHOJIOTHH,  [YMeeT ¢ He3HAYHTENbHbIMH
COOTBCTCTBYIOIIH 3aMeYaHUSIMHU: IPUMCHATH IPU
X COOEPKAHUIO  HITUITBI pAOOTHI
MPOGECCHOHATIBH (COOTBETCTBYIOIIMX COEPKAHUIO
BIX 37124 npodeccuoHalbHbIX 3a4a4
COBPEMEHHBIX ITUPPOBBIX
MH()OPMALIMOHHBIX TEXHOJIOTUI
50-69 | «3aureno» |[YK-1.Cnocoben [YK-1.1. 3HaeT Ha 6230BOM yYpOBHe ¢ Bba3zoBbIii
06aJioB OCyIIECTBIATh  [OCYIIECTBIISIET  [OIIMOKAMM OCHOBHBIE METO/IBI
MOUCK, MOUCK KPUTHYECKOTO aHAN3a 1
KPUTUYECKUN HEOOXOIUMON  |0OCHOBBI CHCTEMHOTO IIOAX0a
QHANN3 ¥ CUHTE3 MHQpOpMaluy,  [Kak 00IMIEeHAYyYHOro METOAA.
MH(pOpMAaLUH, OIIMpasiCh HA 'YMeeT ¢ He3HAYHTEJIbHBIMH
MIPUMEHATH [Pe3yIbTaThI 3aMeYaHUSIMH  aHAIM3UPOBATH
CHUCTEMHbIN aHanm3a Bagady, HUCHONb3YySl  OCHOBBI
MOAXOM IJIA MOCTABICHHOW  |[KPMTHYECKOTO a”agmsa 51
peHICHUs 3a1aqu CUCTEMHOT'O noJaxonaa;
[MOCTaBJICHHBIX OCYIICCTBIISITh ITOMCK|
3aga4 HEOOXOIUMON sl pelieHus
MOCTaBJIEHHON 3a7auy]
WHQOPMAITIH, KPUTHYECKH]
OLIEHUBAS Ha/ICKHOCTh
Pa3IMYHBIX HUCTOYHHUKOB
WHpOpMaIIH
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OIIK-2. OIIK-2.1. 3Haer Ha 0a30BOM YPOBHE, C
Criocoben Hcmonp3yer OIMOKAMM. METOJBI TIONCKA H
OCYIIECTBIISITH  |OCHOBHBIE cucTeMaTn3auuu  MHQOpMaIny
cOop, 00pabOTKy [METOBI, 00 SKOHOMHUYECKHUX IMPOLIECCax U
158 cpencTBa SIBIICHUSIX
CTATUCTUYECKHUI MOJTy4YCHMUS, YMeerT HA 0230BOM YPOBHE, €
AHAIM3 IAHHBIX, [IPEJICTABJICHNUS, |OmMOKAMM: paboTaTh C
HEOOXOOUMBIX  [XpaHEHUS U HAI[MOHAIBHBIMH U
TSI pEIIECHUS 00paboTKu MEKTyHAPOIHBIMU 0a3aMu
TMMOCTABJICHHBIX CTaTUCTUYCCKUX |[TaHHBIX C IICJIBIO ITIOMCKA
PKOHOMUYECKUX |[TaHHBIX. uH(pOpMAIUHU, HEOOXOAMMOMN
3anaqd 1711 PCLICHMS ITOCTAaBJICHHBIX
PKOHOMHYECKHX 3a/1a4.
'YmeeT Ha 6230BOM ypOBHE, €
omMOKAaMH pacCUUTHIBATh
SKOHOMUYECKHE U COLUAIBHO-
HPKOHOMHYECKHE MTOKA3aTelH,
XapaKTepPHU3yIOIIHe
IMEATEIbHOCTD X03HCTBYIOIUX
CyOBEKTOB Ha OCHOBE THITOBBIX
METOAMK U IEUCTBYIOLLIEH
HOPMAaTUBHO-TIPaBOBON 0a3bl
Ymeer Ha 0a30BOM ypOBHE, C
OIMOKAMH IIPEJICTAaBUTh
HATJISAHYIO BU3YalIU3allnio
ITAaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT HA 02a30BOM yYPOBHE, C
CriocobeH Vcnonb3yer OIIMOKAMM:: XapaKTEPUCTUKU
MOHUMATh COOTBETCTBYIOIIH [COOTBETCTBYIOIINX COAEPIKAHUIO
MPUHLIUIIBI e coliepKaHuI0  [MPOoeCCHOHANBHBIX 3aa4
paboThI NpogecCHOHAIBH [COBPEMEHHBIX TUPPOBBIX
COBpEMEHHBIX  [BIX 3a/1a4 MH(GOPMAITMOHHBIX TEXHOJOTHI
I/IH(l)OpMaLIPIOHHBI COBPCMCHHBIC 'YMeeT HA 0230BOM YPOBHE, €
X TEXHOJIOTHI U [IU(pPOBHIE OIIMOKAMM: HCIIOIb30BaTh
HMCITIOJIB30BATh UX I/IH(l)OpMaLII/IOHHBI COBPEMEHHBIE III/I(i)pOBI)Ie

JI PECHICHUA
3a1a4

€ TCXHOJIOT'HH,
OCHOBBIBasICh Ha

I/IH(l)OpMaLII/IOHHBIQ TCXHOJIOTNH
JId pECIICHUA 3a1a1

HpO(i)eCCI/IOHaHI)H MpUHOUIIAX UX HpO(i)eCCHOHaHBHOfI
o JACATCIIBHOCTHU pa6OTLI MeATEeIbHOCTH
OIIK-6.2. 3HaeT Ha 0a30BOM ypOBHe, €
[Tonumaer OIIMOKAMM: IPUHLMIIBI PAOOTHI
MPUHIHIIBI COOTBETCTBYIOIIUX COJICPKAHUIO
paboThI mpoheCCHOHAIBHBIX 3314
COBPEMEHHBIX  [COBPEMEHHBIX HU(PPOBBIX
UQPOBBIX WHQOPMAITMOHHBIX TEXHOJIOTHH
MH(POPMALIMOHHBI [YMeeT HA 6a30BOM YPOBHe, ¢
X TEXHOJIOTHH,  (oIIMOKAMM: TIPUMEHSTH TTPUHIL
COOTBETCTBYIOIIH UTIBI pAOOTHI COOTBETCTBYIOLINX
X COACPKAHUIO  \comepKaHUIO
PO eCCHOHAIBH [Ipo(eCCHOHAIBHBIX 3a/1a4
bIX 3aJla4 COBPEMEHHBIX TU(PPOBBIX
MH)OPMALIMOHHBIX TEXHOJIOTUHI
MeHee 'YK-1. Crioco6en [YK-1.1. He 3naet Ha 6a3oBoM ypoBHe | KoMnerenuuun
50 «e OCYIIeCTBIATE  |OCYIIECTBISIET  |OCHOBHEIE METOIBI He
Gamaop | o reHO” MOUCK, MOUCK KPUTHYECKOT0 aHAJIN3a U
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KPUTHUCCKUN HEOOXOJUMOH  (OCHOBBI CUCTEMHOTO IOIX0/1a
AHANTN3 ¥ CUHTE3 [MH(QOPMAIIH, KaK OOIEHAYYHOTO METOA.
MH(OpMAaIKH, OIUpasCh Ha He ymeer Ha 0a30BOM ypOBHE
IMPUMCHSATDH [PE€3YJIbTAThI aHAJIU3UpPOBATh 3a7a4y,
CUCTCMHBIH aHanu3a UCIIONB3Ys OCHOBBI
MOOXO0M AJIst [OCTaBJIEHHOW [ KPUTHYECKOTO a”Hajns3a U
[PCIICHUA 3a1a4u CHUCTEMHOI'O IIOAX0a.
[IOCTaBJICHHbIX He ymeer Ha 6a30BOM ypoBHe
saxa4 OCYILECTBIIATH OUCK
HEO0OXO0JUMOH JIJISl pEIICHUS
[MOCTABJICHHON 3aJ1a4u
WH(pOPMAIUH, KPUTHIECKH
OIICHUBAS HAJICKHOCTh
[Pa3IMYHBIX ICTOYHUKOB
nHDOpMaIiu
OIIK-2. OIIK-2.1. He 3HaeT Ha 0a30BOM YpOBHe,
Criocoben Hcnoms3yer ¢ oIMOKAMHU  METOBI MTOVCKA H
OCYIIECTBISATh  |[OCHOBHBIE cUCTeMaTHh3alud  WHQPOPMAIHH
cOop, 00pabOTKYy [METOBI, 00 SKOHOMHUYECKHUX MPOIIeCcax H
138 cpencTBa SIBIICHUSIX
CTaTUCTHYCCKUH MOJy4YCHMUS, He yMeeT Ha 0a30BOM YPOBHe,
AHAJIN3 JaHHbIX, [IPCACTABJICHHUA, |c OLIMOKAMM . pa60TaT], C
HEOOXOIUMBIX  [XPAaHCHHUS U HAI[MOHAIBHBIMH U
IUTsT peIIEeHUs 00paboTKu MEKTyHAPOIHBIMU 0a3aMu
IMMOCTABJICHHBIX CTaTUCTUYCCKUX |[TaHHBIX C IICJIBIO ITIOUCKA
PKOHOMUYECKUX |[TaHHBIX. nH(pOpMAaIUHU, HEOOXOAMMOMN
3anaqd U711 PCLICHMS ITIOCTAaBJICHHBIX
HPKOHOMHYECKHX 3a/1a4.
He ymeer Ha 6a30B0M YpOBHe,
¢ OIIMOKAMU PACCUUTHIBATH
SKOHOMHYECKHUE U COITUATBHO-
HPKOHOMHUYECKHE MTOKA3aTelH,
XapaKTepU3yIOIIre
IEATEIbHOCTh X03HCTBYIOIINX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOAMK U NEUCTBYIOILIEH
HOPMATUBHO-TIPaBOBOW 0a3bl
He ymeeTt Ha 6a30BOM YpOBHe,
¢ OIIMOKAMM TIPEICTaBUTh
HATJISHYIO BU3YalIN3allnio
ITAaHHBIX.
OIIK-6. OIIK-6.1. He 3naeT Ha 02a30BOM ypPOBHeE
Criocoben Vcnonb3yer XapaKTEPUCTUKU
MOHUMATh COOTBETCTBYIOIIH [COOTBETCTBYIOIINX COIEPIKAHUIO
MIPUHIIUTIBI € COZICPXKAHUIO  [MPO(PECCHOHANIBHBIX 3134
paboThI NpogecCHOHANIBH [COBPEMEHHBIX TUPPOBBIX
COBpPEMEHHBIX  [bIX 3aJ1a4 MH(POPMAIMOHHBIX TEXHOJIOTHI
WH(GOPMAIMOHHBI [COBPEMECHHEIC OCHOBBIBASICh Ha IPUHITUTIAX UX
X TEXHOJIOTHM U [(u(pOBbIC PabOThI
MCII0JIb30BaTh UX MH(POPMAMOHHEI [He ymeeT Ha 6230BOM ypOBHe:

TSI peTIeHuUs
Bagad

npodeccruoHambH
OU IEeATEIbHOCTH

€ TEXHOJIOTHH,
OCHOBBIBasCh Ha
MpUHOUIIaX UX
paboThI

MCIIOJIb30BaTh COBPEMEHHBIE
uQpoBbie HHPOPMALMOHHBIE
TEXHOJIOTHH JIJISI PEIICHHUS 33189
poheCCHOHATBHOMN
[nesITeIbHOCTH.

chopMUpOBaHBI
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OIIK-6.2.
[Tonumaet
IPUHIIUIIBI
pabOThI
COBPEMEHHBIX
MA(QPOBBIX
MH(OPMAITUOHHBI
X TEXHOJIOTUU,
COOTBETCTBYIOIIN
X COIECPKAHUIO
poheCcCUOHANTBH
bIX 3a7a4

He 3naer Ha 0a30BOM ypoBHe
MPUHITUIIEI PAOOTHI
COOTBETCTBYIOIIUX COJCPKAHUIO
MpogecCHOHANBHBIX 3a1a4
COBPEMEHHBIX TU(PPOBBIX
MH()OPMAaLMOHHBIX TEXHOJIOTUH;
He ymeer Ha 6a30B0M ypoBHe
MPUMEHSTH TPUHIUTIB paOOTHI
COOTBETCTBYIOIIUX COIACPKAHUIO
MpodeCCHOHATTLHBIX 3a/1a4
COBPEMEHHBIX TU(PPOBBIX
MH()OPMALIMOHHBIX TEXHOIOTUI
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