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OILEHOYHBIE MATEPHAJIbI

Mo aucuunaune OCHOBbI MH®OPMALIMOHHOM FE3ONNACHOCTH

MNEPEYEHb KOMIETEHIIUI C YKABAHUEM PE3YJIbTATOB
OBYYEHMSA U OTAIIOB UX ®OPMUPOBAHUA 11O AUCHHUIIJIMHE

dDopmupyeMble

KOMIIETEHIIHH
(ko0 u HaumeHosaHue

KomnemeHyuu)

Nuauxkaropsl
JOCTHKEHUS
KOMIIeTeHIIU
(ko0 u HaumeHosaHue
uHOukamopa)

Pe3ynbTtatbl 06yueHus (3HaHus,
ymeHus)

YK-1. CniocodeH ocyniecTBJISITh
NOUCK, KPpUTHYECKUI aHAIU3 U
cuHTe3 HH(popManumu, NPpUMEHSITh
CHCTeMHBIH MOAXO0/ /151 peleHusI
MOCTABJIEHHBIX 32124

YK-1.1. OcywectBnaer
Nouck Heobxoanmoi
MHbOpPMaLMKM, ONUPAACE Ha
pe3ynbTaTbl aHaN3a
NMocTaB/IEHHON 3a43a4M

YK-1.1. 3-1. 3HaeT OCHOBHble MeToAbl
KPUTUYECKOro aHaan3a n OCHOBbI
CUCTEMHOTO NOAX0Aa KaK 06LLeHay4YHoro
MeToaa.

YK-1.1. ¥-1. Ymeet aHainM3nposaTb
3aja4y, UCMo/b3yA OCHOBbI KPUTUYECKOTO
aHaNM3a U CUCTEMHOrO NoAX0A4a.

YK-1.1. ¥-2. Ymeert ocyLecTBNATb NOUCK
Heobxo4MMO ANA peleHnn
NocTaB/EHHOM 3a4a4M MHbOPMaLMK,
KPUTUYECKM OLLeHMBaA HaA4EeXHOCTb
Pa3IMYHbIX UCTOYHWUKOB MHpOPMaLLUN.

OIIK-2. Cnioco0eH ocyniecTBISITh
cOop, 00padoTKy U
CTATHCTHYECKHI AHAIU3 IAHHBIX,
HEO0XOAMMBIX /ISl pellleHusI
MOCTABJIEHHBIX YKOHOMUYECKHX
3ana4

OMNK-2.1. Ncnonb3yet
OCHOBHbIe MeToApbl,
cpeacTBa Noay4vyeHus,
npeacTaBAeHUA, XpaHEeHUA
M 06paboTKM
CTAaTUCTUYECKNX OAHHbIX.

ONK-2.1. 3-1. 3HaeTt meToAbl NMOWUCKA M
cMcTemaTusaumm nHpopmauum 06
3KOHOMMYECKMX NpoLeccax MU ABNEHUAX

OMNK-2.1. ¥-1. YmeeT paboTaTthb C
HALMOHANIbHBIMM U MEXAYHaPOAHbIMM
6a3amm AaHHbIX C Lie/1blo MOUCKa
nHbopmaumnmn, Heobxoanumomn ans
peLueHnA NOCTaBNEeHHbIX SKOHOMUYECKMX
3agau.

OlMK-2.1.¥-2. Ymeert paccymTbiBaTb
3KOHOMMYECKME U COLMaNbHO-
3KOHOMMYECKME NOKa3aTenu,
XapaKTepusylowme AeaTelbHOCTb
XO3ANCTBYIOLLNX CYOBEKTOB Ha OCHOBE
TMNOBbIX METOAMK U AENCTBYHOLWWEN
HOpPMaTUBHO-NPaBOBOW H6asbl

OMK-2.1.Y¥-3. Ymeert npencrasntb
HarNALHY BU3yannu3aumIo JaHHbIX.

ONK-6. Cnoco6eH NoHMMaTb
NpUHUMUNDbI paboTbl
COBpeMeHHbIX
MHPOPMALMOHHbIX TEXHO0TUiA
M UCNONb30BaTb UX ANA
peweHua 3aaad
npodeccnoHanbHOM
BeATeNbHOCTU

OMNK-6.1. Ncnonb3yet
COOTBETCTBYIOLLME
coaeprKaHuio
npodeccnoHanbHbIX 33434
coBpeMeHHble undposbie
MHPOPMALMOHHbIE
TEXHONOMMKN, OCHOBbIBAACH
Ha NpMHLMMIax ux paboTol

OMMK-6.1. 3-1. 3HaeT: xapaKTepPUCTMKMN
COOTBETCTBYIOLLMX COAEPKAHUIO
npodeccnoHanbHbIX 33434 COBPEMEHHbIX
uMdpOoBbIX MHPOPMALMOHHbIX TEXHONOTUN

OMNK-6.1. Y-1. YmeTb: NCNONb30BaTb
COBpeMEeHHble unppoBble
MHGOPMALMNOHHbIE TEXHOJIOTUN ANA
pelleHns 3aaayd npodeccnoHabHOM
[EeATeNbHOCTH

OnMK-6.2. NMoHumaeT

OMNK-6.2. 3-1. 3HaTb: NpMHLUMNbI PaboTbl




npuHUUNbI pa60TbI COOTBETCTBYHOLWUNX codepPHaHUIO

COBpPEMEHHbIX LMdPOBbIX npodeccnoHanbHbIX 3aa4 COBPEMEHHbIX
MHPOPMALMNOHHbBIX UMPpoBbIX MHPOPMALMOHHbIX TEXHOIOTUI
TEXHONOTNM, OMNK-6.2.y-1.

COOTBETCTBYHOLLMNX Ymeet npMmeHsTb NPUHLMMbI PaboTbl
coaepKaHuio COOTBETCTBYIOLLMX COAEPKAHUIO

npodeccnoHanbHbIX 33434 | NpodeccMoHabHbIX 3a4a4 COBPEMEHHbIX
UMPPOBbIX MHHOPMALMOHHbIX TEXHONOTUI

METOINYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIIUE J3TAIIbI

®OPMUPOBAHUS KOMIIETEHIIUIA

IlepeyeHb y4eOHBIX 3a]aHUIi HA AYUTOPHBIX 3aHATUSX

TeMbl rpynnoBbIX TUCKYCCHI

Tema 1. Undopmanus kak o0bekT 3amuThl. IIpaBoBoe obecnieyeHne nHGOPMALMOHHOM
0e30macHOCTH

HNuauxaropsl goctmkenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
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Nnpopmannonnas 6ezonacHocTb. OCHOBHBIE MTOHSATHS.

Monenu nHpopMamoHHON 6€30MaCHOCTH.

Bunel 3amumniaemoit uHbopManuu.

OcHOBHBIE HOPMAaTUBHO-IIPABOBBIE aKTHl B 00J1aCTH HH(POPMALIMOHHOM O€30M1acCHOCTH.
[IpaBoBble ocobeHHOCTH oOecreyeHus 0e30MacHOCTU KOH (U IEHINATbHOMN
UH(QOPMALIMU U TOCYJApPCTBEHHOM TalHbI.

Pecypcol ipeanpusaTus, noajiexaline 3amure ¢ Touku 3penus 1b.

Acnextsl b B pamkax MeHe)KMEHTa HENPEepbIBHOCTH On3Heca

Kubep6e3omnacHOCTs M KHOEPIPOCTPAHCTRO..

3anaun kubepOe30nacHOCTH B aBTOMATU3HMPOBAHHBIX CHCTEMAX.

[lonstue unopmanu M UHGOpMATU3ALUKU, CBOMCTBAa HHpOpMAIMM Kak OO0BEKTa
3aIUTHI OT KHOEPYTPO3.

Tema 2. Oprann3zanuonHoe odecrneyeHne HH(POPMALMOHHOH 0e30I1aACHOCTH
Nupukaropsl noctukennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

LRXNE AN R D=

13.
CHUCTEM.
Tema

OcHOBHBIE CTaHIIAPTHI B 00J1acTH o0ecrieueHrs HHHOPMAIMOHHON 06€30MaCHOCTH.
ITonmuTHka 6E€30ACHOCTH.

DKoHOMHUYECKast 0€30MaCHOCTh MPEIPUSITHUS.

WNnxenepHas 3amura 00bEKTOB.

3amuTta nHGOPMAIIMH OT YTEUKH IO TEXHUYSCKUM KaHAJIaM.

Hcnonp3oBanne 0a3 JaHHBIX JUISI HAXOXKICHHWS W HM3YYCHUS HOPMATHBHBIX

OKYMEHTOB B 00J1aCTH HHPOPMALIMOHHOM 6€301MacHOCTH.

Wnentuduxaius 1 orieHKa akTHBOB.

Mopenu yrpos.

Unentuduxanus ysa3BUMOCTEH.

OLieHKa pUCKOB.

O6paboTka pUCKOB.

Mozens HapyIIHUTENs TOJTUTUKH O€30MaCHOCTH.

Tunuuneie yrpo3sl HHPOPMAIMK U YA3BUMOCTH KOPIOPATUBHBIX MH(OPMAIMOHHBIX

3. IIporpamMHo-anmapaTHblie CcpeAcTBa o0ecnedyeHuss HHGOPMANUOHHOMN
4




0e30macHOCTH B MHGOPMAIIMOHHBIX CETAX
Nupukaropsl noctukennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. OcHOBHBIE BUJBI CETEBBIX U KOMIIBIOTEPHBIX YIPO3.

2. CpencrBa ¥ METOJIbI 3aIIUTHI OT CETEBbIX KOMIBIOTEPHBIX YTPO3.

3. CumMeTrpHuyHbIE U ACCUMETPUYHBIE CUCTEMBI IU(PPOBAHMSL.

4.  Hudpossie noanucu (DIEKTPOHHBIE MOIIICH).

5. HHppacTpyKTypa OTKPBITHIX KIIOYEH.

6.  Kpunrorpaduueckne mpoTOKOIIBI.

7. Xos1-(pyHKIMS ¥ 3JCKTPOHHAS MOANUCH U MTPOTOKOJIBI 3JIEKTPOHHBIX JTAHHBIX.

8. MeTtob1 pabOThI C MPOrPaMMHBIMU CPECTBAMH.

9. @DUHAHCOBbIE aBTOMATHU3MPOBAaHHBIE WH(POPMALIMOHHBIE CHCTEMBl  YIPaBIICHUS
MpOLIECCaMH.

10. C60p SKOHOMHUUECKOH pa3BebIBaTEIbHON HH(OPMAIIHH.

1. Tomomnorus kubeprpocTpaHcTBa

12. [TpUHIUIBI TOCTPOCHUS ApXUTEKTYPhl (PUHAHCOBON KHOEpOE30MacHOCTH.

13. AmnmnapaTtHoe obecrieueHHe U XpaHEHHUE MepeaaBaeMbIX U MOJTy4aeMbIX JaHHbIX.

14. [IpoTOoKOIIBI ¥ TIATHOPMBI.

15. ApXHUTEKTypa CETeBOM O0E€30MacCHOCTH W YMPABJICHHE MPOIECCOM OOecreueHus
0€30MacHOCTH.

16. TpeboBanust k cucteMaM 3alIUThl HHPOPMAIUH.

Tema 4. Ctannaprsel U cienquukanuu B 001acTu HHGOPMALMOHHOI 0e30MacHOCTH
HNuaukaropsl goctmkenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. Crannaptuzanus B chepe ynpasieHuss HHGOPMaLMOHHON 0€30MacHOCThIO (Ha OCHOBE
MexayHapoaHbix crangaptoB ISO/IEC 17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC
15408).

2. Co3nanue 3ammnppoBaHHbIX (HANIOB U KPUITOKOHTEHHEPOB U X pacHIn(pOBhIBaHUE.
3. CootBercTBHE TpeOOBaHUSAM 3aKOHOJATENbCTBA MO MHGOPMAIMOHHON 0€30MacHOCTH
OpraHHu3aLuHy.

4. CootBeTcTBHE MOIUTHKAM O€30IACHOCTH U CTaHJApTaM, TEXHUYECKOE COOTBETCTBHE.
5. Co3naHue yAOoCTOBEpSIIOIIETro LIEHTpPa, FeHepalus OTKPBITBIX M CEKPETHBIX KIIOYEH,

CO3/1aHHEe CEepTU(UKATOB OTKPBITHIX KIIOUEH, CO3JaHUE 3JIEKTPOHHOW MOJIHCH, MpOBEpKa
JJIEKTPOHHOU MOATIHUCH.

6. [IpoToKOmBI CETEBOM 0€30MacCHOCTH.

7. Bupryanusanus ceTeBbIX YCTPOUCTB.

8. VYnpapieHue SKOHOMHUYECKUMU 00bEKTaMH Ha OCHOBE CTaHIapTOB MH(POPMAIIMOHHOMN
0€30MacHOCTH.

Kpurtepumn onenku (B 6aynax):

20 0ayu10B BBICTABISETCA OOYyYaroIEMyCs, €CJIM OH JIEMOHCTPUPYET BBICOKHUH YpPOBEHb
BJIAJICHUS] MaTepPHAJIOM IO BCEM T€MaM JTUCKYCCHUH, IPEBOCXOJHOE YMEHHE (OPMYIHPOBATH CBOKO
MO3MIIMIO, OTCTauBaTh €€ B CHOpe, 3aJaBaTh BOIPOCHI, 0OCYXIaTh JAUCKYCCHOHHBIC IMOJIOKCHHS,
BBICOKMI YpPOBEHb J3THKH BEACHUS JUCKYCCUU. YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIIUN
COOTBETCTBYET IIPOJBUHYTOMY YPOBHIO;

15- 6as10B BBICTaBIsIETCS O0yUalOMIEMyCs, €CIM OH JEMOHCTPUPYET BIIaJICHUE MaTepHaIOM
[0 BCEM Te€MaM JTUCKYCCHH Ha ypOBHE BbIIIE CPEAHET0, YMEHHE OTCTauBaTh €€ B CIIOpE, 3a/1aBaTh
BOIIPOCHI, 00CYXJaTh JMCKYCCUOHHBIE TOJIOKEHUS, 3HAHHE STUKU BEICHUS TUCKYCCHUHU. YPOBEHb
c(OpMHUPOBAHHOCTH KOMIIETEHIIUI COOTBETCTBYET MOBHIIIEHHOMY YPOBHIO;

10 0ay10B BBICTaBIIAETCS O0YYarOLIEMYCs, €CIIM OH JEMOHCTPHPYET BIAJCHHE MaTepUalloM
0 BCEM TeMaM JHCKYCCH He B IOJHOM 00beMe, yMEHHE 3a/laBaTh BOIPOCHI, 00CYXIaTb
JTUCKYCCHOHHBIE TIOJIOKEHUS, 3HAHWE 3TUKH BEACHMSI AUCKYCCHU. YPOBEHb CHOPMUPOBAHHOCTH
KOMIIETEHIIMI COOTBETCTBYET 6a30BOMY YPOBHIO.



balbadi

3AJAHUSA JJIA TEKYIIEI'O KOHTPOJISA

KonTpoabnasi paGora

Tema 4. Ctannaprsel U cienuukanuu B 00j1acTH HHPOPMALMOHHOI 0€30aCHOCTH
Nupukaropsl noctukennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
Knaccudukanust mep obecrnieuennst 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM?

3agaun, KOTOPBIE JOJDKHBI PEIIaThCsl CUCTEMOH 3aIluThl HHPOpMauu?

OcHoBHbIE TPUHLIUIIBI TOCTpOEeHUSI cucTeM 3auuTel ACON?

OCHOBHBIE MEXaHU3MBbI 3aAIUTHl KOMIIBIOTEPHBIX CHCTEM OT MPOHUKHOBEHHUS C

1enbio ie3opranuzanuu ux padotsel 1 HC/I x undopmanuun?

PN

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

Mertonbl obecnieuenust uHGopMaoHHOH O6e3onacHoctu PO?
OpranuzalnoHHbIE METO/IbI HH(OPMALIMOHHON 6€e30MacHOCTH?
Hanpasnenus 3amuThl ”HPOPMALIMOHHON CUCTEMBI?

DTanbl CO3JaHusl CUCTEMBI 3alIUThl HHPOopManuu?

OcCHOBHBIE OPraHU3ALMOHHBIE MEPOTIPUSTHS?

CpezctBa 3a1UThl OT HECAHKIIMOHUPOBAHHOTO J10CTYyIa?
MasnnaTtHoe ynpaBjieHue 10CTynom?

N30uparenbHOe ynpaBieHUE TOCTYIOM?

VYipaBiieHue JOCTYIIOM Ha OCHOBE poJIeii?

Cuctembl aHalM3a U MOJICTUPOBAHUSI HH(POPMAIIMOHHBIX TIOTOKOB?
3amura HHGOPMALUHU OT TOOOYHOTO MIEKTPOMArHUTHOTO M3JIy4€HUs] U HAaBOJOK?
AHann3aTopsl MPOTOKOJIOB?

Me:xcereBble 3KpaHbl?

CucreMsbl pe3epBHOTO KONUPOBAHUS?

Cucremsbl Oecniepe00iHOTO MUTaHUA?

CucremMsbl ayTeHTUQUKAUU?

buomerpuyeckue TexHoaorun?

TexHonorus eauHoro Bxoaa?

CpencTBa KOHTPOJISI TOCTyma?

Opranuzanys HHPOPMALMOHHONW 6€30MacCHOCTH KOMIaHUN?
Br16op cpeactB nHGOpMAIMOHHOM 0€301macHOCTH?
HNudopmannoHHoe cTpaxoBaHue?

Cranpaptusanus B cepe ynpasieHuss HHPOpMaIMOHHONW 6€30MacHOCTHIO (Ha OCHOBE

MmexayHapoanbix cranaaptos ISO/IEC 17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC 15408).

28.  Cospanue 3amugpoBaHHBIX (aiIOB U KPUNITO-KOHTEHHEPOB M UX pacInppOBbIBAHHUE.
29.  CootBercTBUE TPeOOBAHUAM 3aKOHOIATEIHCTBA 10 HHPOPMAIIMOHHON 6€30IaCHOCTH
OpraHu3aluH.

30.  CootBeTrcTBHE NOJIUTHKAM O€30MAaCHOCTH U CTAHAApPTaM, TEXHUUECKOE COOTBETCTBHE.
31.  IlepeumciuTe KpUTEPUH KIACCUPHUKAINN YI3BUMOCTEH.

32.  Jlaiite onpeneneHue MOJUTHUKU 0€30IaCHOCTH.

33.  Kax BBRIIIANT HEToYKa PeaKiyii 11l TOCTPOCHUSI CHCTEMBI 3aIlIUTHI OT aTaK?

34.  Jlaiite ompeneneHue KOMIIBIOTEPHOTO BUpYyCa.

35. Codopmynupyiite OCHOBHBIE YTPO3bI ATl IEPCOHAIBFHOTO KOMIIBIOTEPA.

36.  Jlaiire onpenenenue UACHTU(OUKALUN U ayTEeHTHU(PUKALINY.

37. B uem cyTh yreuku no kanany [I9MUH?

38. B uem cyTb yTE€UKH MO LIETMSAM MUTAHUS U 3a3eMJICHUs?

Kpurtepumn onenku (B 6anax):

10 6anJ0B BbICTaBIIECTCS O0yYarOIIEMYCsl, €CJIM OH IpaBUIbHO OTBeTMN Ha 80% BOIpPOCOB

(xoMneTeHIus chopMUpOBaHa Ha MPOJIBUHYTOM YPOBHE);



9 6anJ10B BHICTABISIETCS O0ydYaromeMycsi, €CIM OH MpaBMIIbHO OoTBeTMN Ha 70% BOMpoOCOB
(xomrieTeHIMs cOPMUPOBAHA Ha MPOJIBUHYTOM YPOBHE);

8 0as10B BhICTaBIsIETCs 00yUaIONIEMYCsl, €CIM OH NMPaBWIBHO OTBETHI Ha 60% BompocoB
TecTa (KOMIIETEHIMS CPOPMHUPOBaHa Ha MOBBIILIEHHOM YPOBHE);

7 6anJ10B BBICTABISIETCS O0ydYarolmeMycsi, €CIM OH MPaBMIJIBHO OTBETMJ Ha 55% BOINpOCOB
TecTa (KOMIIETEHIUS CPOPMHUPOBaHA Ha MOBBIILIEHHOM YPOBHE);

6 6a10B BhICTaBIIAETCS OOy4YaIOLIEMYCs, €CJIM OH NMpaBWIbHO OTBETHI Ha 50% BONpPOCOB
TecTa (KOMIIETEHIMS copMUpoBaHa Ha 0a30BOM YPOBHE)

KoMILIeKT TeCTOBBIX 3aJaHUi 10 JUCIUILIHHE
Nuaukarops! noctmkenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1.KonTpoibHble (pyHKIMH B 00/1aCTH TOCYJApPCTBEHHOH 0€30MACHOCTH 1O BONpPOCaM
NpeAoTBpPalleHUs] HECAHKUMOHMPOBAHHOIO 10CTYNa K HHGOPMALMHU pealu3yloTcs:

A. OCTOK PD

b. ®Cb P®

B. Ynpasnenuem «K» MBJl PO

I'. ®enepanbHoil cimyx00i 1o HaA30py B cdepe cBsI3u, UHPOPMALIMOHHBI X TEXHOJOTHH U
MacCOBBIX KOMMYHHKaIIUH

2. 3amuTa MHPOPMAIIUN OT HECAHKIIMOHMPOB AHHOI0 J0CTYIA - 3TO:

A. 3amuTa uHpOpMAlMM, HAINpaBlICHHAas Ha NPeNOTBpAllleHHE MOJIYYCHHUs 3allUIIaeMon
nH(GOpMaIlMi 3aMHTEPECOBAHHBIMH CYObEKTaMH C HApyIIEHUEM YCTAHOBJICHHBIMU HOPMAaTUBHBIMU U
NPaBOBBIMU JOKyMEHTaMH (aKTaMH) WIH oOjazaTenssMd HHQOpPMAlUM MpaB MM HpPaBUI
pasrpaHnyeHust JoCcTyna K 3aluiaeMoi nHpopMauu

b. nedarenbHOCTb, HampaBlIeHHas Ha MPEJOTBPALICHUE YTEUKH 3allluIlaeMol MHGopMaluy,
HECaHKIIMOHUPOBAHHBIX U HEMPeIHAMEPEHHBIX BO3ICHCTBUI Ha 3alllMIIaeMyI0 HH(OPMALIHIO

B. 3ammra wuHbopmammu, 3akiroydarouiascs B OOECIEYEHMH HEKpUNTOrpaduuecKuMu
MeToJaMu

0e3onacHoCTH MHpOPMAaLUU (IaHHBIX), TOJIEKAIIeH (MOUIekKAINX) 3AIIUTE B COOTBETCTBUH
C JIEHCTBYIOIIMM 3aKOHOJATEIbCTB OM, C MPUMEHEHHEM TEXHUYECKUX, MPOrpaMMHBIX H
IIPOrPaMMHO- TEXHUUYECKUX CPEZCTB

I'. 3ammTa nHpOpMaUK ¢ MOMOIIBIO €€ KpUunTorpaduyuec Koro mpeodpa3oBaHus

3.HecaHKIIMOHUPOBAHHBIN JOCTYN K HH(OPMALIUH — ITO...

A. nmoctyn k umHboOpMaIMu pecypcaMm WHGOPMAITMOHHOW CHUCTEMBI, OCYIIECTBISIEM BIH C
HapylIeHHEeM YCTaHOBJCHHBIX IpaB W/WIM TpaBWI JIOCTynma K MHGOpMAIMM pecypcam
MH(GOPMAIIMOHHON CUCTEMBI C MPUMEHEHHEM IUTAaTHBIX CPEACTB MH(MOPMAIMOHHOM CHUCTEMBI WIH
CPE/ICTB, AHAJIOTUYHBIX MM IO CBOMM (YHKIMOHAJBHOMY  NPEAHA3HAYCHUIO M TEXHUYECKUM
XapaKTepUCTHKAM

b. HekoHTponupyemoe pacnpocTpaHeHHe € HHGOpMAlMM OT HOCHUTENS 3allUIaeMOi
uHbopMaluu dyepe3 (pU3MUEcKyro cpeay A0 TEXHUYECKOTO CPEJCTBa, OCYIIECTBIIAIONIE TO MepexBaT
UHpOpMALIUU

B. HempaBomepHOoe mnoiyyeHHe MH(GOpPMAlUU C UCIOJIb30BAaHUEM TEXHHUYECKOIO CpECTBa,
OCYILIECTBIISAOLIE TO OOHApY>KeHHe, TprueM 1 00paboTKy HH(POPMAaTHUBHBIX

I'. u3MeHeHne, YHUUYTOXKEHNE WM KONUpOBaHUE MHPOpMaAUH (pecypcoB UHPOPMAIIMOHHOM
CHCTEMBI), OCYLIECTBIIEMOE C HAPYIIICHUEM YCTAaHOBJICHHBIX MPaB U (MJIN) MpaBHI

4. Un(popManMoHHOE NPABO COCTABJISACT:

A. HOpMaATHBHYIO 0a3y HHPOPMAIITMOHHOTO O0IIeCTBa
b. rocynapcTBEHHYIO IOJIUTHKY

B. HOpMaTuBHYy0 6a3y arpapHoro o0IiecTBa

I'. HopmaTuBHYI0 0a3y A0 UHAYCTPUATBHOIO 00OIIECTBA



5. KTo Takue "kubepckBorrepnl'?

A. ceTeBble AESTENH, BITAIOIINECS BECTH Mapa3UTUYECKOE CYIIeCTBOBAaHUE
- BUPYCBI

b. poGoTsI B cetn

B. ceTeBble rpynmsl 0 HHTEPECAM

6. Ha yeM ocHOBaH NpyHIUN PA0OTHI AHTUBHPYCHBIX HUMMYHHM3aTOpPOB?

A. Ha 3amure cuctemsl OT OpaXEHHUs] BUPYCOM KaKOI0-TO OINpeneaeHHOro Buaa. Paibl Ha
JTUCKaX MOAU(PUIMPYIOTCS TAKUM 00pa3oM, 4TO BUPYC MPUHUMAET UX 32 YXKe 3apa’KeHHbIE

b. Ha npoBepke (aiiioB, CEKTOPOB M CUCTEMHON HaMsITH W MOMCKE B HUX H3BECTHBIX M
HOBBIX (HEHM3BECTHBIX CKaHEPY) BUPYCOB. [[j1s1 moucka N3BECTHBIX BUPYCOB HCHOIBb3YIOTCS MacKu

B. Ha moxcdere KOHTPOJIBHBIX CYMM JUIs MPHUCYTCTBYIOIIMX Ha JUCKe (ailyioB win
CHUCTEMHBIX CEKTOPOB. JTH CYMMBI 3aT€M COXpaHSIOTCS B 0a3e JaHHBIX aHTUBUPYCA, a TaKkKe Apyras
uHpopManus: AIuHa (aiiioB, qaTa UX NocaeHeH MOTM(pUKAIIUH U T.1.

I'. Ha nepexBaTbhIBaHUN BUPYCOOIIACHBIX CUTYallui 1 COOOIIEHUH 00 3TOM IMOJIb30BATETIO

7. YTo HeoOX0auMO caeIaTh NpH 00Hapy:keHuH ¢ailjioBoro supyca?

A. Komnbiorep HEOOXOIUMO OTKIIOYUTh OT CETH U MNPOMHPOPMHUPOBATH CUCTEMHOIO
aMMHHCTpaTOpa

b. KommnbioTep OT ceTH OTKJIHOYAaTh HE ClENyeT, TaK KaK BUPYChl 3TOTO THUIA MO CETU He
pacnpoCTpaHsOTCA

B. BMecTo oTK/IIOUEHUSI KOMIIBIOTEPA OT CETH JOCTATOYHO Ha MEPHUOJI JIEUEHHs yOeIUThCS B
TOM, YTO COOTBETCTBYIOIINI PETAKTOP HEAKTUBEH

8. Uto HeoOX0aMMO c/1eJIaTh NPH 00OHAPYKEHUH 3arPy304HOro BUpyca?

A. KomnbloTep OT CE€TH OTKIIIOYaTh HE CIENYET, TaK KaK BHPYChI TOrO THUIMA IO CETH HE
pacnpoCTpaHsIOTCS

b. Kommbrorep HEOOXOAMMO OTKJIIOYUTH OT CETH U NPOUH(OPMHUPOBATH CUCTEMHOTO
aJMHHHCTpaTOpa

B. BmecTo OTKIIIOYEHHSI KOMITBIOTEPA OT CETH JOCTAaTOYHO HA MEPHOJ JICUCHUsT YOeIuThCs B
TOM, YTO COOTBETCTBYIOIINI PETAKTOP HEAKTUBEH

9. YTo He0O0X0AMMO CcaeIaTh NPH 00HAPYKeHUH MaKpoBHupyca?

A. BMecTO OTKIIIOUEHUS! KOMITbIOTEpa OT CETU JOCTAaTOYHO Ha MEpHOJ] JeUeHUs: yOeauThCs B
TOM, YTO COOTBETCTBYIOINI PETAKTOP HEAKTUBEH

b. Kommelorep HEOOXOOUMO OTKIOYHUTH OT CETH M NpouHGOpMHUpaBaThb CHCTEMHOTO
aMMHHCTpaTOpa

B. KomneioTep OT ceTu OTKIIOYaTh HE ClEAyeT, TaK KaKk BHUPYChI 3TOTO THUIA MO CETU He
pacrnpoCTpaHsOTCA

10. B yem 3aki1049aeTcs METO/ 3a1UUTHI - OTPAHUYEHHE 10CTYyNAa?

A. B co3znanun HeKoTOpoW (M3MYECKON 3aMKHYTOW Hperpaabl BOKPYI OOBEKTa 3alllUTHI C
OpraHu3aleil KOHTPOJUPYEMOro JOCTyIa JIMI, CBA3aHHBIX C OOBEKTOM 3allUThl MO CBOUM
(YHKIMOHAIBHBIM 00S3aHHOCTSAM

b. B pazgenennn wHdoOpMaIuu, NHUPKYIUPYIOMIEH B OOBEKTE 3alIMTHIl, HA YacTH U
OpraHu3ali JOCTyMa K HEH JOJDKHOCTHBIX JIUII B COOTBETCTBUM C MX (PYHKIMOHAIbHBIMU
0053aHHOCTSIMU M TIOJTHOMOYHUSMU

B. B TOoM, 4TO M3 uMcna AOMYIIEHHBIX K HEW MOJDKHOCTHBIX JIMI] BBIAEISAETCS TPYIIA,
KOTOPOM MpefoCTaBiIseTCsl JOCTYI TOJBKO MPU OAHOBPEMEHHOM IPEAbABICHUN MOJHOMOYHI BCeX
YJIEHOB I'PYIIIIBI

I B mnpeobpazoBanuu wHPOPMAIIMK C TIOMOIIBIO CIEIHAIBHBIX aJTOPUTMOB JIHOO
anmnapaTHbIX PEeIIEHUI U KOJOB KIIIOUEH, T.€. IPUBEJEHUH €€ K HEIBHOMY BHLY

11. B yeMm 3akJ/04aercsi MeTOA 3aIUTHI HHGOPMALMH - pa3rpaHUyYeHHe 10CcTyna?

A. B paznmeneHun uHGOpPMALUM, LUPKYIHpYIOUIEH B OOBEKTE 3alIUThl, HA YacTH H
OpraHMu3aly JocTyna K HeW JOJKHOCTHBIX JIMI B COOTBETCTBHM C HUX (YHKUMOHAJIbHBIMH
0053aHHOCTSIMH U TIOJTHOMOYHSIMU



b. B co3nanuu HEKOTOPOH (U3MUECKON 3aMKHYTOW Hperpaabl BOKPYT OOBEKTa 3alIUThHI C
OpraHu3aleil KOHTPOJUPYEMOro JOCTyIa JIMI, CBA3aHHBIX C OOBEKTOM 3allUThl MO CBOUM
(YHKIMOHAIBHBIM 00S3aHHOCTSAM

B. B ToM, 4TO M3 uMcna AOMYIIEHHBIX K HEW MOJDKHOCTHBIX JIMI] BBIAEISETCS TPyMIa,
KOTOpPOM MPEOCTaBIAETCS AOCTYI TOJBKO MPU OAHOBPEMEHHOM IPEABSABICHUN MOJHOMOYMI BCEX
YIEHOB TPYIIIbI

I B mnpeoOpa3oBanur HMHPOPMALMU C MOMOINBIO CIEHUAIBHBIX AJITOPUTMOB JHOO
anmnapaTHbIX PEeLIeHU U KOJOB KIIIOUeH, T.€. B IPUBEICHUH €€ K HEIBHOMY BH]LY

12.B 4em 3akio4aercsi MeToJ 3amiuThl HHGOpPMAUMH - pa3lejieHHe J0CTyNa
(npuBwnJIeruit)

A. B TOM, 4TO M3 yMClla JONYIIEHHBIX K HEW [OJDKHOCTHBIX JIMI] BBIAEISIETCS TpYIIIa,
KOTOPOH NMPEJOCTABISIETCS JOCTYII TOJIBKO IMPHU OJHOBPEMEHHOM IPEABSIBICHUHN MTOJHOMOYHMHN BCEX
YJIEHOB I'PYIIIIBI

b. B cozmanum HexoTtopoi (u3nuecKkod 3aMKHYTOM TNperpaabl BOKPYT OOBEKTa 3allUThl C
OopraHu3aneil KOHTPOJUPYEMOTO JIOCTyNa JMI, CBS3aHHBIX C OOBEKTOM 3allUTHl 10 CBOUM
(GYHKIIMOHATIBHBIM 00S3aHHOCTSM

B. B pazgenenun wuHpopManuu, IUPKyIUpylomeld B OOBEKTe 3allWThl, HAa YacTH H
OpraHM3aly JocTyna K HeW JOKHOCTHBIX JIMI B COOTBETCTBHM C HUX (YHKUHMOHAJIbHBIMH
0053aHHOCTSIMH U TIOJTHOMOYHSIMU

I B mnpeobpazoBanuu wuHPOPMAIMK C TIOMOIIBIO CIEIHAIBHBIX aJTOPUTMOB JIHOO
anmnapaTHbIX PEeIIEHU U KOJOB KIIIOUEH, T.€. B IPUBEJCHUH €€ K HEIBHOMY BHUlY

13. B yeMm 3ak/04aercsi Kpunrorpapuyeckoe npeodpasopanue ungpopmanum?

A. B mpeobpa3zoBanuu WHPOpPMALMKM C TOMOIIBIO CIHEIHMAJIBHBIX aJTOPUTMOB JHOO
anmnapaTHbIX PEeLIeHUH U KOJOB KIIIOUEH, T.€. B IPUBEICHUH €€ K HEIBHOMY BHU]LY

b. B co3nanuu HEKOTOPOH (U3MUECKON 3aMKHYTOW Hperpaabl BOKPYT OOBEKTa 3alIUThHI C
OpraHu3aleil KOHTPOJUPYEMOro JOCTyIa JIMI, CBA3aHHBIX C OOBEKTOM 3allUThl MO CBOUM
(YHKINOHAIBHBIM 00S3aHHOCTSAM

B. B pazmenenun wuHbopManuu, IUPKYIUpYyIOUle B 00bEKTe 3allluThl, Ha YacTH U
OpraHu3alui JOCTyNa K HEH JODKHOCTHBIX JIMII B COOTBETCTBUM C MX (PYHKIMOHAIbHBIMU
0053aHHOCTSIMU M TIOJTHOMOYHUSMU

I'. TOM, 4TO M3 YKCIa TOMYLUIEHHBIX K HEH JOJDKHOCTHBIX JIMI BBIAEISAETCS Ipyma, KOTOpOu
MIPENOCTABIIACTCA JTOCTYN TOJBKO IMPU OJHOBPEMEHHOM IIPEABSBICHUN IMOJHOMOYHMNM BCEX UJIEHOB
IpyIIbI

14. Yto o3Ha4aeT TepMHH «0€30MIACHOCTL HHpOpMALHU» ?

A. TloTeHIMaIbHO BO3MOXHOE COOBITHE, JICHCTBHE, NPOLECC WM SBICHHE, KOTOPOE MOXKET
MIPUBECTU K HAPYLIEHUIO KOH(PHUIEHIUAIBHOCTH, [IEJIOCTHOCTH, JOCTYITHOCTH MH(GOpPMAINK, a TaKKe
HEIIPAaBOMEPHOMY €€ TUPAKUPOBAHHUIO.

b. CpolicTBO cucTeMbl, B KOTOPOH LHPKyIHpyeT HUHPOpMaLus, XapaKTepu3yroleecs
CHOCOOHOCTBIO 00ecreunBaTh CBOECBPEMEHHBIM OeCHpensATCTBEHHBIH JOCTyn K HH(pOpMaIu
CcyOBEKTOB, UMEIOIIMX Ha ATO HaJJIeXKalliue TOTHOMOYHS.

B. 3ammiieHHOCTh HH(GOpPMAIMK OT HEXENATeIbHOTo €€ pasriallieHus, UCKaXXeHUs, YTPaThl
WJIM CHUKEHMSI CTETIEHU JIOCTYITHOCTH MH(OpPMAIlNH, a TaK)Ke HE3aKOHHOTO €€ TUPaKUPOBaHUS

15. KTo sBasieTcst xakepom?

A. D10 nuua, NPOSBISIIONINE Ype3MEpPHBIH HHTEPEC K YCTPOMCTBY CIIOKHBIX CHUCTEM U
oOnajaromye OONBIIMMHU TO3HAHMAMHU II0 4YacTU AapXMUTEKTYphl M MPUHIUIOB YCTpOicTBa
BBIUHCIIUTENIBHON Cpeibl WM TEXHOJIOTHH TEJIEKOMMYHHUKAIMMA, YTO UCHOJB3YEeTCs IJIs MOXUIIECHUS
UH(pOpMaIUH.

b. OTo0 nuna, nzyyaromme cucteMmy ¢ 1eibto €€ B3aoma. OHM pealiu3yroT CBOM KPUMHUHAIbHBIE
HAKJIOHHOCTM B TMOXMIIEHMM HWHGPOpPMAlMM ¥ HANUCAHUU Pa3pyLIAIONIET0 IMPOrpPaMMHOIO
o0ecrnevyeHust ¥ BUPYCOB, UCIIOIb3YIOT PUHIUIIBI TOCTPOEHHUS TPOTOKOJIOB CETEBOI0 OOMEHa.



B. Oro nuna, kotopsle "B3aaMbIBas" UHTPACETH, MMOTYYAIOT HHPOPMALIUIO O TOMOJIOTHH 3TUX
ceTeil, UCTONIb3yeMbIX B HUX MPOrPaMMHO-AIIAPaTHBIX CPEACTBaX M MH(POPMAIMOHHBIX pecypcax.
OTHU CBEJECHMSI OHU NPOJAIOT 3aMHTEPECOBAHHBIM JIMI[AM

16. UTo 03Ha4aeT TEPMHUH «ySI3BUMOCTH HH(pOpMaLuu»?

A. DTO mMOJBEpKEHHOCTh HMH(OPMAIMM BO3JACHCTBUIO PA3JIMYHBIX JECTAOMIM3UPYIOIIUX
(bakTOpoB, KOTOpblE MOTYT MPUBECTH K HAPYHICHHIO €€ KOH(QUICHIMAIbHOCTH, LIEJIOCTHOCTH,
JIOCTYIIHOCTH, WIA HEIIPABOMEPHOMY €€ THUPAKUPOBAHMUIO.

b. DTO CBOWCTBO cHCTEMBI, B KOTOPOW HUPKYIUPYyeT WHOOpMAIUs, XapaKTEpHU3YIOIIeecs
CHOCOOHOCTBIO 00ecreunBaTh CBOECBPEMEHHBIM OeCHpensATCTBEHHBIH JOCTyn K HH(pOpMaIHu
CcyOBEKTOB, UMEIOIIMX Ha ATO HaJJIeXKallyue TOJTHOMOYHS.

B. Drto cBoiicTBO MH(popMaiuy, 3akiroyaronieecs B €€ CyIIeCTBOBAHUU B HEHCKAKEHHOM
BU/JI€ (HEM3MEHHOM 10 OTHOIICHHIO K HEKOTOPOMY (DUKCHPOBAHHOMY €€ COCTOSIHHUIO)

17. Yem 3ak/1049aercs KOH(PHUACHINAIBHOCTH KOMIIOHEHTA CHCTEMBbI?

A. B ToM, 4TO OH JOCTYNEH TOJBKO T€M CyObEKTaM JOCTYMa (T0Jb30BaTENsAM, IPOrPaAMMaM,
IpoLeccam), KOTOPBIM ITPEIOCTABIEHBI HA TO COOTBETCTBYIOIIHME ITOJIHOMOYHS.

b. B Tom, 4TO OH MOXeET OBITh MOAM(PUIMPOBAH TOJBKO CYyOBEKTOM, UMEIOIIUM JJIsi 3TOTO
COOTBETCTBYIOLIHUE IIPABA.

B. B ToM, 4TO MMerOmuii COOTBETCTBYIOIIHNE TOJTHOMOUYHUS CyOBEKT MOXKET B JII000E BpeMs
6e3 0coObIX POOIIEM MOTYUYUTh JOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CUCTEMBI.

18. B 4yem 3akir04aeTcst HeJJOCTHOCTH KOMIIOHEHTA CHCTEMbI?

A. B ToMm, 9TO OH MOXET OBITh MOAU(HUIIMPOBAH TOJBKO CyOBEKTOM, UMEIOIIUM JIJIsi STOTO
COOTBETCTBYIOILIME IIPABA.

b. B TOM, 4TO OH JOCTYINEH TOJIBKO T€M CyObEeKTaM JocTyna (I0Jb30BaTeNsIM, IporpaMman,
IpoLeccam), KOTOPBIM ITPEIOCTABIIEHBI HA TO COOTBETCTBYIOIIME MTOJIHOMOYHS.

B. B ToM, 4TO MMerOmuii COOTBETCTBYIOIIHNE TOJTHOMOUYHUS CyOBEKT MOXKET B JF000€ BpeMs
6e3 0coObIX POOIIEM MOTYUYUTh JOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CUCTEMBI.

19. B uem 3aki1r04aercst AOCTYIIHOCTh KOMIIOHEHTA CUCTEMBbI?

A. B ToM, 4TO UMEIOIIUIl COOTBETCTBYIOIINE MMOJIHOMOYHS CYyOBEKT MOXET B JII000€ BpeMs
6e3 0COOBIX TTPOOJIEM TTOIYIUTH TOCTYH K HEOOXOIMMOMY KOMITOHEHTY CHUCTEMBI.

b. B ToM, 4TO OH JOCTYIIEH TOJBKO TeM CyOBbEeKTaM JIocTyma ( MOJIb30BaTENsIM, IPOrpaMMam,
mporeccam), KOTOPBIM MTPEIOCTABIEHBI Ha TO COOTBETCTBYIOIIME MTOJIHOMOYHSI.

B. B ToM, 4TO OH MOXeT OBITh MOAU(PHUIMPOBAH TOJIBKO CYOBEKTOM, UMEIOIIUM JJIsi 3TOrO
COOTBETCTBYIOIIIKE MIPaBa.

20. YTo 03Ha4YaeT TEPMHUH «IPABOBbIEC MepPbI 3aIUTHI HHpOpMALHN» ?

A. D10 [eHcTBylOmMEe B CTpaHE 3aKOHBI, YKa3bl W JAPyrHe HOPMAaTHUBHBIC aKTHI,
periaMeHTHpYIOIHe MTpaBuiia oopalieHus ¢ HHPpOpMaLueil 1 OTBETCTBEHHOCTD 32 MX HAPYIICHHUS.

b. D10 TpagUIIMOHHO CIOKUBLINECS B CTpaHE WM OOLIECTBE HOPMBI NOBEICHUS U MpaBHiia
oOparenus ¢ uHGopMare.

B. DT0o Mephl, permaMeHTHPYIOIIHE MPorecchl (YHKIIMOHUPOBAHUS CHCTEMBI O00paOOTKH
JaHHBIX, UCII0JI30BAHNUS €€ PECYPCOB.

21. Yrto 03Ha4YaeT TEPMHUH «MOPATbHO-3THYECKHE MePbI 3AIUTHI HHPOPMALUN» ?

A. DTO TpaJMIIMOHHO CIIOKUBIIMECS B CTpaHE WM OOIECTBE HOPMBI MOBEACHUS U MPaBUIIa
obparenus ¢ nHboOpMaIuei.

b. .Dto geiicTByromue B CcTpaHe 3aKOHBI, YKa3bl W JIPyTME HOPMATHUBHBIE AaKThI,
perJamMeHTHpyoIIne MpaBuiia oOpalieHus ¢ HHpopMalrei 1 OTBETCTBEHHOCTb 3a UX HapyIICHUS.

B. D10 Mepsl, periaMeHTHpYOLUe MNpouecchl (YHKIMOHUPOBAHHUS CHCTEMBI 00pabOTKH
JIAHHBIX, UCTIOJIb30BAHNE €€ PECYPCOB.

22. YT0 03Ha4YaeT TEPMHUH «OPraHN3aANMOHHbIE MePbl 3aIIUTHI HHpOpMaun»?

A. DTO Mepswl, periaMeHTHPYIOIIHUE MPOIEecChl (DYHKIIMOHHUPOBAHUS CUCTEMBI OOpabOTKH
JaHHBIX, HCII0JIb30BAHUE €€ PECYPCOB, NEATEIBHOCT NIEPCOHAIIA, @ TAK K€ MOPSAJOK B3aUMOAECUCTBUSA
MIOJIB30BATENIEN C CHCTEMOM.
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b.OT0 nelicTByronye B CTpaHe 3aKOHbI, YKa3bl U IpyTue HOPMATUBHBIC aKThI.
B. D10 TpaaMIIMOHHO CIOXUBIIMECS B CTpaHE WM OOIECTBE HOPMBI MOBEACHUS U MpaBHiia
oOparenus ¢ HHGopMare.

23. YTo 03Ha4aeT TepMHUH «(pu3nvYecKkre Mepbl 3alIUTHI HHpopManum»?

A. DTO pa3HOro pojla MEXaHMYEeCKHE WIH D3JIEKTPOHHO-MEXaHHUYEeCKHe YCTpPOHCTBA H
COOpPY)KEHHS, CHEelMalbHO IpeJHa3HAaueHHbIE JUIS CO3JaHUS pPa3lWYHbIX TMPENsATCTBUH Ha
BO3MOXHBIX IyTAX TPOHUKHOBEHUS JOCTyNa IOTCHIMAIBHBIX HapyIIUTENed K KOMIIOHEHTaM
3anuIaeMoi HHGOpMaIHH.

b. DOto npeicTByromme B CTpaHe 3aKOHBI, YKa3bl W JIpyrd€ HOPMATHUBHBIC aKThI,
periaMeHTHpYIOLHe MTpaBuiia oopalieHus ¢ HHPpOpMaLueil 1 OTBETCTBEHHOCTD 32 MX HAPYIICHHUS.

B. DT0o Mephl, permaMeHTHPYIOIIHE MPorecchl (YHKIIMOHUPOBAHUS CHCTEMBI O0OpaOOTKH
JaHHBIX, UCII0JIb30BAHUE €€ PECYPCOB.

24. Yrto 03Ha4YaeT TEPMHUH «ayTeHTH(PUKAL U ?

A. DT0 npoBepka NOATUHHOCTH 00BEKTa WM CyOBEKTa

b. Oto npoBepka 1ea0cTHOCTH HH(GOPMALIMH, TPOTPaMMBbl, TOKyMEHTa

B. D10 npucBoeHne UMeHU CyOBEKTY W O0BEKTY

25. Yrto 03Ha4YaeT TePpMHUH «BepUPUKALHA»?

A. DT0 npoBepKa 1eT0CTHOCTH UH(OPMAIMH, TIPOTPAMMBI, JOKYMEHTA.

b. D10 mpoBepka MOoATUHHOCTH CYOBEKTa UITH O0BEKTA.

B. D10 npucBoeHne UMeHU CyOBEKTY W OOBEKTY.

26. Yto o3Ha4yaeT TepMHUH «MIACHTH(HUKALMA»?

A. DTO pucBOeHUE UMEHH CYOBEKTY MU OOBEKTY.

b. D10 mpoBepka NoATUHHOCTH CYOBEKTa WU O0BEKTA.

B. D70 npoBepka 11e10cTHOCTH MHYOPMAIMH, IPOTPAMMBI, JOKYMEHTA.

27. Y10 03Ha4YaeT TEPMHUH «KKPpUITOrpapus»?

A. D10 MeToa cHenuagbHOro mpeoOpa3oBaHUs HH(OpPMAIMKM C LEJNbI0 COKPBITHUS OT

MOCTOPOHHUX JIHI]

b. D10 npeobpazoBanue MHGOPMAIIUN B BUE YCIOBHBIX CUTHAJIOB C LIEJbIO AaBTOMATH3AIMU

e€ xpaHeHusl, 00pabOTKH, IIepejaul U BBOIa-BbIBOIA

B. D10 mnpeoOpa3oBanne MHpOpMaLuU MpHu €€ mepefaye Mo KaHalaM CBS3HM OT OJHOTO

3JIEMEHTA BBIYUCIUTEIBHON CETH K IPYroMy

28. UTo0 03HaYaeT TePMHUH «KOAMPOBaHHe HHGOpMALHN»?

A. D10 npeobpazoBaHue HHPOPMAIIUH B BUJIE YCIOBHBIX CUTHAJIOB C IIETBI0 aBTOMATH3AIIH
e¢ xpaHeHus1, 00pabOTKH, Mepeiaun U BBOJIa-BBIBOJIA.

b. D10 Meron cneumanbHOro npeoOpa3zoBaHUs HHGOPMALMU C LEIbI0 COKPBITHA OT
MOCTOPOHHUX JIHIL.

B. DT0 kpunrorpaduveckoe npeodpazoBanne WHOpMaAIMK TpU €€ mepenade Mo KaHajgam
CBSI3U OT OJTHOTO 3JIEMEHTA B BHIYUCIUTEIBHOM CETH K JIPyTrOMY.

29. Yrto 03Ha4YaeT TEPMHUH «JIMHeHHOe U(ppoBaHHe»?

A. D10 kpuntorpaduueckoe mnpeodpazoBanue MHGopManuu npu e€ nepeaye Mo KaHajgam
CBS3H OT OJJHOT'O 3JIEMEHTA BBIUMCIUTEILHON CETH K IPYTOMY.

b. Oro Meron cnenMaibHOTO mpeoOpa3oBaHUS HHMOPMALUHM C IEIbI0 COKPBITUS OT
MOCTOPOHHUX JIMII.

B. D10 npeobpazoBanue MHGOPMAIMK B BHJIE YCIOBHBIX CHUTHAJIOB C 11€JbI0 aBTOMATH3AIMH
e€ XpaHeHus1, 00pabOTKH, TIEpeTaun U BBOIa-BbIBO/IA.

30. Kak kaaccnguuupyoTcsi BUAbI yIpo3 nHGpopManuy no npupoae BO3SHUKHOBEHUs1 ?

A. CruxuiiHple O€ICTBHS, HECUACTHBIE CIIydaW, ONIMOKK OOCITY>KHBAIOIIEro IMEepCOHAIa U
MOJIb30BaTENIEeH,  3J0yNOTpeONeHUs  OOCHYXKHMBAIOIEro  IepcoHala U IOJb30BaTesei,
37I0YMBIIUICHHBIE IeUCTBUS HApyIIUTENeH, cOOU U 0TKa3bl 000pyAOBaHUS.

b. VYrpossl mnepconany, wuH(popManuM, HWHPOPMALMOHHBIM CHUCTEMaM, MaTepHajbHbIM,
(uHAHCOBBIM, MHPOPMAIIMOHHBIM JaHHBIM.
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B. Yrpo3sl nH(bOpMalMOHHBIM CUCTEMAaM, MaTepUaTbHBIM, (PMHAHCOBBIM, HH()OPMAIIMOHHBIM
JAHHBIM, 3JI0YMBILUICHHbIE TEHCTBUS HApyIIUTENEH, COOM M OTKa3bl 000pyT10BaHUS.

31. Kak kiaaccnuuupyrorcsi BUAbI yIpo3 HH(pOpManuy 10 OPHEHTALMH HA pecypchl?

A. Yrpos3sl mnepcoHamry, uH(MoOpMmanuu, WHOOPMAIMOHHBIM CHCTEMaM, MaTePHAIBHBIM,
(buHAHCOBBIM, HHPOPMAIIMOHHBIM JaHHBIM.

b. CruxwuiiHpie O€JCTBHs, HECYACTHBIC CIIy4aw, ONIMOKKA OOCIYKMBAIOIIETO TMepcoHama |
MOJIb30BaTENeH,  3J0yNOTpeONeHUs  OOCIYXKHMBAIOIEro  IepcoHala U IOJb30BaTelei,
37I0YMBIIUICHHBIE IeUCTBUS HApyIIUTENeH, cOOU U 0TKa3bl 000pyAOBaHUS.

B. Yrpo3bl nH(OpMalMOHHBIM CUCTEMaM, MaTepUaTbHBIM, (PMHAHCOBBIM, HH()OPMAIIMOHHBIM
JAHHBIM, 3JI0YMBILIUICHHbIE TEHCTBUS HapyIIUTENEH, COOM M OTKa3bl 000pyT10BaHUSI.

32. Kakue yrpo3nsl OTHOCATCS K €CTeCTBEHHbIM?

- Otka3bl ¥ cOou anmaparypsl; [loMexu Ha TUHUAX CBSA3M OT BO3/ICHCTBHI BHEIIHEH CpEIbI;
aBapHifHbIE CUTYaIlH; CTUXUITHBIC OCICTBUSI.

- OmuOKkM dYejIoBeKa KaK 3BEHA CHCTEMBI, CXEMHBIE M CHCTEMOTEXHUYECKHUE OIIMOKH
pa3pabOTYUKOB CTPYKTYpPHBIE, AITOPUTMUUECKUE U TPOrPaMMHBIE OIIMOKH; 1eHCTBUS

YyeJIoBeKa, HalpaBJieHHbIE HA HECAHKIIMOHUPOBAHHBIE BO3/IEHCTBUS HA HHPOPMAIIHIO.

- ABapuiiHble CHUTYyallH, CTUXUIHBbIC OCICTBUS;, OIIMOKH YelIOBEeKa KaK 3BEHA CHCTEMBI;
CXEMHBIE M CHCTEMOTEXHUYECKHE OIHUOKU pa3pabOTUNKOB

33. Kakue yrpo3sl HH(pOpMauM OTHOCATCH K HCKYCCTBEHHbIM?

A. Omubku YejgoBeKa KaK 3BEHA CHUCTEMBI; CXEMHBIE M CHCTEMOTEXHUYECKHE OITHOKHU
pa3pabOTUYHUKOB; CTPYKTYpHBIC, alTOPUTMUYECKUE W MPOrpaMMHbIE OIMIMOKHW; JEHCTBUS YelloBeKa,
HaIpaBJieHHbIE HA HECAHKIIMOHUPOBAHHBIE BO3IEUCTBUS HA HHPOPMAIIIIO

b. OTkasbl u c6ou anmapaTypbl; IOMEXH Ha JIMHUSX CBS3HM OT BO3JCHCTBUI BHEIIHEH CpE.bl;
aBapuHbBIC CUTYAIlNH, CTUXUWHBIE OCICTBUS

B. ABapuiiHble CHUTyalluu; CTUXUUHBIC OEICTBUS; OMIMOKH YeIOBEKa KaK 3BEHA CUCTEMBI;
CXEMHBIE M CUCTEMOTEXHUUECKHE OIUOKU pa3pabOTUNKOB

34. Kakue yrpo3sl HHpOpMAaLUM OTHOCATCH K CIy4ailHbIM?

- IlposiBienme ommbOOK TMporpaMMHO-anmapatHeix cpeAcTB  AC; HEKOMIIETEHTHOE
UCIIOJIb30BAaHUE, HACTPOMKA WIM HENPABOMEPHOE OTKIIIOUEHUE CPEJICTB 3alllUThl IMEPCOHAIOM
CIIy0bI 0€30I1aCHOCTH; HEYMBIIIJIEHHAs OpYa HocuTesne nudopmaluu.

- HecankunoHupoBaHHOE 4YTeHHE HWHGOpPMAIMK; HECAHKIIMOHUPOBAHHOE HW3MEHEHHE
uHbOpMallMK; HECAaHKIMOHMPOBAHHOE YHHMYTOKEHHE HMHPOpMAIMH; TOJHOE WIM YacTHYHOE
pa3pylLIeHHE ONEPalliOHHON CUCTEMBI.

- Ilepecplika MaHHBIX MO OIIMOOYHOMY ajpecy aOOHEHTa; BBOJ ONIMOOYHBIX JaHHBIX;
HECAHKIIMOHMPOBAHHOE YHUYTOXKEHHE MHGOpMAIMM; IMOJHOE WJIM YaCTHYHOE pa3pylIeHHE
ONEPallMOHHOW CUCTEMBI.

35. Kakue yrpo3sl HH(pOpManuu OTHOCATCS K NPeJHAMEPEeHHbIM?

A. HecankunoHnupoBaHHOe uTeHHE HWH(POpPMAIMN; HECAHKIMOHUPOBAHHOE HW3MEHEHHE
UHPOpPMALIMK; HECAHKIUOHUPOBAHHOE YHHUUTOXXKCHME HWH(POPMALMHU; TOJHOE WIH YaCTUYHOE
pa3pylLICHHE ONEPAITUOHHON CUCTEMBI.

b. [IlposBienue omuOOK mNporpaMMHO-anmnapaTHbIX cpeactB AC; HEKOMIIETEHTHOe
UCIIOJIb30BAaHUE, HACTpOMKa WM HENpPaBOMEPHOE OTKIIOUYEHHE CPEJICTB 3alllUThl IMEPCOHAIIOM
CIIy>)kObl  0€301TaCHOCTH; HEMPAaBOMEpPHOE BKIIOYEHHE OOOPYJOBAaHUS MM HM3MEHEHHE pEXHMOB
paboOTHI YCTPOMCTB U IPOTPAMM.

B. Ilepechiika AaHHBIX MO OIIMOOYHOMY ajapecy aOOHEHTa; BBOJ OIIMOOYHBIX JAHHBIX;
HECaHKIIMOHMPOBAHHOE YHHMUYTOXXK€HHWE WH(GOpMallMU; TOJHOE WM YacTUYHOE pa3pylIeHHe
OINEpPALMOHHON CUCTEMBI

36. KakuMu OCHOBHBIMHM CBOMCTBAMHU 00/121a€T KOMIILIOTEPHBIN BUpPYC?

A. CHoocoOHOCTEIO K  CO3JaHHMI0O COOCTBEHHBIX KOIMH; HaJIMUMEM MEXaHHM3Ma,
o0ecreynBaroIero BHEJIPEHUE CO3/1aBa€MbIX KOIMUN B HCHOJHSEMbIE OOBEKTHl BBIUMCIUTEIHLHON
CUCTEMBI.
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b. CnocoGHOCTBIO K CO3JaHHI0 COOCTBEHHBIX KOMHUH; CIOCOOHOCTBIO YHHUTOXKATh
nHGOpPMAIMIO Ha AUCKaX; CIOCOOHOCTHIO CO3aBaTh BCEBO3MOYKHBIE BUJICO U 3BYKOBBIE 3(DPEKTHI.

B. Hamumumem wMexaHu3ma, 00€CNEUMBAIOIIETO BHEIAPEHHE CO37aBaeMbIX KOMHMHA B
UCIIOJTHSIEMBbIE OOBEKTHl BBIUMCIUTEIBLHOM CHUCTEMBI; CIIOCOOHOCTBIO OCTaBJSATh B ONEPATUBHOM
HaMsTH CBOIO PE3UJICHTHYIO YacTh; CIIOCOOHOCTBIO BUPYCA MOJTHOCTBIO MM YaCTUYHO CKPBITH Ce0s B
CUCTEME.

37. Kak kiaaccupuuupyoTcsi BUPYChl B 3aBHCHMOCTH OT cpe/ibl o0uTaHus?

A. daiinoBsle; 3arpy304HbIE; MAaKPOBUPYCHI; CETEBBIE.

b. 3apaxaromueDOS, Windows, Word, Excel,Office.

B. be3Bpennbie; HeonacHbIe; OMacHBIE.

I'. O4yenb onacHsle.

38. Kak kinaccupuumupyrorcs BUPYChbl B 3aBUCMMOCTH OT 3apaxaemoi OC?

A. 3apaxaromue DOS, Windows, Word, Excel, Office

b. ®aiinoBsle; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE.

B. be3BpeHble; HEONACHBIE; ONTACHBIE; OUEHD OIACHBIE.

I'. Ucnionb3oBaHue pe3UACHTHOCTH, UCTIOIB30BaHUE "CTeIIC" -aNTOPUTMOB;

J1. Ucnonp3oBanue camommu(poBaHue U MOJIUMOPPHUUHOCTD; UCTIOIb30BaHNE HECTaHJapPTHBIX
IPUEMOB

39. Kak knaccu(puuupyroTcsi BUPYChbl B 3aBHCHMOCTH OT OCOOCHHOCTEH aJIrOpHTMa
padoTbI?

A. Hcnonp3oBaHuE pEe3UIEHTHOCTh; HCIOJIB30BaHUE ''cTeNc'-aJrOPUTMOB; HCIIOJIb30BAHUE
camoiu(ppoBaHue U NOTUMOPPUIHOCTh; UCTIOIb30BaHNE HECTAHAAPTHBIX PUEMOB.

b. @aiinoBele; 3arpy304HbI€; MAaKPOBUPYCHI; CETEBBIE

B. 3apaxaromme DOS, Windows, ,Word, Excel, Office

I'. be3BpeiHbIE; HEOMACHBIE; ONACHBIE; OUEHb OMACHBIE

40. Kakue nporpamMMsbl 0THOCATCS K nnporpamMmam KoHncerpykropsl BupycoB?

A. OT1o0 yTunura, npeHa3HaueHHas JJI1 U3TOTOBJIEHUS HOBBIX KOMIBIOTEPHBIX BUPYCcOB. OHU
MO3BOJIAIOT T'€HEPUPOBATh UCXOAHBIE TEKCThl BUPYCOB (ASM-(aiinbl), 00BbEKTHBIE MOIYIH W/WIH
HETOCPECTBEHHO 3apayKeHHbIC (Al

b. D10 nporpammsl, HaHOCAIIME KaKUe-THOO0 pa3pylIUTENbHbIE IEUCTBUS, T.€. B 3aBUCUIMOCTHU
OT OIPEJENICHHBIX YCIOBUH WM IPU KaKJOM 3allyCKe YHHUTOXKAroIue MH(GOpMAIMIO Ha JHCKaXx,
MPUBOJAIINE CUCTEMY K 3aBUCAHUIO U T.II.

B. D10 nporpammel, KOTOpbIE Ha NMEPBBIA B3IJIAM SBISIFOTCS CTOIPOLEHHBIMA BHPYCAMHM, HO
HECIIOCOOHBI pa3MHOXKaTbCAd MO IpuuuHe omuOok. Hampumep, BUpYC, KOTOpBIM MpH 3apa)KeHUU
"3a0bIBaeT" MIOMECTUTH B Hayaso (hail;loB KOMaHIy Mepeiaun yIpaBIeHUs Ha KOJ BUpyca.

I'. I'naBHO (yHKUKEH MOJOOHOrO pojia Mporpamm sBiseTcs MH@poBaHUE Telda BHpyca U
reHepalus COOTBETCTBYIOLIETO paciu(poBIIUKa

Kpurepun ouenknu (B 6aj1ax):

10 6ans0B BBICTaBIsIETCS OOYydYarOUIEMYCsl, €CIM OH MpaBWIbHO OTBeTU] Ha 40 BONpOCOB
TecTa (KOMITeTeHLIUsI CPOPMHUPOBaHA HA IPOABUHYTOM YPOBHE);

9 0aJIJ10B BBICTABIISICTCS] 00Y4YaIOLIEMYCsl, €CIIM OH MIPABUIILHO OTBETHJI Ha 37 BONPOCOB TeCTa
(xomrieTeHIMs cOPMUPOBAHA Ha MPOJIBUHYTOM YPOBHE);

8 0aJs10B BBICTABIIsICTCS] 0OYUYAIOLIEMYCsl, €CJIM OH MIPABUIILHO OTBETHI Ha 33 BONPOCOB TecTa
(xomreTeHIUsl COPMUPOBaHA Ha MOBBIIIEHHOM YPOBHE);

7 6aJ1J10B BBICTABIISICTCS] 00y4YaIOLIEeMyCsl, €CJIM OH MPAaBUIIBLHO OTBETHI Ha 30 BOPOCOB TecTa
(xomrieTeHIUsl COPMUPOBAHA Ha MOBBIIIEHHOM YPOBHE);

6 6a110B BhICTaBIsIETCA 00YUAIOIEMYCsl, €CJIM OH IMPAaBUIIBHO OTBETHUI Ha 28 BOIIPOCOB TECTA
(xommeTeHIMs chopMupoBaHa Ha 0a30BOM YPOBHE)

5 6ans10B BhICTaBIsIETCA 00YUAIOIEMYCs, €CIIM OH NMPaBHJILHO OTBETHII Ha 25 BOIPOCOB TeCTa
(xommeTeHIus chopmupoBaHa Ha 0a30BOM YPOBHE).
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HpaKanecmle 3a1aHUA (pacquHO-aHannanecmle)
Nuaukaropsl noctmkenus: YK-1.1., OIIK-2.1, OIIK-6.1., OITIK-6.2.

Tema 2. Opranu3zannoHHoe odecrnevyeHne MHPOPMALMOHHOMH 0e30I1aCHOCTH
Tema 3. IIporpaMmMHoO-annapaTHslie cpeAcTBa o0ecrieyeHuss HH(POPMALMOHHOM
0e30nacHOCTH B HHPOPMANMOHHBIX CETAX

3aoanue 1.

[Touck uctouHukoB wMHGOpMaUK B ceTh VHTEPHET: OTKPBITHIE M 3aKPHITHIC
UCTOYHUKHM JaHHbIX. [lopram oTkpeIThIX aAaHHbIX P®. CoxpaHeHHWe [aHHBIX B
nporpamme Excel. [IpeoOpazoBanue u nepBudHas o0paboTKa TaHHBIX.

3aoanue 2.

be3omnacHocTh HH)OPMALIMOHHBIX CUCTEM

Bomnpocst:

1. Yro BBI IpeACTaBIISIETE MOJ1 OE30MACHOCTHIO0 HHPOPMAIIMOHHBIN CHCTEMBI.

2. Uro OTHOCHTBCS K OCHOBHBIM  XapaKTEpUCTUKAM  3allMILaeMOMn
uH(popmaruu?

3. Yro BbI OTHECETE K MHPOPMALIUKA OTPAHUYEHHOr0 A0CTyna?

4. Ilo xakuM HampaBJIeHUSM OYyJET OCYLIECTBIISTHCS AAJIbHEWIEeEe pPa3BUTHE
CUCTEeMbl HHPOPMAITMOHHOM O6e30macHocTU B PDO?

3amanue:

Onpenenute B Kakux (¢Gopmax mpeacTaBieHa HHPOpMaldsg Ha BalleM
JIOMAIIHEM KOMIIBIOTEPE.

Onumure kak obecrneunBaeTcsi MH(GOPMAIMOHHAsE O€30MacHOCTh Ha BalleM
JIOMaIlTHEM KOMITbIOTEPE U OTBEYAET JIU COBPEMEHHBIM TPEOOBAHUSIM Pa3BUTHSI CUCTEM
0€30MaCHOCTH.

3aoanue Ne 3

AHanu3 puckoB HH(OPMALIMOHHON OE30MaCHOCTH

1. 3arpysute 'OCT P UICO/M3K TO 27005

2. Osnakomsbtecs ¢ [Ipunoxenusmu C, D u E 'OCT.

3. BpiOepute Tpu paziuyHbIX WH(OPMAIIMOHHBIX AaKTHUBAa OpraHu3aiuu (CM.
BapHUAaHT).

4. U3 Ilpunoxenuss D T'OCT mnoxpbOepute TpU KOHKPETHBIX YSI3BUMOCTU
CUCTEMBI 3alIUThl YKA3aHHBIX NH(GOPMAIIMOHHBIX aKTUBOB.

5. Ionb3ysice I[lpunoxenuem C I'OCT HanummuTe TpU yrpos3bl, pean3alus
KOTOpPBIX BO3MOJKHA II0Ka B CHCTEME HE YCTPAHEHbl Ha3BaHHbIE B IIyHKTE 4
YS3BUMOCTH.

6. llonb3ysicb OAHUM U3 METOJMOB (CM. BapUAHT) MPEMJIOKEHHBIX B
[MIpuwnoxenuun E T'OCT mnpousBenute OIEHKY PHUCKOB  WHOOPMAITMOHHOU
0€30MaCHOCTH.

7. OLeHKYy HEHHOCTH MH(OPMALMOHHOTO aKTHBA MPOU3BOAUTH HA OCHOBAHHUH
BO3MOYHBIX MTOTEPH JIJIsl OPraHU3allU1 B ClIydae pealn3aluu yrpo3bl.
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Homep
BapMWaHTa

Opranuzanus

MeTog, oueHKN pUCKa
(cm. MpunoxkerHue E
rocCrT)
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1 OTaeneHne Kommepyeckoro 6aHka 1
2 TTonuKIMHUKA 2
3 Kommemx 3
4 Oduc cTpaxoBOM KOMNAHUMN 4
5 PeKkpyTWHrosoe areHTCTBO 1
6 WHTepHeT-Mara3us 2
7 LleHTp OKa3aHWA rocyaapCTBEHHbIX YCAyr 3
8 OTaeneHue noamuum 4
9 AyANTOPCKaA KOMNaHuA 1
10 [n3aiHepckaa pupma 2
11 Oduc nHTepHeT-npoBargepa 3
12 Oduc agBoKaTa 4
13 KomnaHua no paspaboTtke MO ansa CTOPOHHUX OpraHM3aumi 1
14 IArEHTCTBO HEABUMKUMOCTHU 2
15 TypucTMYECKOE areHTCTBO 3
16 Oduc bnarotBopuTeibHoro poHaa 4
17 M3maTeascTBO 1
18 KoHcanTtuHrosas pupma 2
19 PeknamHoe areHTCTBO 3
20 OTaeneHne HanoroBom ciy»Kobl 4
21 Oduc HoTapuyca 1
22 Bropo nepesosa (LOKYMeHTOB) 2
23 Hay4yHo npoekTHOe npeanpusaTue 3
24 bpayHoOe areHTCTBO 4
25 Pepakumus rasetbl 1
26 ["ocTuHHUIIA 2
27 MNpa3aHUYHOE areHTCcTBO 3
28 Fopoackon apxms 4
29 [ncneTtyepckan cnyxba Takcu 1
30 *enesHoa0poXKHaA Kacca 2
3aoanue Ne 4.

Pa3paboTtka yacTHOM AeTanu3upoBaHHoi nonutuku OB
Llens paGoOTHI: 0O3HAKOMJICHHE C OCHOBHBIMH YacTHBIMH nonuTHkamMu OUB.
[opsinok BeimosnHeHust padotel: Onpenenuts TpedoBanus odecneunBaromue 3¢ dexrusaoe OUB, koTopbie
JOJDKHBI BBITTOJHITHCS COTPYAHUKAMH OPTaHU3ALUH B paMKaX BBIIIOJTHEHHS CBOUX CITy>KEOHBIX

00s13aHHOCTEH
Homep Opranuzanus JetannsmposaHHaa nonmtunka Nb
BapuWaHTa
1 OTpeneHne Kommepyeckoro 6aHka [OpraHn3aLma peXxnma CeKpeTHOCTH
2 MoAnKNMHMKA dunsmyeckan 3awmTa
3 Komemx TpaHCNOpPTMPOBKa HocuTenen nHopmaumm
4 . OnybnvKoBaHMe MaTepUanos B OTKPbITbIX
Oduc cTpaxoBor KOMNAHUMK
MCTOYHUKAX
5 JlocTyn CTOPOHHWX Noab30BaTeNeNn B
PeKpyTMHrosoe areHTCcTBO
MHGOPMALMOHHbBIE CUCTEMbI OPraHU3aLUK
6 HTepHeT-Marasux OuEeHKM PUCKOB
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7 eHTP OKa3aHWA rocyaapCcTBeHHbIX
P yAap YnpaBneHuns napoaamm

ycnyr
8 OTpeneHve noavumm [locTyn K KoHPUaeHUManbHoOM MHGopmaumm

9 AyAMUTOPCKAA KOMMNaHUA Ncnonb3oBaHna NWHTepHeT

10 [n3anHepcKkaa pupma YcTaHoBKa u obHoBneHume MO

11 Oduc MHTepHeT-NpoBanaepa MoOANTMKA MCNONL30BAHUA INEKTPOHHOM NOYTbI

12 Ncnonb3oBaHne MobU/IbHbIX annapaTHbIX CPeacTB

Oduc apBoKaTa 06paboTKM MHPOPMALMM

13 |Komnanwua no paspabotke MO ana

. Pa3paboTKka 1 nanueHsnposanHme MO
CTOPOHHWUX OpraHnU3aLnm

14 |AreHTCTBO HEABUMKMMOCTHU YoanéHHbI AocTyn K UHPOPMALMOHHOM CUCTEME.
15 Mcnonb3oBaHMe OTAE/NbHbIX YHUBEPCAbHbIX
TypucTUYeckoe areHTcTBo MHPOPMALMOHHbIX TEXHONOMMI B MacliTabe
opraHusaumm
16  |Oduc 6narotsoputensHoro dpoHaa [MposeaeHune ayauta Ub
17  M3paTenscTBO AHTMBMpPYCHaA 3awmTa
18  |KoHcanTuHrosas ¢pupma Pe3epBHOE KONMPOBaHMUE
19  |PeknamHoe areHTcTBO MNB npun aneKTpOHHOM AOKyMeHToobopoTe
20  |OTpeneHue HaNOroBOM CNYXKObI TexHn4yecKad 3awmTa MHpopMaLmn
21  |O¢wuc HoTapuyca PearmpoBaHue Ha UHUMAEHTbI NB
22 |btopo nepeBoaa (AOKyMeHTOB) MposeaeHue cnyxebHbIX paccnefoBaHUM
23 |CTpouTenbHoe npegnpuatue 3almnTa Hay4YHO-TeXHMYECKON MHbopMaLum
24 KoHTposb nonb3oBaTtenei npu paboTte ¢ BHELWHUMM
BpayHoe areHTCTBO
WMCTOYHUKaMKN MHbOpMaLMm
25 Onyb6anKoBaHWE MATEPUANOB B OTKPbLITbIX
PenaKkuus rasetbl
MCTOYHUKAX
26  [ocTuHHMIA 3almnTa NepcoHaNnbHbIX AaHHbIX

Kpurepun ouenkmu (B 6aj1ax):

5 6an110B BBICTaBISIETCS O0YUAIONIEMYCS, €CITH OH B ITOJTHOM 00BbeMe M MPAaBUIIBHO BBITIOTHIII
3aaHue (KOMIIeTeHIIUsI CPOPMHUPOBAaHA HAa IPOIBUHYTOM YPOBHE);

4 0aJju1a BBICTABIIIETCS O0YyYaroIeMycs, €ClIM OH B MOJHOM 00bEME U C HE3HAYUTEIbHBIMU
3aMEYaHMSIMU BBITIOJNHWI 3a7jaHue (KOMIIETEHINs c(hopMUpoBaHa Ha MOBBIIICHHOM YPOBHE);

3 6aJu1a BeIcTaBiIsieTCsl 00ydaroleMycsl, €ClIi OH Ha 0a30BOM YPOBHE, OLTMOKaMH BBITTOTHIIT
3agaHre(KoMIeTeHIus chopMrupoBaHa Ha 0a30BOM ypOBHE).

3agaHus 119 TBOPYECKOr0 peiiTUHIa

TemaTnka n1oKkjIaa0B
HNuaukaropsl goctmkenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1 UndpopmanmonHoe npaso ¥ MHGOpMAIIOHHAsT 0€30MaCHOCTb.

2 Konnenius nHpoOpManmoHHOW 0€301MacHOCTH.

3 AHanM3 3aKOHOAATENbHBIX AKTOB 00 OXpaHe HWH(POPMALMOHHBIX PECYPCOB OTKPBITOIO
JOCTyTIA.

4 Ananu3 3aKOHOJATENbHBIX aKTOB O 3aIlUTe MH(POPMAIMOHHBIX PECYPCOB OTPAHUYCHHOTO
JOCTyTIA.

5 CooTHoUIEHHE TOHATUN: WH(POPMALMOHHBIE peCypchl, MH(OPMAIMOHHBIE CHCTEMBI U
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UH(pOpPMAaLMOHHAs 0€30I1aCHOCTb.
6 Nndopmannonnas 0e3omnacHocTh (110 MaTeprasaM 3apyOeKHbIX UCTOYHUKOB U JIUTEPATYPHI).
7 IIpaBoBBIE OCHOBBI 3aIIUTHl KOH(PUICHIIUATBHON HH(pOpMALIHH.
8 DKOHOMHYECKHE OCHOBBI 3aIIUTHI KOH(PHIEHIIUATBHON HHPOPMAIIIH.
9 OpraHu3anvoOHHbIE OCHOBBI 3aIUTHl KOH(PHUICHIIMATHLHON HH()OPMAITIH.
10 Crpyktypa, conepkaHMe U METOAUKA COCTaBJICHUS MEPEYHS CBEICHUM, OTHOCSIIUXCSA K
IIPEANPUHUMATEIIBCKOU TalHe.
11 CocraBiienne HHCTPYKIIMHU MO0 00pabOTKe M XpaHEHUIO KOH(DUIEHIUAIBHBIX JJOKYMEHTOB.

12
13
14
15

Har[paBneHmI 1 MCTOABI 3allIUTHI JOKYMCHTOB Ha 6YMa)KHLIX HOCUTCIIAX.
HaHpaBJ'IeHI/ISI 1 METOAbI 3allIUThI MAIIMHOYUTACMBIX JOKYMCHTOB.
ApXI/IBHOG XpaHCHUC KOH(I)I/IIIGHI_II/IaJIBHLIX JAOKYMCHTOB.

HaHpaBJ'IeHI/ISI 1 METOAbI 3allIUThI ayAUO- U BU3YAJIbHBIX JOKYMCHTOB.

16 Ilopsok nmoxbopa nepcoHana Juist paboThl ¢ KOHPUIEHIMATBHON HH(OpMAITHEH.
17 Metoauka TeCTUPOBAaHUS U MPOBEACHUS coOeceJ0OBaHUs ¢ MPETEHACHTaMU Ha JIOJKHOCTb,
CBSI3aHHYIO C CEKpeTaMH (PUpPMBI.
18 AHaiM3 MCTOYHMKOB, KaHAJIOB PACHpPOCTPaHEHUsS M KaHAJOB yTeuku WHopmarmu (Ha
npuMepe KOHKPETHON (pUPMBI).
19 Ananu3 KOHKPETHOM aBTOMAaTHU3WPOBAHHOM CHCTEMBI, MpeIHAa3HAUYEHHON Il 00paboTKU U
XpaHeHus1 THPOPMaLUU 0 KOH(DUICHIIUAIBHBIX TOKYMEHTaX (UPMBI.
20 OcCHOBBI TEXHOJOTHMM OOpabOTKM W XpaHEHHs] KOH(UICHIHAIbHBIX JIOKYMEHTOB (IO
3apyOeKHOM IUTepaType).
21 HazHauyeHuwe, BHJIbI, CTPYKTypa W TEXHOJOTHS (PYHKIMOHUPOBAHUS CUCTEMBI 3alUThHI
UH(pOpMaIUH.
22 IloBeneHue nepcoHasia ¥ 0XpaHa GUPMbI B IKCTPEMaJIbHBIX CUTYaIUSIX PA3IMYHBIX TUIIOB.

23 AHanutndeckas paboTa Mo BBISABICHHUIO KAHAIOB YTEUKH HH(POpMALUU (GUPMBI.

24
25
27
27
28
29
30
31
32
33

34.

Poccun.

35.
36.
37.
38.
39.
40.
41.

3alIUThI
42
43
44
45
46

Hanpasnenust u MeTozs! 3aIUThl TPO(GECCUOHATBLHON TaltHbI.
HanpaBieHus 1 METO/IbI 3aIUTHI CITY)KEOHON TalHBI.
HanpaBnenus n MeToAbI 3aIIATHI IEPCOHATIBHBIX JAHHBIX O IPaXkIaHAX.
[TocTpoenne U GyHKIMOHUPOBAHHUE 3ALIUIIEHHOTO TOKyMEHTO000pOoTa
. Haubonee pacnpoctpaneHHbIE CETEBbIE aTaKU.
. DTarnbl MOCTPOCHUS CUCTEMBI 3aIIUTHl HHPOPMALIUH.
IlepcriekTBHBIE METO/IbI Ay TEHTU(DUKAITIH.
.bruomerpuueckue cuctemMbl HACHTU(DUKAIUMHN U ayTEHTU(PUKALINH.
. Metoap! pe3epBrupoBaHUs HH(DOPMALIUH.
. TUrbl MeKCETEBBIX SKPAaHOB U UX KpaTKas XapaKTEPUCTHKA.

Creranorpadus u creraHorpaguueckue MeTo bl 3aIlIUThl HH()OPMALIHH.
CpencrBa 3a1uThl IEPEIaBaEMBbIX JaHHBIX B [P-ceTsx.

Cranpgapr Ipsec.

YTrpo3bl U yI3BUMOCTH OECIIPOBOHBIX CETEH.

TpeGoBanus K BEIOOPY U UCIIOJIB30BAHUIO MAPOJIEH.

[Tepenaya maposs Mo ceTH B Impoliecce ayTeHTU(HUKAITUH.

JlunieHsupoBaHue JAEATEIBLHOCTH, CBSI3aHHOM C KpUNTOrpapuuecKUMHU
uHpOpMaLIUH.

. Ceptuduxkanus kpuntorpapuueckux cpeacTB 3alluThl HHHOPMALIUH.

. Cranpmaptuzanus Kpuntorpauyeckux cpesiCTB 3alluThl HHPOPMALIUH.

. Monenps koHTpOJIA HesnoctHocTh Knapka-Bumncona.

. Ludpoaas (3neKTpoHHAs ) TOAMHUCH, KAK MEXaHU3M KOHTPOJIS LIEJIOCTHOCTH.
. 3amuTa oT c00€eB IpOrpaMMHO-aNapaTHOMN cpebl.

Kpurtepumn onenku (B 6aynax):

OTtedecTBEHHbIE aHTUBHUPYCHbIE NMPOTpaMMHbIE CpeCcTBa, cepTuduupoBanusie DCTOK

CpeaCcTBaMu
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20 6a/JI0B BBICTABISETCS OOyYalOLIEMYCs, €CIM OH 0e3 OMmMOOK MOATOTOBUI JIOKJIAI.
Conepxkaarie U oOpMIICHHE JOKJIaJa COOTBETCTBYET TPeOOBAaHUSM B TIOJHOM OOBEMe. YPOBEHBb
c(hOpMUPOBAHHOCTH KOMIIETEHIUI COOTBETCTBYET MPOJABHHYTOMY YPOBHIO;
14-19 6as10B BhICTaBIISIETCA 00YYaIOIIEMYCsl, €CIM OH C HE3HAUUTEIbHBIMU 3aMEYaHUSIMU T10
COJIEpP’KaHUI0 WM OGOPMIICHHIO MOATOTOBUI OTYET MO pedepary. YpoBeHb CHOPMUPOBAHHOCTH
KOMIICTCHIIMIA COOTBETCTBYET MTOBBIINICHHOMY YPOBHIO;
10-13 6a/J10B BBICTABIISICTCS OOYYArOMIEMYCsl, €CJIM OH C OMMOKaMU MOATOTOBUI OTYET IO
pedepary. Conepxanue u opopmiieHue pedepara COOTBETCTBYET TpeOOBaHHUSIM HE MeHee, ueM Ha 50
IPOIICHTOB. YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIIMH COOTBETCTBYET 6a30BOMY YPOBHIO.

METOAUYECKHUE MATEPHUAJIbBI, XAPAKTEPU3YIOIIUE OTAIIbI
®OPMHUPOBAHMA KOMIIETEHIIUM BO BPEMS ITPOBEJIEHUS
MPOMEXYTOYHOM ATTECTAIIUA

CTpyKTypa 32a4€THOI0 3a1aHUs

Haumenoganue oyenounoz2o cpeocmea Maxkcumanwvnoe
Koiuuecmeo 0annoe

Bonpoc 1 15
Bonpoc 2 15
IIpakmuueckoe 3a0anue 1 10

3aIlaHI/IH, BKJJIIOYa€MbI€ B 3a4YCTHOEC 3aJaHHUE

Hepelleﬂb 60NpPOCO6 K 3auemy.

1. Ilenmu rocymapcTBa B obmacTu obecriedeHus: HHPOPMAIIMOHHOW 0€30TIaCHOCTH.
2.NudopmanionHast  O6e3onacHocTh.  OCHOBHBIC TOHATHS. Monenun  HH)OPMAIMOHHON

0€30IacHOCTH.

3.OcHOBHBIE HOpMAaTUBHBIE aKThl PO, cBsI3aHHBIE C MPABOBOI1 3aIIUTON HHDOPMAITHH.
4.Pecypchl npennpusTusi, noanexanue 3ammurte ¢ Touku 3penus Mb. Acnektst Ub B pamkax

MCHCIPKMCHTA HCIIPCPBIBHOCTHU OusHeca.

5. Buapl KOMIIBIOTEPHBIX MPECTYIUICHUM.
6.Croco0b! 1 MEXaHU3MbI COBEPIIEHUS HH(POPMAIIMOHHBIX KOMIIBIOTEPHBIX MPECTYIIICHUH.

7. OCHOBHBIE TApaMETPBI U YePThI HHPOPMAIIMOHHON KOMITBIOTEPHON pecTymHOCTH B Poccun.

8. KoMmnbrotepHblii BUpyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.
9.MeTo/IbI 3aIUThI OT KOMIIBIOTEPHBIX BUPYCOB.

10.
11.

12

17

21.

22

Tumbl aHTUBUPYCHBIX MPOTPAMM.

3ammThl  OT HECAHKIMOHMPOBAHHOTO JocTyna. MaeHTugukanmus u  ayTeHTUDHUKAIHS

IOJIB30BaTCIIA.

. OcHOBHBIE YTPO3bI KOMITBIOTEPHOH 0€30macHOCTH MpHU padoTe B ceTn MHTEpHeT.
13.
14.
15.
16.

Bupp! 3amumniaemoii nuHGopmanuu.

['ocynapcTBeHHas TaliHa KaK 0COOBIN BUJI 3alUIIaeMON HH()OPMAIIHH.
Koundunennuanbaas nHdopmarms.

Cucrema 3alUThl TOCYJapPCTBEHHOM TaliHBI.

. [IpaBoBO# pex’uM 3alTUThI TOCYJAPCTBEHHOMN TalHBI.
18.
19.
20.

3amuTa HHTEIUIEKTyalIbHOH COOCTBEHHOCTH CPEJICTBAMH NATEHTHOTO U aBTOPCKOT'O NPaBa.
MesxayHapoiHOE 3aKOHOJATeIbCTBO B 00JACTH 3aIIUTHl MH(POPMALIUH.
[IporpaMMHo-anmapaTtHble cpeacTBa oOecnedeHuss HH(OPMalLUOHHONW 0Oe30MacHOCTH
MH(QOPMALIMOHHBIX CETAX.

CummerpuuHbIe HGPHL.

. AccumeTpuyHbIe IIH(PHIL.
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23. Kpunrorpaguueckue npoTOKOIbI.

24. Kpunrorpapudeckue Xen-QpyHKINH.

25. DneKTpoHHas! OANHNCH.

26. Opraau3anmoHHoe odecredeHrne NHGHOPMAIIMOHHONW O€30MTaCHOCTH.

27. Ciryx6a 6e301MacHOCTH OpraHU3allly.

28. MeTtoab! 3aIUTHl HHPOPMAIMK OT YTEUKH B TEXHUUYECKUX KaHajax.

29. NnxeHepHas 3aluTa 1 0XpaHa 00bEKTOB.

30. ITonutuka Ge3onacHOCTU. DKOHOMHUYECKasi O€30MMacCHOCTb MPEANPUSITHSL.

31. Hudpossle mnoamucu (DIEKTPOHHbIE NOANMCH). THUNHWYHBIE Yrpo3bl HHGPOpPMALMU U
ySI3BUMOCTH KOPIIOPATUBHBIX HH(OOPMALIMOHHBIX CUCTEM.

32. OCHOBHBIE BH/JIbI CETEBBIX U KOMIBIOTEPHBIX yrpo3. CpeacTBa U METO/IbI 3aIIUTHI OT CETEBBIX
KOMIIBIOTEPHBIX YTPO3.

33. Coznanue 3amudpoBaHHbIX (paliI0B M KPUNTOKOHTEHHEPOB U UX pacUIM(poBaHHUE.

34. Co3naHue yI0CTOBEPSIONIETO IEHTPA, FT€HEepalns OTKPBITHIX U CEKPETHBIX KIIOUYEH, CO3JaHue
CepTU(PHUKATOB OTKPBITHIX KIIIOUEH, CO3aHNE SIIEKTPOHHOM MOANUCH, TPOBEPKa 3JIEKTPOHHOM
MOJIITUCH.

35. O6paboTka puckoB. Mojienb HApYIIUTENS TOTUTUKH O€30MaCHOCTH.

36. TunuynHble Yrpo3bl HHPOPMALMH U YSI3BUMOCTH KOPIOPATUBHBIX HH()OPMALIMOHHBIX CUCTEM.

Hpaxmuuecxue 3a0aHuUs K 3auemy

1.06ecneunts KMOEPOE30MACHOCTH YAAIEHHOM pabOThl COTPYIHUKOB BO BpeMs MaHIEMHUH
Onpenenuth ysA3BUMOCTH CEPBHCOB JUIsl BUACOKOHGEpeHIHH, HeHaAEKHOCTh VPN, uenoBedeckuit
dakTop U He Bcerja KBATHU(PHUIMPOBAHHBIE COTPYIHUKA — CO BCEM ATHM HEU30€KHO CTAIKUBACTCS
Ka)KIasi KOMITaHUS, BEIHYK/ICHHAs OPTraHU30BaTh YAAIEHHYIO padoTy.

[Ipoananu3upoBaTh CHUTyallMI0 M paccKa3aTh, KaK CBECTM K MHUHUMYMY PHUCKH M YCTPaHUTh
MOCJICACTBHSI HU3KOTO YPOBHS KHOEPTPaMOTHOCTH

2.Hactpoiika ayauta B Windows mist moHonieHHOro SOC-MOHUTOpHUHTA

Onwucare HaCTPOHMKY NOMUTUKM ayauTa Windows TakuM 00pa3om, 4ToObI oxBaT MoHuTOpHHTa SOC
OBLT TOJTHOIICHHBIM. PacCMOTpeTh ONTUMAaBHBINA CITUCOK MOJTUTHK, a TAK)KE BBIACIUTD CAMOE
HE0OX0IMMOE, OTCESB JINIITHEE.

3.Kak nmpoBoIUTh KOHTPOJIb MPOIYKTHBHOCTH, 3aIlIUTa OT MOIIICHHHUYECTBA U YTEUEK JaHHBIX TPU
yAaJI€HHOU paboTe COTPYIHUKOB?

OnacHOCTh YTEUKU JAHHBIX U BO3MOKHOCTH KOPIIOPATUBHOTO MOIIEHHUYECTBA — HEU30ekKHbIS
CIYTHHKH BBIHYXIEHHOU yJIan€HHON paboThl. PaccMoTpeTh, Kak MO)KHO MUHUMH3HPOBATH PUCKH U
CIPABUTHCS C AKTYAIBHBIMH 33][a4aMH KOHTPOJISI COTPYIHUKOB Ha «YAaJIEHKEY.

4.0nucatp HiecTh HIaroB Ajsl 00ecnedeHus JOHKHOIO YPOBHs 0€30I1acCHOCTH y1anEHHbBIX
COTPYAHHUKOB

OnepaTuBHO NEPeBO/Is COTPYAHUKOB Ha AUCTAHLIMOHHYIO paboTy, HY’KHO Y4€CTh CONPSKEHHBIE C
ATHUM CJIO’KHOCTH U HE 3a0bITh PO MOMBITKY KHOEPIPECTYTHUKOB UCIIOJIb30BaTh YSA3BUMBIE MECTA.
[IpeI0KUTh IIECTh AaroB, KOTOPBIE MMO3BOJIAT TOJAOWTH K 3TOMY BOIPOCY MOArOTOBIEHHBIMH.

5.0nucats TpedoBanus ['OCT 34-ii cepuu B npoekTax 1o nHGOPMaIMOHHOM 0€301MacHOCTH

Uro moapazymeBaeT TpeboBaHue «mpoekTrpoBath 1Mo 'OCTy», CTaHOBUTCS I OHO MEHEE
oOsi3aTenbHBIM? UTO €1aTh, €CIIM rocyIapCTBEHHBIH perynsaTop He npezaraet 3ameny it [OCTos
34-i1 cepun? Kakumu cTangapraMu CTOUT PyKOBOJCTBOBATHCS IIPU OOPMIIEHUH MTPOEKTHOM
JIOKYMEHTAIIUH?

6.Kaxk BBIABUTH aTaKy 3710YMBIILIEHHUKOB B CETEBOM Tpaduke?

OOHapyXHUTh JIEHCTBHUS KHOEPIIPECTYITHUKOB B KOPIIOPATUBHON CETH M KJIACCH(PHULIUPYEM HX B
cootBercTBUU ¢ Matpuiieil MITRE ATT&CK, koTopast mOKa3bIBaeT, KAKUE TAKTUKH U TEXHUKHU
PUMEHSIIUCH B X0/ KHOepaTaku.

7.0mucars Microsoft Security Compliance Toolkit: 3anmura Windows rpynmoBbIME TOJUTHKAMHA
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PaccmoTtpeTs moaxoa k uH(GpOpMAIIMOHHOM 0€30MacHOCTH KOMILIEKCHO. OnucaTh HHCTPYMEHTHI,
KOTOpPBIE 3aKpbUIH OBl BCE «JBIPHD» U cO37aIu HOBbIe. OnHcaTh STAJIOHHbIE HACTPOMKYU MOJTUTHK
0€30MacHOCTH U MHCTPYMEHTHI JIJIsl padOThI C HUMH.

8.0nucath npolecc HaCTPOMKHU yJaJIeHKH JJIsl COTpYAHUKOB: bricTpo, bezonacHo, becriaTtho

Uto HEOOXOAMMO /ISl OpPTaHU3AlNY yIaJCHHON paboThl COTPYAHUKOB. Kakue cyIiecTBytoT
MHOKECTBA PEIICHUI CIIOCOOHBIX TIOMOYb B peasin3aiuu 3Toi nenu. uarepuer-nuio3 UKC. C ero
MIOMOIIHIO0 MOYKHO OpPTraHU30BaTh 0€30MACHBIN JOCTYT K CETH KOMIIAHUH, 3alIUTUTHCSI OT BUPYCOB H
HAaCTPOWTH BEO-PHIIbTpaIIUIO.

9.Kak oprann3oBath 0€30MacHYIO YIAIEHHYIO Pa0OTy BO BpeMsl KapaHTHHA?

Omnwucats mpoIecc nepexo/ia Ha yIaI€HHY0 padoTy, pacCMOTPETh OYSBUIHBIC PUCKHU JIJIS
uHPOPMaIMOHHOHN Oe30macHocTH: MoauduKaIus Tpaduka, IepexBaT mapoieii u
KOH(HICHIIMATBHBIX JAHHBIX, & TAK)KE B3JIOM MapIIPYTU3aTOPOB U IEPCHAIIPABIICHHE TIOJIh30BaTEICH
Ha BPEIOHOCHBIC CalThI. [IpoaHaM3MpOBaTH KOHTPMEPHI; B KAYECTBE OJHOTO U3 BAPHAHTOB
PacCMOTPETh MCIIOIb30BaHKME BUPTYaIbHOUM yacTHOM ceTH (Virtual Private Network, VPN).

10.Kak noctpouts kpuntoryHHenb 1o 'OCTy ¢ MUHUMAaIbHBIMU 3aTpaTaMu’?

Obecneuenue 6€30MaCHOCTH MPH MOMOIIM CPEACTB KPUITOTpapUUeCcKoi 3alUThl HHPOpMALUN
(CK3U1) — He oueHb clIoKHAs 3a7a4a, €CIIM BCE TEXHOJIOTHUECKUE YUYACTKH HaXOISTCS Ha XOCT-
maruHe. OHAKO A7 TOro YToObI epeaBaTh U MKU(poBaTh MHOOPMAIUIO OAHOBPEMEHHO,
HE00XO0IMMO MOCTPOUTh TPAMOTHBIN TEXHOJIOTHYECKHIA MPOIECC NPOrPaMMHOTO 00eCTIeUeHHS.

11.Kak o6ecnieunts 6e3onacuocts loT-ycTpoiicTB?

Unrepuer Beweit (Internet of Things) — y»ke oueBuHas peaqbHOCTD I OM3HEC-TPOIIECCOB
KOMITAaHUH U KOPIIOPATUBHBIX HHPPACTPYKTYp. OHAKO, HECMOTPS HA OTPOMHOE KOJIMYECTBO
«YMHBIX» YCTPOMCTB, pabOTaOIIMX Ha MPEANPUATUAX U B IPOMBIIIIEHHBIX CETAX, 6e3omacHOCTh [oT
3a4acTyIO OCTABJIAET JKeJaTh Jiydiero. Kak ucpaBuTh 10JI0KEHHE, M pACcCKa3aTh O METOAAX 3ALUTHI
MHTEpHETa BEUIEH.

12.Kak opranu3oBath NpakTUKy OpraHU3aluu 0€30MacHOro yIalnéHHOro A0CTyna?

UTo npoucxoauT Ha peIHKE 0€30MacHOr0 YAANEHHOTO JOCTYNa U KaK MPaBUIbHO 3aIUTHTh
MOJIKJIFOUEHUE COTPYAHHUKA K KOPIIOPAaTUBHBIM pecypcaM u3BHe? Kak perysstopsl BIUSIOT Ha
MIPOLIECC IMCTAHIIMOHHOM pabOThl M HYKHO JIU CJIEAUTH 32 COTPYAHUKOM, pabOTaIOMUM U3 JoMa?

13.PaccMoTpeTh mpoliece IpeaoTBPaIeHHsI BTOPKEHUH C ITOMOIIBI0 MEKCETEBOTO SKpaHa HOBOTO
nokosnenus: UserGate

B cocraBe MexceTeBoro skpaHa HoBoro nokojeHust UserGate mpuMeHsieTcs CucTeMa 00OHapy KeHUs
BropkeHnit (COB) coOcTBEeHHOM pa3padoTKH, CO3aHHAsI BHYTPH KOMIIAHWU O€3 UCITOTh30BaHUS
OTKpBITOro Koa. CUTHATYPBI CHCTEMBI OOHAPYKEHHSI BTOPKEHUH pa3padaThIBAIOTCS U
BEPUPUIIMPYIOTCS COOCTBEHHONW KOMaHA0N aHAJIMTUKOB IIEHTPAa MOHUTOPUHTA U pearupoBaHUs
UserGate.

14 Kak co3naTh KOMIUIEKCHYIO cucTeMy Oe3onacHOCTH Ha ocHOoBe Fortinet Security Fabric API?
OTkpeIThIH 1 00menocTynHbid AP, npeanasHadeHHbli 11 MHTErpanuu npoaykros Fortinet ¢
BHEUTHUMH PEIICHUSIMHU, TIO3BOJISET MOJIb30BATENISAM PACIIUPITH BO3MOXKXHOCTH UMEIOIINXCS
KOMITOHEHTOB, a TaK)K€ THOKO WHTETPUPOBATH CTOPOHHHUE MPOIYKTHI B €UHYI0 KOMILJICKCHYIO Cpeay
nHGOPMalMOHHON 0€30MaCHOCTH MPEAPHUSIITHSL.

15.Kak pynkmmonupyet mexcereBoii skpaH UserGate X 1: urdopmarimonHas 6e301macHOCTb B
HKCTPEMAIbHBIX (PU3MUECKUX YCIOBUAX

Kopnoparusssiit MexxcereBoil akpan UserGate X1 Beinensiercs u3 nuHeiiku npoaykroB UserGate
YHUKQJIbHBIMU (PU3UKO-TEXHUUYECKUMU XapaKTepucTUKaMu. JlaHHbIH IporpaMMHO-annapaTHbIH
komruiekc (ITAK) adpdexrrBen u HagékeH B caMbIX CypOBBIX YCIOBHSAX SKCIUTyaTalluu: Ha
HPOMBIIIJICHHBIX 00BbEKTaX, OTKPBITOM BO3/yX€e, TPAHCIIOPTE, COXPaHss IPU ITOM BCE PEUMYIIECTBA
iathopmbl obecriedenus npodeccunonaabHo kubdep3amuTsl UserGate.

16.0mnucathb nmpouecc UCHOIHEHUS TPeOOBaHUH POCCUMCKUX PETYIATOPOB MO KOHTPOJIIIO
COTPY/JIHUKOB
PuHaHCOBbIE OpraHKU3aLUU 00s13aHbI COOI0AATh TpeboBaHusl nosiokeHni banka Poccun u mpukas3oB
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OCTIK Poccun. [Tockonbky Ha3zBaTh CIIUCOK ITHX TPEOOBaHHUI MaJIEHBKUM SI3bIK HE
MIOBOPAYMBAETCS, Mbl PEILIWIIA PACCMOTPETh MPEANNUCAHHS PYKOBOAIIMX TOKYMEHTOB U NPEII0KHUTh
CBOI BapUaHT — KaK MOKHO PELIUTh T€ UM WHBIE POOIEMbI UIH XOTS ObI 00JETYUTH CBOIO yUYaCTh.

17.Kak mpenoTBpaTUTh CIMB 0a3bl TaHHBIX CYIIEPIIOJIb30BATEIISIMU?

[TpuBMIIErNpOBAaHHBIC MTOJIL30BATENH 0a3 JAaHHBIX HEPEAKO CTAHOBSITCS 0OBEKTAMH aTaK XaKePOB WIIH
camu, MOJIb3YsICh PaCIIMPEHHBIMU MPaBaMHU, IKCIUTYaTUPYIOT HHPOPMAIUIO HE TOJIBKO B CIYKEOHBIX
nensix. CymecTByeT HeCKOIbKO 3(h(EKTUBHBIX CIIOCOO0B 3aKPBITHS ITUX YSI3BUMOCTEH, CpeIn
KOTOPBIX MOXKHO BBIACIUTH YycTaHOBKY DLP-cuctemsl, pasrpaniuueHue 10CTyIa, a TakKe
OTpaHWYEHUE MPAB CYNEPIOIH30BaTENCH JO HEOOXOIUMBIX U IOCTATOYHBIX, HO yI00HEE BCETO
ABTOMATHU3UPOBATH 3aAIIUTY OT BO3MOKHBIX yTeueK HH(pOopMaluu U3 6a3 JaHHBIX C TTOMOIIBIO
KopoOouHbIX pemenuii, Hanpumep CYB]] Jatoba or komnanuu

18.Kak npaBuiibHO 3an0THUTE KypHai yuéra CK3M1?

[TpakTruyecku nr00ast opraHu3aiys 0OMeHNBaeTCss KOH(PUICHINATBHBIMUA JAHHBIMU CO CBOUMHU
napTHEpaAMH U CTPYKTYPHBIMU HOJpa3iesieHUusIMU. J{J1s1 Toro yToObl 00ecreduTh COXPaHHOCTD
nepeaaBaeMoil nHpopmanuu, TpedyroTes cpeacTa kpunrorpaduueckoit 3amutsl (CK3M). Ho
pa0boTa c HUMU perJaMeHTUPYeTCs HHCTpYKLUeH, KoTopas HanucaHa 20 JeT Ha3aja U yxkKe He
OTBEUYAET COBPEMEHHBIM PEATUSIM, & HEKOTOpBIE €€ YHKTHI BbI3bIBAIOT COMHEHHS] Y CHEIIMAIUCTOB.

Kak BbIOpath cepBuc-nposaiiaepa st nocrpoenust SOC?

Cripoc Ha ycIyru KOMMEPYECKHX IIEHTPOB MOHUTOPHHTA U pearnpoBaHus Ha MHIUICHTHI B 001aCTH
uHpOopMaLnoHHOM 6e3omacHocTH (Security Operations Center, SOC) pacTér npsamo
pOonopLMOHaNbHO NoBkIeHut0 Ub-3penoctu poccuiickoro 6usneca. Kak ciencrsue,
YBEJIMYHUBAETCS YUCIIO CEPBUCHBIX NMPOBANIEPOB, OKA3bIBAIOLIMX YCIYTH IO CO3/IaHUIO U
COIIPOBOKJICHUIO IIEHTPOB MOHUTOPHHTA M PEaripOBaHUs Ha MHIMIEHTHI. BeIOUpaTs npoBaiinepa
OCHOBBIBASICh Ha TPOMKHX obOenanusax noctpoutb SOC «c Hyss» B CUMTaHble JHU — IIOXast UJesl.

be3omnacHoCTh B 0IHOM OKHE: KaK ONTHUMU3UPOBATh pearupoBaHue ¢ nmomouibo [IRP?

[Tnardopma aBTOMaTH3AIUN pearupOBaHUs HA UHIUACHTHI B HHPOPMAIIMOHHOW 0€301acCHOCTH —
Incident Response Platform (IRP) — 3T0 oTHOCHTEIbHO HOBBIH /JIsl HAILIETO PHIHKA HHCTPYMEHT,
KOTOPBIiA TO3BOJISIET aBTOMATU3UPOBATH MPOIIECCHl MOHUTOPUHTA U TOBBICUTH 3PPEKTUBHOCTD
pearupoBanus Ha kuOeparaku. Hmke pacckaxkem o Tom, kak umeHHo IRP momoraeT cnenmanucram
110 b u kak e€ nmoaKIr0umTh.
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Iloka3aTeJm M KpPUTEPUM OLEHUBAHMS IUIAHUPYEMbIX PpPe3yJbTAaTOB

OCBOEHHUSI KOMIIETEHIIMI 1 pe3yJabTaToB oﬁyqunﬂ, IIKaJja ONcHUBaHUA

Mxana ®opmupyembl| Unaukarop Kpurepnn YpoBeHnb
e JOCTHIKEHUA 0CBOEHUSA
OLlCHUBAHUA OLlCHUBAHUSA .
KOMIETEHI Y | KOMIIETEHIIMH KOMIIETEeHIIUH
85— «3auteno [YK-1. Crioco6en|YK-1.1. 3HaeT BepPHO U B MOJTHOM IIpoaBUHYTHII
100 » ocymecTBIATh  |OCyILECTBIAET |[00beMe OCHOBHBIE METOMBI
f0asL10B MOUCK, MOUCK KPUTUYECKOTO aHAIM3a U
KPUTUYECKUI HE0OXOAMMOIl  [0OCHOBBI CUCTEMHOTO [OAX0/a
aHaJIM3 U CHHTE3 [MH(pOpManny, |[Kak o0lIeHAYYHOTO METO/a.
MH(pOpMAaLKH, OIIMPasiCh Ha YMeer BepHO M B IOJIHOM
IMIPUMCHATH [PE3YJIbTAThI o0BLeMe aHaJIN3UPOBaTH
CHUCTEMHBIN aHaJIn3a B3agaqdy, HCIOJB3YsI OCHOBBI
MOAXOMI IS [IOCTaBICHHON KPUTHYECKOI'O aHaJIn3a U
[PCIICHUS 3aJa9u CUCTEMHOI'O TIOJIX0/1a;.
TMOCTAaBJICHHBIX OCYIICCTBIIATH ITOUCK
3a1a4 HEOOXOIMMOM JJIS PEIICHUS
[MOCTaBJICHHOU 3a/1auu
MHGOPMAINH, KPUTHIECKU
OLIEHHBas Ha/IE)KHOCTD
[PA3TUYHBIX HCTOYHUKOB
nHQOpMaIn
OIIK-2. OIIK-2.1. 3HaeT BepHO U B TMOJHOM
Criocoben Hcmonp3yer 00beMe METOABl TIOWCKa W
OCYIIECTBIISITh  [OCHOBHBIE cucTeMaTtusanuu uHpopMauy
cOop, 00pabOTKY METOTBI, 00 3KOHOMHYECKUX TpOIleccax|
15 cpencTBa M SIBIICHUSIX
CTATUCTHYCCKUM [TOTy9CHUS, 'YMeeT BepHO M B IOJTHOM
aHaJIN3 JaHHBIX, [IPEICTABICHUSA, |00beMe paboTaTh ¢
HEOOXOAMMBIX  [XpaHEHUS U HAI[HOHAIBHBIMH U
JUIST pCILICHU A 06pa6OTKH MEXKITYHAapOTHBIMUA Oazamu
MMOCTABJICHHBIX |[CTATUCTUYECKUX |[TaHHBIX C IEJIBIO TOMCKA
PKOHOMHWYECKUX |[TaHHBIX. I/IHq)OpMaIII/H/I, HEOO0XO0aUMOM
3aga4d I peNIeHUs IIOCTAaBJIEHHBIX
PKOHOMHYECKHUX 3a/1a4.
'YMeeT BepHO U B IOJIHOM
00beMe PacCUUTHIBATh
PKOHOMHYECKHUE U COLUATBHO-
PKOHOMHUYECKHE MOKa3aTelH,
XapaKTepHU3yIoIue
NesATeNbHOCTh XO35UCTBYIOLIUX
CyOBEKTOB Ha OCHOBE THIIOBBIX
IMETOJIMK U IEUCTBYIOLIEH
HOPMaTUBHO-TIPaBOBOW 0a3bl
YMmeer BepHO U B IOJTHOM
00beMe TIPEACTaBUTh
HaTrJSAHYO BU3YAIN3aINIo
TAaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT BEPHO M B NMOJHOM
CriocobeH Hcnonb3yer o0beMe:: XapaKTepUCTUKU
MMOHUMAaTh COOTBETCTBYIOL [COOTBETCTBYIOLIIX
[IPUHITUTIBI Ve COAIep KAHUIO [COMIEPIKAaHUIO
[paboTHI mpoheccHoHaNBHTPO()EeCCHOHATBHBIX 331a4
COBPEMEHHBIX  [bIX 3a7a4 COBPEMEHHBIX ITU(PPOBBHIX
WHQOPMAIMOHH |COBPEMEHHbIE  |[MH(GOPMAaLMOHHBIX




bIX TEXHOJIOTHI
M KCII0JIb30BaTh
WX ISl peIIeHUs
3aaq
podheccCoHaIbH

UQpOBEIC
MHPOPMAOHH
bIC TEXHOJIOTHH,
OCHOBBIBASICh Ha
NPUHIUIAX UX

TEXHOJIOTUH

'YMeeT BepHO U B IOJIHOM
00beMe: HCII0NIb30BaTh
COBpPEMCHHBIE ITU(POBHIE
MH(DOPMAITMOHHEIE TEXHOJIOTHH

oM ACATCIbHOCTU pa6OTBI 17151 peIICHUA 3a4a4
rpodecCHoHaNBHOM
ITesITeTbHOCTH
OIIK-6.2. 3HaeT BEPHO U B NMOJHOM
ITonumaet 00beMe: PUHIIUITBI PaOOTHI
IPUHIIUIIBI COOTBETCTBYIOILIUX
[paboThI COIeP KAHHIO
COBpEMEHHBIX  [MTPO(ECCHOHAIBHBIX 33j1a4
UG POBBIX COBPEMEHHBIX ITU(PPOBBIX
MH(OOPMAITIOHH [WH(HOPMAITMOHHBIX
bIX TEXHOJIOTHH, [T€XHOJIOTHN
COOTBETCTBYIOI [YMeeT BEPHO U B MOJHOM
MX COACPKAHUIO (0OBeMe: OPUMCHATH NPUHIAII
PO(ECCUOHABH|B paGOTHI COOTBETCTBYFOLIUX
bIX 33729 COIEP KAHIIO
MpodecCHOHANBHBIX 3a7a4
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMAITHOHHBIX
TEXHOJIOTUI
70 — 84 | «3auteno» [YK-1.Cnoco6en|YK-1.1. 3HaeT ¢ He3HAYUTEAbHBIMH |[T10BBIIIEHHBII
0as10B OCYLIECTBIATh  [OCYILECTBISICT [3aMeYaHUSIMU OCHOBHBIC
ITOUCK, TTOUCK IMETOJIbI KPUTUUYECKOTO
KPUTHYECKUH  [HEOOXOJMMON  [aHAIHM3a U OCHOBBI CUCTEMHOTO
AHAITM3 U CHHTE3 MHGOpMAIINH,  [TOJX0J]a KaK O0IIeHAyYHOTO
WHPOpMAINK,  |OMUPAasCh Ha MeTOJa.
IIPUMCHSATH PC3yIbTaThI YMeeT ¢ He3HAYHUTEJILHBLIMH
CHCTEMHBIH aHaJIn3a 3aMeYaHMsIMHM AHAJIM3UPOBATH|
TMOAXOM 1A [0CTaBJICHHON Bagady, MCIOJIb3Ys OCHOBBI
PCIICHUA 3a1a4u KPUTUYECKOT'O aHaiuM3za U
TMOCTABJICHHBIX CUCTEMHOT'O moJxXoaa;
3ana4 OCYIICCTBIATH TIOHUCK|
HEOOXOAMMON [T  peIIeHUs]
MMOCTaBJICHHOM 3a71a4y|
nHGOpPMAIHH, KPUTHUYECKU
OILICHUBAS HAJIC)KHOCTD
[PA3TUYHBIX HUCTOYHUKOB
MHpOpPMAITUH
OIIK-2. OIIK-2.1. 3HaeT ¢ He3HAYMTEJIbHBIMH
CriocobeH Wcnonb3yer BaMeYaHUsIMU: METO/Ib]]
OCYILLECTBJISTh  [OCHOBHBIE MOMCKa W  CHUCTeMaTU3alluy
cOop, 00pabOTKY METOIBI, MHGPOPMAITUH 00
u cpeacTBa PKOHOMHMYECKUX MpOoLEeccax U
CTATUCTHUYECKHUM [IOJTyYEHUS, SIBJICHUSX
AHAJIN3 TAHHBIX, [IPE/ICTABICHUS, YMeeT ¢ HE3HAYUTEIbHBIMHU
HEOOXOAUMBIX  [XPaHEHMS U 3aMeYyaHusIMH: paboTaTh C
TS peLICHUS 00paboTKH HAIMOHATBHBIMA 1
IMOCTABJICHHBIX CTAaTUCTUYCCKUX MEKTyHapOAHBIMU 6a33MI/I
DKOHOMUYCCKNUX |[TaHHBIX. ITAHHBIX C IIEJBI0 ITIOUCKA
3a1a4 MHpOpMaIH, He0OX0AUMON

I pCIICHMSA ITOCTABJICHHBIX
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PKOHOMHWYCCKHX 3aJa4.

'YMeeT ¢ He3HAYUTEAbLHBIMU
3aMeYaHUSIMH: PACCUUTHIBATD
PKOHOMHUYECKHE M COITHAIILHO-
DKOHOMMYECKHE ITOKA3aTeIH,
XapaKTepU3YIOIIHe
MesATeNbHOCTD X03SHCTBYIOLIUX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U IEUCTBYIOILLEH
HOPMAaTHBHO-TIPABOBOM 0a3bl

YMeeT ¢ He3HAYUTEIbHBIMHA
BaMEeYaHUAMM IIPEACTaBUTH
HarJIAAHYIO BU3yaJIn3aluio
JIaHHBIX.

OIIK-6.
Criocoben
[MOHUMATh
MTPUHITUTIBI
[paboTHI
COBPEMEHHBIX
WHPOPMAaIHOHH
bIX TEXHOJIOTHUH
1 MCTIOJTh30BATh
WX JUTS PEIICHUS
3aau
rpodeccruoHaibH

OIIK-6.1.
Hcnons3yet
COOTBETCTBYIOIIL
ne colepKaHUI0
mpoheccHoHaIbH
bIX 33724
COBpEMEHHBIE
1 poBbIe
MH()OPMAITOHH
bIe TEXHOJIOTUH,
OCHOBBIBasICh Ha
NPUHIAIAX UX

3HaeT ¢ He3HAYHTEIHLHBIMH
3aMeYaHUsIMU::
XapaKTePUCTHKU
COOTBETCTBYIOIINX
COJICPIKAHHIO
mpoeCcCHOHANTBHBIX 3a1a4
COBPEMEHHBIX IH(PPOBBIX
MHPOPMAITHOHHBIX
[TEXHOJIOTUH

'YMeeT ¢ He3HAYMTeIbHBIMH
BaMe4aHMsIMH: HCII0JIb30BaTh
COBpPEMEHHbIC TU(PPOBHIC

0¥ IESATENBHOCTH PabOThI MH(POPMAIOHHbIE TEXHOIOTUY
TS pereHwst 3a/1a4
rpodecCHoHANBHOM
e TENbHOCTU
OIIK-6.2. 3HaeT ¢ He3HAYMTEJIbHbIMM
[lornmaer 3aMeYaHUSIMM: TTPUHIIUITHI
MIPUHITUIIBI pPabOThI COOTBETCTBYIOIINX
[paboThI COIeP KAHHIO
COBpEMEHHBIX  [MTPO(eCCHOHATBHBIX 3a7a4
UQPOBBIX COBPEMEHHBIX ITU(PPOBBIX
MHQOPMAOHH [MH()OPMAOHHBIX
bIX TEXHOJIOTHH, [T€XHOJIOTHUN
COOTBETCTBYIOIL [YMeeT ¢ He3HAYUTEeIbHbIMU
MX COACPKAHUIO BaMeYaHUSIMHU: IPUMEHATE IIp
PO} EeCCHOHATBHMHIUIBL PAOOTHI
bIX 3a71a4 COOTBETCTBYIOIINX
COZIEPKAHUIO
MpodecCHOHANBHBIX 3a7a4
COBPEMEHHBIX ITU(PPOBBHIX
MH()OPMAITMOHHBIX
[TE€XHOJIOTHUI
50 - 69 | «3auteno» [YK-1.CnocobenYK-1.1. 3HaeT Ha 0a30BOM YpOBHe C Bazosblii
0aJsI0B OCYLIECTBIATh  [OCYILECTBISET |OMIMOKAMM OCHOBHBIEC METObI
MTOWCK, MONCK KPUTHYECKOTO aHaIH3a ’
KPUTUYECKUI HE0OXOAMMOIl  [0OCHOBBI CUCTEMHOTO [OAX0/a
QHAITN3 U CHHTE3 MHGpOpMAINH,  [KaK OOIIEHAYYHOTO METO/A.
MH(DOPMALIUH, OIHpasCh Ha YMeeT ¢ He3HAYHUTEJILHBLIMH
TPUMCHATH [PC3YJIbTAThI BaMeYaHUusIMH aHaJIN3UPOBATH
CUCTEMHBIH QHAIIN3a 3ajady, WCIONb3Ys OCHOBBI
OAXO0A JUIsl [IOCTaBJICHHON
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IKpI/ITI/IlIeCKOFO

WX JUTS PEIICHUS
3ajau
podhecCoHaIbH

[PEIICHIS 3aauun aHanu3a WU

[MOCTaBJICHHBIX CHUCTEMHOTO HOAXO0/MA;

3amaq OCYLLECTBISTh MIOUCK
HEOOXOMMMOW NIl peleHIs]
[MOCTaBICHHON 3a1a4yy
MHGOpPMAITIH, KPUTHUYECKU
OTICHIBAS HaJI)KHOCTH
PA3TUIHBIX HACTOYHUKOB
MHGbOpMaIIH

OIIK-2. OIIK-2.1. 3Haer Ha 0a30BOM YpPOBHe, C

CriocobeH Hcnonb3yer OIIMOKAMM: METOIBI ITOUCKA U

OCYLIECTBIISITh  |OCHOBHBIE cucTeMaTtu3aiuu uHpopMaluy

cOop, 00pabOTKY METOIBI, 00 3KOHOMHYECKUX TPOIIecCax|

151 cpencTea 1 SIBJICHUSIX

CTaTUCTUYECKUMI MMOJIYy4YCHUA, YMmeeT HA 0230BOM YPOBHE, C

aHaJIU3 JaHHBIX, [IPEACTABJICHUS, |(QIIMOKAMMU: pa60TaT], C

H€O6X0,Z[I/IMBIX XpaHCHUA U HAIIMOHAJIbHBIMU U

I pEHICHUS 06pa6OTKI/I MEXXIYHAapOTHBIMU 68.33MI/I

MOCTABJICHHBIX (CTATUCTUYCCKUX |TaHHBIX C IICJIBIO ITIOMCKA

SKOHOMHUYECKHUX |[TaHHBIX. MH(pOpPMAIUH, HEOOXOAMMOMN

3a1a4 IJ1s1 pelIeHus HOCTaBICHHBIX
PKOHOMHYECKHUX 3a/1a4.
'Ymeer Ha 0a30BOM ypOBHe, ¢
OIINOKAMU PACCUUTHIBATD
PKOHOMHUYECKHUE U COIUATBHO-
PKOHOMHUYECKHUE MOKA3aTENH,
XapaKTEPU3YIOIIHE
MesATEeIbHOCTD X03SUCTBYIOLIUX
CyOBEKTOB Ha OCHOBE THIIOBBIX
IMETOJIMK U I€UCTBYIOILEH
HOPMaTUBHO-TIPaBOBOW 0a3kl
Ymeer Ha 0230BOM ypOBHE, C
OIIMOKAMU NIPEACTABUTH
HarJISIIHYIO BU3YJIU3aLUI0
ITAaHHBIX.

OIIK-6. OIIK-6.1. 3HaeT Ha 02a30BOM yYPOBHe, C

CrniocobeH Hcrnonb3yer OIIMOKAMM:: XapaKTEPUCTUKHN

MOHUMAaTh COOTBETCTBYIOII (COOTBETCTBYIOITUX

MIPUHITATIBI Vi€ COIEPXKAHUIO (COJIEPIKAHUIO

paboTEI poheccHoHANBHTPO()EeCCHOHANTBHBIX 33124

COBPEMEHHBIX  [bIX 3a7a4 COBPEMEHHBIX ITU(PPOBBIX

WHQOPMAIIOHH |COBPEMEHHbIE  |[MH(POPMAITMOHHBIX

bIX TEXHOJIOTHH [IH(POBBIC [TEXHOJIOTUI

1 MCIIOJIb30BaTh [MH(QOPMAIIMOHH |YMeeT HAa 6230BOM YPOBHe, C

bIC TCXHOJIOTHH,
OCHOBBIBAsICh Ha
MPUHOUIIAX UX

OIIMOKAMM: MCIIOJIb30BaTh
COBpPEMCHHBIE ITU(POBHIC
MH(OPMAIMOHHBIC TEXHOJIOTHY]

on ACATCIbHOCTU pa6OTBI UIST peIICHUS 3a1a4

Mpo¢eCCHOHATEHOM
eSITeIbHOCTH

OIIK-6.2. 3HaeT Ha 02a30BOM yYPOBHE, C

[Tonumaet OIIMOKAMU: IPUHIUIIBI

MPUHITATIBI pPabOTBI COOTBETCTBYIOIINX

paboThI COJICp KaHHIO

COBpEMEHHBIX  [MPO(ECCHOHAIBHBIX 33j1a4

M POBBIX COBPEMEHHBIX MH(PPOBBIX
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MHQOPMAaIOHH
BIX TEXHOJIOTUH,
COOTBETCTBYHOLLL
X COJICPKaHUIO

MHPOPMAITHOHHBIX
[TEXHOJIOTUI

'YMmeeT Ha 6a30BOM YpOBHe, ¢
OIIHOKAMU: TTPUMEHSITH TIPHUH

Npo(heCCHOHANBH UL PaGOTHI
bIX 3aJ1a4 COOTBETCTBYIOIINX
COJICPIKaHHIO
MpodecCHOHATBLHBIX 3a1a4
COBPEMEHHBIX IH(PPOBBIX
MH(POPMALTMOHHBIX
[TEXHOJIOTUH
YK-1. Crioco6en|YK-1.1. He 3naer Ha 0a3oBoM ypoBHe| KoMmneTeHIIUH
oCcymecTBIATh  |OCYIIECTBISIET |OCHOBHBIE METO/BI He
MONCK, MOUCK KPUTUYECKOTO aHai3a 1 copMupoBan
KPUTHYECKAH  [HEOOXOIMMON  |(OCHOBBHI CHCTEMHOTO TTOIX0/1a Bl
aHaJIM3 U CHHTE3 [MH(pOpManny,  |[Kak o0lIeHAYYHOr0 METO/IA.
MH(DOpMAIMK,  ONHUPAsCh Ha [He ymeeT Ha 6a30BOM ypOBHe
MPUMEHATh pe3yabTaThI AHAJIU3UPOBAThH 3ajaay,
CHUCTCMHBIN aHaJIn3a MCIIOJIB3Y S OCHOBBI|
MOAXOon AJid [TOCTaBJICHHON [KPUTHIECKOTO aHaInu3a H
[PCLICHUS 3a7a4K CHCTEMHOTO IMOJIX0/1a.
[TOCTaBJICHHbBIX [He ymeeT Ha 6a30BOM yYpOBHe
3anad OCYLIECTBIISTH [IOUCK
HEOOXOIMMOM JJIs PEeIICHUS
MOCTaBJICHHOH 3aJauu
MHPOPMAINH, KPUTHUECKH
OIICHHUBAs HAJIC)KHOCTh
[Pa3JIMYHBIX UCTOUYHUKOB
MHpOPMALUH
OIIK-2. OIIK-2.1. He 3Haer Ha 06a3oBoM
CriocobeH cronb3yer YPOBHE, ¢ OIMOKaAMU:
OCYILECTBISITH  [OCHOBHBIE METO/BI MIOUCKA u
MeHee «He c6op, 00pabOTKY METO/IbI, cucTeMatu3anui uHpopmaIuy
50 3auTenoy M cpeacTa 00 SKOHOMHYECKHX MpOIleccax|
a0 CTATHCTUYECKHUH [TOTyUYCHHS, M SIBJICHUSIX
QHAIIN3 JIAaHHBIX, [MpencTaBieHus, | He ymeer Ha 6a30BOM
HEOOXOMUMBIX  [XpAHEHHS U YPOBHE, C OLIMOKAMM:
JuIs pelieHust  |00paboTku paboTaTh ¢ HALMOHAIBHBIMH U
[OCTABJIEHHBIX  [CTATUCTHYECKUX |MEKTyHAPOIHBIMU 0a3aMu
DKOHOMUYCCKUX |[TaHHBIX. JMMTAHHBIX C ICJIBIO ITOUCKA
3a1a4 nH(pOPMAIUH, HEOOXOUMOMH

I pCHICHUA IMOCTABJICHHBIX
PKOHOMHYCCKHUX 3aJa4.

[He ymeeT Ha 6a3oBoM
YPOBHE, ¢ OLIMOKAMH
[PACCUUTHIBATH SKOHOMHUYECKHE
1 COLIMAIbHO-3KOHOMUYECKUE
[TOKa3aTely,
XapaKTepHU3yIoIue
NesATEeNbHOCTh X035UCTBYIOLINX
CyOBEKTOB Ha OCHOBE THIIOBBIX
IMETOJIMK U IEUCTBYIOLIEH
HOPMaTUBHO-TIPaBOBOW 0a3bl

He ymeer Ha 6a3oBoM
YPOBHE, ¢ OIIMOKAMH
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MPpEACTaBUTH HAITIAAHYIO
IBU3YyaJIM3alllI0 JaHHbIX.

OIIK-6.
CriocobeH
IMOHUMATh
MIPUHITATIBI
paboTEI
COBPEMEHHBIX
WHPOPMAIHOHH
BIX TEXHOJOTHH
M KCITOIb30BaTh
WX JUTS PEIICHUS
3aa4
rpodeccruoHaibH
oM IeATCILHOCTH

OIIK-6.1.
Hcnonb3yet
COOTBETCTBYIOII
We collepKaHuIo
poheccCHoHaIbH
bIX 33724
COBpEMEHHbIE
G pOBEIE
MHGOPMAITOHH
bIe TEXHOJIOTUH,
OCHOBBIBasICh Ha
MPUHIAIAX UX

(He 3HaeT Ha 6a30BOM ypOBHe
XapaKTePHCTHKA
COOTBETCTBYIOIINX
COZIEPKAHHIO
mpodecCHOHAIBHBIX 3a1a4
COBPEMEHHBIX I(PPOBBIX
MHPOPMAITHOHHBIX
TEXHOJIOTHI OCHOBBIBAsICh HA
PUHIUIIAX UX padoTHI

[He ymeeT Ha 6a30BOM
YPOBHE: HCIIOJb30BaTh
COBpPEMEHHbIEC IU(PPOBLIC

PaboTHI MH()OPMAITMOHHBIE TEXHOJIOTHH
IS perIeHus 3a1a4
rpodeccHoHaANBHOM
NesITeNbHOCTH.

OIIK-6.2. [He 3HaeT Ha 6a30BOM yYpOBHe

[Monumaer MIPUHIIHAITEI PAOOTHI

MPUHIIHAITBI COOTBETCTBYIOIINX

palboTEI COJEP)KaHHIO

COBPEMEHHBIX  [MPO(EeCCHOHAIBHBIX 3a/1a4

UQPOBBIX COBPEMEHHBIX IH(PPOBBIX

MHQOPMAOHH [MH()OPMALMOHHBIX

bIX TEXHOJIOTUM, [TexHojoruii; He ymeer Ha

COOTBETCTBYIOI [0a30BOM YPOBHeE

WX COACPIKAHUIO [MPUMEHSTH IPUHLMIIEI Pa0OTHI

po¢ecCHOHANBHICOOTBETCTBYFOIIUX

bIX 33724 COJICp KaHHIO

MpodecCHOHANTBHBIX 3a7a4
COBPEMEHHBIX IU(PPOBBIX
MH(OPMAITOHHBIX
[TEXHOJIOTUI
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