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I. OPTAHU3AIIMOHHO-METOINYECKHWI PA3JEJ

eap 1 3a1aun OCBOEHHUS JUCHHUILJIMHBI

Heap TMCHMIVIMHBI 3aKIIO9acTcs B (OPMUPOBAHMHM 3HAHWK 00 OOBEKTaxX H
3a/1avax 3amuThl, CIOCO0axX M CPEACTBAX HapYIICHUS WH(OPMAITMOHHON 0€301MacHOCTH,
0 TpPHWHIHWMAX W TOAXO0JaX K PEIICHUIO 3a1ad 3alluThl WHOOpPMAIMU; a TaKXKe
dbopMupoBaHrE YMEHHUH TIO IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTHIA, BHIOOpA CPEIACTB U
WHCTPYMEHTOB 3alUThl WHGOPMAIMKU JISI TTOCTPOSHUS COBPEMEHHBIX 3allUIICHHBIX
YKOHOMHUYECKUX HH(POPMAIIMOHHBIX CHCTEM.

3ajauyu TUCUMILIUHBI:

- U3Yy4YUTh CpelcTBa  obecneyeHUss  MHOOpPMAIMOHHOW  0€30MacCHOCTH
HKOHOMHUYECKON HH(POPMAIIMOHHON CUCTEMBI COBPEMEHHOM OpraHU3allnu;

- (dopMupoBaHHE yMEHUS OOCCHEUYUTh 3alUTy HHPOpMAIUd H OOBEKTOB
uHpopMaruzanum; (GopMHUPOBaAHUE YMEHHUS COCTABIIATH 3aIBUTEIBHYIO JTOKYMEHTAIUIO
B HaJI30pHBIE TOCY/IapCTBEHHBIC OpraHbl HHHOKOMMYHHKAIIMOHHOW OTPaCIIu;

- UW3YYUTh CPEACTBA 3alIUTHl JAHHBIX OT pPa3pyMAIIMNUX POTPAMMHBIX
BO3JCHUCTBUM;

- TOHUMAaTh ¥ BHEIPSATH OPTaHW3aIMI0 KOMIUIEKCHOW 3alTuThl HHGOPMAIMK Ha
KOMIIBIOTEpAX OpraHu3aluu

- hopMHUpOBaHKE HABBIKOB 00CCIICUCHUS 3aIIUTHl 00BEKTOB UHTEIUICKTYJIbHOM
COOCTBEHHOCTH, PE3YJIbTATOB UCCIEAOBAHUI U pa3padOTOK KaKk KOMMEPUYECKOM TailHbI
IPEATPUATHS.

2.Coaep:xxaHue TUCHMIIJIMHBI:

MecTo IMCUMILUIUHBI B CTPYKTYpPe 00pa30BaTeIbHOM MPOrpaMMbl
Hucrumnaa «OCHOBBI MHM)OPMAITMOHHONW 0€30MaCHOCTHY», OTHOCHUTCS K 3JIEKTHBHBIM
JTUCITUTUIMHAM 00s3aTeIbHON YacTH Y4eOHOTO TJIaHa.

O0beM TUCHMILVIMHBI M BUABI y4eOHOH PadoThI

Tabmnma 1
Bcero yacoB no ¢gopmam o0yueHust \
IHoka3aTenn 00beMa TUCHMIIINHBI
ounasn OYHO-3a04HaA

OO0beM TUCHMITIMHBI B 3a4€THBIX eTMHHUIIAX 33ET
O0BeM QUCIHUIUIMHEI B aKaJl.yacax 108
[TpomesxyToUHas aTTeCTAIUS:
bopma 3ayer 3auer
KonTakTHas padora odyuyarommuxcs ¢ 30 14
npenoaasareneM (Konrakr.uacel), Bcero:

1. KonrakTHas paboTa Ha IPOBEJCHHE 8 12

3aHSATHH JEKIIMOHHOTO M CEMHUHAPCKOTO




THUIIOB, BCCT'O 4aCOB, B TOM YHUCJIC.

12 6

® JICKIIMH

® IPAKTUYCCKUEC 3aHATHUS 16 6

Ld na60paT0pHLIe 3aHATHUA - -

B TOM YHMCJIC IPAKTHYCCKAA IMOATrOTOBKA - -

2. NHnuBuayalibHbIe KOHCYJIbTAIIUN
(UK)**(3anoansemcs npu naruuuu no - -
QUCYUNIUHE KYPCOBBIX pAOOM/NPoeKmos)

3. KoHrakTHas paboTa 1o mpoMeKyTOUHOM
arrectanuu (Karr) (3anoansemces npu
Hamuuuy no OUCYUNIUHE KYPCOBLIX
pabom/npoexmos)

4. Koncynpranus nepen 3x3ameHoM (K9) - -

o1

. KonrakTHas pabora 1o mpoMexyToqHON
aTTecTalliy B IEPUOJ IK3. CECCUU / CECCUU - -
3aouyHukoB (Karrak)

Camocrositeabnas padora (CP), Bcero: 78 94

B TOM YHCIJIC:

e camocCTosTeNbHas paboTa B IEPUO/T IK3.
ceccun (CPaK) (3anonnsemes npu nanuyuu - -
9K3AMEeHA NO OUCYUNTIUHE)

e camocrosTenbHas pabota B cemectpe(CPc)

78 94

B TOM YHCJIE, CAMOCTOSITeNIbHAst paboTa Ha
KYPCOBYIO pabOTy(3anonnsemcs npu Haiuduu - -
1o OUCYUNTIUHE KYPCOBLIX pabOm/NpoeKmos)

e msyuenue DOP (npu nanuuuu) - -

® MH3YYCHHUC OHnaﬁH-Kypca WM €TI0 94aCTH - -

®  BBINOJHEHNUE UHIUBHUYAIbHOIO WIH
I'PYIIIOBOTO ITPOEKTA

78 94

® u dpyeue 8udbl

HepequL IVIAHUPYEMBIX PE3YyJabTaTOB oﬁyqumI o ITMCIOMIIJIMHE

Tabmauma 2
dopmupyemMble Nupuxarops! noctrxenus | Pesyabtarsl 00ydenus (3nanus,
KOMIIETEeHII U KOMIIeTeH I Uil yMeHus)
(k00 u Haumenosanue (k00 u Haumenosanue
Komnemenuyuu) UHOUKAmMopa)
YK-1. CniocodeH ocynecTBJISITh YK-1.2. PazpabaTpIBaeT BapHaHTHI YK-1.2.3-1. 3Haer KpUTEpHU
NMOUCK, Kpl/lTﬂ‘leCKl/lﬁ AHAJIM3 " peuICHuA HpO6HCMHOﬁ CUTyalluu Ha COIIOCTABJICHUA  pPa3JIMYHbBIX BapUAHTOB
CHHTE3 qu)opmaulm, NPUMEHATDH OCHOBE KpUTUYCCKOI'O aHaJIn3a peIcHUsA TIOCTaBJICHHOM 3aJa4u
CUCTEMHBIH MOAX0/ 1JIsl pelieHusl | JOCTYMHBIX HCTOYHUKOB YK-1.2.V-1. Ymeer OCYIIECTBIISITh
MOCTABJIECHHBIX 32124 uHpOpMALUU KpUTHUYECKUI aHaIN3 coOpaHHOU
I/IH(l)OpMaIII/II/I Ha COOTBECTCTBUEC cc
YCHOBUSIM M KPUTEPHAM  pELIEHUs
TMOCTaBJICHHOM 3aga4yun




VYK-1.2.¥-2. ¥Ymeer orinuyarh (akThl OT
MHEHUH, MHTEpIpeTaluii ¥ OLIEHOK IpH
a”anuse coOpaHHo# nHpopManuu

VK-1.2.V-3. ¥YMeeT CONOCTaBIATHL W
OIIEHUBATh pasiuyHbIe BapUAHTHI
petieHus [TOCTABJIEHHOMN 3a/1a4H,
OTpeIesIsis UX TOCTOMHCTBA U HEAOCTATKH

OIIK-2. Cnioco0eH ocymecTBIATh
cOop, 00padoTKy U aHAIU3
JAaHHBIX, HEOOXOTUMBIX 151
pelleHust MOCTABJIEHHBIX
ylpaBJeH4YecKHuX 3a/1a4, ¢
UCMOJIb30BAHHEM COBPEMEHHOI0
UHCTPYMEHTAPHS H
UHTEJVIEKTYAIBHBIX
NH(OPMALHOHHO-AHATHTHYECKUX
cucTeM

OIIK-2.1. OnpenensieT ICTOYHUKH
nH(pOpMaNUK U OCYIIECTBISIET UX
TIOUCK HA OCHOBE TIOCTaBJICHHBIX
Leneu Juist peleHus
po¢eCCHOHANBHBIX 3a1ad

OIIK-2.1. 3-1. 3maer w™eromsl cOopa
nHpopmanuy, crnocodbl W BUI  ee
MPENCTABICHUS, TPUMEHSSI COBPEMEHHOES
IIporpaMMHOe o0ecriedyeHue

OIIK-2.1. V-1. YMeeT HCIOJIL30BaTh
COBPEMEHHBIN HHCTPYMEHTapuil U
MHTEIJICKTyaJbHbIe HH(OPMAI[HOHHO-
AHAJUTUYECKHAE CHCTEMBI

OIIK-5. Cnnoco0eH ncnojib30BaTh
NpPH penieHun
npogecCHOHAJIBHBIX 32124
COBpeMeHHbIe NH(POPMAIHOHHBIE
TeXHOJIOTHH H MPOrpaMMHbIe
CpelIcTBa, BKJIKYAs yIpaBjieHNe
KPYIMHBIMH MAaCCHBaMU JaHHBIX U
HX HHTEJIEKTYAJIbHBIA aHATH3

OIIK-5.2. [TpumenseT
COBpEMEHHbIE HHPOPMAIMOHHbIE
TEXHOJIOTHH ¥ CUCTEMBI IS
MOCTaHOBKHU ¥ PELICHHS 33134
yIpaBJeHUsl, BKIIIOYAs yIpaBJieHHe
KPYIHBIMH MacCHBaMH JaHHbBIX M UX
WHTEIUICKTYalbHbIH aHaIH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HUCIIOJIb30BaAHUA COBpeMeHHLIX
UH(OPMALMOHHBIX TEXHOJIOTHH U CHUCTEM
JUJIA IIOCTAaHOBKH nu peHIeHI/ISI 3aga4
praBHeHHﬂ, BKJIFOYas praBﬂeHHe
prHHbIMI/I MaCCHUBaAaMHU JAaHHBIX W HUX
HHTEJUIEKTYaJIbHBIN aHAIU3

3naer

OIIK-5.2. V-1. ¥MmeeT pemats 3a1a4n
yIpaBJICHUsI HA OCHOBE MCIOIb30BAHMUS
COBPEMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHI M CHCTEM

OIIK-6. CnocoGeH moHUMATH
NPUHIMIBI PA0OTHI COBPEMEHHBIX
HH(OPMALMOHHBIX TEXHOJIOTHI U
HCNOJIb30BAaTh UX /UISl peleHust
3aa4 npogeccHoHAIbHOI
JAeATeTbHOCTH

OIIK-6.1. Mcnonb3yet
COOTBETCTBYIOIINE COJECPIKAHHIO
IpoQeCCHOHANBHBIX 33/1a4
COBpEMEHHbIE LIN(POBbIC
UH(OPMALMOHHBIE TEXHOJIOTHH,
OCHOBBIBASICh Ha MPUHIIMIAX UX
paboTs!

OIIK-6.1. 3-1. 3HaTh: XapaKTePUCTUKU
COOTBETCTBYIOLINX COAEPIKAHUIO

PO eCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
dpoBbIX HHPOPMALIMOHHBIX
TEXHOJIOIHil

OIIK-6.1. Y-1. ¥YMeThb: UCTIOJIB30BaTh
COBpEMEHHbIE LIU(PPOBbHIE
I/IH(bOpMaI_[I/IOHHI)Ie TEXHOJIOTHUH IJIA
peteHus 3a1a4 npogeccHoHaIbHON
JIeSTeNIbHOCTH

OIIK-6.2. IToHIMaeT NPUHLIUIIBI
paboThl COBPEMEHHBIX LIU(PPOBBIX
UH(OPMALMOHHBIX TEXHOJIOTHH,
COOTBETCTBYIOLIHUX COACPKAHUIO
npoheCcCHOHANBHBIX 33/1a4

OIIK-6.2. 3-1. 3HaTh: IPUHIMIIEI PAOOTHI
COOTBETCTBYIOIINX COAEPKAHUIO

PO eCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
IU(PPOBBIX HHPOPMAIIHOHHBIX
TEXHOJOTHH

OIIK-6.2.V-1.

YMeeT IpUMEHATH MPUHIMITBI PAOOTHI
COOTBETCTBYIOIINX COAEPIKAHUIO
Mpo¢eCCHOHATBHBIX 337a4 COBPEMEHHBIX
IU(POBBIX HHPOPMAITMOHHBIX
TEXHOJIOT Uil




1. CONEPY)KAHUE JUCHMIIIAHBI

Tanbl GOPpMUPOBAHNS M KPUTEPUH OLleHUBAHHUS C()OPMHUPOBAHHOCTH KOMIIETEH U

AJis1 o0yqarommxcst 04HOM (popmbl 00yueHust

Tabmuma 3.1

HaumenoBaHue pa3jaesia, TeMbl

TpynoeMKoCTb, akageMHYecKHe
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Cemectp 4
Pazoen 1. Ocnoensvie onpeodenenus u NOHAMUA UHPOPMAYUOHHOU He3onacHocmu
1 Tema 1. Undopmanus Kak 00beKT 2 | 4 18 YK-1.2. YK-12.3-1 0. -
3amuthl. [IpaBoBoe o0ecneyeHune OINK-2.1. YK-1.2.Y-1.
HH(OPMANHOHHOI 6€301aCHOCTH OIMK-5.2. 1. YK-1.2.Y-2.
pMan OI1K-6.1 YK-1.2.Y-3.
HHupopmarimonHas 6€301acHOCTb. OTTK-6.2. OIK-2.1. 3-1.
OcHoBHbIe NOHATHS. Monenn OIK-2.1. V-1.
uHGOPMAIMOHHOM Oe30macHoCTH. Buibt OIIK-5.2. 3-1.
3amuinaeMoi napopmaru. OCHOBHBIC OIlK-5.2. V-1.
HOPMAaTHUBHO-TIPABOBBIE aKThI B 00JIaCTH OIIK-6.1. 3-1
MH(OPMAIMOHHON GE30MACHOCTH. OIK-6.1. V-1.
[IpaBoBbIc 0COOEHHOCTH O0ECIICUCHHMSI OIIK-6.2. 3-1.
OIIK-6.2.V-1.

0e30MmacHOCTH KOH(HIEHIIMATLHON
WHGOPMAIUH U TOCYITAPCTBEHHOW TaifHBI.
Pecypcsl npeanpusTus, nojiexalie 3alure
c Touxu 3peHust Ub. Acnekrtsl b B pamkax
MEHE/KMEHTa HEeIIPEPhIBHOCTH OHM3Heca.




Tema 2. OprannzanuoHHoe odecneyeHue 4 4 18 YK-1.2. YK-1.2.3-1 0. K.
HHPOPMALMOHHOI 0e30I1acCHOCTH OIlK-2.1. YK-1.2.¥-1.
OCHOBHBIE CTaHAAPTHI B 001aCTH 00ECIICUCHUS OIIK-5.2. . YK-1.2.Y-2.
nHpopMannoHHOH 6e3onmacHocTd. [TonuTrka OIIK-6.1 YK-1.2.Y-3.
6e3omacHOCTH. DKOHOMUYECKasi 0€30II1aCHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npeanpusaTus. MmxeHepHas 3ammra 00beKTOB. OIIK-2.1. V-1.
3ammta HHGOPMAIHH OT YTEUKH I10 OIIK-5.2. 3-1.
TEXHUYIECKNM KaHanaM. Vcronp3oBanue 6a3 OIIK-5.2. V-1.
JAHHBIX JJIS HAXOXKICHUS U U3yUCHUS OIIK-6.1. 3-1
HOPMATHBHBIX JOKYMEHTORB B 00J1aCTH OIIK-6.1. V-1.
HH(POPMAITMOHHOW 0€30I1aCHOCTH. OIIK-6.2. 3-1.
Wnentudukanus u oliecHKa akTUBOB. Mojeinb OIIK-6.2.VY-1.
yrpo3. Unentudukanus ys3sumocreid. OneHka
puckoB. OOpaboTKa PUCKOB.
Mogenb HapyIIUTENs TOJTUTUKHU
Oe3onacHocTH. TUIHYHBIE YTPO3BI
UHGOPMALUH U ySI3BUMOCTH
KOPIOPATUBHBIX MH(POPMALIHOHHBIX
CHCTEM.
Pazoen 2. Ilpozpammno-annapammusie cpeocmea u Memoovl 06ecneyeHus UHPHopmMayuoHHoul 6e30nacHocmu

Tema 3. TIporpaMMHO-anmapaTHbie 2 | 4 21 YK-1.2. YK-1.23-1 | I'p.a. K.
cpeacrsa odecrne4eHus OIK-2.1. YK-1.2.y-1.

. OIIK-5.2. . YK-1.2.V-2.
I/IH(l)OpMa].[I/IOHHOI/I 0e30macHOCTH B OITK-6.1 VK-1.2.V-3.
MH(POPMALHOHHBIX CETAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIE BH/IbI CETEBBIX U KOMITBIOTEPHBIX OIK-2.1. V-1.
yrpo3. CpeJcTBa U METO/IbI 3aLIUTHI OT OTIK-5.2. 3-1.
CETEeBBIX KOMIBIOTEPHBIX YIPO3. OIIK-5.2. V-1.
CHUMMeTpUYHbIE U ACCUMETPUYHBIC CHCTEMBI OTIK-6.1. 3-1
mmdposanus. Ludpossie noxnucu OIIK-6.1. V-1.
(Onexrponnsie moamucu). MabpacTpykTypa OIIK-6.2. 3-1.
OTKPBITHIX Kitouell. Kpunrorpaduueckue OTIK-6.2.V-1.
HOPOTOKOJIBL




4. Tema 4. Ctangaptsl U cnenuuKanum B 4 4 21 YK-1.2. YK-1.2.3-1 0. K.p.
obsiacTi nHGOPMALMOHHOI 0€30MACHOCTH OIIK-2.1. YK-1.2.Y-1.
Crannaptusaius B chepe yrnpapicHHs OIIK-5.2. . YK-1.2.Y-2.
MHPOPMAIMOHHON 6€30MacHOCTEIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXayHapoaHsx cranaaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Cozpanne 3ammppoBaHHBIX (ailioB 1 OIIK-5.2. 3-1.
KPUNITOKOHTEHHEPOB M UX pacIIn(poBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHUAM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
CoOTBeTCTBHE MOJIUTHKAM 0€30I1aCHOCTHU U OIIK-6.1. V-1.
CTaHAapTaM, TEXHUYECKOE COOTBETCTBHUE. OIIK-6.2. 3-1.
Coznanue yJJoCTOBEPSIIOIIETO IEHTPA, OIIK-6.2.VY-1.
TeHepauurd OTKPLIThIX U CCKPETHBIX KJ'IIO‘IeI‘/II,
CO3/IaHHe CEPTUPHUKATOB OTKPBITHIX KITFOUCH,
CO3/IaHKE BIICKTPOHHOI MOAIKCH, TPOBEPKa
JICKTPOHHOH NOIIHCH.
Konmaxmuas paboma no npomesxcymoutou ) ) ) ) /2 2
ammecmayuu (Kamm)
Hroro 12 | 16 - - 78/2 108
ITanel (l)OpMHpOBaHI/Iﬂ H KPUTEPHUHU OLICHUBAHUA C(l)OpMI/IpOBaHHOCTH KOMHETCHIII/IFI
AJIs1 00y4aIOIIMXCH OYHO-32049HOH ()OPMBbI 00yUeHU s
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Cemectp 4
Pa3zoen 1. Ocnoenvie onpeodenenus u nOHAMUA UHPOPMAYUOHHOU He30naACHOCHmU




Tema 1. Undopmanus Kak 00beKT 23 27 YK-1.2. YK-1.2.3-1
3ammThl. [lpaBoBoe o0ecneuenune OITK-2.1. YK-1.2.¥-1.
. OIIK-5.2. . YK-1.2.Y-2.
HHGopMaLOHHOI 0€30IIACHOCTH OIIK-6.1 VK-12.Y-3.
Wudopmarnmonnas 6€301MacHOCTb. OIK-6.2. | OIMK-2.1.3-1.
OcHoBHBbIe noHATUA. Monaenu OIIK-2.1. V-1.
nHGOPMAITMOHHOM Oe30macHoCTH. Buabt OIIK-5.2. 3-1.
3amuinaeMoit napopmarui. OCHOBHBIC OIIK-5.2. V-1.
HOPMAaTUBHO-TIPABOBBIC aKTHI B 00JaCTH OIIK-6.1. 3-1
MH(OPMAIMOHHOM 6€30M1aCHOCTH. OIIK-6.1. V-1.
[IpaBoBbIe 0OCOOEHHOCTH OOECTICUSHHS OIIK-6.2. 3-1.
0e30MacHOCTH KOH(DHIECHIIMATBLHOM OIIK-6.2.Y-1.
UHQOPMAIUH U TOCYIAPCTBCHHOW TalHBI.
Pecypcsl npeanpusTys, oAaekKalye 3ammre
¢ Touxu 3peHus Ub. Acnektsl b B pamkax
MEHEKMEHTa HEeIPEPhIBHOCTH OHM3Heca.
Tema 2. OprannzanuoHHoe odecneyeHue 23 27 YK-1.2. YK-1.2.3-1 .
HHPOPMAIMOHHOI 6€30MaCHOCTH OIIK-2.1. VK-1.2.V-1.
OCHOBHBIE CTaHAAPTHI B 00aCTH 00ecIeueHIUs OIIK-5.2. . VK-1.2.V-2.
uHPOpPMAIMOHHOM O6e3omacHoCcTH. [lonnTHka OIlK-6.1 YK-1.2.Y-3.
Oe30macHOCTH. DKOHOMHYECKas 0€30MacHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npeanpusaTus. MHxeHepHas 3ammra 00bEKTOB. OIIK-2.1. V-1.
Zamura HHGOPMAIMH OT YTEUKH I10 OIIK-5.2. 3-1.
TeXHUYECKUM KaHanam. Mcmonb3oBaHue 6a3 OIIK-5.2. V-1.
JIAHHBIX JIJIS1 HAXOXKJEHUS ¥ U3YUESHUSI OIIK-6.1. 3-1
HOPMATHUBHBIX JOKYMEHTOB B 00J1acTH OIIK-6.1. V-1.
nHPOPMAITMOHHON 06€30MaCHOCTH. OIIK-6.2. 3-1.
Wnentudukaius u olieHKa akTUBOB. MoJieNb OIIK-6.2.VY-1.

yrpo3. Unentudukanus yszsumocteil. OnieHKa
puckoB. OOpabOTKa PHUCKOB.

Mozenp HapyIUTENs MOJTUTHKH
6e3omacHocTH. THITHYHBIE YTPO3BI
uH(OpMAaLUK 1 YSI3BUMOCTH

KOPHOPaTUBHBIX HHPOPMAIMOHHBIX

CHCTEM.

Pazoen 2. Ilpozpammno-annapammusie cpeocmea u memoowvl obecneyeHus UHPHopmayuoHnoi He30nacHocmu
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Tema 3. IIporpaMMHoO-annapaTHbie 24 26 YK-1.2. YK-1.2.3-1 I'p.a. K.
cpeacTBa obecnevyeHus OIIK-2.1. YK-1.2.¥-1.
. OIIK-5.2. . YK-1.2.Y-2.
HHGpopMaNMOHHOI 0€301TACHOCTH B OIIK-6.1 VK-12.Y-3.
HH(OPMALHOHHBIX CeTHAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIC BUJIBI CETCBBIX U KOMITBIOTCPHBIX OIIK-2.1. V-1.
yrpo3. CpecTBa U METOIbI 3aIUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX YIPO3. OIIK-5.2. V-1.
CHMMETpHYHBIC B aCCUMETPUYHBIE CHCTEMBI OIIK-6.1. 3-1
mmpposanus. Lluppossie moamnmcu OIIK-6.1. V-1.
(Onexrponnsie moxamuicu). MabpacTpykTypa OIIK-6.2. 3-1.
OTKPHBITHIX Kitodel. Kpunrorpagpuaeckue OIIK-6.2.V-1.
MIPOTOKOJTBL
Tema 4. CtangapTtsl 4 cnenuuKanun B 24 26 YK-1.2. VK-1.2.3-1 0. Kop.
obJactu nHGpOpPMANHOHHON (6€30MACHOCTH OIIK-2.1. VK-1.2.V-1.
Cranpaptusaius B chepe yrnpaBieHHsI OIIK-5.2. . YK-1.2.Y-2.
nH(OopMalMOHHO# 6€301I1aCHOCTBIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXIyHapoaHsix cranaapros ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Co3nanue 3ammuppoBaHHbIX (ailyioB U OIIK-5.2. 3-1.
KPUINITOKOHTEHHEPOB M UX pacuIn(poBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHSIM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
CoOTBETCTBHUE MOTUTHKAM 0€30IaCHOCTH H OIIK-6.1. V-1.
CTaHAapTaM, TEXHUYECKOE COOTBETCTBUE. OIIK-6.2. 3-1.
Co3znianue yJ0CTOBEPSIIOIIETO LIEHTPA, OIIK-6.2.V-1.
TeHepanus OTKPBITHIX U CEKPETHRIX KIFOUEH,
CO3/1aHKE CEPTUPHUKATOB OTKPHITHIX KIIFOUCH,
CO3JJaHUE DIIEKTPOHHOI MOJINCH, TPOBEPKA
3JEKTPOHHOU MOJITUCH.
Koumaxmmnas paboma no npomesncymoynoul 2 2
ammecmayuu (Kamm)
Hroro 94/2 108

Dopmbi yuedHbIX 300AHUTL HA AYOUMOPHBIX 3AHAMUAX:

Onpoc (0)
I'pynmoBas muckyccus (I'p.a.)

(DopM bl meKyuieco KOHmpaoJis:

Keiic (K.)
Koumponvuvie pabomot (K/p)

Dopmul 3a0anuii 01 MEOPYECKO20 PeliMUn2a:

Hoxnao (/)
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I11. YHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHME JUCIIUIIJINHbI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHas JInTepaTypa

1.  bapanosa, E. K. Undpopmanimonnas 6e301macHOCTh 1 3a1muTa nHGopMalu : yuedHoe mocooue /
E.K. bapanoBa, A.B. babam. — 4-e uzn., nepepad. u gorn. — Mocksa : PUOP : UHOPA-M, 2021.
— 336 c. — (Bsiciree obpasosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr: anekrponHsIit. - URL: https://znanium.com/read?id=364911

2.  Kmumenko, U. C. UadopmanmonHas 0€30MacHOCTh U 3aliuTa HHPOPMAIIUU: MOACTH U METOIbI
ynpasienus : MoHorpadus / U.C. Knumenko. — Mocksa : UHOPA-M, 2021. — 180 c. — (Hayunas
mbiciib). — DOI 10.12737/monography_5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. -
Tekcr: anekrponnsiii. - URL: https://znanium.com/read?id=360289

3. Cerues, 10. H. 3amura nndopmarmu u uHGOpMamoHHas 6€30MacHOCTD : yueOHoe mocodue /
IO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c. — (Bricuiee obpazoBanue: bakanaBpuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekct: osaekrponnsii. - URL:
https://znanium.com/read?id=388766

JlonoJiHUTeIbHAS JIUTEpPaTypa:

1. bonnapenko, U. C. Undopmanmonnas 6e3onacHocts : yueonuk / M. C. bonnapenko. - Mocksa :
Mzparensckuii Jlom HUTY «MHCuCy», 2023. - 255 c. - ISBN 978-5-907560-71-0. - Tekcr :
anekTponHsbiid. - URL: https://znanium.ru/read?id=444513

2. MexnyHapoanas HHGOPMAIMOHHAs 6€30IaCHOCT: TEOPUs M MPaKTHKA : B TpeX ToMax. Tom 1 :
yuebHuk / mox obur. pen A. B. Kpyrckux. - 2-e u3za., gon. - Mocksa : M3natenbcTBO «ACHEKT
IMpece», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekcr : osnekrponHsid. - URL:
https://znanium.com/read?id=373117

3. Ba6am, A. B. MosenupoBanue cucTeMsl 3auThl HHpopMmaruu. [IpakTukyM : yde6HOE mocodue
/ E.K. bapanoBa, A.B. babam. — 3-e u3n., nepepab. u gon. — Mocksa : PUOP : UTHOPA-M, 2021.
— 320 c¢. + Jlon. Marepuansl [DnekTpoHHBI pecypc]. — (Bricmiee obpazoBanme). — DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr : smekTponHbii. - URL:
https://znanium.com/read?id=371348

HopmaTuBHbBIE IpaBOBbIE JOKYMEHTbI:

1. ®enepanbbiil 3ak0H OoT 31 mromns 2020 1. Ne 258-D3 «O06 skcriepuMeHTaTIbHBIX
MpaBOBBIX pexuMax B cdepe 1udpoBeiXx WHHOBaNMK B Poccuiickoit depeparmm»
[DnexTpoH.pecypc]. Pexum JIoCTyna
http://www.consultant. ru/document/cons doc LAW 358738/

2. "Crparerust pa3BuTusi HHPOpMallMOHHOTO ob1IecTBa B Poccuiickoit deneparuu
Ha 2017-2030 roasr" [DnekTpoH.pecypc]. — Pexum IoCTyna
http://www.consultant.ru/document/cons_doc_LAW 216363/

INEPEYEHBb HTH®OPMAIINOHHO-CITPABOYHbBIX CUCTEM
1. CnpaBouno-mpaBoBas cuctema «Koncynbrantllnroc» http://www.consultant.ru/
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https://znanium.com/read?id=364911
https://znanium.com/read?id=360289
https://znanium.com/read?id=388766
https://znanium.com/read?id=373117
https://znanium.com/read?id=371348
http://www.consultant.ru/document/cons_doc_LAW_358738/
http://www.consultant.ru/

2. Hudopmanmonno-npasosas cucrema «["apant» http://garant.ru

HHEPEYEHDB ITPO®ECCHOHAJIBHBIX BA3 JAHHBIX

1. https://rosmintrud.ru/opendata - ba3za oTKpbITBIX JaHHBIX MuHTpYaa Poccun

2. http://www.fedsfm.ru/opendata - ba3a oTKpbITBIX JaHHBIX PochrHMOHHTOPHHTA

3. https://www.polpred.com - Diekrponnas 6a3a nmanHbIX "Polpred.com OG630p
cMHn"

4. https://fstec.ru/ - denepanbHas ciy:k0a MO TEXHHYECKOMY K IKCIOPTHOMY
KOHTPOJTIO
INEPEYEHD PECYPCOB NHP®OPMAIIMOHHO-

TEJEKOMMYHUKAIIMOHHON CETH "UHTEPHET", HEOBXO/JUMBIX /15
OCBOEHUA JTUCLHHUIIJIMHBI

1. https://digital.gov.ru/ru/ - wHpOpPMAIMOHHBIH pecypc MHHHCTEPCTBA IUPPOBOTO
Pa3BUTHS, CBA3M U MAaCCOBBIX KOMMYHMKanii Poccuiickont denepanyun

2. http://citforum.ru/-«CepBep nHGOPMAIIMOHHBIX TEXHOJIOTHIN» - ON-line GubaroTeka
MH(POPMAITMOHHBIX MAaTEPHAJIOB 110 KOMITBIOTEPHBIM TEXHOJIOTHSIM.

3. http://www.intuit.ru/-O0pa3oBaTesbHbIi MOPTaAJ AUCTAHIIMOHHOTO O0YUYCHHS.

4. www.coursera.org-Ilnarpopma s OecIUIaTHBIX OHJIAWH-JIEKIIUH (MPOEKT 10
nyOiIMKay  00pa30BaTeNbHBIX MaTepUajioB B HMHTEPHETE, B BHUAEC HaOopa
OecIIaTHBIX OHJIAMH-KYPCOB).

NEPEYEHb UWH®OPMAILIMOHHBIX TEXHOJIOT'UMH, UCIOJb3YEMBIX
NP OCYHWECTBJIEHUU OBPA3OBATEJIBHOI'O ITPOLHECCA 11O
JAUCIHHUIIJIMHE, BKJIIOYASA HEPEYEHDb HNPOI'PAMMHOI'O
OBECIIEYEHUA

Onepanuonnascucrema Windows 10, Microsoft Office Professional Plus: 2019 rox
(MS Word, MS Excel, MS Power Point, MS Access)

AntuupycDr.Web Desktop Security Suite KomriekcHaszamnmra

Bbpaysep Google Chrome

Adobe Premiere

Power DVD

MediaPlayerClassic

MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYHEHUE TUCIHUIIJIMHbI

Hucrunaa « OcHOBBI MHGOPMAITMOHHON 6€30macHOCTH 0OecTeueHa:
JUTSI IPOBEJICHUS 3aHITHH JICKITMOHHOTO THUIIA:
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http://garant.ru/
https://rosmintrud.ru/opendata
https://digital.gov.ru/ru/
http://citforum.ru/-
http://www.intuit.ru/-Образовательный
http://www.coursera.org-платформа/

— yueOHOI ayautopuel, 000pyAOBaHHON y4eOHON MeOenbio, MyIbTUMEIUNHBIMU
cpencTBamMu OOy4YeHHUs JJIsl AEMOHCTPALUU JIEKUUN-ITPE3EHTaLU;
JUIS TIPOBEICHUS 3aHATUI CEeMHUHAPCKOTO THIA (MPAKTUYECKUE 3aHATHS);
— KOMITBIOTEPHBIM KJIACCOM;
— IIOMEIIEHHUEM JUISl CaMOCTOSITENIbHOM paOOThl, OCHAIIEHHBIM KOMIIBIOTEPHOMN
TEXHUKON C BO3MOYKHOCTBIO MOAKIIOUEHUs K ceTu «HTepHET» U obecrieueHrueM
JOCTYIAK JIEKTPOHHON HH(POPMAILIMOHHO-00pa30BaTeIbHON cpelle YHUBEPCUTETA.

IV. METOAWYECKHUE YKA3AHMSA /151 OBYYAIOIMXCS MO
OCBOEHMIO TUCHUMIAHBI

» Metoauueckne peKOMEHIAINK 0 OpPraHU3allii U BBIMIOJHEHUIO BHEAYIUTOPHOMN
CaMOCTOSATENbHON paOOTHI.
» Metoauveckue yKa3aHusl 0 BBITMIOJHEHUIO MMPAKTUIECKUX PaldoT.

V. METOAUYECKHUE MATEPHAJIbL, ONPEAEISIIOIUE ITPOLEALYPbI
OLHEHUBAHUSA 3BHAHUU UYMEHUU, XAPAKTEPU3YIOIIUX OTAIIbI
®OPMUPOBAHUS KOMIIETEHIUIA

Pe3ynbTaThl TEKyIIEro KOHTPOJS W MPOMEKYTOUHOM arrecTanuu GOpMUPYIOT
PEUTUHTOBYIO OIIEHKY paboThl oOyuaromierocs. Pacnpenenenue OamioB mpu
GbopMUPOBAHUU PEUTHUHTOBOM OILIEHKHM pPabOThl OOYdYaroOlIErocsi OCYIIECTBISETCS B
cootrBeTcTBUM C «llojlokeHneM O PEeUTHHIOBOM CHUCTEME OIICHKH YCIEBAEMOCTU U
KauecTBa 3HAHUW CTYJAEHTOB B TMPOIECCE OCBOCHUS AUCHUIIIUHBI «OCHOBBI
uH(pOpPMAITMOHHON 0e30MmacHOCTH» B (DelepaibHOM TOCYAapPCTBEHHOM OFOIKETHOM
00pa3oBaTeIbHOM YUPESKICHUHU BBICIIET0 00pa3oBaHus «PocCUiCKU SKOHOMUYCCKUMA
yHuBepcureT uMeHu ['.B. [linexanosay.

Tabmnuna 4
Buasl pador MakcumajibHOE KOJIH4eCTBO 0aJU10B

BrinonHenue yueOHbIX 3a1aHNI Ha ay TUTOPHBIX 20
3aHATHUSIX

Texyumuii KOHTPOJIb 20
TBopueckuil peHTHHT 20
[IpomexyTouHas aTTecTauus (3auem) 40
UTOTI'O 100

B coorBerctBum ¢ Ilosio)keHMEM O PEUTHHTOBOM CUCTEME  OIICHKH
YCIEBAaEMOCTH W KauyecTBa 3HAHUW OOyYaloOIIMXCS «IIpernojaBaTelib Kadeapsl,
HEMOCPEACTBEHHO  BEIyIIMHA 3aHATHUS CO  CTYACHYECKOM rpynmod, o0s3aH
npOUH(OPMUPOBATH TPYMIY O PACTIPEACICHUN PEUTUHIOBBIX OAJIJIOB MO BCEM BUIaM
paboT Ha MEepBOM 3aHATHUU Yy4eOHOTO MOAYJs (CeMecTpa), KOJIUYECTBE MOAYJEH IO
y4eOHOM JUCLMIUIMHE, CpOKax U (opMax KOHTPOJIS MX OCBOEHHs, (opme
IPOMEKYTOUYHOM aTTecTall, CHI)KEHUH OajloB 32 HECBOEBPEMEHHOE BBHINIOJIHEHUE
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BBIJJaHHBIX 3ajaHuil. OOydaromyecss B TEUEHHE Yy4eOHOro Moyl (cemecrtpa)
MOJTy9aroT HHPOPMAIIUIO O TEKYIIEM KOJMYECTBE HAOpaHHBIX MO JUCITUIUIHHE OaJLIOB
9yepe3 JIMYHBIN KaOMHET CTYJCHTA.

VI. OHEHOYHbBIE MATEPHAJIbI 1JI51 IPOBEIEHUA
TEKYHIEI'OKOHTPOJIA U TIPOMEXYTOYHOU ATTECTALIUAN

OneHouyHble MaTepuanbl MO JAWCHUIUIMHE pa3pabOTaHbl B COOTBETCTBUU C
[TonoxxeHneM 00 OLEHOYHBIX MaTepuaiax B (enepaJlbHOM TOCYJIapCTBEHHOM
OrO/DKETHOM 00pa3oBaTeIbHOM YUPEKICHUU BBHICIIETO oOpasoBaHus «Poccuiickuit
DKOHOMMYECKNU yHUBepcUTeT uMeHHu ['.B. Ilinexanosay.

Temamuxa Kypcoswvix pabom/npoekmoes

«KypcoBass  pabora/mpoextr 1o  aucuumimHe — «OCHOBBI  MH(DOPMAMOHHOU
0e301acHOCTH» y4€OHBIM IJIAHOM HE IPElyCMOTPEHA.

Ilepeuens éonpocos k 3auemy:

1. [lenu rocymapcTBa B 00s1acTi o0ecredeHuss HHPOpMaIMOHHON 6€301aCHOCTH.

2. OCHOBHbIE HOpPMaTHBHBIE akThl P®, cBs3aHHBIE C MPABOBOM 3aIUTON
uHbopMaIuu.

3. Bujibl KOMIIBIOTEPHBIX MPECTYTUICHHUM.

4. CriocoObl M MEXaHU3Mbl COBEPIICHHUS HHGOPMAIIMOHHBIX KOMIBIOTEPHBIX
IIPECTYILICHU M.

5. OCHOBHbIE TapamMeTpbl M  4YepTbl HMH(OPMAIMOHHOW  KOMIBIOTEPHOU
npectynHocty B Poccun.

6. Komnsrorepusiii Bupyc. OCHOBHBIE BH]IbI KOMITBIOTEPHBIX BUPYCOB.

7. MeToibl 3alUThl OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX MPOTPAMM.

0. 3ammTEl  OT HECAaHKIMOHWPOBAHHOTO  jaocTyna. MaeHTudukamus u
ayTeHTHU(PUKALUS T0JIb30BATEIIS.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOM O€30MaCHOCTU TpH paboTe B CETH
HNurepner.

11. Buns! 3amuimaemMoi nHGOpMaIuu.

12. T'ocynapcTBeHHas TaifHa Kak OCOOBINM BHJI 3aIIUIIIAeMON HHHOPMATIHH.

13. Kondunennuansuas uadopmarusi.

14. Cucrema 3a1UThI TOCY1apCTBEHHOM TailHBI.

15. IIpaBoBO# pex’UM 3alTUThI TOCYJAPCTBEHHOU TaHBI.

16. 3amuTa HHTEIUICKTYaJIbHOM COOCTBEHHOCTU CpPEACTBAMU NATEHTHOTO U
aBTOPCKOTO MpaBa.

17. MexayHapoIHOE 3aKOHOAATEIBCTBO B 00JIACTH 3allIUThl HH(pOpMALIHH.

18. IlporpammHo-amnmnapaTHele  CpeAcTBa  oOecnedeHus:  MHGPOPMALMOHHOM
0e301acHOCTH B UHPOPMALIMOHHBIX CETSX.
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19. CumMeTtpuuHbIie HUPPHI.

20. AccumeTpudHbIe UG PHI.

21. Kpunrorpapudeckue mpoTOKOIbI.

22. Kpunrorpapudeckue Xen-QyHKINH.

23. DNeKTpOoHHAas MOMHCH.

24. Opranm3aiimoHHOe obecrnieueHne HHPOPMaITMOHHOW 0€301TaCHOCTH.

25. Cnyx0a 6€30MacHOCTH OpraHu3alluu.

26. MeToibl 3a1IuThl UH(POPMAIIUK OT YTEUKU B TEXHUYECKUX KaHaax.

27. UmxeHepHas 3almTa 1 oXxpaHa 00bEKTOB.

28.4Yto Takoe nHpopMalmoHHas 6€301acHOCTh?

29.IlepeuncnyuTe OCHOBHBIC YIPO3bl HHPOPMAITMOHHOM 6€30ITaCHOCTH.

30. Kakue cymiecTByOT MOJENH U METOIbI HH()OPMALIMOHHON O€301MacCHOCTH?

31. Yro Takoe mpaBoBbIE METOABI 3AIIUTHI HHGOPMAITUH?

32. Yto Takoe OpraHn3alMOHHbBIC METO/IBI 3aUThI HH(pOpMAaLUn?

33. UTto Takoe TeXHUYECKHE METO/bI 3alUTh HHPOpMaIuu?

34. Yo Takoe mporpaMMHO-aInapaTHble METOABI 3aIUTH HHPOpMAaIiu?

35. Uto Takoe KpunrorpadpuyecKue METOIbI 3alTUTHl HHPOpMAIUu?

36. Kakme TiaBHBIE TOCYJAapCTBEHHBIC OpraHbl B 00JacTH oOecreueHus
MH(}pOpMaMOHHOW 0€3011aCHOCTH?

37. Tlepeuncnute BUIBI 3aIIUIIIAEMON HH(POPMAITUH.

38. Kakue oCHOBHBIE 3aKOHBI B 00J1aCTH 3aluThl uHPopManuu B PO?

39. Ilepeuncnure oCHOBHBIE Henu U 3agaun PD B obmactu obecmedeHUs
UHGOPMAITMOHHON O€30MTaCHOCTH

40. Yro Takoe KoHIENIUS HHOOPMAITMOHHON O€30MIaCHOCTH?

41. Yro Takoe KoHUAEHIIMATbHAS HHDOpMAITs?

42. Yro Takoe nmepcoHaIbHbIC JaHHBIE?

43. B kakuxX ciydasx BO3MOXKHO HCIOJb30BaTh IEPCOHAIBHBIC JTaHHBIC 0€3
corjacusa oOnamaress’?

44, OxapakTtepu3yiiTe OMOMETPUUECKHUE TaHHbIE KaK MEPCOHATIbHBIE JaHHBIE.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. UYto Takoe peXuM KOMMEPYECKOW TaitHbI?

47. Yro Takoe rocy1apcTBEHHas TaiiHa?

48. OnummuTe NpaBOBOW PEXHUM IOCYIapPCTBEHHOMN TailHBI.

49. Kakme TOCYyJapCTBEHHBIE OpTraHbl 3aHUMAIOTCS  CepTHPUKANUECH |
JTUIEH3UPOBAHNUEM CPEJICTB 3alTUThI HHPOpMaIun?

50. Kak cBsi3aHbl M@XKIYHAPOIHBIE CTAHAAPTHI U cTaHAapThl PD?

51. Kakme ocHoBHBIe cTaHmaptel P® B oOmactu wHGOpPMAIMOHHON
0€30MMacHOCTH CYyIIECTBYIOT?

52. Oxapaktepusyiite crangapt [[OCT P UCO/MOBK 27002-2014.

53. Yto Takoe MojauTHKa 6€30MacHOCTH?

54. Kakoe KOJIMYECTBO CPEACTB Oro/pKeTa opraHu3aluuu 3PQGEeKTUBHO TPATUTH
115t obecrnieueHus: nHPpopMaImoHHoOM 6e30nacHocTr?
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55.
56.

Yro Takoe WHKCHCpHAs 3alIuTa 00BEKTOB?
Hepe‘-H/ICJ'H/ITe OCHOBHBLIC  MCPOIIPHUATHA 110 00€eCIIeYCHHIO 3alIUThI

MH(GOPMAIIUU OT YTEUKU MO TEXHUUECKUM KaHaJlaM.

57,
58.
59.
60.
61.
62.
63.

Kaxkue BUJIbI KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

Urto Takoe Opanamaysp?

UTto Takoe aHTUBHPYCHAs mporpamma’?

YT0 Takoe IBPUCTUUECKUI aIrOPUTM ITIOMCKA BUPYCOB?

YTO Takoe CUrHATYpPHBIN IIOUCK BUPYCOB?

MeTtoasl npotuBoAeicTBUs CHUGPUHTY?

Kakpne mnporpamMmuble peanu3aluyd IPOrpaAMMHO-AINIAPATHBIX CPEACTB

3aIUThl UHGOPMAITUY BBl 3HaeTe?

64.
65.

UTo Takoe MEXaHU3M KOHTPOJISI U pa3rpaHUYECHUS JOCTyma?
Kakyto poJib HeceT )XypHaIMpOBaHUE JIEUCTBUM B MPOrpaMMHO-aNapaTHBIX

CpelCTBax 3alUThl HHPOpMALIUH?

66.
67.
68.
69.
70.
71,
72,
73.
74,

UTto Takoe cpencTBa cTeraHorpapuyeckon 3auThl “HGopMauu?

Urto Takoe kpunrorpadus?

Kaxkue ucnonb3yroTcsi CHMMETPUYHBIE aJTOPUTMBbI U(POBaHUS?

Kaxkue ucnosb3yroTcss aCCUMETPUYHbBIE AITOPUTMbI IIU(PPOBAHUS?

Yro Takoe kpunrorpapuyeckas xem-pyHKuus?

Kaxkue ucnonb3yrorcst kpunrorpadpuyeckue Xem-QyHKuuu?

Yro Takoe uupoBas noAnNUcCH?

Yro Takoe nHQPacCTPyKTypa OTKPBITHIX KIIFOUEH?

Kakue poccuiickue M MEXIyHApOJIHbIE CTaHIApThl Ha (OPMUpPOBAHUE

1u(POBOI MOAMUCHU CYIIECTBYIOT?

75.

Kaxue ocHOBHBIE KpUIiTOrpaduuecKkre mpoTOKOJIbI HCTIOIB3YIOTCS B CETIX?

Tunoevie npakmuueckue 3a0aHus K 3auemy:.

Obecrieunth  KMOEPOE30MaCHOCTh YAANEHHOW pabOThl COTPYIHUKOB BO BpeMs
MaHJIEMHUH

OrnpenenuTh ySA3BUMOCTH CEPBHUCOB ISl BUIACOKOH(EpEHINH, HeHan&KHOCTh VPN,
yeoBeyecknii (pakTop M He Bcerja KBAIM(UIUPOBAHHBIE COTPYIHUKH — CO BCEM
3TUM HEU30€KHO CTAJIKUBAeTCs KaKJash KOMIAHWS, BBIHYXJIEHHAas OpraHu30BaTh
ylIanéHHyio padory.

[Ipoananu3upoBaTh CHUTyallMI0 M paccka3aTh, KaK CBECTM K MUHUMYMY PHUCKH U
YCTPAHUTH MOCJIEACTBUSI HU3KOTO YPOBHS KHOEPrpaMOTHOCTH

Hacrpoiika aynura B Windows aiist mostHonieHHOro SOC-MOHUTOpUHTA

Onucarh HacTpoKy MOMUTHKH ayauTa Windows Takum oOpa3oM, 4ToObI OXBaT
MouuTopuara SOC OB MOTHOIIEHHBIM. PaccCMOTpeTh ONTUMATBHBIN CIIMCOK TOJUTHK,
a TaK)Ke BBIAEIUTH CAMO€E HEOOXOAMMOE, OTCESAB JIUIIHEE.

Kak npoBoiuTh KOHTPOJIb MPOIYKTUBHOCTH, 3aIIUTa OT MOIIIEHHUYECTBA U yTeUEeK
JAHHBIX TPHU YAAIEHHOH paboTe COTPYAHUKOB?
OnacHOCTh YTEUKH JAHHBIX U BO3MOXKHOCTh KOPIIOPATUBHOIO MOIIEHHHYECTBA —
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HEN30eKHbIE CIyTHUKU BBIHYKJICHHOH yaanéHHOM paboThl. PaccMOTpeTh, Kak MOKHO
MUHUMU3HPOBATh PUCKU U CIIPABUTHCS C AKTYaJIbHBIMU 33Ja4aMU KOHTPOJIS
COTPYAHHUKOB Ha «YyJIaJIEHKE).

Omnwucath 1mecTh maros Jyisg o0ecrneyeHus JOKHOTO YPOBHS 0€3011aCHOCTH
YAAIEHHBIX COTPYIHUKOB

OmnepaTUBHO NEPEBOS COTPYTHUKOB Ha IUCTAHLMOHHYIO padoTy, HYy>)KHO y4ecTb
COMPSDKEHHBIE C ATUM CJIOKHOCTHU M HE 3a0bITh PO MONBITKHA KHOEPIPECTYTHUKOB
UCII0JIb30BAaTh ysI3BUMbIE MecTa. [IpeyiokuTh mecTh maros, KOTOpbIE MO3BOJIAT
IIOJAOWUTH K 3TOMY BOIPOCY IMOAIOTOBJIECHHBIMH.

Omnucarp TpeboBanust [OCT 34-it cepun B mpoekTax 1mo HHGOPMAIIMOHHON
0e30macHOCTH

Urto nmoapazymeBaeT TpedoBaHue «poekTupoBath 1o ['OCTy», cTaHOBUTCS JIU OHO
MeHee 00s3arenbHbpIM? UTO JeNaTh, €Clii TOCYIapCTBEHHBIN PErysaTop HE Mpeaiaraet
3ameny 1 'OCToB 34-i1 cepun? Kakumu ctanaapTaMu CTOMT PyKOBOJCTBOBATHCS
pu 0(hOPMIICHUH MPOCKTHON JOKYMEHTAIIMH?

Kak BBIIBUTH aTaky 3710YMBILIUIEHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JAeWCTBUS KMOEPIPECTYITHUKOB B KOPIIOPATUBHON CETH U
knaccudunupyem ux B cootBerctBuu ¢ Marpuiieit MITRE ATT&CK, kotopas
MIOKa3bIBACT, KAKME TAKTHKHU M TEXHUKHU MPUMEHSJINCH B X0/1€ KHOepaTaKH.

Omnucate Microsoft Security Compliance Toolkit: 3amuTa Windows rpynmnoBsiMu
IIOJIMTUKaMHN

PaCCMOTpeTB IIoaxona K HH(i)OpMaHHOHHOﬁ 0Oe3omacHOCTH KOoMILIEKCHO. Onucars
MHCTPYMEHTBI, KOTOPBIE 3aKPbLIN Obl BCE «IBIPbI» U CO37ajIi HOBbIE. OnucaTh
3TAJIOHHBIC HaCTpOﬁKH IMOJIMTUK O0€30I1aCHOCTH U HHCTPYMCHTBLI IJIA pa6OTBI C HUMMH.

Onucatb npoliecc HaCTPOMKHU yIajdeHKH sl COTpYJHUKOB: beicTpo, be3onacho,
becmuiatno

Uto HeoOXoauMO JIJIsi OpraHU3alUK YAAICHHONW paboThl cCOTpyIHUKOB. Kakue
CYLIECTBYIOT MHOKECTBA PEIICHUH CLIOCOOHBIX TOMOYb B PeaTM3aluy 3TOH LEeNH.
nnTepHer-1u103 MKC. C ero noMoripo MOXHO OpraHiu30BaTh 0€30acHbIN JOCTYTI K
CEeTH KOMITaHUH, 3aLIUTUTHCS OT BUPYCOB U HACTPOUTh BeO-(HIIBTPALIUIO.

Kak oprann3oBaTh 0€30MacHy0 yalnéHHy0 paboTy BO BpeMsi KapaHTHHA?

Omnucath npolecc nepexojia Ha yJauéHHyI0 paboTy, paCCMOTPETh OYEBHJIHBIE PUCKU
U1 nH(OpMaLMOHHON 6e30macHoCTH: MoauduKalus Tpaduka, nepexsar napoyuen u
KOH(HIEHIIMATIBHBIX JJAHHBIX, a TAK)KE B3JIOM MapUIpyTU3aTOPOB U IiepeHanpaBieHUe
I10JIb30BAaTese Ha BpeTOHOCHbIE caliThl. [IpoaHan3npoBaTh KOHTPMEpPHI; B KAUECTBE
OJTHOT'O U3 BapUaHTOB PaCCMOTPETh MCIIOJIb30BaHUE BUPTYaTIbHON YaCTHON CeTH
(Virtual Private Network, VPN).

10.

Kak moctpouts kpuntotyHHens no 'OCTy ¢ MUHUMaJIbHBIMU 3aTpaTamMu?
Obecneuenre 6€30MaCHOCTH MPU MOMOIIH CPEACTB KPUMITOTpadUUECKON 3alUTHI
uHpopmanuu (CK3M) — He o4yeHb clioXKHas 33/1a4a, €CIIU BCe TEXHOJIOTHUECKUE
Y4aCTKH HaxoJsATCs Ha XocT-MamuHe. OHAKO Ui TOTo 4TOObI Iepe1aBaTh U

M dpoBaTe HHPOPMALIUIO OJJHOBPEMEHHO, HEOOXO0JMUMO ITOCTPOUTH TPAMOTHBIHN
TEXHOJIOTHYECKUI MPOLIECC MPOrPaMMHOI0 00eCIIeYEeHHUsI.

11.

Kak obecnieunts 6e3omacHocTh loT-ycTpoiicT?

Wntepner Bemeit (Internet of Things) — yxe oueBuaHAs pealbHOCTH A1 OU3HecC-
MIPOIIECCOB KOMITAaHHWH U KOPIIOPATUBHBIX HHMpacTpykTyp. OqHAKO, HECMOTPS Ha
OTPOMHOE KOJIMYECTBO «YMHBIX» YCTPOUCTB, pabOTAIONINX Ha MPEANPUATHUSIX U B
MIPOMBIIIJIEHHBIX CEeTAX, Oe3omacHocTh [0T 3agacTyro ocTaBiseT xenaTh yuirero. Kak
UCIPABUTh MOJIOKEHHE, M paccKa3aTh O METOJaxX 3alllUThl HHTEPHETa BelleH.
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12.

Kak oprann3oBaTh NpakTHKY OpraHU3aI[uK 0€30MacHOr0 YIaIEHHOTO J0CTyna?
YTo mpoHCXOAUT Ha PhIHKE 0€30MaCHOr0 YAAIEHHOIO TOCTYIIA U KaK MPaBHIbHO
3alUTUTH TOAKIIOYEHNE COTPYIHUKA K KOPIIOPaTUBHBIM pecypcaM u3BHe? Kak
PEryJISATOPHI BIUSIOT Ha MPOIIECC TUCTAHIIMOHHON pabOThl M HY)KHO JIH CIICAUTH 3a
COTPYJIHUKOM, paOOTAIONINM M3 IoMa?

13.

PaccmotpeTs nporiece npenoTBpalleH|s] BTOPKEHHM ¢ TOMOIIbI0 MEXCETEBOTO
sKkpaHa HoBoro nokosienust UserGate

B cocraBe mexkceTeBoro skpana HoBoro nokosieHus: UserGate npumeHsieTcs cucrema
obnapyxenus sropkenuii (COB) coOcTBeHHOI pa3paboTKu, co31aHHAs BHYTPU
KOMITaHUU 0€3 UCII0JIb30BAHUS OTKPBITOr0 Koja. CUTHATYpPbI CUCTEMbI OOHAPY>KEHUS
BTOP KEHUH pa3pabaThIBAIOTCS U BepUPUIUPYIOTCS COOCTBEHHON KOMaH/10M
aHAJIMTUKOB IIEeHTpa MOHUTOpUHra U pearupoBanus UserGate.

14,

Kak co3mate KoMIIIEKCHYIO cucTeMy O6e3omacHocTH Ha ocHoBe Fortinet Security Fabric
API?

OTKpbITHIN 1 00mEenocTyIHbIN API, npeqHa3HaueHHbIH 171 UHTETPAaLUK IPOAYKTOB
Fortinet ¢ BHEIIHUMU peLICHUSIMU, TIO3BOJISIET MOJIb30BATENISAM PACIIUPSTh
BO3MO>KHOCTH UMEIOIINXCSI KOMIIOHEHTOB, a TaKKe TMOKO HHTErpUPOBAaTh CTOPOHHUE
IPOAYKTHI B €IMHYIO KOMIUIEKCHYIO cpelly HH(pOpMalMOHHON 0€30MacHOCTH
PEANPUSITHSL.

15.

Kak ¢ynkimonupyer mexcereBoii skpan UserGate X1: undopmarmonnast
0€30IMMacCHOCTh B SKCTPEMAITBHBIX (DH3UYECKHUX YCIOBHSIX

Kopnoparusnsiii mexxcereBoi skpan UserGate X1 BblaensieTcst 3 JTMHEHKH
npoaykToB UserGate yHUKaJIBHBIMU (PU3UKO-TEXHUICCKUMH XapaKTEPUCTUKAMHU.
JlanHbIil mporpamMMHo-anapaTHeii komiuieke (ITAK) addextuBen u HanéxeH B
CaMbIX CYPOBBIX YCIIOBHUSX IKCILTyaTalUU: HA TIPOMBIIUICHHBIX 00BEKTaX, OTKPHITOM
BO3/IyXe, TPAHCIIOPTE, COXpaHss MpU ATOM BCe IPEUMYIIecTBa IaT(opmbl
obecrnieuenus npodeccuoHanbHou kubep3ammtsl UserGate.

16.

Omnwucath Npolecc UCIOTHEHUS TPeOOBaHUI POCCUIICKUX PETYIISTOPOB 110 KOHTPOIIO
COTPYJHUKOB

@duHaHCOBbIE OPraHN3aLMHU 00s13aHbI COOIIOAATh TPeOOBaHMsI MMOJI0KeHUH banka
Poccun u nmpukazoB @®CTIK Poccun. Ilockonbky Ha3BaTh CIUCOK ATHX TpeOOBaHMM
MaJICHbKUM SI3bIK HE IIOBOPAYMBAETCSI, MBI PELIMIIA PACCMOTPETH NIPEAIUCaHU
PYKOBOJSIIMX JOKYMEHTOB U MPEJIOKUTH CBOM BapHaHT — KaK MOYKHO PEIINUTh T
WM UHBIE POOJIEMBI MK XOTsI Obl OOJIETYUTh CBOKO YYACTh.

17.

Kak npenorBpaTuTh cuB 0a3bl JAHHBIX CYTIEPITOJIb30BATEIISIMU ?
[IpuBuIernpoBaHHbIE MOJIB30BATENH 0a3 JaHHBIX HEPEJIKO CTAHOBITCS 00BEKTaMU
aTak XaKepoB WM CaMH, MOJIb3YSACh PACITUPEHHBIMU MTPaBaMU, IKCILUTYaTUPYIOT
nH(OPMAIIHIO HE TOJTBKO B CITyKEeOHBIX 1elsix. CyIecTByeT HECKOIBKO 3 (HhEeKTUBHBIX
CIIOCOOO0B 3aKPBITUS ITUX YA3BUMOCTEH, CPEIU KOTOPBIX MOKHO BBIJICIIUTh YCTAHOBKY
DLP-cuctemsl, pa3rpaniueHue I0CTYIIa, a TAKKe OTpaHHYEHUE TIPaB
CYIIEepIOJIb30BaTeNeN 10 HEOOXOUMBIX U IOCTATOUHBIX, HO y/100HEE BCErO
ABTOMATHU3HPOBATH 3aAIIUTY OT BO3MOXKHBIX yTeueK WH(pOpMaluy U3 0a3 TaHHBIX C
MOMOIIIbI0 KOpoOouHbIX penieHui, Harpumep CYB/] Jatoba ot kommannmn

18.

Kak npaBuiibHO 3anoiHUTE KypHan yuéta CK3U?

[TpakTruecku mr06ast opranu3anys 0OMEeHUBAETCS KOHPUICHITMATHHBIMY TaHHBIMHU CO
CBOMIMH MapTHEPAMU U CTPYKTYPHBIMU TOIpa3AeneHUusIMU. [[71s1 TOro 9ro0bt
o0ecneunTh COXPaHHOCTh NepeaBaeMoi HHGoOpMaluu, TpedyIoTCs CpeicTBa
kpunrorpaduueckoit 3amutsl (CK3U). Ho paboTa ¢ HUMU periiaMeHTUpyeTCs
WHCTPYKIMEN, KoTopast HanucaHa 20 JIeT Ha3a/l M YK€ HE OTBEYAET COBPEMEHHBIM
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peainiM, a HCKOTOPLIC eé ITYHKTBI BBI3LIBAOT COMHCHHS Y CIICHIUAJIMCTOB.

19. Kax Bb10Opath cepBuc-npoBaiaepa s nocrpoenus SOC?

Crnpoc Ha ycinyrd KOMMEPUYECKHX IEHTPOB MOHUTOPUHTA U pearupoBaHus Ha
WMHIIMJICHTHI B 00JacTu nHGopMarmoHHon 6e3onacHocTH (Security Operations Center,
SOC) pacTét npsimo nponopuroHaIbHO nobieHuto Ub-3penoctu poccuiickoro
6usneca. Kak ciencrsue, yBeIMUMBaETCs YHCIO CEPBUCHBIX MTPOBAMIEPOB,
OKa3bIBAIOIINX YCIYTH MO CO3/IaHUIO M COMPOBOXKICHUIO IIEHTPOB MOHUTOPUHTA U
pearvpoBaHUs Ha UHIIMACHTHI. BoiOMpaTh npoBaiiziepa OCHOBBIBAsSICh Ha TPOMKUX
obenranusix noctpouth SOC «C HyJs» B CUYMTAHBIC THU — TUIOXAas UJesl.

20. Be3omnacHOCTh B OZIHOM OKHE: KaK ONTUMH3HPOBATh pearupoBaHue ¢ momoiipio IRP?
[Tnatdopma aBTOMATH3AIMK PearipOBaHKs Ha HHIIUICHTHI B HH(POPMAIIMOHHOM
6esonmacuoctr — Incident Response Platform (IRP) — 3To oTHOCHTEIEHO HOBBIH ISt
HAIIIETO PHIHKA HHCTPYMEHT, KOTOPBIH MMO3BOJISIET aBTOMATH3HPOBATH MIPOLIECCHI
MOHHUTOPHHTA U TOBBICUTD 3P (PEKTUBHOCTH pearnpoBaHus Ha KubepaTaku. Huxe
pacckaxeMm o ToM, kak uMeHHO IRP nomoraer cnenuanucram no b u kak eé
MOJIKJIFOYHTh.

Tunoewsie mecmoewie 3a0anus.

1. Kakas xateropus siBiseTcs HamOoJee PUCKOBAHHOW ISl KOMITAHUU C
TOYKH 3pEHUS BEPOATHOTO MOIIICHHUYECTBA M HapyIIeHUs 0€30MacHOCTH?

a) CoTpyAHUKHU

0) Xakepbl

B) ATaKylolue

r) KontparenTs! (sinira, paboTaroiye mo JI0roBopy

2.Ecnu pa3nuyHbIM TpynrnaM I0JIb30BaTeNeil ¢ pa3jMuHbIM YPOBHEM JOCTYIIa
TpeOyeTcs JOCTYI K OJHOW M TOW ke MH(POpMAIMH, KaKOe U3 YKa3aHHbBIX HIDKE
NEUCTBUH CIEAYET NPEANPUHATh PYKOBOJACTBY? BapuaHThI OTBETA:

a) CHU3UTh ypoBeHb 0€30MacHOCTU 3TOM HHGOpPMALMH ISl 0OECleueHus ee
JOCTYITHOCTH U Y00CTBA UCIIOIb30BAHUS

0) TpebGoBaTh MoANUCAaHUS CHEIUATBHOTO pPa3pelIeHHs] KaXKIblil pa3, Korja
YeJI0BEeKY TpedyeTcs JOCTYII K 3TOH MHPOpMAaLINK

B) YIy4IIUTh KOHTPOJIb 32 O€30MaCHOCTHIO ATOM MH(pOpMaLIUU

r) CHU3UTH YPOBEHb KIacCU(PUKALIMK 3TON MH(GOpMALIIH

3.KT0 B KOHEYHOM cueTe HeCeT OTBETCTBEHHOCTb 3a TapaHTUU TOTO, YTO
JTAaHHBIC KJIACCU(UITUPOBAHBI U 3aIUIIICHBI?

a) Bragenbibl JaHHBIX

0) Ilonp3oBarenu

B) AJIMUHUCTPATOPbI

r) PykoBosicTBO

4 Kakoii ¢aktop HauOosiee BaXK€H MJisi TOro, 4TOObl OBITh YBEPEHHBIM B
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YCHEIIHOM 00eCTieueHUH 0€301TaCHOCTH B KOMITAHUH ?

a) [Togmeprkka BBICIIIETO PYKOBOJICTBA

0) DddexkTUBHBIC 3aIIUTHBIC MEPHI X METObI KX BHEAPCHHS

B) AKTyaJlbHBIC M aJICKBaTHBIC TOJUTHKHU U IIPOICAYPHI O€30I1aCHOCTH
r) [IpoBeeHne TPEHUHTOB TI0 OE€30TMTACHOCTH JIJISI BCEX COTPYTHHKOB.

Ilpumepwl 6onpocoe 01a onpoca:

Yro takoe nH(popMalMOHHAsA OE3011aCHOCTb?

[Tepeuncnure OCHOBHBIC YTpO3bl HH(OOPMAIIMOHHON OE30ITACHOCTH.

Kakue cymiecTByrOT MoJIeI U METO bl HH(OPMALIMOHHOH Ge301macHoCTH?

Uro Takoe npaBoOBbIe METOIbI 3AIIUTHI HHPOPMALIUHU?

Yro Takoe OpraHU3alMOHHBIE METObI 3aIUThl HH(pOpMaun?

Yro Takoe TEXHUYECKHE METO/IbI 3alUThI MH(opMaru?

Uro Takoe nMporpaMMHO-aNIapaTHbIe METO/IbI 3aUThl HHpOpMaIuu?

Yro Takoe KpunTorpapuueckue MeTo/ bl 3aluThl HHGopMaun?

9. Kakue rimaBHBIE rOCy/JapCTBEHHBIC OpraHbl B 00JacTu oOecriedeHus: HHGpOpMamoHHON
Oe3omacHOCTH?

10. TlepeuwciuTe BUABI 3alIUIIAEMON HHPOPMAIIHH.

11. Kakwme ocHOBHBIC 3aKOHBI B 00J1aCTH 3aIIUThI HHGOpMauu B PD?

12. Ilepeuncnute OCHOBHBIE wenu © 3agaun  PD B obmactu  obecredeHus
nH(pOpMaIMOHHOM 0€30MMacHOCTH

13.  Yro Takoe KoHIeNus HHHOPMAIMOHHON Oe30macHoCTH?

14. Yro Ttakoe KoH(pHUACHIMATbHAS HHPOpMAIIHS?

15.  Yto Takoe nepcoHagbHbIE JaHHbIE?

16. B kakux ciyyasx BO3MOXHO MCIIOJIb30BaTh NEPCOHAJbHBIC JaHHbIE 0e3 corjacus
obnanarens?

17.  Oxapaxrepu3syiite OMOMETpHUECKUE TaHHbBIE KaK MepCOHAbHbIE TaHHbBIE.

18. Yro Takoe mpodeccruoHanbHas TaitHa?

19.  Yro Takoe pexuM KOMMEpUYECKON TalHbI?

20. Yro Takoe rocynapcTBeHHAs TaiiHA?

21. OnummMre NpaBOBOI PEXUM IOCYAAPCTBEHHOM TailHbI.

22. Kaxkue rocynapcTBeHHBIE OpPTaHbl 3aHUMAIOTCS CepTU(UKAIINECH U JTHIIEH3UPOBAHHEM
CPEeZCTB 3alMThl HH(pOpMaUn?

23. Kak cBsi3aHbl MeXXIyHapOIHBIC CTAHIAAPTHI M cTaHAapThl PD?

24. Kaxue ocHoBHble cTaHAapTsl P® B obmactu MH(OpMAIMOHHON 0e30MacHOCTH
CyIIECTBYIOT?

25.  Oxapaxrepusyiite ctangapt 'OCT P MICO/M3K 27002-2014.

26. Uro Takoe moimTHKa 0€301macHOCTH?

27. Kakoe KOIMYECTBO CpEICTB Oropkera opraHuzanud SQGEeKTUBHO TPaTUTH s
obecrnieuenust ”HPOPMAITMOHHON 0€30MacHOCTH?

28. Uro Takoe MHXKEHEepHas 3alIuTa 00BEKTOB?

29. [TIlepeuncnuTe OCHOBHBIE MEPOIPHSTHS IO OOECIIEYCHUIO 3aIIUTHl WHPOPMALUU OT
YTEUKH 110 TEXHUYECKUM KaHaIaM.

30. Kaxkue BUIIBI KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

31. UYro Takoe 6paHaMaysp?

32. Yo Takoe aHTUBUpPYCHAS Mporpamma’

33.  Yrto Takoe 3BPUCTUYECKHI aITOPUTM ITOUCKA BUPYCOB?

34.  Yto0 Takoe CHTHATYpPHBIH MOUCK BUPYCOB?

LN~ WNE
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35.  Metonbl npoTUBOAEHCTBUS CHU(PGUHTY?

36. Kakue mnporpammHbBIC peanU3alid POrPAMMHO-AIMIAPATHBIX CPEJICTB  3AIlUTHI
uH(pOopMaluu Bbl 3HaeTe?

37. Uro Takoe MEXaHHW3M KOHTPOJIIS ¥ pa3srpaHUUYEHUS 10CTyma?

38. Kakyio ponap HeceT KypHaJMpPOBaHHME JEUCTBUH B MPOrpaMMHO-aIlapaTHBIX
CpeICTBaX 3amuThl UHGOpMamu?

39. Uro Takoe cpeacTBa creraHorpaduuecKon 3amuThl HHGopMaIuu?

40. Yro Takoe kpunrorpadus?

41. Kakue UCTIONB3YIOTCSI CHUMMETPHYHBIE aJITOPUTMBI KU POBaHUS?

42. Kakue uCTonabp3yrTCs aCCUMETPUYHBIC aTOPUTMBI U(POBAHHMS?

43. Yto Takoe kpunTorpapuyeckas xen-QyHKIus?

44, Kakue UCIIONB3YIOTCS KpUNTOTpapruecKue Xem-(pyHKIun?

45.  Yro Takoe mudpoBas MOAMKUCH?

46. Yto Takoe MHPPACTPYKTypa OTKPBITHIX KIIIOUEH?

47. Kakue poccuiickue M MEXIyHApOJIHBbIE CTaHAApPThl Ha (QopMupoBaHue HUDPOBOU
MOJAMKUCH CYIIECTBYIOT?

48. Kaxue ocHOBHBIE KpUNTOrpahUUECKUE MPOTOKOIIBI UCIIOIB3YIOTCS B CETSIX?

Ilpumepvt mem 2pynnoevix ouckyccuii:

1.Ha3HnauyeHue, CTpyKTypa U METOJMKA OCTPOCHUS Pa3peLIUTEIbHON CUCTEMBI
J0CTyMa MepcoHaia K cekperaM GUupMBl.

2 Tlopsinok mpoBeleHUsl MEPEroBOPOB U COBEIIAHUN MO KOH(PUACHIIMAIbHBIM
BOIIPOCAM.

3. Buapl ¥ Ha3HaueHHE TEXHMYECKHUX CpPEACTB 3allUThl HMHQOpMAIUH B
MOMENICHUSX, UCTIOJIb3YEMBIX IS BEJICHHSI IEPETOBOPOB U COBEIIAHMM.

4. Tlopsgok paboTbl C MOCETUTENSIMU (UPMBI, OpPraHU3alUOHHBIE U
TEXHUYECKUE METO/IbI 3aIUThI CEKPETOB (DUPMBI.

5. [Mopsiaok 3amThl MHGOPMAMU B PEKIAMHOM U BBICTABOYHOU J€ATEIbHOCTH.

6. OpranuzannoHHOe oOecreyeHune 3ammThl UHbopMauu, oOpadaThiBaeMOi
CpeICTBaMH BBIUMCIUTENBHON U OPraHU3ALIMOHHON TEXHHUKHU.

Ilpumepsl munogvix 3a0anuii 0151 KOHMPOJIbHOU PAOGOMbL.

Tewma 1. Yrpo3sl uHboOpMaIIMOHHON OE30MaCHOCTH B CETSIX OpTraHU3aIiH

Jlist BeIOpaHHOTO OOBEKTa 3ammuThl WHOOpMAIuu (Hampumep, MOYTOBBIN CepBep,
KOMITBIOTEp B Oyxranrepuu, TtenedoHHas Oaza OTpaHUYCHHOTO IIOJIH30BAaHUSA Ha
ANIEKTPOHHBIX HOCHUTENSAX U Jp) MPOBECTH aHAIM3 3allUIIEHHOCTH OOBEKTa M0
CJICMYIONIMM MyHKTaM BUJ YTPO3, XapaKTep MPOUCXOXKIECHUS YIPO3, KIacChl KaHAJIOB
HECAaHKIIMOHUPOBAHHOTO TMOJIy4YeHUs WHQPOPMAIMKM, WCTOYHHKHU TIIOSBIICHUS YTPO3,
NPUYUHBI HAPYIICHHWS] IIEJOCTHOCTH HWH(POPMAIUK, TOTCHIIMAILHO BO3MOKHBIE
3JI0YMBINIUICHHBIC ACHCTBUA. ONpeIenuTh KJIacC 3auThl HHGOPMAIIHH.
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Tema 2. VYnpasnenne wuHumaeHramu Kb u obecnedeHre HENPEPHIBHOCTH
ousHeca

PaccmoTpeTrs HOpMaTuBHYIO ©0a3y ynpaBieHus uHUuAeHTamu Wb wu
obOecnieuenue HenpepbiBHOCTH Ou3Heca. Cranmapt ISO 27035. Unentudukanmus,
MPOTOKOJIUPOBAaHKE, pearnpoBanne Ha MHIUACHTHI b. Baugaaue nanuaento b Ha
ousnec-miporiecchl. CpenctBa ympasieHus: coositusamu b, SOC-nentper b, SIEM-
CUCTEMBbI  ympaBlieHuss  uH(opMmanueir o0  0e30macHOCTM U COOBITHSMU
nHopManimonHoit Oe3omacHocTH, |IRP-cucTemMbl aBTOMaTH3allMu pearupoBaHHS Ha
UHIUIEHTHI HHPOPMAIIMOHHOM 0€30MacHOCTH

VYrpaBneHue HeNPepbIBHOCTHIO OM3HECA OpPTraHU3aIUu.

Temamuka 00K1a008:

1 MupopmanonHoe npaBo U HHGOpMAIIMOHHASI 0€30M1aCHOCTb.

2 Konuenmus nH(pOpMalmOHHONW O0€301aCHOCTH.

3 AHanu3 3aKOHOJATENIbHBIX AKTOB 00 OXpaHe HH(OPMAIMOHHBIX PECYPCOB
OTKpPBITOTO AOCTYyTIA.

4 AHanu3 3aKOHOJATEIbHBIX AKTOB O 3aIIUTE WH()OPMAIMOHHBIX PECYpPCOB
OTPaHUYEHHOTO JIOCTYTIA.

5 CooTHolEHUE TMOHATHIA: WH(OPMAMOHHBIE PECYpChbl, HMHPOPMALMOHHBIE
CUCTEMBI M UH(pOpMAaLIMOHHAs 0€30M1aCHOCTb.

6 NndopmannonHas 6e30macHOCTh (110 MaTepuanaM 3apyOe’KHbIX UCTOYHUKOB
U JINTEPATYPHI).

7 IIpaBOBbIE OCHOBHI 3aITUTHI KOHPHUACHIIMATEHON UH(GOPMAIIIH.

8 DKOHOMHMYECKHE OCHOBBI 3aIIUTHl KOH(DHUICHIINATIEHON HH(GOPMAIIHH.

9 Opranu3anoHHbIE OCHOBBI 3aIIUTHI KOH(DUIEHIIUAIBHON HHPOPMAIIIH.

10 Crpykrypa, coaepXaHHE€ W METOJMKA COCTABJICHUA NEPEUYHSA CBEICHUM,
OTHOCSIIIIUXCS K NMPEANTPUHAMATENBCKON TallHE.

11 CocraBienrne MHCTPYKIMU IO 00pabOTKE M XPAHEHUIO KOHPUACHIIUATbHBIX
JOKYMEHTOB.

12 HampaBieHust 1 METOJIbI 3aLIUThI JOKYMEHTOB Ha OyMaKHBIX HOCUTEIISX.

13 HamnpaBieHust 1 METOJIbI 3alIUThl MAIIMHOYUTAEMbBIX JIOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOH(PUIECHIIMATBHBIX JOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3aLUTHI ayANO- U BU3YAJIbHBIX JOKYMEHTOB.

16 TIlopsmox momOopa TepcoHana st paboThl ¢ KOH(MHICHIIMAILHOMN
uH(popmaruei.

17 Meronuka TECTUPOBAaHUS U MPOBEACHUS COOECEOBaHUs C MPETEHIACHTaAMU
Ha JIOJDKHOCTb, CBA3AHHYIO C CEKpeTaMH (PUPMBI.

18 Ha3nauenue, CTpyKTypa U METOAMKA TOCTPOEHUS Pa3pEIIUTEIBHON CHCTEMBI
JI0CTyIIa IEPCOHANIA K CeKpeTaM (PUpMBI.

19 Tlopsimok mMpoBeneHUS] MEPETOBOPOB U COBEIIAHUM M0 KOH(UICHIINATBHBIM
BOIIPOCAM.
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20 Buasl ¥ Ha3Hau€HHME TEXHUYECKHX CPEICTB 3allUThl HMHGOpMAIMU B
MOMEILEHUSX, UCTIOB3YEMBIX JIJISl BEJACHUS [IEPETOBOPOB M COBEIIAHUIA.

21 Topsimox paGoTel ¢ TMOCETUTENSIMH (UPMBI, OpPTraHU3AlMOHHBIE U
TEXHUUYECKHUE METOIbI 3aIIUThI CEKPETOB (DUPMBI.

22 Tlopsaok 3amuThl HWHPOPMAMU B PEKIAMHOM M  BBICTABOYHOMU
JESITEIbHOCTH.

23 OpraHu3alluoHHOE OOecreueHue 3amuThl HHpOopMaluu, 0OopadbaTbiBaeMoit
CpelICTBaMH BBIUMCIUTEIBHON U OPraHU3AIIMOHHON TEXHUKHU.

24 AHanv3 WCTOYHUKOB, KaHAJIOB pACIpOCTPAHEHUS U KaHAJIOB YTEUYKHU
uHpopManu (Ha mpuMepe KOHKPETHOU (PUPMBI).

25 AHanu3 KOHKPETHOM aBTOMATU3UPOBAHHOW CUCTEMBI, ITPEAHA3HAYECHHOM 1JIs
00paboTKM U XpaHeHUs1 HHGOPMAITUU O KOH(PHUICHIIMAIBHBIX TOKYMEHTaX (PUPMBI.

26 OcHOBBI TEXHOJOTMM OOpaOOTKM U XpaHEHUs KOH(PHIECHUIUAIbHbBIX
JIOKYMEHTOB (110 3apyOexHOM IUTepaType).

27 Ha3naueHue, BUbI, CTPYKTypa U TEXHOJOTHs (YHKIIMOHUPOBAHUS CUCTEMBI
3alUThl UHPOPMAIUH.

28 lloBexgeHue mnepcoHana M OXpaHa (UPMbI B HKCTPEMAJbHBIX CHUTYaLHSIX
Pa3IMYHBIX THIIOB.

29 Anamutuueckas paboTa IO BBISBICHUIO KAaHAJIOB YTEUYKHM HHPOpMaluu
(UpMBL.

30 HanpaBneHus 1 METO/IbI 3aIUTHI TPOPECCUOHAIBHOMN TalHBI.

31 HanpapieHus u METOJIBI 3aIIUTHI CITY>KEOHOM TaHBI.

32 HanpaBneHs: 1 METO/IbI 3aIUThI IEPCOHATIBHBIX TAHHBIX O IPa)K/J1aHax.

33 [locTpoenue u GyHKIMOHUPOBAHHUE 3ANTUIIIEHHOTO TOKYMEHTO000pOTa

Tunosasi cTpyKTYypa 3a4eTHOI0 3aaHUS

Haumenosanue oyenounozo mamepuana Maxcumanvnoe
KoJluuecmeo 0aio6

Bonpoc 1. Onpegenutb MecTo HHOOPMALMOHHON 15
0€30macHOCTH B 00€CIIEUEHHH CUCTEMBI OOLIECTBEHHOMN
0€301acHOCTH
Bonpoc 2 OxapakTepu3oBaTh YPOBHU peaM3alUH 15
nH(}OpMAITMOHHON 0€30MaCHOCTH
IIpakmuueckoe 3a0anue. Onucatb xapakTep HEUCTBHUS 10
OpraHU3aIMOHHBIX KAaHAJIOB HECAaHKIIMOHUPOBAHHOTO
JOCTyTa K uHpopmanuu. PackpreiTh
NOCJIEIOBATENbHOCTh YCIOBUS M (OPMBI  JIOMyCKa
JOJKHOCTHBIX JIMIL K TOCYTApCTBEHHOU TalHE

IToxka3aTenn u KPHUTECPUHU ONCHUBAHUA INVIAHUPYEMBIX PE€3YyJ/IbTATOB OCBOCHUA

KOMHeTeHHHﬁ ) | pe3y.]'ILTaTOB oﬁyqumI, HIKaJa OCHUBaHUA
Tabmauua 5

24



HNnaukarop YpoBeHn
IIkana oueHNBaHNA @opmupyevrre JOCTHKEHHUSI Kpurepuu 0CBOCHMS
KOMIIeTEeHIM U OLlCcHHBaHUA .
KOMINETeHIHH KOMIEeTeHIHH
YK-1. Cnocoden  [YK-1.2. 3HaeT BepHO U B MoaHOM oO0beMme:| IIpoaBUHYTHI
0CYIIECTBJIATH IPazpabatsiBacT KPUTEPHUH COITOCTABJIECHUS PA3INIHBIX
MOMCK, BapHaHTBI PEIICHUS [BADUAHTOB PELICHUS ITOCTABICHHON
KpUTHYeCKHii MpoOIeMHOT Bamaun
AHAJU3 U CUHTE3 CUTyallul Ha OCHOBE[Y MeeT BEPHO U B IIOJHOM odeme:
HHpoOpMAaIMH, KPUTHUYICCKOTO OCYILECTBIIATh KPUTUYECKHN aHAIM3
NPUMEHATD QHAIIM32 JOCTYMHBIX (coGpaHHON UHpOpMALIUK Ha|
CHCTEeMHBIH nmoaxo/Ja MCTOYHUKOB COOTBETCTBUEC ce YCIOBHAM Y
IS PCIICHU ST MHbOpMauu KPUTEPUSM DEIICHUS I10CTaBICHHON
MOCTABJICHHBIX 3aJayr, OTJINYaATh (baKTLI OT MHCHHUH,
3aaa4 MHTEpIpeTalMii U  OLCHOK  IIpy
aHanuze coOpaHHOW HMH(pOpMALNH;
COIIOCTABIIATH 5 OLICHUBATD,
[Da3IMYHEBIE BapHaHTHI penreHus
MTOCTaBICHHON 3aJa4yM, ONpPElesis X
ITOCTOMHCTBA M HENOCTATKH
OIIK-2. Cnocoden [OITK-2.1. 3HaeT BepHO M B TMOJHOM O0beMme:
0CYILIECTBJIATH Onpenenser MeToxBI cOopa HH(pOpMaNNH, CIIOCOOB!
cOop, 00padoTKy U [MCTOYHUKHU W BUJ €€ MpPEICTaBICHUS, MPUMEHSS]

85—
100
0aJsI0B

«3aYTECHO»

AHAJIN3 JAHHBIX,
HEe00XO0AMMBIX JJIsI

mHbopManuu 1
OCYIIECTBIIIET UX

COBPEMEHHOE
oOecrieueHne

MPOTpaMMHOE

pemeHust [TOMCK HA OCHOBE  [YMeeT BepHO U B IOJHOM o0beMe:
MOCTABJICHHBIX MOCTaBJICHHBIX M CIIOJIB30BaTh COBpeMeHHI)II‘/II
YNPaBJIEHYECKHUX  [[I€JIEH U1 PEIIECHUS [MHCTpYMEHTapHUil U

Baaad4, ¢ PO eCCHOHANbHBIX MHTEJUICKTyaJIbHbIe HH(OPMAIIMOHHO-
MCII0JIb30BAHUEM 3a1a4d AHAJIUTUYECKUE CUCTEMBI
COBPEMEHHOI0

MHCTPYMEHTAPHSA U

MHTEJIEKTY AJIbHBIX

MH(OpMaLUOHHO-

AHAJTMTHYECKUX

cucTeM

OIIK-5. Cnocoden [OITK-5.2. 3HaeT BepHO MU B MOJHOM oO0beMme:
HMCHo0Jb30BaTh Npu [[Ipumenser 0COOEHHOCTH HCII0JIb30BaHUs]
pemeHnn COBPEMEHHBIE COBPEMEHHBIX nH(pOpMaIMOHHBIX
npogeccHoHAILHBIXMH()OPMAIIIOHHBIE [TEXHOJOTHH u CUCTEM JU1s]
3aa4 COBPEMEHHbIETEXHOJIOTNH U [IOCTAHOBKM W  pELIEHHd  3a1ay
HH(OPMALMOHHbIE [CUCTEMBI [ YIpaBIEHHs, BKIIOYAs YyIpaBIICHUE
TeXHOJIOTMH U [TOCTAHOBKH 1 KPYIHBIMM MacCUBaMH HAHHBIX U HX
nmporpaMMHEIe peleHus 3aaa4 MHTEJUIEKTyaJIbHbII aHAIN3

CPE€ACTBA, BKIIKOYaA yIIPABICHUA, 'YMeeT BepHO U B NOJHOM 00beMe:
yHnpaBJ€HHE BKIIrO4as [peIIaTh 3aa41 YIPaBJICHUS HA
KPYIHBIMHA YIIpaBJICHHUC OCHOBC MCHOJb30BaHUS COBPEMEHHBIX

MaCCUBaMMU JJaHHbIX
N UX
l/lHTe.]'I.l'leKTyaJ'[l)l-[l)lﬁ
AHAJIN3

KPYITHBIMHU
MacCHUBaMU JIaHHBIX
M UX

MHTEIIEKTY JIbHBIN
aHaIIu3

MH()OPMaMOHHBIX TEXHOJIOTHH U
cHCTEM

OIIK-6. Cnoco0en
MOHUMATh
NPUHUMIBI PAGOTHI

OIIK-6.1.
Wcnons3yer
COOTBETCTBYIOIIINE

BHaeT BE€PHO U B MOJTHOM oobeMme::
XapaKTCPUCTHUKHU COOTBETCTBYIOIIUX

COJIepKaHUI0 MPO(HeCCHOHATBHBIX
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COBpPeMEHHbIX COZIEP>KAHUIO Bamad COBPEMEHHBIX IU(PPOBBIX
MHPOPMAIMOHHBIX [TPO(ECCHOHATFHBIX [MHPOPMAINOHHBIX TEXHOJIOTHI
TeXHOJIOFHﬁ n 3aga4d COBpeMeHHLIe yMeeT Bep]-l() M B II0JTHOM Oﬁ'beMe:
MCIO0JIb30BATh X [H(POBBIE MCIIOJIb30BATh COBPEMEHHBIE
IJIs pemenns 32424 MHPOPMAIMOHHbIE  [udpPoBbIe HHOPMALHOHHEIE
HpO(l)eCCI/IOHaJIbHOﬁ TCXHOJIOTHH, [TEXHOJIOTHH ST pEILICHHUS 3a1a4
HeATCIbHOCTH OCHOBBIBAsICb Ha npotbeccnonam,Hoﬁ IOEATCIBHOCTH
MPUHIIUIIAX UX
a00THI
OIIK-6.2. 3HaeT BepHO U B IOJTHOM 00beMe!
[Tonumaer TIPUHITUAIIEI paOOTHI COOTBETCTBYIOMINX
MPUHIUITEI pabOTHl  |COAEPIKaHHUIO MTPO(HECCHOHATBHBIX
COBPEMEHHBIX Bamad COBPEMEHHBIX IUPPOBBIX
IPPOBBIX MHGOPMAINOHHBIX TEXHOJOTHI
MH()OPMAIMOHHBIX [YMeeT BEPHO H B IIOJIHOM
TEXHOJIOTHH, o0beme: NPUMEHATH IPUHIIUIIBI
COOTBETCTBYIOIINX  [paGOTHI COOTBETCTBYIOIINX
COACPIKAHUIO COZIEPIKAHUIO HpO(l)eCCI/IOHaJ'ILHLIX
NpoeCcCHOHAIBHBIX [33/1a4 COBPEMEHHBIX LU(POBBIX
Bamaaqy MH(OPMALMOHHBIX TEXHOJIOTUI
'YK-1. Cnoco6en YK-1.2. 3naer c He3HAYUTEJIbHBIMH
OCYLIeCTBJISATH Pa3pabaTsiBacT BaMeYaHUSIMU: KpUTEpUH
MOMCK, BapuaHTHI PEUICHUS [COMIOCTABIICHUS Pa3IMYHBIX BapUAHTOB
KpUTHYeCKH MpoOIeMHOMN [peIlIeHNS TTOCTABJICHHOM 3a/1auu
aHAJIN3 M CUHTE3  [CUTYyalluH Ha
uHpopmanum, OCHOBE
NPUMEHSATH KPUTHYECKOTO
CHUCTEeMHBII MOAX0/ [AHAJIN3a JOCTYIHbIX]
70 -84 /151 peLeHust LICTOYHHKOB
6anos nocraBJIeHHBIX MHPOPMALTTH
Bagayq
IloBbIIEHHBI
'Ymeer c He3HAYUTeIbHbIMH
«GauTeHO» BaMeYaHUSIMU: OCYLIECTBJISITH|
KPUTHYSCKU  aHajgu3  COOpaHHOW
uHGOpMallM Ha COOTBETCTBHE €€
[YCIIOBUSIM H  KPHUTEPHUSIM pEIleHUs]
[MOCTAaBJICHHON  3a7ayd;  OTJIMYATh
(akThl OT MHEHHH, WHTEpIIpeTaluunii u
OIICHOK TIpW aHanmW3e COoOpaHHOM
MH(OPMAIINH; COTIOCTaBJIATh 7|
OLICHUBATb  PAa3JU4YHblE  BapHUAHTHI
[pelIeHusT ~ TOCTaBJIEHHOW  3ajauu,
omnpezensis  UX  JOCTOMHCTBA U
HEJOCTaTKU
OIIK-2. Crioco6en [OIIK-2.1. 3Haer c He3HAYUTEeIbHBIMH
0CYLIECTBJISITh Onpenensier BaMeYaHUSIMU: METO/IbI coopa
c6op, 00padOTKY M [ICTOUHUKU mHpOopManny, crocoObl W BUA €€
AHAJIN3 JAHHBIX, MHPOPMALIUU H MpeacTaBICHUs, MIPUMEHSIS
HEeOOXOIUMBIX VISl (OCYIIECTBISIET KX  [COBPEMEHHOE MPOrPaMMHOE]
eleHust [TOVCK Ha OCHOBE  jo0ecTrieyeHne
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MOCTABJIEHHBIX ITOCTaBJICHHBIX YMeeT ¢ He3HAYUTEJIbHBIMHI
YIpaBJeHYeCKHMX  [LIeJeH [UIsl pelieHrs I BaMeYaHusIMHI © UCII0JIb30BaTh

3agad4, ¢ Mpo¢heCCHOHATBHBIXICOBPEMEHHBIN HHCTPYMECHTAPUHN U
MCIIOJIb30BAHUEM  [3aj1ad MHTEIUICKTyalIbHbIe HHQOPMAIIOHHO-
COBPEMEHHOI0 AHATTUTUYCCKUE CUCTEMBI
MHCTPYMEHTAPHUA U

MHTEJVIEKTYAJbHBIX

MH(OopMaLHOHHO-

AHAJTUTHYECKHX

cucTeM

OIIK-5. Cnocooen |OIIK-5.2. 3Haer c HE3HAYHUTEIbLHBIMH
MCnob30BaTh Npu [[Ipumenser 3aMeYaHUSIMHU . 0COOEHHOCTH|
peleHun COBPEMEHHBIE MCTIOJIb30BAHUS COBPEMEHHBIX|
npogeccuoHAILHBIXUH(POPMAITMOHHBIE [MHOOPMAIIMOHHEIX  TEXHOJOTHH W
3aJa4 COBpEeMEeHHBbIE[TEXHOJIOIMH U CHCTEeM JUIsi TIOCTAHOBKH W PEIICHHUSA
MH(OpPMaLIMOHHBIE [CUCTEMBI AJIS Bamaqd yIIpaBJIeHUS, BKJIIOYas
TeXHOJOTMH 1 [MOCTAHOBKH H yOpaBlieHHEe KpPYIMHBIMH MacCHBaMH
nporpaMMHble [pelIeHus 3a1a4 MAaHHBIX W WX HHTEJUIEKTYaJIbHBIN
cpeacTBa, BKJIKYAs [yIIpaBiIcHUS, aHAIIN3

ylpaBJIEHUE BKJIIO4as 'YMeeT ¢ He3HAYUTEJIbHBIMU
KPYIHBIMH [YIIpaBJICHUC 3aMe4YaHUSAMM: PELIaTh 3a1a4u

MacCCUBaAaMH JaHHBIX
M UX

KPYIHBIMHU
MacCHBaMH JaHHBIX

YIIpaBJICHHUS HA OCHOBE
MCII0JIb30BaHUS COBPEMEHHBIX

MHTE/IEKTY aJbHBIAN HX MH()OPMALMOHHBIX TEXHOJIOTUH 1
aHaJIu3 MHTEIUIEKTYJIbHBIN |CHCTEM
aHaIn3
OIIK-6. Cnocooen |OIIK-6.1. 3HaeT ¢ He3HAYUTEIbLHBIMH
MOHUMATH Wcnone3yer 3aMeYaHUSAMM . XapaKTEPUCTUKH
NPUHLHUIBI PA00ThI [COOTBETCTBYIOIINE |COOTBETCTBYIOLIUX COAECPKAHUIO
COBpEMEHHBbIX COZEPIKAHHIO mpogeCCHOHATBHBIX 3a7ad
HHEPOPMANMOHHBIX [TPO(ECCHOHATBHBIX|COBPEMEHHBIX IH(POBBIX
TeXHOJOTHH 1 Bama4 COBPEMEHHBICMH(DOPMAITMOHHBIX TEXHOJOTHIA
HCIO0JIb30BATh UX  [IU(DPOBBIE 'YMeeT ¢ HE3HAYUTEIbHBIMHU
nJIs peluenus 3a4a4 MHGOPMALMOHHBIE 3aMeYaHUsIMHU: HCIIONB30BATh
npogeccHoOHANbHOM TEXHOJIOTHH, COBpEMEHHBIC ITH(PPOBHIC
HeaTeJIbHOCTHU OCHOBBIBAsICh Ha I/IH(I)OpMaHI/IOHHLIe TEXHOJIOTUHU JJIS1
MPUHIUIAX UX [pEIICHHS 3a/1a4 IPO(PECCHOHATBHOM
paboThI NeATETLHOCTH
OIIK-6.2. 3HaeT ¢ He3HAYNTEIbLHLIMH
[MTonumaet BaMeYaHUSIMU: IPUHIIUITBI pabOThI
MPUHIUITE] pa0OTHl |[COOTBETCTBYIOIIHUX COMIEPIKAHHIO
COBPEMEHHBIX mpogeCCHOHATBHBIX 3a1a4
UPPOBBIX COBPEMEHHBIX MU(POBBIX
MHPOPMAIMOHHBIX [MH()OPMAITMOHHBIX TEXHOJIOTHHA
TEXHOJIOTHH, 'YMeeT ¢ HE3HAYUTEIbHBIMHU
COOTBCTCTBYIOIIMX BaMeYaHUSIMM: IIPUMEHATH IIPUHIIUIIB]
COACPIKAHUTIO pa60TbI COOTBETCTBYIOIIUX
pOhECCHOHANBHBIX COJICPKAHUIO TIPO(PECCHOHATBEHBIX
B3azaq Bajad COBPEMEHHBIX MU(POBBIX
MHGOOPMAIIMOHHBIX TEXHOJOTHH
YK-1. Cnocoden  [YK-1.2. 3naer Ha 0asoBoM YypoBHe, ¢ ba3oBblii
OCYILeCTBJISITh IPa3pabaTsiBacT OIIMOKAMM: KpUTEPUH
50 - 69 MoMCK, BapHaHTHI PEIICHUS [COMOCTABIICHIS PA3INYHBIX BapHAaHTOB
0aJ1J10B «32YTEHO» KPUTHYeCKH I MpoOIeMHON [pellIeHs TIOCTaBJIEHHOM 3a/1auu
aHAaJIU3 U CUHTE3 CUTYyalluy Ha
nHpopManuu, OCHOBE
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MpUMEHSATH KPUTHIECKOTO 'YMeer Ha 06a30BOM YpOBHe,

CHCTEMHBIIi MOAX0/ [AHAJI3a JOCTYITHBHIX|0IIHOKAMU: OCYIIIECTBIISTH|

JIs1 peleHust MCTOYHUKOB KPUTHYECKMH  aHaiu3  CcoOpaHHOU

MOCTABJIEHHbIX MHpOPMALUU MHpOpMaMM Ha COOTBETCTBHE €€

3ajga4 [YCIOBUAM M KPUTEPHUSIM pELICHUs]
MOCTABJICHHOW  3aJayd;  OTJIMYATh
(bakThl OT MHEHHH, WHTEpIIpeTanuil u
OLICHOK TMpU aHanu3e CoOpaHHOY
MHpOpMAaINH, COTIOCTAaBIIATh 3|
OIICHMBATH  Pa3UYHBIE  BapUAHTHI
[peIIEHUsT  TIOCTAaBICHHON  3amadym,
ompenensii WX ~ JAOCTOMHCTBA 1
HEJTOCTAaTKH

OIIK-2. Cnocoden [OITK-2.1. 3naer Ha 0a30BOM YpOBHe, ¢

OCYLIeCTBJIATH Omnpenemnser OIIMOKAMM: METOJBI cbopa

cO0op, 00padoTKY M [FICTOYHUKH WHpOPMANUK, CIIOCOOBI W BUA €€

aHAJU3 JaHHBIX, HHPOPMALIUU U Mpe/ICTaBICHMUS, TIpUMEHSIS]

HEe00XOAMMBIX LISl (OCYIIECTBIISET UX [COBPEMEHHOE MPOTpaMMHOE

pelieHust MOWCK Ha OCHOBE  (0OecrieyeHue

MOCTAaBJICHHbBIX IMOCTAaBJICHHBIX YMmeerT HA 0230BOM YpPOBHeE, C

YHpaBJIeHYeCKHX  [eJIeH Ul PeLICHHUS o muKAMM: HCTIONb30BaTh

Bamad, ¢ Hpoq)eCCHOHaHBHHXCOBpeMeHHHﬁ WHCTPpYMEHTapui u

MCIIOJIb30BAHUEM  3aJad MHTEIUICKTyalTbHbIe HH()OPMAIIOHHO-

COBPCMEHHOT'0 QHATUTUYECKUE CUCTEMBI

MHCTPYMEHTAPHUA H

MHTEJIEKTYAJIBHBIX

MH(OpMaLUOHHO-

AHAJTUTHYECKUX

cucreM

OIIK-5. Cnocoden [OITK-5.2. 3Haer Ha 0a30BOM YpOBHe, ¢

Hcnoab30BaTh Npu [[Ipumenser OIIMOKAMM: 0COOEHHOCTH

peLeHun COBpEMEHHBIE MICTIOJIB30BaAHUS COBPEMEHHBIX|

npodeccHoHATBHBIXMHDOPMAIOHHBIE [MHPOPMAIIMOHHBIX  TEXHOJIOTHH |

3a/1a4 COBPeMEHHbIeTeXHOJIOTHU I CHCTEM Il IOCTAaHOBKH M PpEIICHHS

MHPOPMALMOHHBIE CHCTEMBI IS Bamay yIpaBIeHus, BKJTI0Yasi

TeXHOJOTHH H MOCTAaHOBKU U yIpaBJIeHHE KPYIHBIMH MACCHBaMHU|

MporpaMMHBbI€e [peIIeHus 3a1a4 MAaHHBIX W WX HHTEIUICKTYallbHBIH

cpencTBa, BKJIIOYAS [yTIPABICHIS, AHaIN3

ynpaBJieHHE BKJIIOYAs 'YmeeT Ha 6a30BOM ypOBHe, ¢

KPYIHBIMHA yIpaBJ€HUE OIIMOKAMM: pelIaTh 3aJa4u

MaCCUBaAMM JaHHBIX
M UX

KPYIHBIMHU
MacCHBaMH JIaHHBIX

lyOopaBJICHHS Ha OCHOBC
IMCIIOJIb30BaHHsA COBPEMCEHHBIX

MMPUHIIUIIaX UX

MHTENJIEKTYAJIbHBINHN X I/IH(I)OpMaLII/IOHHLIX TEXHOJIOTUI 1
aHaJIu3 MHTEJIEKTYyaIbHBIN |crcTem

aHAIN3
OIIK-6. Cnocoden [OITK-6.1. 3HaeT Ha 0a30BOM ypOBHE, C
MOHUMAThH Wcnons3yer OLIUOKAMM . XapaKTEPUCTUKU
NPUHIMIBI PA00THI (COOTBETCTBYIONINE |[COOTBETCTBYIOIINX COJIEPIKAHUIO
COBpeMEeHHbIX COZIEpIKaHUIO mpodeccnoHaNbHBIX 33724
MHPOPMAIMOHHBIX TPO(ECCHOHATBHBIX|COBPEMEHHBIX IH(PPOBBIX
TeXHOJIOTHH U 3aja4 COBPEMEHHBICMH(DOPMAITMOHHBIX TEXHOJIOTHIHA
MCHOJIb30BATh UX  [U(pOBbIC 'YmeeT Ha 6a30BOM ypOBHe, ¢
19 pemieHus 3a1a4 MHPOPMAIUOHHBIC |omuGKaMM: UCIIOIb30BATH
HpO(l)ech/IOHaJIbHOﬁ TCXHOJIOTHH, COBpEMEHHbIE ]_U/]q)pOB])[e
MeATEIbHOCTH (OCHOBBIBAsICh Ha MH()OPMAITMOHHBIE TEXHOJIOTHH IS

[perreHus 3a1a4 PO eCcCHOHATBHON

paboThI

MCATCIIBHOCTH
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OIIK-6.2.

3HaeT Ha 0230BOM YpOBHe, €

MeHee
50
0aJs1I0B

«HE 3a4YTEHO»

[Monmmaer OIIUOKAMM: TIPUHITATIEI PAOOTHI
MPUHLUIIBI PA0OTHI [COOTBETCTBYIOIIUX COJEPKAHHIO
COBPEMEHHBIX mpodeccHoHaNbHBIX 33/1a4
I pOBBIX COBpPEMEHHBIX IIU(DPOBBIX
MH(GOPMAMOHHBIX [MH(OPMAIIOHHBIX TEXHOJIOTHH
[TCXHOJIOTHI], 'VMeer Ha 6a30BoM ypOBHe, ¢
COOTBCTCTBYIOINNX |omiMOKAMM: IPUMEHATH TPUHITHITHI
CONEPIKAHUIO [pabOTHI COOTBETCTBYIOIINX
PO eCCHOHANBHBIX|ConepKaHMIO TIPOECCHOHATBHBIX
Bazaq 3a/a4 COBPEMEHHBIX IUPPOBBIX
MH(pOPMAMOHHBIX TEXHOJIOTUI
YK-1. Cniocoben  [YK-1.2. He 3nHaer Ha 06a3oBoM YyposHe | Kommerennum
0CYILeCTBJISATH IPa3pabaTsiBacT KPUTEPUH COTIOCTABIICHUS Pa3JINYHbIX| He
TMOMCK, BapUaHTHl PELICHUS [BADUAHTOB PpEIICHHUsS IOCTaBICHHOU|(C(hOPMUPOBAHBI
KpUTHYeCKHii MpoOIeMHOT Bamadn
AHAJIM3 U CHHTE3 CUTyallud Ha He ymeer Ha 06a30BoM YypOBHe
uHdopmauu, OCHOBC OCYILECTBIIATh KPUTHUYECKUI aHAIH3
NpPUMEHSATh KPUTHYICCKOTO coOpaHHOM nHpOpMALUH Ha
CUCTEMHBIN NMOJAXO0/1 [aHaJIn3a JOCTYIHBIX|[COOTBETCTBUEC ee YCIIOBHSIM Y
VIS PCIICHU ST MCTOYHHUKOB KPUTEPHUSIM PELIEHUS] ITOCTABJICHHOU
MOCTABJICHHBIX HHQ)OpMaHHI/I 3aga4yd, OTJIHYaTh (baKTLI OT MHCHHIA,
3ajga4q MHTEpIIPETAllMd W OLEHOK  IIpH
aHanu3e CcoOpaHHOW  HH(pOpMaIWy,
COIIOCTAaBIIATh u OIICHUBATH)
[pa3IMYHbIC BapHaHTHI peleHus
[IOCTABJICHHOW 3aJauu, OIpEeNesis UX
[TOCTOMHCTBA M HEAOCTAaTKU
OIIK-2. Cnioco6en OIIK-2.1. He 3Haer Ha 0a30BOM YpOBHe:
0CYLIIECTBJISATH Onpenensier MeTOIBI cOopa MHPOPMALINH, CIIOCOOBI
cOop, 00padoOTKy U [MCTOYHUKHU M BHUJ €€ MNpeACTaBJICHUS, NPUMEHSS

AHAJIN3 JAHHBIX,
HE00XO0AMMBIX JJI51

MHPOPMALIUU H
OCYIIECTBIISIET HX

COBPEMEHHOE
oOecrieueHne

MPOTPaMMHOE

PeIIeHust MOXCK Ha OCHOBE He ymeer nHa 6a30B0M ypoBHe:
MOCTABJIEHHBIX IMOCTABJICHHBIX IMCIIOJIL30BAaThH COBpeMeHHLIP'I
YIPaBJICHYCCKUX SJICU IJId pCUICHUA I/IHCprMeHTapI/Iﬁ u

3ajadv, ¢ PO eCCHOHANBHBIX HHTEIEKTY AlIbHbIE HH()OPMAIMOHHO-
MCHO0Jb30BAHUEM  Baja4d AHAJTUTUYECKHE CUCTEMBI
COBPEMEHHOI0

MHCTPYMEHTApus 1

MHTEJJIEKTYaIbHbIX

MH(OpMaLUOHHO-

AHAJIMTHYECKUX

cucrem

OIIK-5. Crioco6en [OIIK-5.2. He 3Haer Ha 0a30BOM YypOBHe:
HMCHoab30BaTh Npu [Ipumenser 0COOCHHOCTH HCIIOIL30BaHMS]
pemennn COBPEMEHHBIE COBPEMEHHBIX WH(POPMAIIHOHHBIX
npogeccHOHATBLHBIXMH()OPMAIOHHBIC ([TEXHOJIIOTUI M CUCTEM ISl IOCTAHOBKH|
3a1a4 COBPEMEHHbIE[TCXHOJIIOTUN 1 M  pelleHus 3ada4  YIOpPaBJIECHHS,
UH(OpPMALIMOHHBbIE [CUCTEMBI JJIf BKJIFOYAasi  yIPABIICHUE  KPYIHBIMHY
TEXHOJIOTMH U IMOCTAHOBKU 1 IMacCHBaMH JTaHHBIX u 1504
MpOrpaMMHbIe [peueHus 3ana4y MHTEJUIEKTYaJIbHbII aHaIu3

CpeacTBa, BKJIKOYas [yIIpaBICHUS, He ymeeT Ha 6230BOM YpOBHe:
ynpaBJICHHE BKJIrOYasA [pemaTh 3aJa4u YIIpaBJICHUSI Ha OCHOBE
KPYIHBIMHA yIpaBJICHUC MCITOJIb30BAHUSI COBPEMEHHBIX

MaCCUBaAaMM JaHHBIX

M UX
I/lHTeJIJIeKTyaJIl)Hl)Iﬁ

KPYIHBIMHU

MacCBaMH JTaHHBIX
1 X

MH(POPMAIMOHHBIX TEXHOJIOTHUH U
CUCTEM
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AHAJIN3 I/IHTeHHeKTyaHBHHﬁ

AHAJIN3
OIIK-6. Cnocoden [OITK-6.1. He 3HaeT Ha 6a30BOM YpOBHe::
NMOHUMATH Wcnone3yer XapaKTEPUCTHUKHU COOTBETCTBYIOIINX
MPUHIUIIbBI paﬁOTLI COOTBETCTBYIOLIUE |COACPIKAHUIO HpO(l)eCCI/IOHaJ'H)HI)IX
COBPCMEHHBIX COACPIKAHUIO Bagad COBpEMCHHBIX HI/I(l)pOBLIX
nHGOPMANMOHHBIX [PO(deCCHOHATLHBIXMHPOPMAIIMOHHBIX TEXHOJIOTHI
TeXHOJOTHuH 1 3a/1a4 COBpEMCHHBIC|He yMmeeT Ha 0a30BOM YpPOBHe:
MCIO0JIb30BAThL HX  [IU(POBHIE MCIIOJIb30BAaTh COBPEMEHHbBIC
AJIA peIICHUsA 3a1a4 I/IH(i)OpMaIII/IOHHLIE up[(bpog],le HH(bOpMaHHOHHLIe
npocbeccnonanbnoﬁ TCXHOJIOTHH, [TEXHOJIOTUM JJIs1 PELICHUS 3a0a4
meaTeJ;IbHOCTHU OCHOBBIBAsICh Ha Hpo(l)eccp[oﬂan},}[oﬁ IEeSITEeIbHOCTH

MpUHOHUIIAX X

a00TEHI
OI1K-6.2. He 3naeT Ha 6a30BOM ypOBHe:
[TornMaet MPUHIXIBI pabOTHI COOTBETCTBYIOIINX
MPUHIUIIBI pa0OTHI [COAEPKAHUIO MTPO(ECCHOHATBHBIX
COBPEMCHHBIX Bazad COBPEMEHHBIX LIU(PPOBBIX
I (poBBIX MH(OPMALMOHHBIX TEXHOJIOTUI
MH(OPMALMOHHEIX [He ymeeT Ha 6230B0M
TEXHOJIOTHA, YPOBHE: IIPUMCHSATH IIPUHIUIIBI
COOTBETCTBYIOIIHUX pabOThl COOTBETCTBYIOIINX
COZIEPIKAHUIO COZIepIKaHUIO MTPO(ECCHOHATBHBIX
PO eCCHOHANBbHBIX3a1a9 COBPEMEHHBIX IU(PPOBBIX
Bazfaq MH(OPMALMOHHBIX TEXHOJIOTUI
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MUHHUCTEPCTBO HAYKH M BHICIIEI'O OBPA3OBAHMSI POCCUMCKOM ®EJEPAIIAN
DenepalibHOE TOCYIAPCTBEHHOE OHKeTHOE 00pa3oBaTeibHOe Y4YpeKIeHHe BbICILEro 00pa3oBaHus
«Poccuiickuii s3xoHOMUYeckuil ynuBepcurer umenu I'.B. Ilinexanosa»

Kpacnonapckuii puauan PIY um. I'. B. [li1exanosa

CDaKYJIBTeT 9KOHOMHKH, MCHCIPKMCHTA U TOPTI'OBJIN

Kadenpa skoHoMuKH 1 UPPOBBIX TEXHOIOTUH

AHHOTAIIUS K PABOYEM ITPOT'PAMME JUCIIUTIJIAHBI
b1.0./13.02.02 OcHoBbI HHPOPMALTMOHHOM 0€30MACHOCTH

Hanpasyenue noaroroBku 38.03.02 MeHea)KMEeHT

HanpasjeHue (mpoduin) nporpamMmsbl MeHeKMEHT HA NIPeANPUATHIX
PECTOPAHHO-TOCTUHMYHOI0 OM3HeCa M TypHU3Ma

YpoBensb Bbiciiero oopazosanusi bakanaspuam

Kpacuogap — 2023 r.



1.1leab u 3a7aun AMCHUTLIHMHBI:

Leab AUCHUIIHHBI 3aKTI04aeTcsl B GOPMUPOBAHUM 3HAHUN 00 00BEKTaxX M 3a/1a4ax 3alluThl,
crnocofax W CpeAcTBax HapylleHUs MHPOPMAMOHHOW 0€30MacHOCTH, O MPUHLIMIAX U MOAX0JaX K
pelleHrIo 3a7ady 3alluThl MHbopManuu; a Takke (opMHpOBaHME YMEHHH MO NPUMEHEHHIO
COBPEMEHHBIX TEXHOJIOTHH, BBIOOpa CPEACTB W MHCTPYMEHTOB 3alIUThl WHGPOpPMALUU JUIA
MIOCTPOCHUSI COBPEMEHHBIX 3aIUIIEHHBIX SKOHOMUYECKUX UH(POPMAIIMOHHBIX CUCTEM.

3agauM AUCHMILIUHBI:

- U3y4UTh cpeiacTBa obecredyeHUs HMHGOPMAIMOHHONW ©O€30IMacHOCTH 3KOHOMHUYECKOMN
MHGOPMALMOHHOM CUCTEMbI COBPEMEHHOM OpraHu3aluy;

- (hopMupoBaHHE YMEHHsI 00ECTIEUUTh 3alIUTy WH(POpPMAUU U 00BEKTOB HH(POPMATH3AINH;
(bopMHpOBaHNHE YMEHMsI COCTAaBJIATh 3aABUTENIbHYIO JOKYMEHTALMIO B HA/I30pPHbIE TOCYJapCTBEHHbIE
opranbsl ”HPOKOMMYHHUKAITMOHHOW OTPAcIIHy;

- U3yYUTh CPEJICTBA 3ALUTHI JaHHBIX OT pa3pylIAOLINX IPOrPAMMHBIX BO3ICHCTBUI;

- MIOHUMATh Y BHEAPSTHh OPraHU3aLUI0 KOMIJICKCHOH 3aIIUuThl HHPOPMAIIUN Ha KOMITBIOTEpPAax
OpraHu3aIlH

- (QopMupOBaHHME HABBHIKOB OOECHEYEHHUS 3alIUTHl OOBEKTOB  HMHTEIJICKTYyaJIbHOU
COOCTBEHHOCTH, PE3YyJIbTATOB MCCIIEJOBAHUI U Pa3pabOTOK KaKk KOMMEpPUYECKON TalHbI MPEIIPUATHSL.

2.Conep:xaHue M CUMIIIMHbBI:

1'3‘121 HaumeHnoBaHue pa3aesioB / TeM U CUMILIMHBI
Pazoen 1. Ocnoenvie onpeodeneHus u NOHAMUA UHPOPMAYUOHHOU De3onacHocmu

1 Tema 1. Mndopmanus kak 00bekT 3auuThl. [IpaBoBoe obecneueHne nHPOPMaIMOHHOM

' 0€301acHOCTH

2. Tema 2. OpranuzanuoHHoe o0ecrnieyeHre HHPOPMALMOHHOM 6€30I1acCHOCTH
Paszoen 2. Ilpozpammno-annapammusie cpeocmea u memoobl 00ecnedenus
UHGOpMAUUOHHOU He30nacHocmu

4 Tema 4. IIporpammHoO-anmapaTHble cpeCcTBa o0ecneueHust HH(OPMAIIMOHHON 0€30MacHOCTH
B MHQOPMALIMOHHBIX CETSX.

S. Tema 5. CtanmapTsl ¥ cienMpUKaIMU B 00J1acTH HHPOPMAITMOHHOM 0€3001aCHOCTH

TpynoeMKkoCTh IMCHUILIHHBI cocTaBiaseT 3 3.e. / 108 yaca.

®opma KOHTPOJIA — 3a4eT.
CocraBurein:

JlonieHT Kadenpsl SKOHOMUKH B IUPPOBBIX TexHONoruit Kpacnogapckoro ¢punuana POY um. I'.B.
[Inexanosa, k.1.H. @posios P.H.
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