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OneHouyHble MaTepUalbl COCTABIEHb HA OCHOBE OLIEHOUYHBIX CPEICTB 0 JUCLUIUINHE
«MupopmarnrionHas 6€30MacHOCTbY, YTBEPKIEHHOW Ha 3aceqaHuu 0a30BOil Kadeaps
[Mpuxnannoit wHbOpMaTUKU U HWHGOPMALMOHHONW O€30MacHOCTH  (enepasbHOTO
rOCyJIapCTBEHHOTO  OIO/PKETHOTO  00pa30BaTEIbHOTO  YUPEKICHHUS  BBICIIETO
oOpazoBanus «Poccuilckuii 3kOHOMHUYECKUil yHUBepcuTeTa umenu ['.B. [lnexanoBa»
npotokost Ne 10 ot 28 anpens 2021 r., pa3paboTaHHON aBTOpaMHU:

KossipeBbeim I1.A., accucrent, Oa3oBoil kadeapel IlpukianHoil MHPOPMATUKU U
MH()OpMAIMOHHOW 0€301TaCHOCTH

KpeonanoseiM B.B., k.T.H, pgoueHT kadeapbl MNpUKIaIHON HHOOPMATUKH U
UH(GOPMAITMOHHON O€30MaCHOCTH



OLHEHOYHBIE MATEPHUAJIbBI

no aucuuiinie UadgopmannonHas 6€30macHOCTb

NEPEYEHb KOMIIETEHIIUH C YKA3AHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX POPMUPOBAHUA 110 JNCIUAIIIMHE

DopmupyemMble Nuauxaropsbl Pe3yabTarbl 00yyenust HaumeHoBaHue
KOMIIETeHIIMH JAOCTHKEHUS (3nanus, ymenus) KOHTPOJIMPYEMBIX
(ko0 u KOMIIeTeHIN i Pa3esioB H TeM
Haumenosanue | (K00 u Haumenosanue
KoMnemeHyuu) UHOUKAMOpQ)
YK-2. Cnocoben | YK-2.1. INonumaer | YK-2.1. 3-1. 3naer ocHoBHble mpuHLumsl | Tema 1. CrangapTe! u
OIIPEeNATh KpyT | 0a30Bble  NPHUHIMIBI | 1 KOHIENIWH B OOJACTH LEJNerolaranusl | HOpMaTHBHO-

3a/1a4 B paMKax
[IOCTaBJIEHHOU
LEJIN ¥ BEIOUpATh
ONTHMAaJIbHBIE
CIOCOOBI MX
pelIeHus, UCXOs
U3 IEUCTBYIOLIUX
MIPaBOBBIX HOPM,
HMMEIOLTNXCS
pecypcos u
OTrpaHUYECHUI

MOCTaHOBKM 3amad |
BBIpAaOOTKH pelIeHUI

Y TIPUHSTHUS PELICHUH

VK-2.1. 3-2. 3Haer METOJIBI
TCHEPUPOBAHHS AbTEPHATUB PEIICHUH U
NPUBEICHUS MX K COIOCTABUMOMY BHUIY
JUTSL BBIOOPA ONITUMAJILHOTO PEIICHHUS
VK-2.1. 3-3. 3Haer mnpupody HaHHBIX,

MPaBOBbIC AKTHI B
obmactu
WHPOPMATHOHHON
0€30IaCHOCTH.

Tema 2. Aganus

HEOOXOIUMBIX IS pEIIeHus | pUCKOB U YyTPO3
MMOCTaBJIEHHBIX 3a1a4 WH(POPMAITUOHHOM
VK-2.1. V-1. Vmeer CHUCTEMHO | 0€30MacHOCTH.
aHAJU3UPOBATh  TOCTABICHHBIC  LIETH,
¢dbopMynmupoBaTh 33Jauyd W Tpemiarath | Tema 3.
000CHOBaHHBIE PEIICHUS [IpoexTupoBanue,
VK-2.1. V-2. VYmMmeer KpuUTHYECKH | pa3paboTKa U
OIICHWBaTh MH()OPMAIMIO O TPEIMETHOHN | BHEAPEHHE
o0nacTv MPUHATHUS PEIICHUI ABTOMAaTU3UPOBAaHHBIX
VK-2.1. V-3. VYmMeeT WuCHOJB30BaTh | CUCTEM B
WHCTPYMEHTAJLHEIE cpencTBa JUTA | 3aIUIICHHOM
pa3pabOTKH U MIPUHATHUS PEIICHUN HCIIOJTHEHHH.
YK-2.2. Beibupaer | YK-2.2. 3-1. 3naer ocHoBHble MeTozpl | Tema 1. CtanmapTsl u
OIITUMAaJIbHBIE MPUHATHSA PEIICHUH, B TOM 4YHCJIE B | HOPMAaTHBHO-
CII0COOBI pelIeHus | YCIOBUSAX PUCKA U HEOTPEAEeIeHHOCTH MIPaBOBEIE aKTHI B
3agad, ucxoad w3 | YK-2.2. 3-2. 3Haer BUIOBI M HCTOYHHKH | 007aCTH
JIEHCTBYIONTUX BO3HHKHOBEHHUS PHUCKOB MPUHATHS | ©HPOPMAIIMOHHON
MIPaBOBBIX HODPM, | perIeHuil, MEeTOAbI YIIPaBICHUS UMHU 0e30IacHOCTH.

HMEIOIINXCSL PECYPCOB
U OTrpaHUYEHUN

VK-2.2. 3-3. 3naer OCHOBHBIE
HOPMaTHUBHO-TIPAaBOBBIE JIOKYMEHTBHI,
perIaMeHTHpPYIOLIHe TMPOILEcC MPUHATUSA
peuieHuii B KOHKPETHOM mpeaMeTHOU
oOnactu

YK-2.2.  V-1. VYmeer mnpoBOIUTH
MHOTO(AKTOPHBI ~ aHaJN3 3JEMEHTOB
npeaMeTHOH 007acTH Ajsl  BBIABICHUS
OTpaHUYEHUI NPU NPUHATHH PELIEHUI
YK-2.2. V-2. VYmeer pa3pabareiBaTh W
OIICHWBATh AJbTEPHATHBHBIE PEIICHUS C
Y4E€TOM PUCKOB

YK-2.2. y-3. YMmeer  BBIOWpaTh
ONTUMAJIbHBIE  PELIeHHs HMCXOAs U3
JEHCTBYIOLINX MPaBOBBIX HOPM,

MMEIOTIHNXCSI PECYPCOB M OTPAHUICHUI

Tema 2. Ananus
PHUCKOB H yrpo3
WH(POPMAITUOHHOM
0C30IaCHOCTH.

Tema 3.
ITpoekTrpoBaHue,
pa3paboTka u
BHEJIPEHHE
ABTOMATHU3UPOBAHHBIX
CUCTEM B
3aIMUIIIEHHOM
HCTIOJTHCHHH.




OIlIK-3.
Criocoben
peniathb
CTaHJIapPTHHIC
3a/1a4n

PO eCCHOHATTEH
O [OeSITCILHOCTH
Ha OCHOBE
HH(POPMAITHOHHO
u u
o6ubnmorpaduuec
KOW KYJBTYphI C
MIPUMEHEHUEM
WHPOPMALIMOHHO
KOMMYHHKAIIHOH
HBIX TEXHOJIOTHUH
U €  y4eToM
OCHOBHBIX
TpeOOoBaHUIt
WHPOPMALIMOHHO
1 6e30MmacHOCTH

OIIK-3.2.
3a7a9u
npodeccuoHaIbHON
JESTSITLHOCTH c
y4eTOoM OCHOBHBIX
TpeOOBaHMIt
WHPOPMALTUOHHON
0e3omacHOCTH

Pemraer

OIIK-3.2. 3-1. 3HaeT METOAOIOTMUECCKHUE

H TEXHOJIOTHIECKHUE OCHOBEI
KOMILIEKCHOTO obecrieueHus
06e30MmacHOCTH aBTOMATHU3UPOBAHHBIX
HHGOPMAIHOHHBIX CHCTEM

OIIK-3.2. 3-2. 3Haer METOALl H
CPEIICTBA, COBPEMEHHBIC IOAXOJBI K
MOCTPOCHUIO CHCTEM 3aIUTHI
nHbOpMaIUH, KPUTEPUH OIIEHKH
3aIUIEHHOCTH UC, TPUHITATIBI
(dhopMupoBaHus IMOJIUTUKHU
WH()OPMAITMOHHOH 0e30IacHOCTH

B aBTOMAaTH3UPOBAHHBIX CHCTEMAxX
OIIK-3.2. 3-3. 3naer HOPMaTUBHO-
IPaBOBBIC JTOKYMEHTHI 110 00ECHEYCHHUIO

WH()OPMAITMOHHOH 0e30macHOCTH,
CTaHAapThI MMOCTPOCHUA CHUCTEM
WHPOPMAITMOHHOW  0€30IacHOCTH U
OIICHKW  CTENEHW  3alluThl  CHUCTEM
UHPOPMAITMOHHON 0e30macHOCTH
00BEKTOB

OIIK-3.2. 3-4. 3HaeT OCHOBHBIE METOMBI
KOHTpONIA 3(G(GEKTUBHOCTH OOECTICUSHUs
UHPOPMAaITMOHHON 0e3omacHOCTH
MH(POPMALIMOHHBIX CUCTEM

OIIK-3.2. V-1. Ywmeer pa3pabaTbBaTh
MO yIrpo3 u Hapylmurenei
uHpopmanmonHoi OezomacHocT  UC,
BBISBIISITH  YIpo3bl  MH(GOPMAaLMOHHON
Oe3omacHoOCTH u 000CHOBBIBATH
OpTraHnU3alMOHHO-TCXHUYCCKHUEC
MEPONPHATHUS 1O 3aIuTe HHPOPMALKU B
ncC
OIIK-3.2.

YA3BUMOCTH

V-2. VYMmeer  BBIIBISTH
WH(POPMALIMOHHO-
TEXHOJIOTHYECKUX pecypcoB
aBTOMAaTHU3UPOBAHHBIX CHCTEM 31
MIPOBOJIUTh MOHHMTOPUHT yrpo3
oe3onacuoctu MIC
OIIK-3.2. V-3. YmMmeer aHanu3upoBaTh
PUCKH MHGOPMAITUOHHBIX CHCTEM,
OCYIIECTBJISATh OIEHKY 3alUIICHHOCTH U
obecrieueHus “H(OPMAITMOHHOM
0e30MacHOCTH UHPOPMAIIMOHHBIX CUCTEM
OIIK-3.2. VY-4. VYmeer BBIIIOJIHATH
paboOThl Ha CTaAWAX W 3Talax CO3/aHUsA
HC B 3amuIeHHOM UCIIOJHCHUN

OIIK-3.2. V-5. VYmMeer COCTaBIITHb
aHAIUTUYECKHEe O0030phl IO BOIpPOCaM
obecrieyeHus “H(OPMAITMOHHOM

6esomacnoctu  MIC wu  paspabaTpiBaTh
YaCTHBIE TMOJUTHKH HWH(POPMAIMOHHON
6e3onacnoctu C

Tema 1. CrangapTs! U
HOPMaTHUBHO-
MPaBOBHIC aKTHI B
obnactu
nH(pOpMAITHOHHON
0€3011acHOCTH.

Tema 2. Ananu3
PHCKOB U yTpo3
WHPOPMALTHOHHON
0€30IMacHOCTH.

Tema 3.
[IpoektupoBanwue,
paszpaboTka u
BHEJIpCHHE
ABTOMATU3UPOBAHHBIX
CHUCTEM B
3alUIICHHOM
HUCIIOJIHCHHUU.




METOINYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMHUPOBAHUSI KOMIIETEHIIAM

HepequL y‘leﬁHLIX 3anaHm71 Ha ayIMTOPHBIX 3aHATHUAX

TeMbl IPAKTHYECKUX 3aIaHU I

Tema 1. CTanaapThl 1 HOPMATHBHO-NIPABOBBIE AKTHI B 00J1aCTH HH(POPMALMOHHOI 0€30ITaCHOCTH.
Bomnpocnr:
1. Yro BBI mpecTaBisieTe moja 6€30MacHOCTHI0 HH(OPMAIIMOHHBIN CUCTEMBI.
2. YTO OTHOCHUTBCS K OCHOBHBIM XapaKTEPUCTHKAM 3allIMIIaeMOi nHpopmarmn?
3. Uro BBI OTHEceTe K MH(OPMAIH OTPAaHUYSHHOTO JJOCTYTIa?
4

[lo kakuM HampaBieHUSM OyJIEeT OCYIIECTBIATHCS AajbHEHINEe pa3BUTHE CHCTEMBI
uH(popMalnoHHON O6e3omnacHocT B PD?

3amanmue:

OHpeI[eJ'II/ITC B KaKHX Q)opMaX npeacCTaBJICHA I/IH(l)OpMaLII/IH Ha BalllEM IOMAIlIHEM KOMIIBIOTCPE.
Onumure KaKk 00ecreynBaeTCs I/IH(bOpMaIII/IOHHaﬂ 0€30I1aCHOCTh Ha BallleM JAOMAIIHEM KOMIILIOTEPC
M O0TBCYACT JIM COBPEMCHHBIM Tpe6OBaHI/I${M Pa3sBUTHUA CUCTEM 0€30IacHOCTH.

Tema 2. AHAJIM3 PUCKOB U YIPo3 HH(POPMALMOHHOM 0€301aCHOCTH
3aoanue .

1. 3arpysure TOCT P UCO/M3K TO 27005

2. Osnakombtecs ¢ [Ipunoxenusmu C, D u E T'OCTa.

3. Bribepure Tpu pazauuHbIX HH(OPMAIIMOHHBIX aKTUBA OpraHU3alyu (CM. BApUAHT).

4. W3 Ipunoxenus D I'OCTa nonbepure Tpyu KOHKPETHBIX YSI3BUMOCTH CUCTEMBI 3aILIUTHI
yKa3aHHbIX HH(POPMALMOHHBIX aKTHBOB.

5. Tlonw3yscs [Ipunoxennem C 'OCTa HanumuTe TpU Yrpo3bl, peanu3anus KOTOpbIX
BO3MOJKHA [TOKa B CUCTEME He YCTpaHEHbI Ha3BaHHBIE B ITYHKTE 4 YS3BUMOCTH.

6. Ilomp3ysick OHUM M3 METOJIOB (CM. BapuaHT) npetokeHHbIX B [Tpunoxennn E TOCTa
MIPOU3BEANTE OLEHKY PUCKOB MH(POPMALIMOHHON 6€30aCHOCTH.

7. OleHKy IEeHHOCTH MH(GOPMAIIMOHHOTO aKTHBA IPOM3BOUTH HA OCHOBAHUHU BO3MOKHBIX
IIOTEPH AJI OPTaHU3ALMH B CIy4yae pealn3aly yrpo3sl.

Bapuanrtsi
BapuaHT — HOMep MO CHHCKY B ’KypHaJe.
MeToa OLIEHKH pUCKa
Homep
BapHAHTA Opranusanus (cm. Ilpuitokenne E
I'OCTa)

1 OTnenenue KOMMEpYECKOro 6aHka 1

2 [Monmuknuanka 2

3 Komnemx 3




4 Oduc cTpaxoBoii KOMIIAHUN 4
5 PeKpyTHHIOBOE areHTCTBO 1
6 WuTepHer-Mara3uH 2
7 LlenTp OKa3aHUs rOCyAapCTBEHHBIX YCIyT 3
8 OTrenenye moJuIuu 4
9 AyauTopcKas KOMITaHHs 1
10 Juzaitnepckas pupma 2
11 Oduc nnTepHeT-mpoBaiinepa 3
12 Oduc anBokara 4
13 Komnanus 1o pazpabotke 1O i cTopoHHHX 1
OpraHu3alyii
14 ATEHTCTBO HEABUKUMOCTH 2
15 Typuctuyeckoe areHTCTBO 3
16 Od¢uc GmarorsopurenbHOro Gonga 4
17 N3 marenbeTBo 1
18 Koncanrunrosas ¢pupma 2
19 PeKIaMHO€ areHTCTBO 3
20 Ot/1e1eH1E HAJIOTOBOM CITYKObI 4
21 Oduc Hotapuyca 1
22 Bropo nepeBojia (J0KyMEHTOB) 2
23 Hay4HO IPOEKTHOE TPEANPHUITHE 3
24 Bpaunoe arenTcTBoO 4
25 Penakius ra3eTsl 1
26 loctunua 2
27 IIpa3HMYHOE areHTCTBO 3
28 Topozckoit apxuB 4
29 Jlucnietaepckas ciyx6a Takcu 1
30 YKene3HomopoxkHas Kacca 2

Tema 3. IIpoexkTnpoBaHue, pa3padoTKa U BHeJpPeHHMEe ABTOMATH3HPOBAHHBLIX CHCTEM B
3alUIIEHHOM MCIIOJTHEHUM.

3aoanue.

Pazpabotka yactHo# Aetanu3upoBanHoi noautuku ONb

esab padoThI: 03HAKOMJIEHHE C OCHOBHBIMHU YaCTHbIMU nosinTukamu OUBb.

1. llopsinox BbINOJIHeHUsI padoThl: OnpeaenuTs TpeOoBaHUS 00eCIIeUnBAIOIIIE
s dexrruBHOe OUB, KOTOpBIE AOTKHBI BHITOJIHATHCSA COTPYIHUKAMU OPTaHU3aI[Mi B paMKax
BBINOJIHEHUS] CBOUX CIIY)KEOHBIX 0053aHHOCTEH.

Home
P Opranuszanus HeranusuposanHas nonuruxka Ub
BapUAHTA
OrtneneHre KOMMEPUYECKOTO
1 Opranuzanus pexuma CEKpETHOCTH
OanHka
2 ITonmuknuanka dusnueckas 3anuTa
3 Komnemx TpaHcropTHpOBKa HOCUTENEH HHPOpMAIUU




Ony6nuKoBaHHE MaTepPHUaIOB B OTKPBITHIX

4 Oduc cTpaxoBoi KOMIaHUH
UCTOYHUKAX
JIoCTyl CTOPOHHHUX T10JIb30BaTeNeH B
3) PekpyTuHroBoe areHTCTBO
MH(OPMaLMOHHBIE CUCTEMbI OPraHU3alun
6 Nurepuer-marazun OlLleHKH pUCKOB
[lentp okazanus
7 VYrpaieHus napoasiMu
rOCyJapCTBEHHBIX YCIYT
8 Otnenenue noauIuU JocTyn K KoH(pUIeHIHANBHON nHpOpMaUu
9 AynuTopckasi KOMITaHUSI Hcnonb3oBanus MHTEpHET
10 Juzaitnepckas Gpupma VYcranoska u o6HoBienue [10
. IMonutuka
11 Oduc naTEpHET-TIpOBaiiAcpa .
MCIIOJIb30BaHUS AJIEKTPOHHOMN MOYTHI
Hcnonb3oBanne MOOUIIBHBIX allapaTHBIX CPEJICTB
12 Oduc anBokara
00paboTku HHPOPMALIUU
Komnanus no paspabotke [10
13 pasp . Paspaborka u munensupoBanue [10
JUTSL CTOPOHHHUX OpraHu3aIuit
V manéHuelii 1oCTyd K HHPOPMAITMOHHON
14 ATeHTCTBO HEJIBUKUMOCTH i Gbop
CHCTEME.
Hcrionp30BaHue OT/ACITBHBIX YHUBEPCATHHBIX
15 Typucrrueckoe areHTCTBO MH(POPMALMOHHBIX TEXHOJIOTUH B MacIITade
OpTaHu3aINH
Oduc 61aroTBOPUTETHHOTO
16 ¢ p [IpoBenenue ayaura Ub
dhonma
17 W3natenscTBO AHTHBHpYCHAas 3aluTa
18 Koncantunrosas ¢pupma Pes3epBHOE KONMpOBaHUE
19 PexnamHoe areHTcTBO Wb npu 371eKTpOHHOMIOKYMEHTO000pOTE
20 OTnenenne HaJIOTOBOH CITYKOBI TexHuueckas 3amura HHHOPMAITHH
21 Oduc HOTapuyca PearupoBanue Ha nanuaeHTsl b
22 Bropo nepeBoia (JOKyMEHTOB) [TpoBenenue ciayxeOHBIX pacciael0BaHUN
Hayuno npoextHoe
23 YHHO TP 3ammTa Hay9YHO-TeXHHYECKONH MHPOpMaIIuu
MPEIIpUsITHE
KonTpons nonb3oBareneil npu padore ¢
24 Bbpaunoe areHTCTBO P PP
BHEITHUMH HCTOYHUKAMH WH(POPMAIIUN
Ony6auKoBaHHE MaTepHUaIoB B OTKPBITHIX
25 Penmaknug rasetsl
UCTOYHUKAX
26 T'ocTuHMIa 3amuTa MepCcOHATBHBIX JTAHHBIX
27 [Ipa3gHruyHOE areHTCTBO [Tporpammuas 3amura
XpaHeHne U JOCTYI K KOH(GHUISHITTATEHON
28 I'opoxckoit apxus P i ¢
UHpOpMaLIUU
29 JlucnieTuepckas ciryx0a Takcu ArnmnaparHas 3amura
30 XKenesnonopoxHas kacca KondunennuanbHblil TOKyMEHTOOOOPOT




Kputepun onenkn (B 6aj1ax):

- 16-20 6a/1510B BBICTABJISIETCS] CTY/AEHTY, €CJIM BCE 3aJaHHSIBBIIIONHEHBI HE MeHee yeM Ha 85-95%
U B COOTBETCTBUM C PEKOMEHJALMSIMH, 3aMEUaHUN U OMIMOOK HET; OH yMeeT BEPHO H B IMOJHOM
o0beMe: CHCTEMHO aHAJIM3UPOBATH IMOCTABIICHHBIC IENH, (HOPMYIHpPOBATH 3aJaud M TMpEJiarath
000OCHOBaHHbIE PEHICHUS; KPUTUYECKU OIICHUBATh MH(POPMAIMIO O MPEAMETHON 001acTU MPUHATHS
pElICHUI; HCIONBb30BaTh MHCTPYMEHTAIbHBIC CPEICTBA ISl Pa3pabOTKU W TPUHSATHS PEIICHUN;
MPOBOAUTh MHOTO(GAKTOPHBIM aHANIM3 JJIEMEHTOB MPEAMETHONM OO0JacTH JUIsl  BBISBJICHHS
OTpaHWYEHUN MPH NMPHUHATUU PEIICHHIA; pa3padaThiBaTh M OIICHUBATH AIbTEPHATUBHBIC PEIICHUS C
Y4E€TOM PHUCKOB; BBIOMpATh ONTHMAaJbHBIE PEIICHUS HUCXOAS M3 JACHCTBYIONIMX IPABOBBIX HOPM,
UMEIOIUXCS PECYpcOB W OTpaHUYCHHUH; pa3pabaThiBaTh MOJEIH YIpo3 U HapYyIIUTENCH
unpopmanronHon OezonacHoctu MC, BBIABIATH yrpo3bl HH(DOpPMALMOHHOW O€30MacCHOCTH H
00OCHOBBIBATh OPTaHHU3AIMOHHO-TEXHUYECKHE MeponpusaTus Mo 3ammre uHpopMmaruu B UC;
BBISIBJISITH YSI3BUMOCTH MH(OPMAIIMOHHO-TEXHOJOTHYECKHX PECYPCOB aBTOMATU3UPOBAHHBIX CHCTEM
U MPOBOJUTH MOHUTOPHHT yrpo3 OeszomacHoctu MC; aHamu3upoBaTh PHUCKH WH(MOPMAIMOHHBIX
CUCTEM, OCYIIECTBIISITh OLIEHKY 3alllMIICHHOCTH U obecriedeHus MHGOPMAIIMOHHON 0e30MacHOCTH
WH()OPMAIIMOHHBIX CUCTEM; BBITIONHATH paOOTHI HA CTAAMIX M dTamax cozganus MC B 3aniuimeHHOM
WCIIOJIHEHUH; COCTABJIATh AHAIUTUYECKUE O0030phbI MO BOIpocaM oOecreueHus: MHPOPMAIMOHHOM
6e3onacuoctu MIC u pa3zpabatbiBaTh YacTHBIC TIOJIUTUKHA HHPOpManmoHHoi 6e3onacHoct MC.
- 11-15 6ay10B BBICTABJSIETCS CTY/AEHTY, €CJUBCE 33/1aHUABBINIONHEHBI He MeHee ueM Ha 7/0-84% u
B COOTBETCTBHUU C PEKOMEHJAIMAMH, €CThb 3aMEUYaHMUs] U HE3HAUYUTEIbHBIC OLIMOKU; OH yMeeT C
HEe3HAYUTEIbHBIMH  3aMEeYaHWUSIMH:  CHUCTEMHO  aHaJIM3UpOBaTh  IIOCTABIIEHHBIE  IIENH,
dbopMyMpoBaTh 3amadd M Tpemiaratb OOOCHOBAaHHBIC PEIICHUS;, KPUTHYCCKH OIICHUBATH
nH(OPMALIMIO O TPEIMETHOW OO0NaCTH NPUHATUS PEIIEHUH; HCIOJB30BaTh WHCTPYMEHTAIBHBIC
cpelcTBa AJisi pa3pabOTKU U MPUHATHS PEUICHUN; MPOBOAUTH MHOTO(AKTOPHBIN aHAIN3 3JIEMEHTOB
MpeIMeTHOM 00JacTu A BBIABICHUS OTPAaHWYCHHM NpPU MPUHATHU DPELICHUi; pa3pabaThiBaTh U
OIICHUBATh AJIbTCPHATUBHBIC PEIICHUS C YYETOM PUCKOB; BHIOMPATh ONTHUMAJIBHBIC PEIICHUS UCXOIS
U3 JEHCTBYIONIUX MPABOBBIX HOPM, UMEIOIINXCS PECYPCOB M OTPAaHUYCHUN; pa3padaThiBaTh MOJIEIH
yrpo3 u Hapymurtenein nuapopmannonnoi 6ezonacHoctu MC, BBISBIATH yrpo3bl HHPOPMAIIMOHHOMN
0e30MacHOCTH U OOOCHOBBIBATH  OPraHMU3AIMOHHO-TEXHUYECKHE MEPOIPHUATHS IO  3aluTe
nnpopmanun B MC; BBIABIATH YSI3BUMOCTH HHGOPMAIMOHHO-TEXHOJIIOTHYECKUX PECYPCOB
ABTOMATHU3HPOBAHHBIX CHCTEM W MPOBOAUTH MOHUTOPHUHT yrpo3 OezomacHoctu UC; aHanu3upoBaTh
puCKH WH(OPMAIMOHHBIX CHCTEM, OCYIIECTBJISATh OIEHKY 3allUIIEHHOCTH U 00eCIeueHus
MH(OPMALIMOHHONW 0€30MacHOCTH MH(OPMAIIMOHHBIX CHCTEM; BBIMOIHATH PabOTHl HA CTAIUAX H
sranax co3ganuss MC B 3alIMIEHHOM WCIOJHEHHH, COCTaBIIATh AHAIUTHUYECKHE OO30pBI IO
Bompocam obecnieueHus: nHGopmanronHoii 6e3omnacHoctu C u pazpabaTbiBaTh YaCTHBIE MOJTUTUKH
nHpopmanronHou 6e3onacHoctu UC.
- 6-10 6a/sI0B BBICTABJIAIETCS CTYJEHTY, €CJIM BCE 33JaHMBBINONIHEHB He MeHee YeM Ha 50-69%,
HEKOTOpPHIC 3aJaHUsI HE BBIMOJIHEHBI TOJHOCTBHIO, €CTh CYIIECTBEHHbIE 3aMEUaHUs W OIIWOKH; OH
yMeeT Ha 0a30BOM YpOBHe, ¢ OMIMOKAMH: CHCTEMHO AaHAJIM3UPOBATh IIOCTABJICHHBIE LEJH,
dbopmynupoBaTh 3amadyd W TOpeajaratb O0OOCHOBaHHBIE pEIICHUS; KPUTHYECKH OIICHUBATh
nH(OPMALIUIO O TPEIMETHOW O0JIACTH TPHUHATUS PEIICHUN; HCIOJIb30BaTh WHCTPYMEHTAIIbHBIC
CpelncTBa IJisi pa3pabOTKH U MPUHSATHS PEIICHUN; MPOBOAUTH MHOTO(AKTOPHBIN aHAIN3 AJIEMEHTOB
MpeIMeTHOW 00JacTu Al BBIABICHUS OTPAaHWYCHHWN TPU TMPUHATHU PENICHUN; pa3padaThiBaTh H
OIICHUBATh ATHTCPHATUBHBIC PEIICHUS C YUETOM PHUCKOB; BHIOUPATh ONTUMAJILHBIE PEIICHUS UCXOS
U3 JEHCTBYIONIUX MPABOBBIX HOPM, UMEIOIINXCS PECYPCOB M OTpPAaHUYCHUN; pa3padaThiBaTh MOJIEITH
yIrpo3 U HapymuTtenei nHpopmannoHHon O0ezonacHoctu VMC, BBIABIATH yrpo3bl WHDOPMAITMOHHON
0e30MmacHOCTH U OOOCHOBBIBATH  OPraHHU3AIMOHHO-TEXHUYECKHE MEPOIPHUATHS 1O  3aluTe
napopmaniuu B UC; BBIBIATH YA3BUMOCTH HMH(POPMAIMOHHO-TEXHOJOTUUECKHX PECYPCOB
ABTOMATHU3MPOBAHHBIX CHCTEM U MPOBOAWTH MOHUTOPHUHT yrpo3 OezomacHoctu VC; aHanmuzupoBarthb
pucCKH WH()OPMAIMOHHBIX CHCTEM, OCYIIECTBJISATh OIEHKY 3allUIIEHHOCTH ¢ 00€CIeueHUs
nH(OPMAIMOHHON 0€30MacHOCTH HH(OPMAIIMOHHBIX CHUCTEM; BBIMOIHATH PaOOTHl HA CTAIUAX H
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sranax co3ganuss MC B 3alIUIIEHHOM HCIOJHEHUH; COCTAaBJIATh AaHAJUTUYECKHE O0030pbI IO
BorpocaMm obecnieueHuss nHpopmarronHon 6e3omacHoctr IC u pa3pabarpiBaTh YaCTHBIC MTOJMTHKA
nHpopmannonHoi 6ezonacHoct MC.

- 0-5 6an0B BBICTaBJSIETCH CTYAEHTY, €CJIM BCE 3aJaHUANIM HE BBINOJIHEHB! MOJHOCTBIOMIM
BBINOJIHEHBI MeHee 4eM Ha 49%,npucyTCTBYeT MHOXKECTBO TIpyObIX OIIMOOK; OH He yMeeT Ha
0230BOM YPOBHE:CUCTEMHO AaHAJIU3UPOBAaTh IIOCTABICHHbIE Ied, (OPMYJIUPOBaTh 3aJaud U
npejuiaratb 000CHOBaHHBIE PEIICHUS; KPUTUYECKU OIICHWBATh MH(POPMAIIUIO O MPEIMETHON 00J1acTH
IPUHATUS PELIEHUH; HCIOJIb30BATh HWHCTPYMEHTAJIbHBIE CPEACTBA s Pa3pabOTKU U HPUHATHS
peIIeHHIT; TPOBOJUTH MHOTO(AKTOPHBIN aHATU3 3JEMEHTOB MPEAMETHONW 00JacTH ISl BHIABICHUS
OrpaHUYEHUI NpU MPUHATUU PELICHMI; pa3pabaTbiBaTh U OLICHUBATh AJIbTEPHATHBHBIC PELICHUS C
Y4ETOM PHUCKOB; BBIOMpATh ONTHMAJIbHbBIC PEIICHHS HMCXOAS W3 JCHCTBYIOIIMX IPABOBBIX HOPM,
HUMEIOIMXCS PECYpCOB U OrpaHUYEHUM; pa3pabaTbiBaTh MOJEIM YIpo3 U  HapylIUTeneH
uHpopmannonHoit 6e3onacHoct MC, BBIABIATH Yrpo3sl HHGOPMAIMOHHON OE30MAaCHOCTH H
00OCHOBBIBaTh OPraHU3allMOHHO-TEXHUUYECKHE Meponpuatus no 3ammre uHpopmauuu B UC;
BBISIBIISITH YSI3BUMOCTH MH(OPMAITMOHHO-TEXHOJOTHUECKUX PECYPCOB aBTOMATH3HMPOBAHHBIX CHCTEM
U IPOBOJUTH MOHUTOPHHI yrpo3 Oe3omacHoctu MC; aHamm3upoBaTh PUCKM HH()OPMAIIMOHHBIX
CHCTEM, OCYIIECTBISTh OLEHKY 3allUIIEHHOCTH M o0ecredeHrss WH(POPMAIMOHHON 0e30macHOCTH
MH(GOPMALIMOHHBIX CUCTEM; BBIIOJHATH PAa0OThI Ha CTagusAX U 3Tanax cozganus MC B 3aluIeHHOM
WCTIOJTHEHUH; COCTaBJIATh aHAJTUTHYECKHE 0030phI MO BoOImpocaMm obecredeHus: WH(OPMAIMOHHON
6e3onacHoctu MIC u pa3zpabarbiBaTh YacTHbIE OJIUTUKU HHPOpMaLmoHHON 6e3onacHoct MC.

3amaHus I TEKyero KOHTPOJIA

IlepeyeHb BONIPOCOB /151 KOHTPOJIbLHOM PadOTHI
Nuaukaropsl goctmkennsi: YK-2.1., YK-2.2., OIIK-3.2.

TemMbl KOHTPOJILHBIX Pa00T

KonTposbHasi pabora 3akiouaercss B TMOATOTOBKEe NHMCbMEHHBIX OTBETOB HAa J/Ba
BOIIPOCA, CJIy4YailHO BBIOPAHHBIX CTYACHTOM M3 YHCJIA MPEeACTABJICHHBIX BONPOCOB ISt
KOHTPOJIbHBIX padoT.

KonTpoJsbHasi paGoTa mo Teme 2. AHAJIU3 PUCKOB M Yrpo3 HHGOPMAIMOHHOH 6€30MaCHOCTH.

WnenTudukanys v oleHKa akTHBOB.

Mogens yrpos.

WnenTudukanus ysi3BUMOCTEH.

OrieHKa pUCKOB.

O06paboTKa pUCKOB.

Mojenb HapymuTens NOJIUTUKUA O€30acHOCTH.

Tunuyable yrpo3bl UHPOPMALUU U YSI3BUMOCTH KOPIOPATUBHBIX HMH(POPMAIIMOHHBIX

CHUCTEM.

8. Anamu3 ommOOK, YHHUUYTOXKEHHE, HEaBTOPH30BAaHHAS MOJIM(UKAIMSA WIN HEIEeleBOe
UCIIOJIb30BaHNE MHPOPMAIIUHU B MPUKIIAAHBIX IPOrpaMMax.

9. Kpunrorpaduueckue Mepbl U CpeCTBa KOHTPOJIS U YIIPaBICHUS.

10. Be3omacHOCTh CHCTEMHBIX (haIIoB.

11. be3zonacHocTh B mpolieccax pa3paboTKH U MOIEPKKH.

12. Mogenu nHDOpMAITMOHHON 0€30MaCHOCTH.

13. Bunel 3amumiaemMoit HHGOpMAIUu.

14. OcHoBHBIE HOPMATUBHO-TIPABOBBIE AKThI B 00J1aCTH HHPOPMAIIMOHHOM 0€30IacCHOCTH.

NoabkowhE



15. IlpaBoBele ~ OcOoOeHHOCTH  oOecrieyeHHss ~ O€30MacHOCTH  KOH(UACHIUAILHON
WH(pOpMAIUK ¥ TOCYIapCTBEHHOM TalHBI.

16. Pecypchl npennpusTus, Moasjekamye 3amure ¢ To9ku 3penus 1b.

17. Acnextsl b B paMkax MEHEI)KMEHTA HENPEPbIBHOCTH OM3HECA.

Kpurepun ouenku (B 0asiax):

- 5 0a/10B BBICTABIIAETCS CTYAEHTY, €CIM OH BEPHO U IOJHO (C 0OOCHOBAaHUSIMH M BBIBOJIAMH)
OTBETHJI Ha BCE BOIPOCHI KOHTPOJILHOM paboThl. [IpoABUHYTHIN YPOBeHb YCBOEHHSI KOMITeTeHIHIA.

- 3-4 6ass1a BBICTABIIACTCS CTYACHTY, €CIIM OH YaCTUYHO BEPHO OTBETUJI Ha 2 BOMPOCA KOHTPOJIBHOM
pa6OTBI, npu 3TOM JOMYHICHbBI HE3HAYUTCIIBHBIC OH_II/IGKI/I, BBIBOJbI U O60CHOB3,HI/I$I HJaCTUYHO HE
BepHbL. [10BbINIEHHBI YPOBEHb YCBOEHHSI KOMITETEH .

- 1-2 6an1a BBICTABISIETCS CTYACHTY, €CIIM CMOT BEPHO OTBETHTH TOJBKO HA OJMH BOIPOC, HO MpHU
OTBETE JOMYCTUJI CYIIECTBEHHBIC OIMMOKH, BBIBOJIBI M OOOCHOBAHMS YaCTHYHO HE BEPHBI WM HE
Obuti ciaenaHbpl. Ha ocTanbHBIE BONPOCHI HE TONydeH OTBET.ba30oBblil ypoBeHbL YCBOEHHA
KOMIIEeTEeHIHI.

- 0 6an0B BBICTABISETCS CTYACHTY, €CJIM OH WM HE YYacTBOBAJI B HANHMCAHUU KOHTPOJIBHOM
pabOThl WM CMOI OTBETHTH TOJBKO Ha OJMH BOIPOC M IPH OTBETE JONYCTHJI MHOXXECTBEHHBIE
olIMOKH, HEe ObLI C/1€JIaH BBIBOJ M OOOCHOBAHUS, MJIM OTBETUJI HA HECKOJIBKO BOIIPOCOB, HO B KaX/10M
U3 HUX clienaj IpyOble U CYLIECTBEHHbIE OIIMOKH, MOJHOCTbIO HE YCBOWJ 3HAUUTENIBHYIO 4acTb
Matepuaia rno remaMm. Komnerennuu He copMHpPOBaHBI.

Koutrpoabnasa padora mno Teme 3. IIpoekrtupoBanmue, pa3padoTka ©  BHeJApeHHE
ABTOMATH3MPOBAHHBIX CHCTEM B 3aIIIMIIIEHHOM HCIOJHEHUH.

Bonpoch! 1J1s1 KOHTPOJIbHON PadoThI

1. Knaccudukanus Mep odecrieueHHst 6€301MacHOCTH KOMIIBIOTEPHBIX CUCTEM?

2. 3ajaum, KOTOpPbIE TOJIKHBI PELIAThCS CUCTEMOM 3aIllUThl HHPOpMaIu?

3. OcHOBHBIE IPUHIUIIBI TOCTPOEHUS cucTeM 3amuTel ACON?

4. OcHOBHBIE MEXaHU3MbI 3alllUThl KOMIIBIOTEPHBIX CHUCTEM OT IMPOHUKHOBEHHUS C LENbIO
ne3opranuzanuu ux padorsl 1 HCJI k unpopmanuu?

5. Meroasl obecrieueHust ”HGOPMAIIMOHHON Oe3omacHoCcTH PD?

6. OpranuzalmoHHbIe METO/1bI HH(OPMAIIMOHHOM 0e30macHOCTH?

7. HanpaBneHus 3aiuThl THPOPMAITMOHHOM cUCTEMBI?

8. DTaribl co3/1aHUs CUCTEMBI 3aIUThl HHPOpMALUU?

9. OcHOBHBIE OpPraHU3allMOHHBIE MEPOTIPUSTUS?

10. CpencTBa 3a1IMThl OT HECAHKLIIMOHUPOBAHHOTO JOCTYMa?

11. MangaTHOe yripaBieHHE JOCTYIOM?

12. U30uparenbHoe yrpaBiieHUE J0CTyoM?

13. YnpaBnenue 10CTynnomM Ha OCHOBE POJICii?

14. Cucremsl aHanIM3a U MOJECIMPOBAHUS HH(OPMAIIMOHHBIX TOTOKOB?

15. 3amuTta naPopManuu OT MTOOOYHOTO FIEKTPOMATHUTHOTO M3TYIEHUS U HABOJOK?

16. Ananu3atopbl NpOTOKOIOB?

17. MexceTeBble SKpaHbl?

18. Cucremsl pe3epBHOTO KOIMUPOBAHUSA?

19. Cucremsl 6ecriepeb6oitHOro MUTaHUs?

20. Cucremsl ayTeHTUDUKATIH?

21. buomeTrpuieckre TEXHOJIOTUN?

22. TexHoJorus equHoro sxonxa?

23. CpencrBa KOHTpOJIA JocTyna?
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24. Opranu3aius THPOPMAITMOHHON 0€30MacHOCTH KOMIIaHUH?

25. Be16op cpenctB nHGOPMAIIMOHHON 0€30MacCHOCTH?

26. UndopmanmoHHoe cTpaxoBaHue?

27. Knaccuduxkanus Mep odecriedeHus: 6€301acHOCTH KOMITBIOTEPHBIX CUCTEM?

28. 3amaun, KOTOpPBIE JOJDKHBI PEHIATHCS CUCTEMOH 3aIuThl HH(popMarun?

29. OCHOBHBIE TPUHIUIBI TOCTPOEHUS cucTeM 3amuThl ACON?

30. OCHOBHbIE MEXaHU3MbI 3aAIIUThl KOMIBIOTEPHBIX CUCTEM OT MPOHUKHOBEHUS C IIEJIbIO
neszopranu3anuu ux padorsl 1 HCJI k uadopmanmm?

31. Metoas! obecnieueHust ”HPOpMaMOHHOH Ge3omacHocTH PD?

32. Opranu3anmoHHbIe METO1bl HHOPMAIIMOHHOK Oe30macHoCTH?

33. Hanpasnenus 3amuThl HTHGOPMAITMOHHON CUCTEMBI?

34. Draribl CO31aHMU CHCTEMBI 3aIIUTH HHGOpMAITIH?

35. OcHOBHBIE OPTaHU3AIMOHHBIC MEPOIIPUATHS?

36. CpencTBa 3alMThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa?

37. MangaTHO€ yrpaBJI€HHE TOCTYIoM?

38. N3buparenbHOE ynpaBieHue 10CTynom?

39. YopasieHue 10CTyIOM Ha OCHOBE PoJIeh?

40. CucreMsbl aHAJIM3a U MOJICTUPOBAHUS UH(POPMALIMOHHBIX TOTOKOB?

41. 3amuTa nHMOPMAIMK OT TOOOYHOTO FITEKTPOMATHUTHOTO H3ITyUEHHS 1 HABOJOK?

Kpurepun ouenku (B 0asiax):

- 5 0a/1J10B BBICTABIISACTCS CTYAEHTY, €CIM OH BEPHO M IOJHO (C 0OOCHOBAaHUSIMH M BBIBOJIAMH)
OTBETHJI Ha BCE BOMPOCHI KOHTPOJIHHON paboThl. IIpoABUHYTHIN ypOBeHb YCBOCHHSI KOMIETEHIMIA.

- 3-4 0aJu1a BBICTABIISIETCS CTYICHTY, €CJIM OH YaCTUYHO BEPHO OTBETHJI Ha 2 BOIPOCA KOHTPOJIbHON
paboThl, IPU ATOM JOMYIICHb HE3HAUYUTEIbHBIC OIIMOKH, BBIBOJBI M OOOCHOBAaHHWS YaCTUYHO HE
BepHbl. [10BbINIEHHBII YPOBEHb YCBOEHHUSI KOMIIETEHIUI.

- 1-2 6ans1a BBICTABISIETCS CTY/ACHTY, €CIIM CMOT BEPHO OTBETHTH TOJBKO HA OJMH BOIPOC, HO TIPU
OTBETE JOMYCTHJI CYIIECTBEHHBIE OLIMOKH, BBIBOABI U OOOCHOBAHMSI YaCTUYHO HE BEPHBI WJIH HE
Obiu caenanbl. Ha ocTanbHBIE BOMpOCHI HE TMONy4deH OTBeT. bBa30Bblii ypoBeHb YCBOeHWUSsI
KOMIIeTEeHIU M.

- 0 6any0B BBICTABISETCS CTYAEHTY, €CIM OH WJIM HE YYacTBOB&JI B HAIMCAaHUU KOHTPOJIBHOM
pabOThl MJIM CMOT OTBETHTH TOJBKO Ha OJMH BONPOC M IMpPH OTBETE JOMYCTHJI MHOXKECTBEHHBIE
olMOKH, HEe OBbLI C/IeJIaH BBIBOJ M1 0OOCHOBAHUS, MJIM OTBETUJI HA HECKOJIBKO BOIIPOCOB, HO B Ka)K/10M
U3 HUX clienaj rpyOble M CYIIECTBEHHBbIE OLIMOKH, MOJHOCTBIO HE YCBOWJI 3HAUUTENIBHYIO 4acTb
Matepuaia rno remaMm. Komnerennuu He copMHpPOBaHBI.

TecToOBBIC 3a1aHUSA
Tema 1. CTangapThl M HOPMATHBHO-NIPABOBbIE AKTHI B 00J1aCTH HH(POPMALIMOHHOI 0e30NacCHOCTH

Bompoc Bapuanr otBeta «@» | Bapuant otBeta «b» | Bapuant otBeta «C» | Bapuant otBeta «d»
KonTponbHbie OCTIK PO OCb PO VYnpasnenuem «K» ®DenepanbHOI
(hyHKIMU B 00MacTH MB/JI P® CITy>k00¥ IO
TOCy/TapCTBEHHOM Ha/30py B chepe
0e30IaCHOCTH 110 CBSI3H,

BOIIpOCaM HHPOPMATMOHHBIX
IIpEeAOTBpALICHUA TEXHOJIOTUH U
HCCAHKIITMOHUPOBAHH MaCCOBBIX
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0ro JOCTyma K

KOMMYHHKaIUI

nHpOpMaH
peannu3yroTcs:
3amuTa 3alIUTA JESTEIbHOCTB, 3amuTa 3aImuTa
uHpOpMAaLUH OT undopmanuu, HanpaBJIcHHas Ha nHpopmanny, nHPOPMALINH C
HECAaHKIIMOHUPOBAHH | HANPABJIEHHAS HA NpeI0TBpaLCHIE 3aKJII0YaoNasics B MIOMOIIBIO €€
Oro JOCTyma - 3TO: npeIoTBpalIeHne YTE€UKU obecrieueHNU KpunTorpaduieckor
MOJTy4eHHsI 3aIIuIaeMon Hekpunrorpapuyeck | o nmpeoOpazoBaHUs
3alINIAeM O nndopmanuu, UMM METOJ]aMHU
uHpopmanun HECaHKIIMOHUPOBaH | Oe30IMacHOCTH
3aMHTEPeCOBAHHBI | HBIX U nHdopManuu
MH Cy0ObEeKTaMu ¢ HETIpEeTHAMEPECHHBIX | (JaHHBIX),
HapylLIeHHeM BO3CHCTBUH Ha noAsexalen
YCTaHOBJIEHHBIX 3aMUIAEMYIO (Tmoamesxammx)
HOpPMATUBHbIMM M | HH(pOpManuio 3amuTe B
NPaBOBbIMH COOTBETCTBHH C
AOKYMeHTaMH JEHCTBYIOIIIM
(akTamMu) Wiau 3aKOHOIaTE€ILCTBOM,
obdagaTeasiMu C IPUMEHEHUEM
uHpopmManuu npas TEXHUYECKUX,
WJIH MPaBUJI NpOrPaMMHBIX U
pasrpaHnyeHust HpOrpaMMHO-
JocTyna K TEXHUYECKUX
3aI U AeMO CpenCTB
uH(popManuu
HecanknmonnpoBan | gocrym K HEKOHTPOJIUPYEMOE | HEIpaBOMEPHOE N3MEHEHHE,
HBII JOCTYM K uHpopmanun pacrpocTpaHeHHe TIOTydeHHE YHHYTOXXCHUE WIIN
uH(popManuy - 3710: pecypcam nH(opManuu ot nHpopmanuu ¢ KOTIMPOBAHHE
HHGOPMALNIMOHHOH | HOCHUTENA HCTIONIb30BAaHIEM nHpopmanuu
CHCTEMBI, 3alIMIIAeMO TEXHUYECKOTO (pecypcoB
ocyuecTBjsieMblii ¢ | nHpOpManny Yepe3 | CpencTaa, HHPOPMALTUOHHOM
HapyuieHHeM (buzrueckyio cpely | OCYIIECTBISIONIETO CHUCTEMBI),
YCTaHOBJIEHHBIX JIO TEXHUYECKOT'O oOHapyKeHHe, OCYILECTBIISIEMOE C
npaB M/Miau CpEJICTBa, npueM 1 00paboTKy | HapylIeHHeM
NMpaBuJI 10CTYyMA K OCYIIECTBIISIOIIETO UH(OPMATUBHBIX YCTaHOBJIEHHBIX
uHopManu nepexsar TpaB ¥ (WIN) MPaBUIl
pecypcam nHpopmanuu
HH(OPMALIMOHHOM
CHCTeMBI C
NMpUMeHeHHueM
IITATHBIX CPEACTB
HH(OPMALMOHHOMH
CHCTeMBbI WU
CpeacTB,
aHAJOTUYHBIX UM
10 CBOUM
(GyHKIMOHATIBHOMY
npeTHAa3HAYEHUIO 1
TeXHHYeCKHM
XapaKTepHCTHKAM
CpencrBa KOHTPOJIT | MeXaHHYEeCKHe, COBOKYITHOCTh anmapaTHble annapaTHoe
W yIpaBJICHUS JJIEKTPOMEXAHUYEC | CPEJCTB KOHTPOJIS U | CPEACTBA YCTPOMCTBO B
JIOCTYIIOM - 3TO: KHe YCTPoWcTBa U yIpaBIeHUS (yctpoiicTa) u COCTaBE CPEJICTB
KOHCTPYKUMH, JIOCTYIIOM, NIpOrpaMMHBbIE ynpasienus: CKY /]
3JeKTpUYecKue, o0Jaarommx CpeICTBa,
3JIeKTPOHHbIE, TEXHUYECKOMH, obecrieunBaromnne
3J1eKTPOHHbIE MH()OPMALIMOHHOH, | YCTAaHOBKY PEeKHMOB
nporpaMMupyemMble | IPOrPaMMHON U JIOCTYIIa, IPUEM U
ycTpoiicTBa, 9KCIUTyaTaI[iOHHOH | 00paboTKy
MporpaMMHbIe COBMECTHUMOCTBIO nHdopmanuu co
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cpeacTBa, CUUTHIBATEICH,
o0ecreynBawuue MIPOBEJCHHUE
peaju3aluio HUACHTH(UKAINT U
KOHTPOJIS 1 ayTeHTH(UKaImy,
ynpasJeHust yTIpaBIICHHUE
AOCTYNOM WCTIOTHUTEIIBHBIMHY U
TIPErpak A0 IUMHA
yCTpOWCTBaMHU,
oTOOpaKeHHe U
perucTpanuo
nHdopmanuu
JuckpennoHHoe pasrpaHnyeHune KOHLETILIS COBOKYITHOCTb pasrpaHHYeHue
yIpaBJIeHUE AOCTYNA MEKIY yIpaBiIeHUs TIpaBuII, JIOCTyNa CyOBEKTOB
JIOCTYIIOM - 3TO NMOMMEHOBAHHBIMHU | JOCTYIIOM, pErlaMeHTHPYIOIUX | K 00BbEeKTaMm,
cy0obeKkTaMu u OTHOCSIIAsACS K IIpaBa JOCTYyIa OCHOBaHHOE Ha
00beKTaMM; abcTpakTHOH CyOBEKTOB JIOCTYTIAa K | XapaKTepU3yeMO
cyObeKT ¢ Mall1He, KoTopast 00BEKTaM J0CTyIIa METKOH
onpeaeJIeHHbIM MOCPEAHUYACT MPH KOH(MACHINATBLHOC

MPaBOM J0CTyINAa
MOKeT nepeaThb

BCEX OOpalIeHHsIX
CyOBEKTOB K

TH nHpOpMAaIIH,
cozepkalieics B

3TO MpaBo JwdoMy | oObeKTaM o0bekTax, u
APYroMy cyobekTy oduHaIbHOM
paspereHnu
(momycke)
CyOBEKTOB
oOpamarbcs K
HHPOPMALIUU TaKOTO
YpOBHS
KOH(HICHIIHATHHOC
™M
LemocTHOCTS - 3TO: COCTOsIHHE COCTOSTHHE o0s3aTeNTpHOE IS COBOKYITHOCTh
uHpopmanuu, npu | nHGOPMAINU BBITTOJTHEHUS JINIIOM, | CBOWCTB CITy»KeOHO#
KOTOPOM (pecypcoB HOJIYYUBILIHMM J0CTYIl | nH(popmanuu,
OTCYTCTBYET Jil000e | nHpopManMoOHHOI K OIpe/IeNIeHHOM 00yCIJIOBIIMBAIOIINX
ee M3MEHEeHMe JING0 | CUCTEMBI), IpH uHpOpMAaIUH, €€ MPUT0JIHOCTh
U3MeHeHHe KOTOPOM CYOBEKTHI, | TpeOOBaHME HE YIIOBIIETBOPSITH
oCylIecTBIAETCS MMeEIOIINE MpaBa nepenaBaTh TaKyko orpe/ieTICHHbIE
TOJIBKO JIOCTyIMa, MOTYT uH(DOpMaLHIO NOTPEOHOCTH B
npeIHAMEpPEeHHO peann3oBaTh UX TPETHUM JHIaM 0e3 COOTBETCTBUH C €e
cy0beKTamu, GecrpensaTCTBEHHO COTJIACHs ee Ha3HAYCHUEM
HMEIOIIUMH Ha
HEro NMpaBo
Kpunrorpaduueckoe | cpeacTso 3amuThb TEXHHYECKOE, MIPOTPaMMHOE WA MIPOTPaMMHOE,
CPE/ICTBO 3alUTHI uHpopmanum, MPOTpaMMHOE, MIPOTPaMMHO- TEXHUYECKOE HITH
uHpopmanuu - 31o: peaJiuzyioniee MPOrpaMMHO- TEXHUYECKOE POrpaMMHO-
aJITOPUTMBI TEXHHUYECKOE CPEJ/ICTBO, KOTOPOE TEXHHUYECKOE
Kpunrorpaguueck | CPEACTBO, BELIECTBO | aBTOMAaTHU3UPYET CPEACTRBO,
oro 1 (Wm) Matepual, MIPOIIECC KOHTPOJIS MpeHa3HauYeHHOe
npeodpa3oBaHus NpeIHa3HAYEHHbIE COOBITHIA, iuiv:
uHpopmanun WM UCTIOJIb3YEMBIE | MPOTEKAIOIINX B NpeI0TBPALLICHUS
JUISL 3aLUTHI KOMITBIOTEPHOM WIN CYIIECTBEHHOTO
HHPOpPMAIUU CUCTEME WJIM CETH, & | 3aTPYAHCHUS
TaKxke HECaHKIIMOHUPOBAaHH
CaMOCTOSITEIILHO oro jocTyma

aHAIU3UPYET ITU
COOBITHSI B TOUCKAX
MIPU3HAKOB
HHIHICHTA
UH(OPMAITMOHHOM
0e30MacHOCTH
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DneKTpOoHHAs CTpOKa OuT, CTpoKa Owr, CTpOKa OuT CTpoKa Our,
dpoBast MOANHUCH - | MOJIyYeHHasl B SBIISTFOLIASACS TIPOU3BOJILHOM dbopmupyemast u3
370! pe3yJibTare BBIXO/IHBIM KOHEYHOW JTHHBI mudpoBoit moamIcH
npoiecca PE3yJIBTATOM X3III- U TIPOM3BOJIEHOTO
dhopmupoBanus ¢dyHKIHH TEKCTOBOTO MOJIA
NOANUCH
Kirou moxmnucn - 3J1eMeHT 3JIEMEHT JaHHBIX, 3JIEMEHT JaHHBIX, Ha0Op IEMEHTOB
370! CeKPETHBIX MaTeMaTHYECKH o0 AT Bcex JTAHHBIX, COCTOSAIINI
JaHHBIX, CBSI3aHHBIN C CYOBEKTOB CXEMBI 13 COOOIICHUS U
cnenuUYHBIA A1 | KIFOYOM IOJNHUCU U | IM(PPOBOI MOANUCH, | JOTOJHEHUS,
cy0beKTa n UCIIOJIb3YEMBIH W3BECTHBIN WIN SIBIISTFOLIIETOCST
HCTOJIb3YeMBIit NpoBepsIONIeH JOCTYITHBIH BCEM Y4acThIO COOOIIEHHMS
TOJIBKO JAaHHBIM CTOPOHOH B 9TUM cyOBbeKTam
Cy0bEeKTOM B mpoliecce NPOBEPKU
npoiecce mdpoBoit moanIcH
¢opmupoBanus
M (pPpoBoii NOANUCH
AKKpenuranms NpU3HAHUE MOTy4CHHE nepenayda Ipo1recc, B KA4eCTBE
YIOCTOBEPSIOIIETO YHOJHOMOYEHHbIM | YIOCTOBEPSIOIINM JOBEPEHHBIM JIUIIOM | MCXOJHBIX JaHHBIX
LIEHTPA - 3TO: (denepaabHbIM LEHTPOM, YIIOCTOBEPSIOIIETO KOTOpOTO
OpraHom YIIOJTHOMOYEHHBIM LIEHTpa UCTIOJNIB3YIOTCS
COOTBETCTBUS (enepanbHbIM U3TOTOBJICHHOT'O MOJITHCaHHOE
YI0CTOBEPSIIONIET0 | OPraHOM 9TUM coo01IeHne, Koy
HeHTpa JIOKa3aTeJIbCTB TOTO, | YAOCTOBEPSIOLIHM MIPOBEPKH NOIUCH
TpedoBaHUAM 4TO JINILO, LEHTPOM U MapamMeTpbl CXEMbI
HACTOSILIET 0 obpaTuBIICecs 3a ceprudukara kiroua | 1T, pesyapratom
®egepaabHOro MOTy4CHHEM TIPOBEPKH KOTOPOTO SIBIISIETCS
3aK0HA cepTH(HUKaTa KJIF0Ya | 3JIEKTPOHHOH 3aKJTIOYCHHUE O
MPOBEPKH TIOJITIHACH €TO MPaBUJIBHOCTH WIIN
3JIEKTPOHHOMN BIIAJICIIbITY OIIMOOYHOCTH
MOATINCH, BIIAJICET udpoBoit moamICcH
KITFOUOM
3JIEKTPOHHOU
HOJIHUCH, KOTOPBII
COOTBETCTBYET
KJIIOUYY TIPOBEPKU
3JIEKTPOHHOU
MOJIITUCH,
YKa3aHHOMY TaKUM
JIMLIOM JIJIST
MOTy4CHHS
cepTudurara
Cpencrsa mudpoBaabHbIE MpOTpaMMHBIE 1 CPEJICTBO 3aIHUTHI TEXHUYECKOE,
3JIEKTPOHHOMN (kpunrorpadpuyeck | (WIM) anmaparHble nHpopMmanny, MIPOTPaMMHOE,
MOAIHUCH - ITO: ue) cpeicTBa, CpeACTBa, peanusyroniee POrpaMMHO-
HCTMoJIb3yeMble JUIsl | UCIONb3yeMbIE ISl | alTOPUTMBI TEXHHUYECKOE
peaju3auuu XoTs peanuzanuu KpUNTOTpaUueCcKOr | CPeiCTBO, BEIIECTBO
OBl 01HOI M3 hyHKIMHA 0 IIpeobpa3oBaHusL u (WIM) MaTepuad,
CJIeqYIOIIHX YIOCTOBEPSIOIIETO nHpopmanuu npe/iHa3HaYeHHbIE
byHxumii - LIEHTpa WJIN UCTIOJIB3yEMBIE
co3JaHne JUISL 3aLUTHI
3J1eKTPOHHOI nHdopmanuu
MOANUCH, TPOBEPKA
3JIeKTPOHHOM

MOANNCH, CO3JAHNE
KJII042a
3JIEKTPOHHOI
MOANKMCH M KJII0Ya
NMPOBEPKHU
3JIEKTPOHHOI
MOANNCH
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[puHUKTIOM BO3MO’KHOCTh MPaBO Y4aCTHUKOB BO3MOKHOCTb HEOIIyCTUMOCTh
UCTIONBb30BaHUs UCMOJIL30BAHUS 3JIEKTPOHHOTO HCTIONB30BaHUSA MPU3HAHUS
3IEKTPOHHOI YYACTHUKAMM B3aUMOJIEHCTBHUS Y4aCTHUKaMHU JNEKTPOHHON
HNOJINCH He 3JIeKTPOHHOI0 HCTIONIb30BaTh 3JIEKTPOHHOTO TOZTNCH U (VITH)
SBIISIETCSA MPUHIIUIL: B3aUMO/IelCTBUSI 3IIEKTPOHHYIO B3aUMOACHCTBUS [0 | MOJMHCAHHOTO €10
10 CBOEMY MOATHNCH JII000TO CBOEMY YCMOTPEHHIO | 3JICKTPOHHOTO
YCMOTpEHHUIO BHJIA IO CBOEMY 000 JIOKyMEHTa He
JII00BIX YCMOTpPEHHIO, €clIM | MH(OPMALMOHHOH HUMEIOLINMHU
WH(OPMANMOHHBIX | TpeOoBaHuUE 00 TEXHOJIOTHH ¥ (WIH) | IOPHIMYECKOH CHIIBI
cHCTEeM, UCTIONIb30BaHUU TE€XHUYECKUX TOJIKO Ha
MO3BOJISTIOIIUX KOHKpPETHOT'O BHJa CpEICTB, OCHOBaHUU TOTO, YTO
BBINOJIHUTH 3JIEKTPOHHOM MO3BOJISIOIIUX TaKast JJICKTPOHHAs
TpedoBaHUsA MOJUCH B BBINIOJTHUTH MOJINCH CO3/IaHa He
(deaepaabHbIX COOTBETCTBUH C TpeboBaHUA COOCTBEeHHOPYYHO, a
3aKOHOB WJIHU LENSIMU €€ HaCTOSAIIETO C UCIOJIb30BAHUEM
NPUHUMAEMBbIX B UCTIONB30BaHUs HE denepanpHOTO CpencTB
COOTBETCTBHH C IPEIyCMOTPEHO 3aKOHa JIIEKTPOHHOM
HUMH (henepanbHBIMH TIPUMEHHUTENBHO K HOZTINCH AJIS
HOPMATHBHBIX 3aKOHaMH WU HCTIONIH30BAHHIO AaBTOMAaTHYECKOTO
NMPaBOBLIX aKTOB NPUHUMAEMBIMU B KOHKPETHBIX BUIOB co3/1aHus U (UITH)
COOTBCTCTBHUU C OJICKTPOHHBIX aBTOMATHYCCKOM
HUMH HoJnucein NIPOBEPKHU
HOpPMaTUBHBIMU SJICKTPOHHBIX
IMpaBOBbBIMU aKTaMU HO}IHI/ICGﬁ B
100 CoTAIIeHHEM nH(popMannoOHHOH
MEXIY cucreme
Y4aCTHHKAMHU
3JIEKTPOHHOTO
B3aUMOICHCTBUS
Bunom snexTpoHHOI | mpocras npocras yCUIIeHHAs yCHIIEHHAs
HOJINCH HE KBaJU(UIUUPOBAHH | JJIEKTPOHHAA HEKBaJU(GUIIMPOBAHH | KBATH(UIIMPOBAHHA
SBIISCTCA: ast 2JIEKTPOHHAas MOJINCh ast 2JIeKTPOHHAs s ANIEKTPOHHAs
NOANMCH HOJIIHCH TIOJIITUCH
OO0s13aHHOCTBIO HCNOJIb30BaTh obecrieunBaTh HE UCIOJIh30BATh YBEIOMIIATH
YYaCTHHKOB YCHJIEHHY IO KOH(UACHIMAIBHOC | KIIFOY 3JIEKTPOHHOM YAOCTOBEPSIOLTHHA
3MEKTPOHHOIO JIEKTPOHHYIO Tb KIIFOUEH MOAINKCH TIPU LIEHTp, BbIABIINN
B3aUMOJIeHCTBUS NOAMUCH /IS AIIEKTPOHHBIX HAJIMYMU OCHOBAaHUM | cepTu(HUKAT KI04a
[IPY UCTIONIb30BAaHUH | MOJIHUCAHUSA MOJIHCEH, B nojarath, 9TO MIPOBEPKH
YCHIIEHHBIX 3JIeKTPOHHBIX YacTHOCTH HE KOH(MAESHIIMAIBHOCT | 3JIEKTPOHHOMN
3IEKTPOHHBIX JOKYMEHTOB, JIOIyCKaTh b IaHHOTO KJII04a TIOJNIUCH, ¥ MHBIX
HoAnucen He CO/IepIKALUX UCTIONIb30BaHHE HapyuieHa YYaCTHHKOB
SBIISIETCS: CBe/IeHMS], MPUHAJISKAITIX UM JIEKTPOHHOTO
COCTaBJISIIONINE KITIOYen B3aUMO/ICHCTBUS O
rocy1apcTBeHHY10 ANIEKTPOHHBIX HapyIIeHHH
TailHy noznuce 0e3 ux KOH(HICHIIMATBHOC
coryacus TH KJII0Ya
3JIEKTPOHHOU

MOJINTUCH B TEUCHHE
He Gonee yeM
0JTHOTO paboyero
JTHS CO JTHS
MOJTy4eHHUS
nHdopmanuu o
TaKOM HapyIIeHUH
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Cpeacrtaa
3JIEKTPOHHOU
TIOJIIIVICH HE
TIO3BOJISIOT:

€031aBaTh
cepTU(PUKATHI
KJII0UYel IPOBepKU
3JIeKTPOHHBIX
noamnuce

YCTaHOBHUTH (aKT
W3MEHEHHMS
MOZNNCAHHOTO
3JIEKTPOHHOTO
JIOKyMEHTa TI0CTIe
MOMEHTA €r0
MOZTNCAHUS

obecrieunTh
MIPAaKTHYECKYIO
HEBO3MOXHOCTh
BBIYHCIICHUS KITI0Ya
3JIEKTPOHHOU
TIOJITINCH U3
3JIEKTPOHHOU
TIOJITHICH WU U3
KJII04a ee IPOBEPKHU

co3lartb
IEKTPOHHYIO
MIOIIHCE B opmare,
yCTaHaBIMBACMOM
(benepaTbHBIM
OpTraHoM
HCTIONIHUTENLHOI
BJIACTH,
OCYILIECTBIISIOIIUM
GbyHKIMK IO
BBIpabOTKE 1
peanuzanuu
rOCYAapCTBEHHOU
MOJHUTHKH U
HOPMaTHBHO-
MIPaBOBOMY
PETYINPOBAHUIO B
chepe
nH(pOpMaMOHHBIX
TEXHOJIOTUH, U
obecreunBaroIeM
BO3MOXXHOCTH €€
MPOBEPKH BCEMU
CpeAcTBaMU
3JEKTPOHHOU
TOJIIIUCH

Kakumu cBolicTBamMu
oOamaer
cepTudukar
OTKPBITOTO KJIF04Ua?

KasKIbIi
10J1b30BaTe b,
HMeEIOIUH J0CTyn
K OTKPBITOMY
KJII0YY
CertificationAutho
rity, MmoskeT
H3BJIEeYb
OTKPBITHIIi KJII0Y,
BKJIIOUEHHDIH B
cepruukar

HU OJIHa CTOPOHa,
MIOMHUMO
CertificationAuthori
ty, HC MOXET
U3MEHUTh
cepTH(UKAT TaK,
4TOOBI ATO HE OBLIO
0OHapyKeHO

BCEMH
NEPCYUCICHHBIMU
BBIIIIC CBOMCTBAMH

HH OJITHMM M3
TIEPEYHCICHHBIX
CBOWCTB

Kakum cioco6om
MOXeET
OCYIIECTBIISITHCS
npouenypa
TeHepaluy KIIoYeH B
XO/I€ CO3AaHUs
cepTudukara
OTKPBITOTO KJroua?

CertificationAutho
rity co3gaer napy
KJII0Yeid.
OTKpBITHI KJI0Y
3aHOCHTCH B
ceprudukar, a
NAPHBIH eMy
CEKPeTHBIH KJII0Y

MOJIb30BATENb CaM
CO3/1aeT napy
KITFOUEH.
CekpeTHbIN KoY
coXpaHsieTcs y
HOJIb30BATENS, a
OTKPBITBIN KIIHOY
HepeaeTcs mno

oboumu crocodamu
YKa3aHHBIMH BBIIIE

HH OJTHUM U3
YKa3aHHBIX bBBIIIE
c1oco0oB

nepegaercs 3aIIULICHHOMY

N0J1b30BATEJII0 C KaHaly B

ofecneyeHneM CertificationAuthori

ayTeHTH(PUKAIUKN ty

N0JIb30BaTeJIsl U

KOH(HUICHIHNAILHO

CTH mepeaavu

KJII0Ya
Kakne 6a3oBble uepapxuyeckast MOJIeJb Kpocc- ceTeBas (THOpHUIHAs) | BCE IEPCUUCIICHHBIC
MoJenu Mojeb, cepTU(pUKAIIH MOJEJb, BBIIIIE
CepTU(DUKAIIIH OCHOBAaHHAasl HA (monpazymeBaer BKJIFOYAIOLIAS
cymectByioT B PKI? | uepapxuueckoii B3aNMHYIO 3JIEMEHTBI

nenu cepTuduKaImio) HepapxuuecKoi u

cepruukaTos B3aUMHOMU

cepruduKanmn
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Wndpacrpykrypa Ha0O0p areHTOB H JIOKaJIbHOE muppoBabHbIE o0bearHEeHnE
OTKPBITBIX KJIIOUEH npaBuJI, (OTHOKOMITOHEHTHO | (KpUOTOTpauYecKdl | JOKaIbHBIX CeTel H
PKI npeIHa3HAYEHHbIX | €) WIN €) CpencTna, OTJIEITBHBIX
(PublicKeylnfrastruc | mus ynpasjienust (YHKINOHAIBHO- UCIIONB3yeMble IS KOMIBIOTEPOB Yepe3
ture) — aro: KJII0YaMH, pacrpeieleHHOe peann3ayy XoTs Obl | OTKPBITYIO
NOJIMTUKOMI IIPOrPaMMHOE OJTHOM M3 BHEUIHIOIO CpeLy
6e30macHOCTH U (mporpamMMHoO- CIEIYIOLTHX nepenavn
c00CTBEHHO anmnaparHoe) GbyHKIUH - co3nanue | uHbOpPMAIUU B
00MeHOM CPEICTBO AIEKTPOHHOMN CAMHYIO
3alUIIeHHBIMHA (koMmILIeKC), MOATIHCH, TIPOBEPKA BUPTYaJIbHYIO
COOOIIeHNSIMHI peanuzyromiee JJIEKTPOHHOM KOpPHOPATHBHYIO
KOHTPOJIb 3a IOAMHUCH, CO30aHNUC CCTh,
nndopmanuei, KJIFOYa AJIEKTPOHHOH | o0ecreunBaronyto
HOCTyHalOH.[CI\/’I B IIOAIINCHU U KJIK04Ya 6030HaCHOCTL
ABTOMAaTU3UPOBAHHY | MIPOBEPKU LUPKYJIUPYIOLIUX
10 CHCTeMy W (MIIH) | DIIEKTPOHHOU JTAaHHBIX
BBIXOJISIIIIEN U3 MOIITUCH
aBTOMaTI/ISI/IPOBaHHO
A CHCTEMBI
Kpurepun ouenku (B 0asiax):
- 8-10 ©0anjoB BBICTABNSETCS CTYACHTY, €CIM JaHbl HpaBuibHble OTBeThl Ha 80-100%
BOIpocoB; IIpoABMHYTHII yPOBEeHb YCBOEHUSI KOMIIETEHHIA.
- 5-7 ©Oanna BbICTaBisieTcs CTYIEHTY, €CIM JaHbl MpaBWiIbHble OTBeTHl Ha 60-79%
BoIpocoB;IloBbINIEHHBII YPOBEHb YCBOEHUSI KOMIIETEH M.
- 2-4 oOanna BbICTaBIsIeTC CTYIOEHTY, €CIM JaHbl MpaBWwibHble OTBeThl Ha 50-59%

BOIIPOCOB; ba30BbIii ypOBeHb YCBOCHUS KOMIIETEH LU,

- 0-1 6asn BeICTaBNIAETCA CTYACHTY, €CIIH JAaHbI MPaBUIbHBIE OTBETHl MeHee ueM Ha 49% Bompocos,;
Komnerenuuu He cpopMupoBaHbI.

3aoanus 011 meopuecKozo peimunza

Temsbl pedepaToB
Nuauxarops! noctuxenus: YK-1.1. OIIK-1.2, OIIK-2.1., OIIK-2.2
TemaTuka pedeparon

Haubosnee pacnipocTpaHeHHBbIE CETEBbIE aTAKH.

DTarnbl MOCTPOCHUS CUCTEMBI 3aIUTHl HHPOPMALIUH.

[lepcrieKTHBHBIE METO/IBI AYTEHTU(DUKAIIIH.

buomerpuueckue cucTeMbl HACHTU(DUKAUMHN U ayTeHTU(DUKALTUH.
MeTtob1 pe3epBUpOBaHUS HHPOPMAIUH.

Tunsl MEXCETEBBIX IKPAHOB U UX KpaTKas XapaKTEPUCTHKA.
OTtedecTBEHHbIE aHTUBUPYCHBIE TPOrpaMMHBIe cpeicTBa, cepTuduurpoanusie DCTIK
Poccun.

8. Creranorpadus u creraHorpaduIecKie METO B 3alTUTHI HH()OPMAIIHH.
9. Cpencra 3aMThI IepeJaBacMbIX JaHHBIX B [P-ceTsx.

10. Cranpmapr Ipsec.

11. Yrpo3sl u yI3BUMOCTH OECIIPOBOIHBIX CETEH.

NogakrwnpE
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12. TpeGoBaHus K BEIOOPY U MCIIOIB30BAHUIO MTAPOJICH.

13. Tlepenava maposist Mo CETH B MpoOIecce ayTeHTU(PUKAIIUHN.

14. JlunensupoBaHue IEATEIbHOCTH, CBA3aHHON C KPUNTOrPaUIECKUMHU CPEICTBAMH 3aIUTHI
nHpopMaIuu.

15. Cepruduxanust KpunrorpapuuecKux CpeAcTB 3aIUThI HH(OPMAIIH.

16. Cranpaptuzaius Kpuntorpa@uueckux CpeCcTB 3alUThl HHGOPMAIIIH.

17. Mogenb koHTpOas HenocTHocTH Kitapka-Buicona.

18. udposas (aaeKTpOHHAS) MOAMUCH, KAK MEXAHU3M KOHTPOJIS IIEIOCTHOCTH.

19. 3amwra ot c60EB MPOrPAMMHO-AIITAPATHON CPEIBI.

20. ITopsimok moadopa nepcoHana At padoThl ¢ KOH(GUIESHITMATLHON HH(POPMAITHECH.

21. Metoauka TECTHUPOBAaHUS M MPOBEACHUS COOECEOBAHMS C MPETCHICHTaMHU Ha JOJDKHOCTH,
CBSI3aHHYIO C CEeKpeTaMu (PUPMBI.

22. AHanmu3 WCTOYHHMKOB, KaHAJIOB PACHpOCTPAHEHUs W KaHAJIOB yTeyku wuHpopmammu (Ha
npuMepe KOHKPETHON GUPMBI).

23. Amnanu3 KOHKPETHOH aBTOMAaTHU3MPOBAHHON CHUCTEMBI, MpPEAHA3HAYCHHOW Al 00paboTKU U
XpaHeHus: uHGOopMaIuu 0 KOHPUACHIIUATBHBIX TOKYMEHTaX (PUPMBI.

24. OCHOBBI TEXHOJOTHH OOpabOTKM M XpaHEHUS KOHQPHUACHIHAIBHBIX JTOKYMEHTOB (110
3apyOeXHOM UTEeparype).

25. Ha3znauenue, BUABI, CTPYKTypa M TEXHOJOTHA (YHKIMOHUPOBAHUS CHUCTEMBI 3aIIUTHI
uHpopmanuu.

26. IloBenenne mepcoHana U oXpaHa (UPMBI B SKCTPEMAIbHBIX CUTYAIUSIX PA3JIMYHBIX THIIOB.

27. AnanuTHueckas paboTa Mo BBISIBICHUIO KAaHAJIOB YTEUKH HHPOPMAIIH (PUPMBL.

Kpurepun ouenku (B 0asiax):

- 17-20 0annoB — BbICTaBIsETCA OOydYaroOLIEMYCsl, €CIM Tema Oblla pacKpbhlTa BEPHO, SICHO U
JOCTaTOYHO, PabOTa HOCHIJIA CAMOCTOSATENBHBIM XapakTep U 00J1alaeT OPUTHHAIBHOCTBIO, Ka4eCTBO
oopmieHHs OoT4eTa COOTBETCTBYET TPEOOBAHUSAM U MPH 3aLIUTE 00YyJaIOUINICA MPOSIBUI OTIMYHOE
BJIQJICHUE MaTepuaioM padoThl M CIIOCOOHOCTh AapPryMEHTHPOBAHO OTBEYaTh Ha IOCTABIIEHHBIE
BONPOCHI MO TeMe paboThl, a TAKXKE CTYJAEHT 3HAaeT BEPHO M B IMOJHOM O0beMe: OCHOBHBIC
MIPUHLIMIIBI U KOHLEMIUHU B 00JIaCTU LI€JIeNOoJarains U IpUHATHS PELIeHUI; METObl T€HEPUPOBAHUS
aJIbTEPHATHB PEIIEHUH M TPUBEACHUS UX K COMOCTAaBUMOMY BHUJAY JJs BbIOOpa ONTHUMAJIbHOIO
pelIeHns; TPUPOY JaHHBIX, HEOOXOUMBIX ISl PEIlIEHUsI TIOCTAaBICHHBIX 3aJ1a4; OCHOBHbBIE METObI
IIPUHATHS PEUICHUM, B TOM YHUCIIE B YCJIOBMSX PUCKAa M HEONPEIEICHHOCTH; BUIBl U MCTOYHUKH
BO3HHUKHOBEHHUS PUCKOB MPHUHATHS PELICHUI, METOAbl YIpPaBJIE€HUS HWMHU; OCHOBHBbIE HOPMAaTHUBHO-
[IPAaBOBBIE JIOKYMEHTBI, PpErIAMEHTHPYIOLIME IPOLIECC NPHUHATHA PEIIEHUH B KOHKPETHOU
IIPEIMETHOM 00JIaCTH; METOOJOTHYECKUE U TEXHOJIOIMYECKHE OCHOBBI KOMIIJIEKCHOIO 00eCIeueHHs
0€30MaCHOCTH aBTOMATU3UPOBAHHBIX MH(OPMAIIMOHHBIX CUCTEM; METO/Ibl U CPEJCTBA, COBPEMEHHBIE
MO/IXOJIbl K IMOCTPOCHUIO CHUCTEM 3allluThl MH(pOpMalMU, KPUTEPUH OIeHKH 3amuiieHHoctu MC,
OPUHIUIBL (POPMHUPOBAHUS TOJIUTUKA HHGPOPMALMOHHOM O€30MacHOCTH B aBTOMAaTU3MPOBAHHBIX
CHUCTEMax; HOPMATHBHO-TIPaBOBbIE JOKYMEHTHI 110 0OecrneyeHn0 NHPOPMAIIMOHHON 0€30IacHOCTH,
CTaHJApThl MOCTPOCHHUS CUCTEM HH(GOPMAIIMOHHOM O€30HaCHOCTH W OLIEHKU CTENEHU 3aIlUThI
cucteM MHGOPMAIMOHHON 0€30MacHOCTH OOBEKTOB; OCHOBHBIE METOJIbI KOHTPOJISI 3PPEKTUBHOCTH
obecrieyeHrss THPOPMALIMOHHOM 6€30MacCHOCTH HH(POPMAIIMOHHBIX CHCTEM.

- 12-16 6amma — BBICTaBISETCS OOyYaromIeMyCs, €ClM TeMa Oblla pacKpbiTa BEPHO, SICHO H
J0CTaTO4YHO, paboTa HOCHJA CAMOCTOSITENIbHBIA XapakTep, HO HET OPUTMHAIBHOCTH pELICHUS,
Ka4ecTBO OOPMIICHHUS OTYETa COOTBETCTBYET TPEOOBAHHSIM U TMPH 3aIIUTE 00YUYAFOIIUICS MPOSBUI
XOpollee BIIAJeHHEe MaTepuajoM pabOThl W CHOCOOHOCTh AapryMEHTHPOBAaHO OTBEYaTh Ha
IMOCTAaBJICHHBLIC BOIIPOCHI II0 TEME pa6OTBI, a TaKXKeC CTYACHT 3HACT ¢ HESHAYUTECIbHLIMHA
3aMeYaHUSIMH: OCHOBHBIE NPUHLUIBI M KOHUEMIMUM B OOJIACTH IeNeNojaraHus M HpPUHSATHS
penIeHnii; METOAbl TEHEPUPOBAHUS AIBTEPHATUB PELICHUN U IPUBEACHUS UX K COIOCTABUMOMY BULY
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IUIs  BBHIOOpAa ONTUMAIBHOTO pEIICHUS; TMPHUPOJY [aHHBIX, HEOOXOAMMBIX [UIi pEIICHHS
IIOCTABJICHHBIX 3a]a4; OCHOBHBIC METOJbl IPUHATHUS PEIICHUH, B TOM YHUCIIE B YCIOBUAX PHUCKA U
HEOIIPEIEICHHOCTH; BHUJbl MU HMCTOYHUKH BO3HUKHOBEHMS PHUCKOB IIPHUHATUS PELIEHUN, METOMbI
YIPAaBIEHUS MMH; OCHOBHBIE HOPMAaTHMBHO-NIPABOBBIE JOKYMEHTBI, PErVIAMEHTUPYIOLIUE IPOLECC
NPUHATUS PEIICHUH B KOHKPETHOM NPEAMETHOW 00JIaCTH; METOJ0JIOTUYECKHE U TEXHOJOTHYECKHE
OCHOBBI KOMIIJIEKCHOTO obOecreueHusi Oe30MacHOCTH aBTOMAaTU3MPOBAHHBIX HMH(OPMAIIMOHHBIX
CHCTEM; METOBI U CPEJICTBA, COBPEMEHHBIE MOIXOAbI K IOCTPOCHUIO CUCTEM 3aIIUTHI HH(OPMAIIHH,
KpuTepuu oueHku 3amuuieHHoctd MC, npuHuuns! GopMUpOBaHUS MOJUTHKH HHGOPMALMOHHOM
0€30MaCHOCTH B AaBTOMATH3UPOBAHHBIX CHCTEMaX; HOPMAaTUBHO-IIPABOBBIE  JIOKYMEHTBHI 110
obecreyeHno HHPOPMALMOHHON 6€3011aCHOCTH, CTaHAAPTHI IOCTPOEHUS CUCTEM MH(DOPMALIMOHHON
0€30IacCHOCTH M OLEHKH CTEINEHU 3aIlUThl CHCTEM HHGOPMAIOHHOM O€30MacHOCTH OOBEKTOB;
OCHOBHBIE METOJbl KOHTpoJA 3(p(deKkTuBHOCTU obecredeHuss HHGPOPMALMOHHON O0€30I1aCHOCTH
MH(POPMAIIMOHHBIX CHCTEM.

- 8-11 0anna — BeICTaBiIAETCS OOydYalolleMycs, €cld Tema Oblia packpbiTa, paboTra HOCUIIA
CaMOCTOSITENTbHBIA XapaKTep, HO HET OPUTMHAIBHOCTU PEIICHUs, KaueCTBO O()OPMIICHHSI OTYETa B
OCHOBHOM  COOTBETCTBYEeT  TpeOOBaHMSAM W  INpH  3alMTe  OOydYaroluiics  HpOsBUI
YIIOBJIETBOPUTEIBHOE BIIAJICHUE MATEPHAIOM pabOTBI U CIIOCOOHOCTh OTBEYaTh HA OOJIBIIMHCTBO
IIOCTaBJIEHHBIX BOIIPOCOB IO TeMme paloThl, , a TakKe CTyAeHT 3HaeT Ha 0a30BOM YpOBHe, C
OIMOKAMM: OCHOBHBIE NPUHIUIBI M KOHLUENIUU B 00JACTH LieJeNnoIaraHus U NPUHATHS pEeLICHU;
METOJIbl T€HEPUPOBAHUS aJIbTCPHATUB PELICHUN M IPUBENEHUS UX K CONOCTaBUMOMY BUIY JUIS
BbIOOpA ONTHUMAIBFHOTO PELICHHS; MPUPOIY JAHHBIX, HEOOXOAWMBIX JJISl PEHICHUS! MOCTaBICHHBIX
3a/la4; OCHOBHBIE METOJIbI IPUHATHS PELIEHUH, B TOM YHCIE B YCIOBHUAX pHUCKA U
HEOIPEAENEHHOCTH; BUJbl U HCTOYHMKM BO3HMKHOBEHMSI PUCKOB MPUHATUS PELICHUH, METO]IbI
YIPaBICHUSI HWMH; OCHOBHBIE HOPMATHUBHO-IIPAaBOBBIE JIOKYMEHTBI, PErJIaMEHTHUPYIOLIME IPOLECcC
MPUHATHS PEIICHUN B KOHKPETHOW NPEIMETHOM 00JIaCTH; METOAOJIOIMYECKUE U TEXHOJOTHYECKHE
OCHOBBI KOMIIJIEKCHOTO obOecreueHusi Oe30MacHOCTH aBTOMAaTHU3MPOBAHHBIX HH(OPMAIIMOHHBIX
CHCTEM; METOIBI U CPEJICTBA, COBPEMEHHBIE MOIXOBI K TIOCTPOCHUIO CHCTEM 3aIIUTHI HHPOPMALINH,
KpuTepuu oueHku 3amuiieHHoctd MC, npuHiunsl GopMupoBaHUs MOJUTHKH HWHGOPMALMOHHOM
0€30MacHOCTH B aBTOMaTU3UPOBAHHBIX CHCTEMAX; HOPMAaTHUBHO-TIPABOBBIE JTOKYMEHTHI IIO
o0ecreyeHno HHPOPMALIMOHHOM 6€30MaCHOCTH, CTaHAAPTHI MOCTPOEHUS CUCTEM MH(DOPMAIIMOHHON
0€30MacHOCTH M OLICHKH CTENEeHH 3allUThl CUCTEM HH(OPMalMOHHONW 0€30macHOCTH OOBEKTOB;
OCHOBHBIE METOJbl KOHTposd 3(p(deKTUBHOCTH obecredeHuss WH(POPMAIMOHHON 0e30macHOCTH
MH(OPMALIMOHHBIX CUCTEM.

- 0-7 6anaa — BeicTaBisiercss oOyvaromeMycs, eciii paboTa Obula BBINOJHEHA B COOTBETCTBUU C
¢dbopManbHBIMU TpeOOBaHUSMHU M TeMa Oblla B II€JIOM pacKkpbiTa, HO paboTa He oOiagaer
JOCTaTOYHOM ITyOMHON HCCIIe0BaHUS BOIPOCA U HE COAEPIKUT OPUTHHAIBHOTO PEILIeHHs, , a TAKKe
CTyleHT He 3HaeT Ha 0a30BOM YpPOBHe: OCHOBHBbIE MNPUHIUIB M KOHLENIUU B 0OJACTH
LEJENONaraiusl W MPUHATHA PELIEHWI; METOAbl TI'€HEpUPOBAHUS AJIbTEPHATHB pPEIICHUN W
MIPUBEACHUS UX K COIMOCTaBUMOMY BHY JUIsl BbIOOpa ONTHUMAJIbHOTO PEIICHUS; MPUPOAY JaHHBIX,
HEOOXOAMMBIX Ul PEIICHUs TOCTABICHHBIX 3a/1a4; OCHOBHBIE METOJIbl NPHUHSITHS PELICHUi, B TOM
qyclie B YCIOBUSIX pHUCKAa M HEONPEJEICHHOCTH; BUABl U HCTOYHUKM BO3HUKHOBEHHUS PHCKOB
MPUHATHS PEIIEHUM, METOJbl YNPABICHWS HMH; OCHOBHBIE HOPMAaTHBHO-IIPABOBBIE JOKYMEHTHI,
pEerIaMeHTHPYIONIME TMPOIECC TMPUHATHS PEIICHHH B KOHKPETHOM TMpeaMEeTHOW 00JacTu;
METOOJIOTUYECKHE M TEXHOJOTUYECKHE OCHOBBI KOMIUIEKCHOTO oO0ecredeHusi 0e30MacHOCTH
aBTOMATHU3UPOBAHHBIX MH(MOPMAIIMOHHBIX CHUCTEM; METOJIbl U CPEJICTBA, COBPEMEHHBIE MOIXObI K
MOCTPOCHHUIO CHUCTEM 3allUThl MHPOPMALMHU, KpUTEpUU OLEeHKH 3amuiieHHoctd WC, mpuHIMITEL
(dbopMUpOBaHUST TOJUTUKKA HHPOPMAIIMOHHON O€30MacHOCTH B aBTOMATHU3MPOBAHHBIX CHCTEMAX;
HOPMAaTHBHO-TIPABOBbIE JOKYMEHTHI M0 0OecreueHno HH(OPMAIIMOHHON 0€30MacHOCTH, CTaHAAPTHI
MIOCTPOCHUSI CcHCTeM HH(OPMAIMOHHONW O€30acCHOCTH W OIEHKM CTEMEeHHM 3allUThl CHCTEM
MHPOPMAIIMOHHON 0€30IacHOCTH OOBEKTOB; OCHOBHBIE METO/bl KOHTPOJA 3((HEeKTUBHOCTH
oOecnieueHrs HH(HOPMALIMOHHON 6€30MacHOCTH HH()OPMALIMOHHBIX CHCTEM.
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METOANYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIUE 3TAIIbI
®OPMHUPOBAHUSI KOMIIETEHIIMI BO BPEMS ITPOBEJIEHUA
IMPOMEXYTOUYHOM ATTECTAIIUA

CTpyKTypa 3K3aMeHAMOHHOI0 O1JjieTa

Haumenosanue oyenounozo cpeocmaea Maxkcumanvhoe
Koiuuecmeo 0anios
Bonpoc 1 14
Bonpoc 2 14
Ilpaxmuueckoe 3a0anue 12

3allaHI/ISI, BRJIIOYAa€MbI€ B JK3aMCHAIIMOHHO€C 3aJaHHUC

BO”pOCbl K IK3AMEHY:

Heo6xoanmMocTth obecriedennst 6e30MacHOCTH B MHPOPMALMOHHBIX CHCTEMAX.

Meps! mpeaynpexaeHus NIpecTyIuieHui B chepe KOMIbIOTEPHON HH(OpMAIUH.

[Iporpecc MHPOPMALMOHHBIX TEXHOJIOTHI U HH()OPMAIIHOHHAST 0€3011aCHOCTb.

Bpenonocusie nporpammsl. MicTopusi BOSHUKHOBEHHS BPEIOHOCHBIX ITPOTPaAMM.

BpenonocHsle mporpaMmsbl THIIA «TPOSHCKUI KOHBb»: IPU3HAKU U MeXaHU3M 3apakenus 1C.

BpemoHoCHBIE POrpaMMbl «4epBb»: MIPU3HAKK U MexaHu3M 3apakenus VC.

Tumnbl KOMIOBIOTEPHBIX BUPYCOB U 3aIIUTA OT HUX.

AHTHBUPYCHBIE IPOTPAMMBI POCCUUCKUX IIPOU3BOIUTEIEH.

AHTHBHPYCHBIE IPOTPAMMBI 3apYOEKHBIX IPOU3BOAUTEINEH.

10. HopmatuBHO-TIpaBOBBIE acTeKThl HH(OPMAIIMOHHOH 0€301acHOCTH.

11. 3ammra y4eTHOI HHPOPMALIUN KOMMEPUYECKUX (DUPM.

12. Knaccudmukarus yrpo3 6e30macHOCTH HH)OPMAITMOHHBIX 00BEKTOB.

13. CsoiicTBa 3xOHOMHUYECKON MH(POPMALIMH, HApyILIAeMbIe TPH HECAHKIIHOHUPOBAHHOM JIOCTYIIE.

14. OcHoBHBIE BU/IbI KAHATIOB YTEUKH UHQOPMAIIUH.

15. Hcropuyeckue acrieKTbl KOMIIBIOTEPHBIX NMPECTYIIICHUH.

16. VMpIIJIeHHBIE U HEYMBIIIICHHBIE YTPO3bl HH(OPMAIIMOHHON 0€301acHOCTH.

17. DxoHoMuueckas HHPpOpMaLUs KaKk 00BEKT O€30MaCHOCTH.

18. Buemnue yrpo3s! HHpOpMaIMOHHOW OE€30MTaCHOCTH.

19. IlepeueHs cBelleHMI, KOTOPbIE HE MOTYT COCTABIATh KOMMEPUYECKYIO TalHY.

20. MOTHUBBI U TIETT KOMITBIOTEPHBIX MTPECTYIIICHUH.

21. Buapl TaliH 1 X 3alHATA.

22. YpoBHH 3ammThl nH(popMmanmu (toBepusi) mo Tpedoanusm OCTIK.

23. CraTbM yroioBHOro kojiekca P® 0 KOMIBIOTEPHBIX MPECTYIICHUSX.

24. TlpuuwHBI pa3rianieHus: KOHQUACHINAIEHOW HHPOPMAITHH.

25. KpumuHonornueckas XxapakTepUCTHKA IPECTYIUIEHUH B cepe KOMIBbIOTEPHON HHPOPMALIUU U
UX TIPEIYIpexKICHHUE.

26. Pasrmamnienue u yreuka MH(QOpMAIUH.

27. O0bBexTh HHPOPMAIIMOHHOH 0€30ITaCHOCTH Ha TIPEATPHUSITHH.

28. Crparerus 30yMBIIIIJICHHUKA IPYU HECAHKLIIMOHUPOBAHHOM JIOCTYTIE.

29. OpraHu3aIMoHHBIC METOJIBI 0OecIIeueHUsT HH(POPMAITMOHHON 0€30ITaCHOCTH.

30. Opranuzanus KOHQHUAESHINATBHOTO AEJI0NPON3BOJICTBA.

31. ®wusnyeckas 3ammTa HHOOPMAITMOHHBIX CHCTEM.

32. CrpykTrypa ciy)0bl 0€30IacCHOCTH KOMITAaHUH.

CoNoOARWDNE
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

66.
67.
68.
69.

70.
71.

72.

[TporpaMMHO - TEXHUUECKUE METO/IbI 0OecTIeYeHNs HH(POPMALIMOHHOM 6€30MMacHOCTH.
Teopernueckue acnekTsl HHHOPMALIMOHHOMN 0€301aCHOCTH SKOHOMUYECKHUX CUCTEM.
Wnentudukanus v ayTeHTU()UKALUS TTOTb30BATEIIS.

OcHOBHbIE OHATHS HH(OPMALIMOHHOM 0€30IaCHOCTH 3KOHOMUYECKUX CUCTEM.
Joktpuna napopmanuonHoii 6e3onacHoctu Poccuiickoii @eneparum.
DKoHOMUYECKas HHPOPMaLUs KaK TOBap U 00BEKT O€3011aCHOCTH.
l'ocynmapcTBeHHOE peryaupoBaHue HHPOpPMAIMOHHOM O6e3onacHocTH B Poccun.
IToHATHSA MHPOPMALIMOHHBIX YTPO3 U X BUJBIL.

HecaHkmoHMpOBaHHBINA JOCTYII U 3aIIATA OT HETO.

ITpo6aema nHpopMaMOHHOMN 0€30MaCHOCTH B UCTOPHUUECKOM aCIEKTe.
Kpunrorpaduueckue MeTo sl 00eCcTIeYeHUs 3aUThI HH(POPMAIIHH.

CymuHocTh KpUnTorpagu4eckux METOJI0B.

CuMMeTprYHOE U HECUMMETPHYHOE MH(poBaHUE HH(POPMAIIHH.
[IpenynpexxaeHne KOMIBIOTEPHBIX MPECTYIIICHUH.

[TpuHIUTIBI TOCTPOCHUS CHCTEMBI HH(POPMALIMOHHOM O€30MaCHOCTH.
IToxxomabl, MPUHLUIIBI, METOJIBI U CPE/ICTBA OOeceueHus: 0€30acHOCTH.
Yenoeueckne (pakTopsl, 00yCIIaBIMBarOIne HHOOPMAIIHOHHBIE YTPO3HI.
OpraHu3alnoOHHO-TEXHUYECKOoe 0becreueHne KOMIIbIOTEpHON 0€30aCHOCTH.
CriocoOb1 BO3aeiicTBHS yrpo3 Ha HH(POPMAIIMOHHBIH OOBEKT.

OnexkTpoHHas M(poBas NOJIUCH U OCOOEHHOCTH €€ IPUMEHEHUS.
Hcnonb30Banne ToOkeHa aBTopu3anuu mpu padore ¢ DIIT.

ITpu3Haku BO37eCcTBUS BUPYCOB Ha KOMIIBIOTEPHYIO CHCTEMY.

3ammra uHGOpManuu B ceTH MHTEpHET.

@parMeHTapHbIN ¥ CUCTEMHBINH MOIXO0/bI K 3alIUTe HHPOPMALIUH.
Opranu3anys CHCTEMBbI 3aIIUTHI MHPOPMAIIUK IKOHOMUYECKHX CHCTEM.
VYT0JI0BHO-TIPAaBOBAsl XapaKTEPUCTHKA KOMIIBIOTEPHBIX MTPECTYIIIICHUH.

DTarnbl TOCTPOEHUSI CUCTEMBI 3aITUTHI UHPOPMALIUH.

CyOBeKTHBHAsE CTOPOHA KOMIIBIOTEPHBIX NMPECTYIICHUH.

[TonuTuka nHGOpMaMOHHON O€3011aCHOCTH.

OOBeKTHUBHAsI CTOPOHA KOMITBIOTEPHBIX MPECTYMICHUH.

Onenka 3(peKTHBHOCTH UHBECTULIUN B MHPOPMAIIMOHHYIO O€3011aCHOCTb.

CnocoObl COBCPUICHUA KOMIIbFOTCPHBIX HpeCTYHHeHI/Iﬁ («3a XBOCT», «MacCKapaa» u I[p)

Obecneuenre MHPOPMAIMOHHON OE30MACHOCTH ABTOMATHU3MPOBAHHBIX OAHKOBCKUX CHCTEM

(ABC).

[IpuunHbI U ycI0BHS, CIIOCOOCTBYIOIINE COBEPIIEHUIO KOMIIBIOTEPHBIX MPECTYIICHUH.

Nudopmannonnas 6e30nacHOCTh dneKTpoHHON Kommepiuu (OK).
ObecrnieueHre KOMIbIOTEPHOM 0€30aCHOCTH YYETHON MH(POpMAIUH.

OpraHI/ISaHI/IOHHO'aI[MI/IHI/ICTpaTI/IBHBIe MCPOIPUATHA obecneueHUs KOMHBIOTCpHOfI

0€30I1aCHOCTH.
Opranu3zanys KOHQUICHIIMATFHOTO JETOMPOU3BOICTBA.

[lpunmunsl  obecriedyenus: WHGOPMALMOHHYIO O€30MacCHOCTH Ha OCHOBE HHKEHEpPHO-

TEXHUUYECKOTO 00ECTICUEHUs!.
Tunsl U cyObeKThl HHPOPMAIIMOHHBIX YTPO3.

HpaKmuquKue 3a0aHUs K IK3AMEHY

ocoarwhE

bpuranckuii crannapt BS 7799.

Bpuranckuit crangapt BS 7799 — 1.

bpuranckuii cranmgapt BS 7799 — 2.

Bpuranckuit crangapt BS 7799 — 3.

Mexnynaponnsiit crangapt ISO/IEC 17799.

CemeiictBo Mexnynapoausix crannapros ISO/IEC 27000.
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7. Mexnynapoausiit cranaapt ISO/IEC 27001.

8. Mexnaynapoansiii crangapt ISO/IEC 27002.

9. Hammonansnsiii crangapt 'OCT P 50922.
10. HanmonanwHsiii cranmapt P 50.1.053.

11. Hanuonansusiii crangapt 'OCT P 51188.
12. HanumonanwHsiii cranmapt 'OCT P 51275.
13. Hammonanensii crangapt 'OCT P UCO/M3K 15408.

14.

Hammonaneneiii crangapt 'OCT P UCO/MOK 15408-1.

15. Hammonanensiii crangapt I'OCT P UICO/M3K 15408-2.
16. Hanumonansnsiii crangapt ['OCT P MICO/MOK 15408-3.
17. Hammonanensiii crangapt 'OCT P UICO/M3K 17799.
18. Hamumonansnsiii crangapt 'OCT P ICO/MOK 27001.
19. Ha3znayenue, CTPYKTypa M METOAHMKA TIOCTPOSHUS PA3PEUINTEILHON CHUCTEMBI JOCTYIIA

IepCOHaNA K CeKpeTaM (pUPMBI.
[Topsi1ok poBeIeHUS IEPETOBOPOB M COBELIAHMI IO KOH(PHICHIINATIHHBIM BOIIPOCAM.
Buasl u HazHaueHHME TEXHMUYECKUX CPEJICTB 3allUThl HMHGOpPMAlUM B IOMEIICHUSX,

20.
21.

HCIIOJIB3YCMBIX IJIA BEACHUA IICPETOBOPOB U COBCHIElHI/Iﬁ.

22.

3alIUTHI CEKPETOB (PUPMBI.

23.
24,

[Mopsiaok 3amuThl HHGOPMAIMK B PEKIIAMHON M BBICTABOYHOM JIESTEITBHOCTH.
Oprann3anroHHoe obOecnedeHue 3amuThl UHPOopManuu, oOpabaTeiBaeMON CpeACcTBaMHU

BBIUMCIIMTEILHOU U OpraHH3aHHOHHOﬁ TCXHHKU.

HOpHI{OK pa6OTI>I C IOCCTUTCIIAAMU q)HpMBI, OpraHU3allMOHHBIC W TCXHHUYCCKHC MCTObI

IToxa3zaTenn u KPUTECPHUH OLICHUBAHNUA IIJIAHUPYEMBIX PE3YyJIbTaTOB OCBOCHUA
KOMHeTeHIIl/Iﬁ H pe3ygabTaToB oﬁyqennﬂ, IMKaJa onqcHUBaHUA

IlIxana ouenuBanusa | ®opmupyemsole | UHaukarop Kpurtepun Yposenn
KOMIETEeHIIUN | TOCTH:KEHUS OlleHMBaHUS OCBOEHHUS
KOMIIETeHIIH KOMITeTeHITU I
"
85-100| «oTaM4HO» YK-2. YK-2.1. 3HaeT BepHO U B NoJIHOM o0beme: |[IpoaBHHYTHI

0a/110B Cnocoben [ToHnMaeTr | OCHOBHBIE NPHUHIMIIBI M KOHLETIINH B
OIIPEAEIATh 6azoBble o0JlacTy 1eNenoaranust U MpUHIATHSL
KpYT 33134 B NPUHIOUIBl | PEHIEHUH; METOABl TEHEPHPOBAHMS
paMKax MIOCTAaHOBKH | aJlbTEPHATHB pemeHnit n
TIOCTABJICHHOH 3a1a4 u MIPUBEICHUS HX K COIMOCTaBUMOMY
e U BBIPA0OTKM | BUIY JUIi BbIOOpa ONTHUMAIbHOTO
BBIOMPATH peLeHuii. pelieHus; HPUPOTY JIQaHHBIX,
ONITUMAJIEHBIE YK-2.2. HEOOXOUMBIX IS pemeHus
CIOCOOBI UX BriOupaer | mocTaBIeHHBIX — 3a7a4; OCHOBHBIC
peuieHus, ONTHMAJIbHBIE | METOJbl PHUHATHS PEIICHUH, B TOM
UCXONA U3 CHOCOOBI 4yucie B YCIOBHSIX  pHUCKa W
JICUCTBYIOIINX pemeHus HEONpe/IeICHHOCTH; BUJIBI n
MPABOBBIX HOPM, 3ajad, WCTOYHUKHM BO3HHKHOBEHHS PHCKOB
HUMEIOIINXCS UCXOJs U3 | TIPUHATHSA peleHuni, METOJIBI
pecypcoB JISWCTBYIOIM | YIPaBJICHHS uMH; OCHOBHBIE
OTpaHWYEHUH. X NPABOBBIX | HOPMAaTUBHO-IIPABOBBIE JIOKYMEHTHI,
OIIK-3. HODPM, periaMeHTHpYIOIIne po1ecc
Criocoben UMEIOIIUXCS | IPUHATHS PEIIeHHH B KOHKPETHOU
pewarp pecypcoB U | MpeaMETHOH obunacty;
CTaH/IAPTHBIE | OrPaHUYEHHH | METOIOJIOTMYECKHUE u
3a1aun . TEXHOJIOTHYECKHE OCHOBBI
npodeccnonann OIIK-3.2. KOMITJIEKCHOTO obecrieueHus
HOH Pewaer 0€301aCHOCTH aBTOMAaTH3MPOBAHHBIX
JIeATeIbHOCTH 3a71a4u MH(QOPMAMOHHBIX CHCTEM; METOJBI
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Ha OCHOBE
nH(opMannoHH
onu
oubnuorpaduue
CKOH KyJIbTYpBI
C IPUMEHEHHEM
HHPOPMAINOHH
o-
KOMMYHHUKAINOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeOoBaHuUit
nH(opManMoOHH
oM
6e3omacHOCTH

npodeccrona
JIbHOM
JeSITeIBHOCT
U C y4eTOM
OCHOBHBIX
TpeOoBaHMit
nHPOPMALIHO
HHOM
Oe30macHOCT
u

U CPEACTBA, COBPEMCHHBIC MOAXOIbI
K TOCTPOCHHIO CHCTEM  3all[HThI
uHOOpPMALUK, KPUTECPUH  OLCHKU
samunieHHoctd  MC,  mpUHIMIBL
(bopMupoBaHUS HOJIUTUKH
WHPOPMATMOHHON Oe3omacHOCTH
B aBTOMATH3MPOBAaHHBIX  CHCTEMaXx;
HOPMAaTHBHO-TIPABOBBIC  JTOKYMCHTHI
Mo o0ecTeYeHNnI0 HH()OPMAITOHHOMH
Oe3omacHocTH, CTaHAapTHI
MOCTPOCHUS cHCcTeM
WHPOPMAIIMOHHON 0E30MacHOCTH U
OLCHKH CTEMCHH 3allUThl CHCTEM
nH(pOpMaMOHHOH Oe3zomacHoCTH
OOBEKTOB; OCHOBHBIE METOZBI
KOHTPOJIS 3¢ dhexTuBHOCTH
obecriedeHUs WHPOPMATMOHHON
Oe3omacHOCTH HHPOPMAITMOHHBIX
CHCTEM.

YMeeT BepHO M B NOJTHOM O0BbeMe:

CHCTEMHO AHAJIM3UPOBATH
MOCTaBJIEHHBIE eTIH,
(dhopMyIHpoOBaTh 3a1aun u
npeyiarath 000CHOBAHHBIC
peuicHuA; KPUTHYCCKU OLCHHUBATH
HH(OPMAIIHIO 0 peIMETHOH

obnacTu NPUHATHS pelIeHni;
UCIIONB30BaTh  MHCTPYMEHTAIILHBIC
cpenctBa Ui pa3paboOTKU U
OPUHATHS ~ pEUICHWH; MPOBOAUTH
MHOTO()aKTOPHBIN aHAIN3 HIEMEHTOB
HpeIMETHON obJslactn JUIst
BBISBJICHUS ~ OTpaHMYEHUH  1pu
NPUHATHH pelIeHUH; pa3padaThIBaTh
U OLCHUBATh  AJIbTEPHATHBHBIE
pelieHusT ¢ y4eTOM  PHCKOB;
BBIOMpPATh ONTHMAJbHBIC PELICHUS
UCXOJs W3 JEHUCTBYIOIIMX MPABOBBIX
HOPM, HMCIOLNIMXCS PECypcoB U
OrpaHHYCHHH; pa3pabaThIBaTh
MOZENM Yrpo3 W  Hapylurenen
HHPOPMAITMOHHON Oe3omacHOCTH
uc, BBISIBJIATH yrpo3bl
UH(POPMAIMOHHONW 0€30IacHOCTH U
000CHOBBIBATh OpraHHU3aI[MOHHO-
TEXHHUYECKHE  MEpONpHUSATHS IO
samure  uHpopmammu B UC;

BBISIBJISITH YA3BUMOCTH
MH()OPMaMOHHO-TEXHOJIOTNIECKUX
pecypcos ABTOMATH3MPOBAHHBIX
CHCTEM M TPOBOJUTH MOHHUTOPUHT
yrpos 6e3omacHocTn uc;
aHAIM3UPOBATh pHCcKH
HWHPOPMAIMOHHBIX CHCTEM,
OCYIIECTBIISATH OIICHKY
3alIMINEHHOCTH U o0ecredeHus
MHPOPMATMOHHON 6e3omacHOCTH
HHPOPMAIMOHHBIX CHCTEM;

BBITIONHATE Pa0OThI Ha CTAAMSIX H
stamnax co3ganus MC B 3aIMIIeHHOM
HCIIOJIHCHNUH, COCTaBJIATH
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AHATUTHYCCKHC 0030pbI o
BOIIpOCaM obecrieueHUs
nHpopmannonHoii 6e3onacnoctu NC
U pa3pabarhiBaTh YaCTHBIC MOJIUTHKH

HHPOPMATNOHHON
6ezomacuoctu MC.
70-84 «XOpPOLIO» YK-2. YK-2.1. 3Haer c He3Ha4YuTeAbHbIMH |IloBbIIICHHBIN
0a/1710B Cnocoben Ilonnmaer | 3aMe4aHHAMM: OCHOBHBIE
OIIPEAETATh 6azoBble MIPUHOMIBI ¥ KOHIENINK B 0o0nacTu
KpYT 33134 B NPUHLOUIBI | [EJeToIaranus u TIPUHATHUS
paMKax MIOCTAHOBKH | PEIICHWH; METOABl TEHEPHPOBAHUS
TIOCTABJICHHOM 3ana4 u IBTEPHATHB pemeHunit u
e U BHIPAa0OTKM | NPUBEJCHUSI UX K CONOCTaBUMOMY
BEIOMpATh pereHuii. BUAy I8 BbIOOpa ONTUMAaJIBHOTO
OINITHMAJIbHBIE YK-2.2. pelieHus; NPUPOTY JIQaHHBIX,
CIIOCOOBI X BriOupaer | HEOOXOAMMBIX s peleHus
peuieHus, ONTHMAJbHBIE | IOCTABJICHHBIX  33/1a4; OCHOBHBIE
UCXOIS U3 CIOCOOBI METOABl IPUHSITHS PEIICHUH, B TOM
JEHCTBYIOIINX pemeHus qyuciue B YCIOBHAX pHCKA H
MPaBOBBIX HOPM, 3ajmad, HEONPEIeICHHOCTH; BUJIBI n
HNMEIOIINXCS UCXOJS U3 | ICTOYHUKH BO3HHUKHOBEHHUS PHCKOB
pecypcoB JEUCTBYIOIM | TIPHHATHSA peleHnH, METOJIBI
OTpaHUYCHUH. X NPABOBBIX | YIpaBIICHUS UMH; OCHOBHBIE
OIIK-3. HODPM, HOPMAaTUBHO-TIPABOBBIC JTOKYMEHTHI,
Cnocoben MMEIOLINXCS | peryiaMeHTUPYIOIIHe npotiecc
peats pPECYpCOB U | IPUHATHUSL PELICHUH B KOHKPETHOM
CTaHJApTHbIE | OTPaHUYEHUH | IIPEIMETHOU obnactu;
3a1a4n . METOJI0JI0TUUECKHE u
npodeccronans OIIK-3.2. TEXHOJIOTHIECKHE OCHOBBI
HOH Pemaer KOMIIIEKCHOTO obecrieueHus
JEATETbHOCTH 3a71a4n 6€301acHOCTH aBTOMAaTH3UPOBAHHBIX
Ha OCHOBE npodeccrona | HGOPMAINOHHBIX CHCTEM; METOJBI
nH(pOpMaIHOHH JBHOU U CPEICTBA, COBPEMEHHBIE ITOIXOJIBI
ol 1 JeATeNIbHOCT | K IOCTPOGHHIO CHCTEM  3aIUTHI
oubnmuorpaduue | ucyderoM | uHGOpPMALMM, KPUTEPUH  OLCHKH
CKOM KYJBTYPBI OCHOBHbIX | 3amumenHocty  WC,  mpuHUMOBI
C IpUMEHEeHHeM | TpeboBaHuil | (hopMHUpOBaHUS MOJIUTUKH
nHdopmanmonH | uHbpopmaKo | HHGOPMALMOHHOM 6e3omacHOCTH
o- HHOM B aBTOMaTH3MPOBAHHBIX  CHCTEMaX;
KOMMYHHUKAIIMOH | 0€3011acCHOCT | HOPMAaTHUBHO-TIPABOBBIE  JIOKYMEHTBI
HBIX TEXHOJIOTHH " o obecrneyeHn0 MHHYOPMAMOHHON
U C y4eTOM 6e3omacHocTH, CTaHAAPTHI
OCHOBHBIX TIOCTPOCHUS cHcTeM
TpeOoBaHMit WHPOPMALMOHHON 0e30MacHOCTH |
nH(pOopManOHH OLICHKH CTENICHW 3aIIUTHl CHCTEM
oif UH(OPMALMOHHOH 6e3omacHOCTH
0e301MacHOCTH 0OBEKTOB; OCHOBHbBIC METO/IbI
KOHTPOJISL 3¢ GEeKTUBHOCTH
obecriedeHns HHPOPMATMOHHON
6e3omacHOCTH nHGOPMAITMOHHBIX
CHCTEM.

Ymeer c He3HAYMTEeIbHBIMHA
3aMeYaHUsIMH: CHCTEMHO
aHAIM3MPOBATh ITOCTABJICHHBIE IIETIH,
(opMyIHpoBaTh 3a71a49u "
npeasaraTh 000CHOBaHHbBIE
peleHus; KPUTHYECKH OLICHHBAThH
HHPOPMALIHIO 0 IIPEeIMETHOM
obmacTu TIPUHATHUS pemeHni;
UCIIONIb30BaTh ~ MHCTPYMEHTAIIbHbIC
cpenctBa Uil pa3paboTKu U
NPUHSTUSL  pellleHWH; TPOBOJUTH
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MHOTO()aKTOPHBIA aHAJIHU3 2JIEMEHTOB
MIPeAMETHON obnacTtu JUIst
BBIABJICHUSI ~ OTpaHWYEHUH  1pH
MIPUHITHHN PEIICHHUH; pa3pabaThiBaTh
U OLCHMWBaTh  aJbTCPHATUBHBIC
pemieHuss € y4eTOM  PHUCKOB;
BBIOMpATh ONTHMAIBHBIC PEIICHHS
UCXOJS M3 JEHCTBYIOIINX IPABOBBIX
HOpPM, HMEIOIIUXCS PECYpCcOB H
OTpaHWYEHUH; paspabaTbIBaTh
MOJENH Yrpo3 M  HapylIHuTenen
nH(pOpMaMOHHOH Oe3omacHoCTH
uc, BBISIBJIATH yrpo3bl
WHPOPMAIIMOHHON 0E30MacHOCTH U
000CHOBBIBAaThH OpPraHU3aHOHHO-
TEXHUYECKUE  MEPONPHUATHS IO
sammre  wHpopmammm B UG,
BBIBIIATH YSI3BUMOCTH
nH()OPMAIMOHHO-TEXHOJIOTHIECKUX
pecypcoB aBTOMATH3MPOBAHHBIX
CHCTEM M TPOBOJUTH MOHUTOPUHT
yrpo3 6e30macHOCTH uc;
aHaJIM3UPOBATh pHCKH
UH()OPMaLMOHHBIX CHCTEM,
OCYLIECTBIISITH OLICHKY
3alIMIIEHHOCTH W olecriedyeHus
HHPOPMATNOHHON Oe3omacHOCTH
nH(pOpPManMOHHBIX CHCTEM;
BBINOJHATh PAabOTBl Ha CTAOUAX H
stanax co3ganus MC B 3aluIEHHOM

HCTIOTHCHUH; COCTaBISTh
AHAJIUTUYECKUE 0030p5I o
BOMpOCaM obecrieueHus

uHpopmanmoHHoi 6e3onacHoctn UC
U pa3pabaThiBaTh YACTHBIC MMOJTUTHKH
UH(OPMALMOHHOH
6e3onmacHoctu MC.

50 - 69
0aJL10B

«YAOBJIETBOP
HUTEeJTbHO»

YK-2.
Criocoben
OTIpeNieNATh
KpYT 33134 B
paMKax
MOCTABJIEHHOM
e U
BEIOMpATH
OIITHMAJIbHBIE
CHOCOOBI UX
peuieHus,
UCXONA U3
JIENCTBYIOIIUX
MPaBOBBIX HOPM,
HUMEIOIINXCS
pecypcoB u
OTPaHUYEHUIL.
OIIK-3.
Cnocoben
pemars
CTaH/IapTHbIE
3a1aun
npodeccroHanb
HOH
JIeSITeTbHOCTH

YK-2.1.
Ilonumaer
6a30BbIe
TIPUHIIUIIE]
MIOCTaHOBKH
3ama4 u
BEIPAOOTKH
peLeHuit.
YK-2.2.
Bribupaer
ONTHUMAaJIbHBIE
CHocoO0BI
pemeHus
3am1ad,
HCXOAd U3
JieficTByrOIN
X MPaBOBBIX
HOpM,
MMEIOIINXCS
pecypcoB u
OrpaHUYEHUN

OIIK-3.2.
Pemaer
3aJ1a9u

3naer Ha 0a30BOM YypOBHe, C
Oll.“/lﬁlcaMl/[: OCHOBHbBIC NIPUHIUIIBI U

KOHLIETILIUU B obmacTu
LIeJIEOIaraHust U MPUHSTHUSI
pelIeHuit; MeTOJbl TeHEPUPOBAHUS
AIbTEPHATHB peueHuit u

NpUBCACHUA HUX K COIIOCTABUMOMY
BUAY I BBI60pa OIITUMAJIBHOI'O

peleHus; NPUPOTY JIQaHHBIX,
HEOOXOUMBIX ULt pereHus
MIOCTAaBJICHHBIX  33/1a4; OCHOBHBIC
METO/Ibl MPUHSTHUS PELICHHUH, B TOM
4ypcie B YCIOBHAX  pHCKa U
HEOIIPEeICHHOCTH; BU/JIBI u
WCTOYHUKHM BO3HHKHOBEHHS PHCKOB
TIPUHSATHS peleHuni, METOJIBI
yIpaBJIECHUS uMH; OCHOBHBIE
HOPMAaTHBHO-TIPABOBBIE JIOKYMEHTBI,
periaMeHTHpYIOIIne mpouecc
MPUHATUSL pEIICHUNl B KOHKPETHOH
MpeAMETHO M obacTu;
METOJI0JIOTHIECKHE "
TEXHOJIOTHYECKHE OCHOBBI
KOMIUIEKCHOTO obecrieueHHs

0€30IaCHOCTH aBTOMAaTH3MPOBAHHBIX

ba3oBblii
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Ha OCHOBE
nH(opMannoHH
onu
oubnuorpaduue
CKOH KyJIbTYpBI
C IPUMEHEHHEM
HHPOPMAINOHH
o-
KOMMYHHUKAINOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeOoBaHuUit
nH(opManMoOHH
oM
6e3omacHOCTH

npodeccrona
JIbHOM
JeSITeIBHOCT
U C y4eTOM
OCHOBHBIX
TpeOoBaHMit
nHPOPMALIHO
HHOM
Oe30macHOCT
u

HHO)OPMAIIMOHHBIX CHCTEM; METOJBI
U CPE/ACTBA, COBPEMECHHBIC MOAXOIbI
K TOCTPOCHHMIO CHCTEM  3allUThl
UHGOPMAlUUK, KPUTEPUH  OLCHKU
samunieHHoctd  MC,  mpUHIMIBL
(bopMupoBaHUs HOJIUTUKH
HHPOPMATNOHHON Oe3omacHOCTH
B aBTOMATH3MPOBAaHHBIX ~ CHCTEMaXx;
HOPMAaTHBHO-TIPABOBBIC  JTOKYMCHTHI
mno obecrneyeHn0 MHPOPMALOHHON
Oe3omacHocTH, CTaHAapTHI
MIOCTPOCHUS cHcTeM
WHPOPMAIIMOHHON 0E30MacHOCTH U
OLCHKH CTEMCHH 3allUThl CHCTEM
HHPOPMATNOHHON Oe30macHOCTH
OOBEKTOB; OCHOBHBIE METOHEI
KOHTPOJIS 3¢ dekTuBHOCTH
obecriedeHUs HHPOPMATMOHHON
Oe3omacHOCTH HHPOPMAMOHHBIX
CHCTEM.

YMmeer Ha 0a30BOM YpOBHe, ¢

omudKaMm: CHCTEMHO
AHAJIM3UPOBATh IMOCTABJICHHBIC LEJIN,
(dhopMyIHpoOBaTh 3a1aun u
npeyiarath 000CHOBAHHBIC
peuicHuA; KPUTHYCCKU OIICHHUBATH
uHpopmanuo 0 peIMETHON

obnacTu NPUHATHS pelIeHni;
UCIIONB30BaTh  MHCTPYMEHTAIILHBIC
cpenctBa Ui pa3paboOTKU U
OPUHATHS ~ pEUICHWH; MPOBOAUTH
MHOTO()aKTOPHBIN aHAIN3 HIEMEHTOB
HpeIMETHON obJslactn JUIst
BBISBJICHUS ~ OTpaHMYEHUH  1pu
NPUHATHH pElIeHUH; pa3padaThiBaTh
U OUCHUBATh  AJIbTEPHATHBHBIE
pelieHusT ¢ y4eTOM  PHCKOB;
BBIOMpPATh ONTHMAJbHBIC PELICHUS
UCXOJs W3 JEHUCTBYIOIIMX MPABOBBIX
HOPM, HMCIOLNIMXCS PECypcoB U
OrpaHHYCHHH; pa3pabaThIBaTh
MOZENM Yrpo3 W  Hapylurenen
HHPOPMAITMOHHON Oe3omacHOCTH
uc, BBISIBJIATH yrpo3bl
UH(POPMAIMOHHONW 0€30IacHOCTH |
000CHOBBIBATh OpraHHU3aI[MOHHO-
TEXHHUYECKHE  MEpONpHUSATHS IO
samure  uHpopmammu B UC;

BBISIBJISITH YA3BUMOCTH
MH()OPMaMOHHO-TEXHOJIOTNIECKUX
pecypcos ABTOMATH3MPOBAHHBIX
CHCTEM M TPOBOJUTH MOHHUTOPUHT
yrpos 6e3omacHocTn uc;
aHAIM3UPOBATh pHcKH
HWHPOPMAIMOHHBIX CHCTEM,
OCYIIECTBIISATH OIICHKY
3alIMINEHHOCTH U o0ecredeHus
MHPOPMATMOHHON 6e3omacHOCTH
HHPOPMAIMOHHBIX CHCTEM;

BBITIONHATE Pa0OThI Ha CTAAMSIX H
stamnax co3ganus MC B 3aIMIIeHHOM
HCIIOJIHCHNUH, COCTaBJIATH

26



AHATUTHYCCKHC 0030pbI o
BOIIpOCaM obecrieueHUs
nHdopmannonHoii 6e3onacnocta C
U pa3pabarhiBaTh YaCTHBIC MOJIUTHKH
HHPOPMATNOHHON
6e3onmacaoctu MC.

MeHee S50
0aJ1J10B

«HeyJ0BJIETB
OpMTEJILHO»

YK-2.
Cnocoben
OIIPEAETATh
KpYT 33134 B
paMKax
IIOCTABJICHHOM
e U
BBIOUpATh
OINITHMAJIbHBIE
CIIOCOOBI X
peleHus,
UCXOIS U3
JIEUCTBYIOIIUX
MPaBOBBIX HOPM,
HNMEIOIINXCS
pecypcoB
OTpaHUYEHUH.
OIIK-3.
Cnocobex
pemaTh
CTaHIApTHbIE
3a1a4n
npogeccroHab
HOI
JEATETbHOCTH
Ha OCHOBE
WHPOPMAINOHH
oilu
oubnuorpaduue
CKOH KyJIbTYpBI
C IPUMEHEHHEM
HHPOPMALMOHH
o-
KOMMYHHUKAINOH
HBIX TEXHOJIOTHH
U C y4eTOM
OCHOBHBIX
TpeOoBaHMit
HHPOPMALMOHH
oi
6e3omacHoCTH

VK-2.1.
[Tormmaer
0a3oBbIC
TIPUHITHIIBT
IIOCTaHOBKH
3a1a4 u
BBIPaOOTKH
peLICHUN.
VK-2.2.
Bribupaer
OITHUMAJILHEIE
CII0COOBI
pemIeHus
3ajad,
HCXOS U3
JICHCTBYIOIIN
X MPaBOBBIX
HOPM,
HAMEIOIIHXCSI
pecypcoB u
OrpaHUYEHUN

OIIK-3.2.
Pemaer
3a7a41
npodeccrona
JIBHOM
JESITENBLHOCT
U C yYETOM
OCHOBHEIX
TpeboBaHMit
uHhopmaIuo
HHOM
0€e301acHOCT
u

He 3Haer Ha 0a30BOM YypOBHe:
OCHOBHBIE IIPUHINIBI ¥ KOHIICTIIINA B
00JIacTH LEeNenoNaranusl U MPUHITHSA
pELICHUH; METOAbl TEHEPUPOBAHUSA
anbTepHATUB peleHui u
NPUBEJCHUS HMX K COIOCTaBUMOMY
BUAy I8 BbIOOpa ONTUMAaJIBHOTO

peleHus; IPUPOTY JIAaHHBIX,
HEOOXOANMBIX s peleHus
MIOCTaBJIEHHBIX  3aflad; OCHOBHBIC
METOJBl IPUHATHUS PELICHUN, B TOM
yycile B YCIOBHMSAX pHCKa U
HEOIPEEICHHOCTH; BUIBI U
HCTOYHHKH BO3HUKHOBEHUS PHCKOB
TIPUHATUSL peleHui, METOBbI
yIpaBJIECHUs HMU; OCHOBHBIE
HOPMAaTHUBHO-TIPABOBBIC JTOKYMEHTHI,
perilaMeHTUpyouue Ipouece
IPUHATHA PELICHUH B KOHKPETHOMU
npeMETHOU obnacTu;
METOJI0JIOTUYECKUE u
TEXHOJIOTHYECKHE OCHOBBI
KOMILIEKCHOTO obecrieueHus

6€301acHOCTH aBTOMAaTH3UPOBAHHBIX
MH(GOPMAIMOHHBIX CHUCTEM; METOMBI
1 CPEICTBA, COBPEMEHHBIE ITOIXOJIBI
K TOCTPOCHHIO CHCTEM  3allUThI
nHpopManuy, KpPUTEPUH  OLECHKH
samunieHHocTd  MIC,  MpUHITUIIBL
(dbopmupoBaHust MOJIUTHKH
UH(OPMALMOHHOH 6e3omacHOCTH
B aBTOMaTH3MPOBAHHBIX  CHCTEMaX;
HOPMaTHBHO-TIPABOBBIE  JIOKYMEHTbI
no obecriedyeHn0 MHGOPMAMOHHON
6e3omacHocTH, CTaHAAPTHI
TIOCTPOCHUSA cHcTeM
WHPOPMALIMOHHON 0e30MacHOCTH |

OLICHKH CTENICHW 3aIIUTHl CHUCTEM
HHPOPMAINOHHON Oe3omacHOCTH
00BEKTOB; OCHOBHbBIE METOIBI
KOHTPOJISL 3¢ HEeKTUBHOCTH
obecrieueHus nH(popMaLMOHHO
6e3omacHOCTH nHPOPMAIIMOHHBIX
CHCTEM.

He ymeer Ha 06a30BOM YpoOBHe:
CHCTEMHO aHAJIM3UPOBATh
TIOCTaBIICHHBIE ey,
(opMyIHpoBaTh 3a71a49u "
npeasaraTh 000CHOBaHHbBIE
peleHus; KPUTHYECKH OLICHHBAThH
nHdopManuio 0 HpeIMETHON
obmacTu TIPUHATHUS pemeHni;
UCIIONIb30BaTh ~ MHCTPYMEHTAIIbHbIC
cpenctBa Uil pa3paboTKu U
NPUHSITUSL  pellleHWH;  IPOBOAUTH

MHOTO(haKTOPHBIN aHAJIN3 dJIEMEHTOB

Komnerenuuu
He
copmupoBan
bl
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MpeIMETHOM obyactu ISt
BBISBJIICHUSI ~ OTPAHUYCHUHA  MpHU
NPUHATHH PEIICHUiT; pa3pabarsiBaTh
U OLCHMBATh  aJbTCPHATUBHBIC
pelICHUSI €  y4eTOM  PHCKOB;
BBIOMpPATh ONTHMAJbHBIC PELICHUSA
HCXOMs W3 NEHCTBYIOIINX MPABOBBIX
HOPM, HMEIOLIUXCS PECypcoB H
OTpaHUYCHUH; pa3pabartbIBaTh
MOJZENH Yrpo3 W  HapylIuTenen
nH(pOpMaMOHHOH Oe3zomacHoCTH
Huc, BBISBIISITH yIPO3bI
WHPOPMAIIMOHHON 0E30MacHOCTH U
000CHOBBIBATh OpraHU3alHOHHO-
TEXHUYECKHE  MEpONPHATHI IO
sammre  wHpopmamm B UG,

BBISIBIISITH YSI3BUMOCTH
HH(OPMAIMOHHO-TEXHOJIOTHYESCKIX
pecypcoB ABTOMaTU3MPOBAHHBIX
CHCTEM ¥ IIPOBOAUTH MOHHTOPUHT
yrpo3 6e30macHOCTH uc;
aHaJIM3UPOBATh pHCKH
UH()OPMALMOHHBIX CHCTEM,
OCYILECTBIIAT OLICHKY
3aIUIIEHHOCTH U o0ecredeHus
UH(OPMALMOHHOH 6e30macHOCTH
UH(OPMALMOHHBIX CHCTEM;

BEITIIOJHATE PabOTHl Ha CTagWiaxX |
stanax co3ganus MC B 3alIUILIEHHOM

HCIIOJTHEHUY; COCTaBIIAThH
AHATUTHYECKUE 0030p5I o
BOMpOCaM obecrieucHus

uHpopmamoHHoi 6e3onacHoctn UC
U pa3pabaThIBaTh YaCTHBIC MOJTUTHKH
UH(OPMALMOHHOH
6e3onmacaoctu MC.

28



