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I. OPTAHU3AIIMOHHO-METOJUYECKHWA PA3IEJ

He.]'lb H 3a1a494 OCBOCHMHUA JUCIHUIIIIMHBI

Heab nucuMIUVIMHBI 3aKiI04aeTcss B (OPMUPOBAHMM 3HAHHK 00 OOBEKTaxX U
3aJjayax  3allUThl, CIoco0ax W  CpeACTBaX HapylleHus UHGOPMAIMOHHON
0€30MacHOCTH, O MPUHIUIIAX U MOAX0/IaX K PEIICHHUIO 3aja4 3alIuThl HHpopMauu; a
Takke (popMHpOBaHHE YMEHHUH MO MPUMEHEHHUIO COBPEMEHHBIX TEXHOJOTHH, BhIOOpa
CPEICTB W HWHCTPYMEHTOB 3allUThl HH(POpPMAIMH AJsi MOCTPOCHUS COBPEMEHHBIX
3aIUIICHHBIX YKOHOMUYECKUX UH()OPMALIMOHHBIX CHCTEM.

3agauyu AMCUMIIMHBI:

-  U3y4dTh CcpeAcTBa oOecrnedyeHus HMHQPOPMAIMOHHON  OE30MacHOCTH
HKOHOMUYECKOHN MH(DOPMALIMOHHON CUCTEMBI COBPEMEHHOM OpraHu3aluy;

- (¢dopMHUpOBaHHWE YMEHHUSA OOCECHEUYHUTh 3aluUTy HHPOpMAMK U OOBEKTOB
uH(popMaTuzauuu; (GOpMUPOBAHUE YMEHUSI COCTABIISITh 3asIBUTENIBHYIO JOKYMEHTAIUIO
B HaJ30pHBIE FOCYIapCTBEHHbIE OpraHbl MHPOKOMMYHHUKAIIMOHHON OTpaciu;

- W3Y4YUTh CPEACTBA 3aIUTHl JAHHBIX OT pa3pylAOLUX [POTrPAMMHBIX
BO3JICHCTBUI;

- MIOHUMATh U BHEJPATH OPTraHU3AINI0 KOMIUIEKCHON 3alUThl HHPOPMAIIH Ha
KOMIIBIOTEpaX OpraHU3aIllH;

- popMUpPOBaHUE HABBIKOB 00E€CTICUEHUS 3aIUThl 00BEKTOB MHTEIUICKTYaIbHOM
COOCTBEHHOCTH, PE3YJIbTATOB UCCIEAOBAHUI U pPa3padOTOK KaKk KOMMEPUYECKOH TailHbI
TPEITPUSITHS.

MecTO0 IMCUHMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOTrpaMMbl

Jucuunnuna «MHopmanrionHas 6€30MacHOCTbY, OTHOCUTCS K 0053aTeNbHON YacTH y4eOHOro
TUIaHA.

O0beM TUCHMILVIMHBI M BUABI Y4e0OHOH padoThI

Tabmumna 1
Bcero yacoB no ¢gopmam o0yueHust
IMoxa3arenu o0beMa JUCHMIIIMHBI
ouHan | 3a0ynasn
O0beM OUCIHMINHEI B 3a4€THBIX €IUHUIIAX 4 3ET
O0BeM QUCIUAIUINHEL B Yacax 144
gggxsmwquaﬂ arrecranus: Isanen Dsamen
KonTtakTHas padora o0y4yaroumuxcs ¢ 16 16
npenoaasareneM (KoHTakr. yacel), Bcero:
1. KonTakTHas paboTa Ha mpoBeieHUE
3aHSTUN JEKIIMOHHOTO ¥ CEMUHAPCKOT0 THIIOB, 42 12
BCET0 YacoB, B TOM YHCIIE!
e JIEKIINH 12 6
e IIPAKTUYECKHE 3aHATH 30 6
e JTa0OpPATOPHBIC 3AHITHS - -
B TOM YHCJI€ IPAKTUYECKas MOJIrOTOBKA - -
2. UnauBuayansabie KoHcynbTanuu (MK) - -




3. KonrakTHas paboTa 1o npomMexyToqHOU
arrectanuu (Karr)

4. Koncynpranus nepen 3x3ameHoM (KJ) 2 2
5. KonrakrtHas paboTa 1o IpoOMeKyTOYHOU
aTTECTAIlMU B MEPUOJI IK3. CECCUH / CECCUU 2 2
3a0uyHUKOB (KaTTaK)
CamocrositesbHas padora (CP), Bcero: 98 128
B TOM YHUCJIC:
e caMocCTOsITEeTbHAs paboTa B TIEPHO/T IK3.
32 5
ceccun (CPak)
e camocrosTenbHas padora B cemectpe (CPc) 66 123

B TOM YHCJIe, CAMOCTOSTEIbHAs paboTa Ha
KYPCOBYIO pa0boTy

e usyyeHue JOP

e HM3YYEHHE OHJIAH-KypCa WM €ro 4acTu

e BbIIIOJIHCHUC HHANBUAYAJIbHOI'O IIPOCKTA

e TIOJATrOTOBKA K HamucaHuio pedepara

HepequL IVIAHUPYEMBIX PE3yJbTaToB oﬁyqemm Io JTHCIHMIIJIMHE

Ta0nuua 2

dDopmupyemMbie NuaukaTopsl J0CTHXKEHUS Pe3yabTaThl 00yueHus
KOMIIeTeHIINH KOMIIeTeHIH i (3nanusn, ymenus)
(KOO U HAUMEHOB8AHUe (KOO U HAUMEHOBAHUe

Komnemeuuuu) uuduxamopa)
VK-2. Cnocoben | YK-2.1. Iloummaer ©0a3oBele | YK-2.1. 3-1. 3HaeT OCHOBHEIC
OTIpeAENATh KPYT 3a7ay | MPUHIUIBI MOCTAHOBKH 3a7ad | MPUHIMIB ¥ KOHLEMIMU B 00JIacTH
B paMKax | ¥ BRIpaOOTKH PEIICHUA LeTIENOJIaraHus U IPUHATHUS PEIICHUI
HOCTaBJICHHOM LeIM H VK-2.1. 3-2. 3HaeT METOJIbI
BBIOUPATh TEHEPUPOBAHUS AJITEPHATUB PEIICHUIA

ONTHUMAIIBHBIE CITIOCOOBI
WX pEIIeHUs, UCXO/s U3
JNENUCTBYIOLIUX
MPaBOBBIX HOPM,
MMEIOIINXCA PECypCoOB
Y OTpaHUYEHUN

U TpHUBEIEHUS HMX K CONOCTaBUMOMY
BUIY JUIA BBIOOpa  ONTHMAJIHHOTO
peleHus

VYK-2.1. 3-3. 3naer npupoay AaHHBIX,

HEOOXOAUMBIX JUIA peleHus
IIOCTABJICHHBIX 3aJ1a4

VK-2.1. V-1. Vwmeer CHUCTEMHO
aHAIM3UPOBATh [OCTABIIEHHBIC IIEIIH,

(dbopMyIHpOBaTh 3aJaYM W TIpEAJaraTh
00OCHOBaHHBIE PELICHHUS

VK-2.1. V-2. VYmMeer KpHUTHYECKH
OLIEHUBATh MH(POPMALIUIO O MPEIMETHOM
o0JacTy MPUHSTHSI peIIeHU

VYK-2.1. V-3. Vmeer wucnonb3oBarb
WHCTpYMEHTAJIbHBIE  CpEeACTBA IS
pa3paboTKU U MPUHSTHUS PELICHUI

YK-2.2. BeiOupaer
OITUMAJIbHBIE CII0COOBI
pelieHuss 3aaad, HUCXOAs U3
JIEUCTBYIOIIUX MIPaBOBBIX

VK-2.2. 3-1. 3HaeT OCHOBHBIE METOMIbI
NPUHATHS PENICHWA, B TOM 4YHCIIC B
YCIIOBUSX PUCKA U HEOIPEIETICHHOCTH

VK-2.2. 3-2. 3HaeT BUIObl U UCTOYHUKU

(@]



HOpPM, HUMEIOLIMXCSA PECYPCOB
U OTPaHUYCHUN

BO3HUKHOBEHHUSI  PUCKOB  TNPUHSTHUA
pelIeHui, MEeTo bl YIIpaBJIeHUS UMU
VK-2.2.3-3. 3HaeT  OCHOBHEIEC
HOPMaTUBHO-TIPABOBbBIC JIOKYMEHTHI,
periIaMeHTUPYIONIUE MPOLECC MPUHSATHUS
peuieHuil B KOHKPETHOM IPEIMETHOMN
obnactu

VK-2.2. V-1. VYmeer npoBOIuThH
MHOTO()AaKTOPHBI aHAIM3 AIEMEHTOB
IpeIMEeTHOW o0nacTu il BBIABICHUS
OTpaHUYECHUN IIPU IPUHATUH PELICHUN
VYK-2.2. V-2. VYmeer pa3pabarpiBaTh U
OLICHUBATh AJIbTEPHATUBHBIE PELICHUS C
Y4E€TOM PUCKOB

YK-2.2. V-3,  Vmeer BbIOUpath
ONTHMAJIbHBIE PEUICHUS HUCXOIsl U3
JICHCTBYIOIINX IIPaBOBBIX HOPM,

UMEIOIINXCS PECYPCOB U OTPAaHUUYCHUN

OIIK-3.
pemarp
3a7a4un
npodeccHoHATEHOM
JEATeLHOCTH
OCHOBE
UHQOPMAIIMOHHOW |
oubnuorpaduueckoit
KYJIBTYPBI C
IPUMEHEHHEM
MH(pOPMaIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH U C y4ETOM
OCHOBHBIX TpeOOBaHUI
MH(POPMALMOHHOM
6e30macHOCTH

CnoocobeHn
CTaH/IapTHHIE

Ha

OIIK-3.2. Pemaer 3amaumn
poQeCCHOHAIBHON
JIESTEIbHOCTH €  y4eTOM
OCHOBHBIX TpeOoBaHMit
UH(}pOpMaITMOHHOM
Oe3omacHOCTH

OIIK-3.2. 3-1. 3HaeT
METO/IOJIOTUYECKHE W TEXHOJOTHUECKHUE
OCHOBBI KOMILIEKCHOTO oOecreueHust
0€30MacHOCTH  aBTOMAaTU3UPOBAHHBIX
UH(POPMALIMOHHBIX CUCTEM

OIIK-3.2. 3-2. 3muaer METONBI U

CpeACTBa, COBPEMEHHBbIE MOJXOAbI K
MIOCTPOECHUIO CHCTEM 3aIIUTHI
UHpOpMaLuy, KpUTEPUU OLIEHKHU
3aIIHUIIEHHOCTH NcC, IIPUHIUIIB
¢dopmupoBaHus HOJIUTUKH
MH(POPMAITUOHHOMN 0e30MacHOCTH

B aBTOMATHU3UPOBAHHLIX CUCTEMAX

OIIK-3.2. 3-3. 3Haer  HOpPMaTHBHO-
IPaBOBbIE IOKYMEHTHI IO 00ECIIEUEHHIO
UH(POPMALIMOHHOM 0€30MacHOCTH,
CTaHJApPTHI MOCTPOCHHS CHCTEM
UHPOPMALIMOHHOM  0€30MacHOCTH |
OLIGHKA  CTETEeHW 3allUThl  CHUCTEM
nH(pOPMAIIMOHHOM 0e301acHOCTH
00BEKTOB

OIIK-3.2. 3-4. 3HaeT OCHOBHBIE METOABI
KOHTPOJISI 9)PEKTUBHOCTA 0OECTICUCHUSI
nH(pOPMAIIMOHHOM 0€30I1aCHOCTH
WH(POPMAIIMOHHBIX CHCTEM

OIIK-3.2. V-1. VYmeer pa3pabaTbIBaTh
MOJEIX  yrpo3 W HapyLIUTeNeu
uHpopmannonHoit Oe3zomacnoctu UC,
BBLSIBIIITE  YTPO3Bl  WH(OPMAITMOHHOM
0e30macHOCTH U 00OCHOBBIBATh
OpTaHU3aIMOHHO-TEXHUIECKUE
MEpPONPUATHS 10 3aIuTe HHPOpMALIUU B
ncC




OIIK-3.2. V-2. VYmMeer BbISBIATH
ySI3BUMOCTH UH(POPMAIMOHHO-
TEXHOJOTHYECKHUX pecypcoB
ABTOMATHU3HPOBAHHBIX cUCTEeM "
IIPOBOJIUTH MOHHUTOPUHT yrpo3
6e3onacuoctu C

OIIK-3.2. V-3. YMeer aHanM3upoOBaTh
pucku  UHPOPMAIMOHHBIX  CHCTEM,
OCYILIECTBIISITh OLICHKY 3alllUIIEHHOCTH
u  olecrmeyeHus  HUHGPOPMAITMOHHON
0e301acHOCTH UH()OPMAITMOHHBIX
CUCTEM

OIIK-3.2. V-4. VYwmeer BBIIIOJIHSTH
paboThI HAa CTAUAX W 3Tanax CO3/IaHUs
NC B 3amuiieHHOM UCTIOTHEHUH
OIIK-3.2. V-5. VYmMeer cocTaBisiTh
aHAJIUTUYECKUE 0030phl MO BOMpPOCaM
oOecnieyeHus MH(OPMAIMOHHOM
6esonmacaoctn UIC wu  pa3pabaTbiBaTh
YaCTHBIE TOJUTUKUA HH(OPMALMOHHOU
6e3onacuoctu M1IC




I1. CONEPKAHME JUCIUATIIMHBI

Tanbl GOPMHUPOBAHNUS U KPUTEPUH OLleHUBAHUS CPOPMHUPOBAHHOCTH KOMIIETEHIUI 00y4al0IMuXcs 04HOi GopMbl 00yUeHH st

Taobmnuua 3.1

TpynoemkocTh, akageMH4YecKHe 9YaChl
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Cemectp 6
1. Tema 1. CTangapTbl 1 HOPMATHBHO-IPaBOBbIe | 4 10 - 20 34 | YK-2.1. YK-2.1. 3-1. [p.s. T. -
aKThbI B obJacTu uH(OPMALHOHHOI YK-2.2. YK-2.1. 3-2.
0e30macHOCTH. OIlK-3.2. | VK-2.1. V-2,
CHUCTEMHBII TTOIXO0/ K MPOEKTUPOBAHKIO, BHEAPEHUIO U VK-2.1. V-3
noj/iepkaHuio  cucrtemsl  obecneuenns Wb Ha VK-2.2.3-1.
TIpCAIPHATHH. YK-2.2. Y-1.
Crangaprusanus } B cepe yIIpaBJICHUSI VK-2.2.V-2.
WHPOPMAMOHHOW  0E30MacHOCThIO  (Ha  OCHOBE VK-2.2. V-3
MexayHapoaHbix crangaptoB ISO/IEC 17799, ISO/IEC OHK' 3'2 3 1
27002, ISO/IEC 27001, ISO/IEC 15408). T T
Pecypchl IpeAnpusTyS, OAIEKAIINE 3AUIATE C TOYKU OIlK-3.2. 3-2.
3penus Ub. OtedecTBEHHBIE U MEXyHapOIHBIE OIIK-3.2. 3-4.
CTaHAApThl B 00J1aCTH 3aLIUThI MHPOPMALIKH. OIIK-3.2. V-1
CrangapTel B 0651aCTH Pa3pabOTKU U BHEAPEHUS OIIK-3.2. V-5.

MPOrPaMMHOTO OOECTICUeHHUSI U aBTOMATU3NPOBAHHBIX
cucreM. Acniextsl 1Ib B pamMkax MeHeI)KMEHTa
HenpephIBHOCTH On3Heca. COOTBETCTBHE TPEOOBAHUIM
3akoHoJaTeabCcTBa. COOTBETCTBUE MOJIUTHKAM
0€30MaCHOCTH ¥ CTaHJapTaM, TEXHUIECKOE
cootBercTBUE. CO3/1aHKE YIOCTOBEPSIOUIETO LIEHTPA,
TeHepalus OTKPBITBIX U KIII0UEeH, CO3/IaHue
CEPTU(PHUKATOB OTKPHITHIX KIIFOUEH, CO3TaHUe
3JIEKTPOHHON MOJIHUCH.




Tema 2. AHaau3 PHCKOB W  YIrpo3

HH(OPMANMOHHOI 0e301TACHOCTH.
WnenTndukarms 1 oleHKa akTHBOB. MoIeb
yrpos. Unertndukanus yszsumocteit. OneHka
puckoB. O06paboTKka prcKoB. Mozenb
HAPYIIUTES TOJIMTUKU 030TTaCHOCTH.
Tunwaasie yrpo3bl HHOOPMAIIUU U YSI3BUMOCTH
KOPIIOPATUBHBIX HHPOPMALIMOHHBIX CUCTEM.
AHanu3 ommbOoK, YHUUTOKEHUE,
HEaBTOPU30BaHHAS MOIU(DUKALINS UIIN
HEI[eJIeBOe HCITOIb30BaHNe HH()OPMAIIUU B
MPUKJIATHBIX TporpaMMmax. Kpunrorpagpuieckue
MEpHBI U CPEICTBA KOHTPOJIS U yIIPABICHUS.
bezomacHOCTh CHCTEMHBIX (haiiiioB.
bezomacHocTh B miporieccax pa3paboTKu U
noiep kK. Mojenu nH(HOPMAIMOHHOM
Oe3omacHocTy. Buabl 3amumiaemMoi
nHpopMarui. OCHOBHBIE HOPMaTHBHO-TIPABOBHIE
aKThl B 00J1acTH HHG)OPMAIMOHHON
oe3omacHocTu. [IpaBoBBIe 0COOCHHOCTH
obecrieveHus: 6€30MaCHOCTH
KOH(UACHINATBHON HH)OPMAITUU H
rOCyIapCTBEHHOM TalHbI. Pecypchl mpeanpHsTHs,
nojjiexxauye 3amure ¢ Touky 3perus Ub. Acnekts
b B paMKax MEHCIKMEHTA HCIPCPBIBHOCTHU Oou3Heca.

10

20

34

YK-2.1.
YK-2.2.
OIIK-3.2.

YK-2.1. 3-1.
VK-2.1. V-1.
YK-2.1. V-2.
YK-2.1. V-3.
VK-2.2.3-1.
VK-2.2.3-2.
YK-2.2.V-1.
OIIK-3.2. 3-1.
OIIK-3.2. 3-2.
OIIK-3.2. 3-3.
OIIK-3.2. 3-4.

OIIK-3.2. V-3.
OIIK-3.2. V-4.
OIIK-3.2. V-5.

Ilp.3.

Kip




Tema 3. IIpoexkTupoBaHue, pa3padéorka u | 4 10 26 40 | YK-2.1. VYK-2.1. 3-1. Ip.3. K/p
BHeJpeHHEe AaBTOMATH3HPOBAHHBIX CHCTEM B YK-2.2. YK-2.1. 3-2.
3alUMILEHHOM MCIIOJTHEHHH. OIIK-3.2. | YK-2.1. 3-3.
OCHOBHBIE BHIBI CETEBBIX M KOMITBIOTEPHBIX YIPO3. VK-2.2. 3-3.
CpexctBa ¥ METOIOBl  3alUTBHl  OT CETEBBIX VK-2.2.V-1.
KOMITBIOTEPHBIX yrpo3. CuMMeTpUYHbIe u VK-2.2.V-2.
accCUMeTpUYHble cucTeMbl InudpoBanus. Lludpossie VK-2.2. V-3.
noanucu (DnekTpoHHBIe Toxamucu). MHbpacTpykTypa OIIK-3.2. 3-1
OTKpBITHIX Kitoued. Kpunrorpaduueckre mpoTOKOINBL o '
Texnuueckoe 3a/1aHKE Ha co3anne OIIK-3.2. 3-2.
AaBTOMATH3MPOBAaHHOW cucTeMbl. [lopsiok co3maHus OIIK-3.2. 3-3.
aBTOMATH3UPOBAHHBIX CHUCTEM B 3aIAIICHHOM OIIK-3.2. V-2.
ucnonHeHnH. TpeOGoBaHuA K pa3paboTKe M BHEIPCHUIO OIIK-3.2. V-3.
ABTOMATH3MPOBAHHOM  CHCTEMBI B  3allUIICHHOM OIIK-3.2. V-4.
ucrnonHeHnn. be3omacHOCTE MHPOpPMAIMK U CPEICTB OIIK-3.2. V-5.
o0pabotkn wHpopMmanuu 3amumeHHBIXx MC  mpu
Joctyne, o0pabOTKe, TIepefadye M MCEHEIDKMEHTE,
OCYLIECTBIISIEMOM CTOPOHHUMU OpraHHU3aLHsIMU.
3amura HHPOPMAIMOHHBIX aKTHBOB 3aruiieHHbx MC.
Amnanus U Kiaccudukanms nHpopManuy,
mupKynupytomeii B 3amuuieHHsix MC. Paspabotka
TpeboBaHuii 6ezomacHOCTH 3anunieHHbIx MC.
Koncynomayus nepeo sxzamernom (K3) - - -2 2 - - - -
Koumaxmmuas paboma no RPOMENCYMOUHO
ammecmayuy 8 nepuoo 3K3. ceccuu / ceccuu 3a0YHUKO8 - - -2 2 - - - -
(Kammoi)
Camocmosmenvuas paboma 6 nepuod 9K3. ceccuu
- - 32/- 32 - - - -
(CP»sxk)
Hmozo 12 30 98/4 | 144 X X X X
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Cemectp 5
1. Tema 1. CTaHgapThl # HOPMATHBHO-TIPABOBbIE | 2 2 - 41 45 | YK-2.1. YK-2.1. 3-1. Ip.3 T. -
aKThbI B obJacTu uH(OPMALMOHHOI YK-2.2. YK-2.1. 3-2.
0e30MacHOCTH. OIIK-3.2. | YK-2.1. V-2,
CHUCTEMHBI TTOAXO0/ K MPOEKTUPOBAHHUIO, BHEAPEHUIO H YK-2.1. V-3
HNOAJIEp)KaHUI0  cucTeMbl — oOecrieueHuss UMb Ha VK-2.2.3-1.
TIPETPUSITHH. YK-2.2. ¥V-1.
CrangapTusanus 5 B chepe yIpaBIeHUs VK-2.2.Y-2.
WHPOPMAMOHHOW  0E30MacHOCThIO  (Ha ~ OCHOBE VK22 V-3
MexxayHapoaHsix crannapro ISO/IEC 17799, ISO/IEC OHK'3'2 3 1
27002, ISO/IEC 27001, ISO/IEC 15408). T T
Pecypchl npeanpusTus, MOUICKAIHE 3aIUTE C TOUKH OIIK-3.2. 3-2.
3penus Ib. OTeuecTBEHHBIE U MEXTYHAPOIHBIE OIIK-3.2. 3-4.
CTaHAApThl B 00JIACTH 3aLIUTHI HHOOPMALKH. OIIK-3.2. V-1
CranaapTsl B 00JacTH pa3pabOTKH U BHEAPEHUS OIIK-3.2. V-5.

MPOrPaMMHOTO OOECTIeUeHHUsI 1 aBTOMATU3UPOBAHHBIX
cucreM. Acniektsl 1B B pamMkax MeHe)KMEHTa
HenpepbsIBHOCTH On3Heca. COOTBETCTBHE TPEOOBAHUSIM
3aKoHOAATEeNhCTBA. COOTBETCTBUE TOJTUTHKAM
0€30MaCHOCTH ¥ CTaH/IapTaM, TEXHUIECKOE
cootBercTBUE. CO3/1aHKE yIOCTOBEPSIOUIETO LIEHTPA,
TeHepalus OTKPBITBIX U KIII0UEeH, cO3/laHue
CEpTU(PHUKATOB OTKPHITHIX KIIFOUEH, CO3TaHUe
9JIEKTPOHHON MOJIHUCH.




Tema 2. AHaau3 PHCKOB W  YIrpo3

HH(OPMANHMOHHOI 0e301TACHOCTH.
WnenTndukarms 1 oleHKa akTHBOB. MoIeb
yrpos. Unertndukanus yszsumocreit. Onenka
puckoB. O06paboTKka prcKoB. Mozenb
HAPYIIUTES TOJIMTUKU 030TTaCHOCTH.
Tunwaasie yrpo3bl HHOOPMAIIUU U YSI3BUMOCTH
KOPIIOPATUBHBIX HHPOPMALIMOHHBIX CUCTEM.
AHanu3 omuboK, YHUUTOKEHUE,
HEaBTOPU30BaHHAS MOIU(DUKALINS UIIN
HEI[eJIeBOE HCITOIb30BaHNe HH()OPMAIIUU B
MPUKJIATHBIX TporpaMMmax. Kpunrorpagpuieckue
MEpHBI U CPEICTBA KOHTPOJIS U yIIPABICHUS.
bezomacHOCTh CHCTEMHBIX (haiiiioB.
bezomacHocTh B miporieccax pa3paboTKu U
noIep kK. Mojenu nH(HOPMAITMOHHOM
Oe3omacHocTy. Buabl 3amumiaemMoi
nHpopMarui. OCHOBHBIE HOPMaTHBHO-TIPABOBHIE
aKThl B 00J1acTH HHG)OPMAIMOHHON
oe3omacHocTu. [IpaBoBBIe 0COOCHHOCTH
obecrieveHus: 6€30MaCHOCTH
KOH(UACHINATBHON HH)OPMAITUU H
rOCyIapCTBEHHOM TalHbI. Pecypchl mpeanpHsTHs,
noJjiexauye 3amure ¢ Touku 3penus Ub. Acnekts
b B paMKax MEHCIKMEHTA HCIPCPBIBHOCTHU Oou3Heca.

41

45

YK-2.1.
YK-2.2.
OIIK-3.2.

YK-2.1. 3-1.
VK-2.1. V-1.
YK-2.1. V-2.
YK-2.1. V-3.
VK-2.2.3-1.
VK-2.2.3-2.
YK-2.2.V-1.
OIIK-3.2. 3-1.
OIIK-3.2. 3-2.
OIIK-3.2. 3-3.
OIIK-3.2. 3-4.

OIIK-3.2. V-3.
OIIK-3.2. V-4.
OIIK-3.2. V-5.

Ilp.3.

Kip




Tema 3. IIpoexTHpoBaHHe, pa3padoTKa M 41 45 | YK-2.1. YK-2.1. 3-1. IIp.3. K/p
BHeJpeHHEe AaBTOMATH3HPOBAHHBIX CHCTEM B YK-2.2. YK-2.1. 3-2.
3alUMILEHHOM MCIIOJTHEHHH. OIIK-3.2. | YK-2.1. 3-3.
OCHOBHBIE BHIBI CETEBBIX M KOMITBIOTEPHBIX YIPO3. VK-2.2. 3-3.
CpexctBa ¥ METOIOBl  3alUTBl  OT CEeTEeBBIX VK-2.2.V-1.
KOMITBIOTEPHBIX yrpo3. CuMMeTpUYHbIe u VK-2.2.V-2.
accUMeTpuYHble cucTeMbl InudpoBanus. Lludpossle VK-2.2.V-3.
noanucu (DnekTpoHHBIe Toxamucu). MHbpacTpykTypa OIIK-3.2. 3-1
OTKpBITHIX Kitoued. Kpunrorpaduueckre mpoTOKOINBL o 2'
Texuuueckoe 3a1aHue Ha co3/laHue OIIK-3.2. 3-2.
ABTOMATH3MPOBAaHHOW cucTeMbl. [lopsmok co3maHus OIIK-3.2. 3-3.
aBTOMATH3UPOBAHHBIX CHUCTEM B 3aIAIICHHOM OIIK-3.2. V-2.
ucnonHeHnd. TpeOGoBaHuA K pa3paboTKe M BHEIPCHUIO OIIK-3.2. V-3.
ABTOMATH3MPOBAHHOM  CHCTEMBI B  3allUIICHHOM OIIK-3.2. V-4.
UCTIOTHEHNH.  be30macHoCTs WH(OPMAINK W CPEJICTB OIIK-3.2. V-5.
o0pabotkn wHpopMmanuu 3amumeHHBIXx MC  mpu
Joctyne, o0pabOTKe, TIepefadye M MCEHEIDKMEHTE,
OCYLIECTBIISIEMOM CTOPOHHUMU OpraHHU3aLHsIMU.
3amuTa HHPOPMAMOHHBIX aKTHBOB 3aruiieHHbix VC.
Amnanus U Kiaccudukanms nHpopManuy,
mupKynupytomeii B 3amuuieHHsix MC. Paspabotka
TpeboBaHuii 6ezomacHOCTH 3anunieHHbIx MC.
Koncynomayus nepeo sxzamernom (K3) -2 2 - - - -
Koumaxmmuas paboma no RPOMENCYMOUHO
ammecmayuy 8 Nepuoo 3K3. ceccuu / ceccuu 3a04HUKO8 -2 2 - - - -
(Kammoi)
Camocmosmenvuas paboma 6 nepuod 9K3. ceccuu
5/- 5 - - - -
(CP>x)
Hmozo 128/4 | 144 X X X X

Dopmbl yuedOHbIX 3A0aHUTL HA AYOUMOPHBIX 3AHAMUAX:

Ipaxmuueckas 3adanust (Ilp.3.)

Dopmul meKyuieco KOHmMpoNA:
Konmponvnvie pabomet (K/p)
Tecm (T.)

Dopmul 3a0anuil 0711 MEOPYECKO20 PEUMUHIA:
Pegepam (P.)




I1l. YYHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHMUE JUCIUITINHbI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHasi IuTEpaTypa:

1.  Bapanosa, E. K. Unpopmanmonnas 6e3omacHOCTh U 3amurta nHbopmaruu: yuieonoe nocooue / E.K.
bapanosa, A.B. babam. — 4-e u3z., mepepad. u qon. — Mocksa: PUOP: UH®PA-M, 2021. — 336 ¢c. —
(Beiciree obpasoBanue). — Tekct: anekrponnsiii. - URL: https://znanium.com/read?id=364911

2. Kimmmenko, M. C. MHpopManmoHHas 0€30IaCHOCTh M 3alluTa MH(MOpPMALMHU: MOJCIH U METOJbI
ynpasieHusi: monorpadus / N.C. Knumenko. — Mocka: UTHOPA-M, 2021. — 180 c¢. — (Hayunas
mbicib). — DOI 10.12737/monography _5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. - Tekcr:
anektpounsiid. - URL: https://znanium.com/read?id=360289

3. Cprues, 0. H. 3anmura undopmaiuu u uadpopmaimoHHas 0e30macHoCTh: yueOHoe mocobue / FO.H.
CorueB. - MockBa: UH®PA-M, 2022. — 201 c¢. — (Bsicmee obpaszoBanue: bakamaBpuar). — DOI
10.12737/1013711. - ISBN  978-5-16-014976-9. -  Tekctr:  oamektponHbii. -  URL:
https://znanium.com/read?id=388766

JonoHUTeILHAS JIUTEpPaTypa:

1. MexnaynapoaHas uH(OpMAMOHHAS OE30MaCHOCTh: TEOPHsl W IMPAKTUKA : B Tpex Tomax. Tom 1 :
yueOHuK / mox obml. pen A. B. Kpyrckux. - 2-e u3n., non. - Mocksa : M3garensctBo «Acnekt [Ipeccy,
2021. - 384 c¢. - ISBN 978-5-7567-1098-4. -  Tekcr: onextponnbri. -  URL:
https://znanium.com/read?id=373117

2. babam, A. B. MoaenupoBaHue cucTeMbl 3auThl HHpopmaiuu. ITpaktukyMm : yueOHoe mocodue / E.K.
bapanosa, A.B. babGam. — 3-e uzn., nepepab. u gon. — Mocksa: PUOP : UTHOPA-M, 2021. — 320 c. +
Hom.  marepuansl  [DnekTpoHHBIA  pecypc]. —  (Bwicmee — obOpaszoBanme). —  DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr : onekrpouHsiii. - URL:
https://znanium.com/read?id=371348

3. 3Bepena, B. Il. YuacTue B mnaHUpOBAaHUM U OpPTaHU3ALUU pabOT MO 0O0ECTIEUYEeHUIO 3aIIUThl 00BEKTA :
yuebnuk / B.I1. 3BepeBa, A.B. Hazapos. — Mocksa: KYPC : UHO®PA-M, 2020. — 320 c. - ISBN 978-5-
906818-92-8. - Tekct: anexkrponssiid. - URL: https://znanium.com/read?id=347024

HOpMaTI/IBHLIe NMPpaBoOBbI¢ TOKYMEHTDBI:

1. ®enepanbubiii 3akoH Poccuiickoit ®enepanun ot 27 urong 2006 r. N 149-O3 O6 undopmanumy,
MH(OPMALIMOHHBIX TEXHOJIOTHSIX U O 3alluTe HHPOpPMAIH

2. ®enepanpHbiii 3akoH oT 31 wmiomst 2020 r. Ne 258-D3 «OO6 sSKCIEpUMEHTATBHBIX MPABOBBIX
pexxumax B cepe nudpoBeIXx HHHOBAIMH B Poccuiickoit @eneparumy [DnekTpoH.pecypc]. — Pexxum
nocryma http://www.consultant.ru/document/cons_doc LAW 358738/

3. "Crparerus pasutus uHpopmannoHHoro obmiectBa B Poccwuiickoii ®@enepanuu Ha 2017-2030
ronpr" [DmexTpoH. pecypc]. - Pexum JOCTyTIa
http://www.consultant.ru/document/cons_doc_LAW_ 216363

4. TlocranoBnenne IIpaButensctBa P® ot 26.06.1995 O ceprudukanum CcpeAcTB 3alIUThI
uHpopmanuu N 608

5. TlocranoBnenue IlpaBurensctBa P® ot 15 asrycra 2006 r. N 504 O nuueH3upoBaHUU
JeSTeIbHOCTH 110 TEXHUYECKOH 3aIuTe KOH(DUISHIINAIbHON nHpOopMaiu

6. [Nocranoenenne I[IpaButensctBa P® ot 31 aBrycra 2006 r. N 532 O nuieH3upoBaHHA
NEeSITeNIbHOCTH MO pa3paboTke ¥ (WIM) MPOU3BOJCTBY CPEACTB 3alIUTHl KOH(GUACHIIUATHLHOU
nHpopManuu



https://znanium.com/read?id=364911
https://znanium.com/read?id=360289
https://znanium.com/read?id=388766
https://znanium.com/read?id=373117
https://znanium.com/read?id=371348
https://znanium.com/read?id=347024
https://www.e-nigma.ru/stat/fz-149/
https://www.e-nigma.ru/stat/fz-149/
http://www.consultant.ru/document/cons_doc_LAW_358738/
http://www.consultant.ru/document/cons_doc_LAW_216363
https://www.e-nigma.ru/stat/p-608/
https://www.e-nigma.ru/stat/p-608/
https://www.e-nigma.ru/stat/p-504/
https://www.e-nigma.ru/stat/p-504/
https://www.e-nigma.ru/stat/p-532/
https://www.e-nigma.ru/stat/p-532/
https://www.e-nigma.ru/stat/p-532/

7. Tlpukaz @Cb P® or 9 depans 2005 r. N 66 "O6 yrBepxkaenun llomoxkeHust o paspaboTke,
MPOM3BOJICTBE, PEATM3allMd M DKCIUTyaTallud IMHQPPOBATBHBIX (KpUNTOTpadhUUECKUX) CPEACTB
3amuthl nHpopmanun (ITonoxenne [1K3-2005)"

8. Ilocranosnenue IlpaButenscTBa Poccuiickoit ®deneparuu ot 17 HosiOpst 2007 1. N 781 1. MockBa
"O6 yrBepxnaenuu Ilonmoxenus o6 oOecriedeHUH OE30MACHOCTH MEPCOHANBHBIX MAHHBIX MPH HX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX"

IHEPEYEHb HHOOPMAIIMOHHO-CITPABOYHbBIX CUCTEM

1. http://www.consultant.ru/ - CnpaBouno-mipaBoBas cucrtema Koncynprant Iloc;
2. https://www.garant.ru/ - CnpaBo4Ho-IIpaBoBasi cuctema [apaHr.

HEPEYEHD 3JIEKTPOHHO-OBPA3OBATEJIBHBIX PECYPCOB

1. Kypc "Uuadopmarmonnas 6e30macHOCTh" (JIEKTPOHHBIA 00pa3oBaTeNbHbIN pecypc, pasmemén B J0C
POV uwm. I'.B. Ilnexanona) http://Ims.rea.ru

HEPEYEHDb ITPO®ECCHOHAJIBHBIX BA3 TIAHHbBIX

1. http://www.anti-malware.ru/ — He3aBUCHMBI HWHPOPMAIMOHHO-aHATMUTUYCCKUI MMOPTAd IO
0e3omacHOCTH

MEPEYEHb PECYPCOB WH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
CETU "UHTEPHET", HEOBXOIUMbIX /UIZA OCBOEHUA AU CIHUIIJIMHBI

1. http://www.fsb.ru/ (caiit ®Cb Poccun);

2. http://www.infoforum.ru/  Hanumonaneubeiii  ¢opym  umHDOpManuoHHOW  Oe30mMacHOCTH
"MHOODPOPYM" — »3eKTpOHHOE MNEPHUOJUYECKOE HU3JaHUE MO BOIpocaM HHGPOPMALMOHHOMN
0e30macHOCTH

3. http://www.komitet2-16.km.duma.gov.ru/ (caiit komutera [ocymapctBeHHO#t JIymbl 110
0€30IaCHOCTH);

4. http://www.scrf.gov.ru/ (caiit CoBera 6e3omacuoctu Poccuiickoi @enepariin);

NEPEYEHb MH®OPMAIIMOHHBIX TEXHOJIOI'MH, UCHOJIB3YEMBIX ITPU
OCYHIECTBJIEHUHA OBPA3OBATEJBHOI'O IMPOLECCA Imo
JUCHUIIJIIMHE, BKJIIOUAS IIEPEUEHDb [TPOI'PAMMHOI'O OBECITEYEHUSA
Jluyensuonnoe npoepammmoe obecneuerue:
- Onepanmonnas cucrema Windows 10,
Microsoft Office Professional Plus: 2019 rox (MS Word, MS Excel, MS Power Point,
MS Access)
- AatuBupycnas nporpamma Kacnepckoro Kaspersky Endpoint Securrity qyist 6usneca
Pacmmpennsiit Rus Edition.
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https://www.e-nigma.ru/stat/p090208/
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MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE TUCIHUIIJIMHBI

Hucturummna «adopmannonnas 6e30nacHOCTb» obecnedeHa:

JUIS IPOBEJICHUS 3aHATUH JICKIIMOHHOTO THUIIA!
— y4eOHOH ayauTopHel, 000OpyHIOBaHHOW y4eOHOW MeOeNnbio, MYJIbTUMEIUHHBIMUA CPEICTBAMU

oOydeHus I JEMOHCTPAINH JICKIIUN-TIPe3CHTAIINI;

JUIS IPOBEJICHUS 3aHATUN CEMHHAPCKOTO THIA (IPaKTHUYECKHUE 3aHSTHSA);
—  KOMITBIOTEPHBIM KJIACCOM;
MIOMEIICHUEM /ISl CAaMOCTOSATEIbHOW paboThl, OCHAIEHHBIM KOMITBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO
noakimoueHuss k cetu «MHTepHeT» W oOecmedyeHueM JIOCTyma K JJIEKTPOHHON HMH(OPMALMOHHO-
00pa3oBaTEeNbHON Cpe/ie YHUBEPCUTETA

IV. METOANYECKHUE YKA3ZAHMSA JIJ151 OBYUYAIOLUXCSI IO OCBOEHUIO
JTUCLHUTIJIMHBI

»  Meroanyeckie PEKOMEHIAIMKA 0 OPTaHHW3allMd W BBHIMOJHEHUIO BHEAYJAHTOPHOU
CaMOCTOSATENbHON padOTBHI.

V. METOAUYECKHUE MATEPHUAJIBL, ONPEJNEJISIIOIUAE ITPOOELYPBI
OHEHWBAHWS 3HAHUU U YMEHUH, XAPAKTEPU3YIOIIHNX 9TAIbI
O®OPMHNPOBAHUA KOMIIETEHIINU

Pe3ynbTaTthl TEKymiero KOHTPOJIS W TMPOMEKYTOYHOW arTrecTanud (HOpMHPYIOT PEHUTHHTOBYIO
OlIeHKY paboThl oOyuatomierocsi. Pacmpenenenue 6amioB npu (OPMUPOBAHUU PEUTHHTOBOM OLIGHKH
paboTel O0yYarOMmEerocss OCYHIECTBISIETCS B COOTBETCTBHH C «llOJIOKEHWEM O PEHTHHIOBOW CHCTEME
OLICHKM YyCIIEBaEMOCTHM M KAauecTBa 3HAHUM CTYAEHTOB B TMPOIECCE OCBOEHUS JTUCHUIUIMHBI
«UnpopmannonHas 6e30MacHOCTb» B (heepaibHOM TOCYJapCTBEHHOM OFO/IKETHOM 00pa3oBaTeIbHOM
yUpEeKIEHUU BhICIIEro oOpasoBanust «Poccuiickuif SkoHOMHUYECKMH yHUBepcuteT wumeHu [.B.
[InexanoBay.

Tabauna 4
Buasbl pador MakcuMaJbHOE KOJTHYeCTBO 0217108

Boinonnenue yueOHbIX 3aJaHUI HAa ayTUTOPHBIX 20
3aHITHSIX

Texymmmii KOHTPOJIb 20
TBopueckuil pedTHHT 20
[IpomexyTouHas arTecTanus (9K3ameH) 40
NTOI'O 100

B cootBerctBun c IlonmokeHnem O PEUTHHIOBOM CUCTEME OIIEHKH YCIIEBAEMOCTH M KayecTBa
3HAHUN O0YyYarOIINXCs «IIpernoaaBaTesb kKadeaprl, HEMOCPEACTBEHHO BEAYIIUN 3aHSATHS CO CTYICHUYECKOM
TpyNIoH, o0s3aH TPOMH(DOPMUPOBATH TPYMIY O PACTIPEICICHUN PEUTHHTOBBIX OaUIOB O BCEM BHIAM
paboT Ha MEepPBOM 3aHATUU YI€OHOTO MOJYIIA (CeMecTpa), KOJTUYeCTBE MOYJeH Mo yueOHON TUCIUILINHE,
Cpokax M (opMax KOHTPOJS MX OCBOEHHUS, (hOpMe MPOMEKYTOUHOM aTTecTallid, CHI)KEHHWU OallioB 3a
HECBOEBPEMEHHOE BBINIOJIHEHNE BBIIAHHBIX 3amaHuil. OOydaromiuecss B TeYeHHE YYEOHOTO MOy
(cemecTpa) mosydar0T WH(POPMAIIUIO O TEKYIIEM KOJIMYECTBE HAOPaHHBIX IO TUCIUILINHE 0auioB Yepes
JTUYHBIN KaOMHET CTYJCHTAY.
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VI. OHEHOYHBIE MATEPHUAJIBI UIA ITPOBEAEHUA TEKYIIEI'O
KOHTPOJISI U TPOMEXYTOYHOM ATTECTALIUU

OrneHouHble MaTepuanbl MO AMCHUIUIMHE pa3paboTaHbl B cooTBeTcTBHM C llonoxenuem 006
OLIEHOYHBIX Marepuanax B (efepalibHOM rocy1apCTBEHHOM OIOPKETHOM 00pa30BaTEIbHOM YUPEKICHUU
BbIcILIero oOpa3oBanus «Poccuiickuii s3xoHomMuueckuil yausepcurer umenu ['.B. Tlnexanosay.

Temamuka Kypcoswvlx padbom/npoekmos

KypcoBas pabora/mpoekt no gucuumiune «Hpopmanmonnas 6€30MacHOCTb Y4eOHBIM IIAHOM HE
IIpeyCMOTpEHA

BOMPOCbl K IK3ameny:

Heo6xoanmMocts obecnedenns 6€30nacHOCTH B UHPOPMALIMOHHBIX CUCTEMAX.
MepsI IpeaynpexaeHus MPeCcTyIUIEHHH B cepe KOMITBIOTEPHOI HH(OPMAITHH.
IIporpecc nHPOPMALMOHHBIX TEXHOJIOTMHA U MH(OpMAIIOHHAsI 0€3011aCHOCTb.
HcTopus BpeTOHOCHBIX IPOTPAMM.
HopmatuBHO-IIpaBoBbIe aceKThl MH()OPMAIIMOHHON 0€301aCHOCTH.
3ammTa y4eTHO nH(pOpMAMA KOMMEPYECKUX (Gpupm.
Knaccudukanus yrpo3 6e3onacHOCTH HHPOPMAITMOHHBIX 00BEKTOB.
CBoiicTBa ’KOHOMHUYECKOW MHPOPMALINH, HApYIIAEMbIE PH HECAHKIIHOHUPOBAHHOM JIOCTYIIE.
OcCHOBHbIE BU/IbI KAHAJIOB YTE€UYKH HH(OPMAIIHH.

. Mlcroprueckue acieKTbl KOMIIBIOTEPHBIX PECTYIUICHUM.

. YMBIIUICHHbIE U HEYMBIIIJICHHbIE YTPO3bl HH(OPMAILIMOHHON 0€30IacHOCTH.

DkoHOMHYecKast HHPpopMaIHs Kak 00BEKT O€30IMaCHOCTH.

. BHemHue yrpo3sl HH(OpMaIMOHHON 0€301acHOCTH.

. Ilepedens cBeeHUH, KOTOPBIE HE MOT'YT COCTaBJISATh KOMMEPUYECKYIO TalHY.

. MOTHBBI U L1€IM KOMIBIOTEPHBIX MPECTYIUICHUH.

. Bupapl TaliH 1 Kak UX COXPaHUTb.

CraTbM yroJOBHOTO KOJIEKCa O KOMIIBIOTEPHBIX NMPECTYTICHUSX.

. IlpuunHbl pa3riamennst KOHGUISHIHATLHON HH)OpMAITIH.

. KpuMunHonoruueckass xapakTepucTHKa MPECTYIUIEHUH B cepe KOMIBIOTEPHOW MHPOPMALUU U UX
MpeIynpexIeHue.

20. Pasrmamienue u yredyka HHGOpPMAIUH.

21. OO6bekThl HH(POPMALIMOHHOMN 0€30MaCHOCTH Ha MPEANPUATHH.

22. Crparerus 3I0yMBIIIJICHHUKA ITPH HECAHKIIMOHUPOBAHHOM JIOCTYTIE.

23. OpraHu3anMoOHHbIE METO/Ibl O0ecTIedeHNsI HMHPOPMAIMOHHONW OE€30MTaCHOCTH.

24. Opraau3ainys KOHQHUICHIIUATBHOTO JCJIOMPON3BOJICTBA.

25. dwusmnyeckas 3amuTa UHHOPMAIIMOHHBIX CUCTEM.

26. CtpykTypa ciayx)O0bl 0€301TaCHOCTH KOMITaHHH.

27. TIporpaMMHO - TEXHHUECKHE METO]Ibl 00ecrieueHns HH(POPMAIIMOHHOI 0€3011acHOCTH.

28. Teopernveckne acreKThl HHHOPMAIIHOHHON 0€30ITaCHOCTH YKOHOMUYECKHX CHCTEM.

29. Unentudukamus u ayTeHTUHUKALUS.

30. OcHOBHBIEC TOHATHSI HHPOPMAITMOHHOW OE€30MTACHOCTH YKOHOMHUYECKUX CHUCTEM.

31. Jokrpuna uHpopMannoHHoi 6e3onacHocT Poccuiickoit deneparmu.

32. DxoHomHuecKast vH(OpMAIHs KaK TOBap M 0OBEKT 0€30TacCHOCTH.

33. T'ocynapcTBeHHOE perynupoBaHue nHpOpMaMOHHOM Oe3omacHocTH B Poccun.

34. TousTrs MHPOPMAITMOHHBIX YTPO3 U MX BUJIBIL.

35. HecaHKIIMOHUPOBAHHBIN JOCTYI H 3alIUTa OT HETO.

36. BpemoHOCHBIE TPOTPAMMBI.

37. IIpobnema nHpopMaMOHHON 6€30MaCHOCTH B UICTOPUYECKOM ACIEKTE.

CoNoOA~WNE

PR RPRRRERRERERE
©CO~NOUAWNEREO
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38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

66.

KommnbroTepHble npecTymieH!s 1 HaKka3aHHsl.

[IpenynpexaeHre KOMIbIOTEPHBIX MPECTYIICHUH.

[TpuHIUTIBI TOCTPOCHUS CHCTEMBI HH(POPMALITMOHHOM O€30MaCHOCTH.

Tunsl KOMIOBIOTEPHBIX BUPYCOB U 3aIUTA OT HUX.

[Toxxoapl, MPUHLUIIBI, METOJIBI U CPEICTBA OOECTIeYeHUsI 0€30acHOCTH.

Yenoseueckue (pakTopsl, 00ycaaBiIuBaronire HH(GOpMaLMOHHBIE YTPO3bI.
Opranu3anroHHO-TEXHUYECKOoe obecreueHne KOMIbIOTEpHON 0€30MacHOCTH.

CrniocoObl BO3/IEHCTBUS YIpO3 HA HHPOPMAIIMOHHBIN 0OBEKT.

DnexTpoHHas U¢poBas MOANUCH U OCOOCHHOCTH €€ TIPUMEHEHUSI.

[Ipu3naku BO3AEHCTBUS BUPYCOB Ha KOMIIBIOTEPHYIO CUCTEMY.

3amra uHpopmanuu B IHTEpHETE.

@OparMeHTapHbIA U CUCTEMHBIN MOIXOAbI K 3alIUTe HH()OPMALIHH.

Opranu3anys CHCTEMbI 3aIIUTHl HHPOPMALIUU SIKOHOMUYECKHX CUCTEM.

VYT070BHO-TIPaBOBasi XapaKTEPUCTUKA KOMITbIOTEPHBIX MPECTYIJICHUH.

DTarbl TOCTPOEHUS CUCTEMBI 3aITUTHI UH(POPMALIUH.

CyObekTuBHasI CTOPOHA KOMITBIOTEPHBIX MPECTYILICHUH.

[TonuTuka 6€30MacCHOCTH.

OObeKTHBHAs CTOPOHA KOMITbIOTEPHBIX MPECTYIIICHUH.

Onenka 3¢ (GeKTUBHOCTH HHBECTHIINN B HH()OPMAITMOHHYIO O€301TaCHOCTD.

CriocoObI cOBEpIIECHUS KOMITBIOTEPHBIX MPECTYILICHUH («3a XBOCTY», «MacKapaa» u Ap.).
Obecneuenre nHPOPMAIMOHHOHN 0€30IMaCHOCTH aBTOMAaTU3UPOBAaHHBIX OaHKOBCKHX cucteM (ABC).
[IpuuuHBI 1 yCIOBHS, CIIOCOOCTBYIOIINE COBEPIICHUIO KOMIIBIOTEPHBIX MPECTYIUICHUN.
Nudopmannonnas 6e30macHOCTh AeKTpoHHON Kommepiuu (OK).

Ob6ecrieyeHrie KOMIBIOTEPHOM 0€30MaCHOCTH Y4eTHON MHPOpMAIUH.

CymHocTh KpUnTorpadu4eckux METOJIOB.

Opranu3aloHHO-aIMUHUCTPATUBHBIE MEPONPUATHS 00eCTIeYeHHsI KOMITBIOTEPHOM 0€30MacHOCTH.
Opranuzanys KOHPUACHIIHATHHOTO J1eTIOTPOU3BOJICTBA.

[Tpuniuns!l obecrnieyeHuss MH(GOPMAIMOHHYIO O€30MAaCHOCTH Ha OCHOBE MHXKEHEPHO-TEXHUYECKOTO
o0ecrniedeHus.

Tunsl 1 cyObeKThl HHPOPMALIMOHHBIX YIPO3.

Hpaxmuuecxue 3a0anusn K IK3ameny

CoNOR~WNE

ol
N~ O

=
w

bpuranckuit crangapt BS 7799.
bpuranckuii crangapt BS 7799 — 1.
bpuranckuii crangapt BS 7799 — 2.
bpuranckuii cranmgapt BS 7799 — 3.
Mexaynaponusiit crangapt ISO/IEC 17799.
CewmelictBo Mexxaynapoaubix ctannaproB ISO/IEC 27000.
Mexaynapoansiii ctangapt ISO/IEC 27001.
Mexnynaponnsiii crangapt ISO/IEC 27002.
Haunonanensiii crangapt OCT P 50922.

. Hanmonanensiii crangapt P 50.1.053.

. Haumonanensiit crangapt 'OCT P 51188.

. Hanmonanensiii crangapt 'OCT P 51275.

. Harmonanensiii crangapt 'OCT P UCO/MBK 15408.

14. Hammonansusiii cranaapt ['OCT P UICO/MOK 15408-1.

15. Hammonansnsiii crangapt FOCT P UCO/M3K 15408-2.

16. Hammonanbeusrii crangapt [OCT P MCO/M3K 15408-3.

17. Haumonansusrii crangapt [OCT P MCO/M3K 17799.

18. Hammonanbeusrii crangapt [OCT P MCO/M3K 27001.

19. Ha3znavenue, CTpyKTypa U METOJIMKA MIOCTPOSHUS Pa3peUINTELHON CUCTEMBI IOCTYIIA TIEpCOHANIa K
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cekperam (pupmsl.

20. TTopsimok poBeIeHHsI TIEPETOBOPOB M COBEIIAHUH 10 KOHPUACHITHATHHBIM BOIIPOCAM.

21. Busibl 1 Ha3HAYCHHE TEXHUUYECKUX CPEACTB 3aIIUTHI HHPOPMALUHU B MOMEIICHUAX, UCIIOIb3YEMbIX
JUIS BEJIEHUS TIEPErOBOPOB U COBEILIAHUI.

22. Tlopsimok paboOThl C MOCETUTENSAMU (UPMBI, OPraHU3AMOHHBIE U TEXHUYECKHE METOJbl 3aIHUTHI
CEKpEeTOB (PUPMBI.

23. Tlopsitok 3aIuThl THPOPMAIIUU B PEKIAMHON U BHICTABOYHOM JEATEITLHOCTH.

24. OpranuzaniioHHOe  oOecriedeHue  3amuThl  WH(OpMmanuu, oOpabaTbiBaeMOl  CpeIcTBaMu
BBIYMCIIUTEIIBHON U OPraHU3allMOHHOW TEXHUKH.

Tecmoeswie 3a0anun

1. Kakoe cemeicTBO (CTEK) MPOTOKOJIOB HAaNOOJIEe PacpoCTpaHEHO B c(hepe MEIKCETEBOTO

B3aUMOICUCTBUA?
1. TCP/IP
2. TCP/UDP
3. IP/UDP
4. FTP/UDP

2. JIrobGas XapaKTCpUCTHKA, UCITIO0JIL30BAHHC KOTOpOﬁ HApyHUTEJICM MOXKCT IPUBECTU K pCaIU3allun

YIPO3BI
1. VY43BUMOCTH
2. Puck
3. ¥Yrposza
4. Kpuruueckuii napamerp

3. [loTeH1MaabHO BO3MOXKHOE COOBITHE, IEUCTBUE, IPOLIECC WM SIBIIEHUE, KOTOPOE MOXKET BbI3BATh
HaHeceHue yiiepoa (MaTeprualbHOr0, MOPAJIBLHOTO HIIM MHOT0) PeCypcaM CUCTEMBI

1. VYrposa

2. Ysa93BUMOCTH

3. Puck

4. Kputnueckuii napamerp

4. Hapymenue paboTOCIIOCOOHOCTH 3JIEMEHTA CUCTEMBI, IPUBO/IAIIEE K HEBO3ZMOKHOCTH BBITTOJIHEHHS UM
OCHOBHBIX CBOMX (DYHKIUIT

1. Otka3

2. Coont

3. Ommubka

4. TlobOouHoe BIUSIHHE

5. BpemenHoe HapyiieHre paboTOCITOCOOHOCTH AJIEMEHTA CUCTEMBI, CIIEICTBHEM YE€TO MOXKET OBIThH
HEMPaBUIILHOE BBIITOJIHEHUE UM B 3TOT MOMEHT CBOEH (PyHKIIMH

1. Cooit

2. Ommbka

3. Ortkas

4, TloOouHOE BIHUSHHE

6. HenpaBuiibHOE BBITIOIHEHUE DJIEMEHTOM OJIHOM MM HECKONBKUX (PYHKIIHH, TPOUCXOSIIEe BCISACTBHE
CHETIM(PUICCKOTO €T0 COCTOSTHHS

1. Omwnbxka

2. Cooit
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3. Ortka3s
4, TloOo4HOE BIIMSIHUE

3aoanun 0131 KOHMPOJILHBIX padom

=

[TpoBecTu OlLIEHKY pUCKOB HH(DOPMALIMOHHON O€30MaCHOCTH JIJIs MPEVI0KEHHOM OpraHu3aluu.

CocTaBUTh TEXHUYECKOE 3aJaHME HA pa3paOdO0TKy aBTOMATH3UPOBAHHOW CHCTEMBI B 3AIUIIICHHOM
WCIIOJIHEHUU.

Hatp onpenenenue nHpopMamoHHONH 6€30MaCHOCTH.

Kakue BUIbl KOMIBIOTEPHBIX MPECTYIUIEHUN CYIIECTBYIOT?

Kaxkue BUIbI 37T0YMBIIIJIEHHUKOB CYIIECTBYIOT?

Merononorus noctpoenus u oreHku C3U.

JlaiiTe onpenenenre yrposbl, akTHBA, aTaku, yI3BUMOCTH. OOOCHYIWTE UX B3aUMOCBSI3b.

N

No ko

Tema 1. Yrpo3sl HHPOpMAITMOHHON O€30ITACHOCTH B CETSIX OpraHU3aIuu

st BbIOpaHHOTO O00BEKTa 3amuThl WHOOpManuu (HampuMep, TIOYTOBBIM CEpBEp,
KOMIIbIOTEp B Oyxrantepuu, TenedoHHas 0a3a OrpaHUYEHHOTO TIOJIb30BAaHUS Ha
AJIIEKTPOHHBIX HOCHUTEIISIX U JIp) MPOBECTH aHAJIU3 3alTUIIICHHOCTH O0BEKTA MO CIETYIOITUM
MyHKTaM  BHUJ ~ yIPO3, XapakTep MNPOUCXOXKIEHUS  yrpo3, KJIacChl  KaHAJIOB
HECAaHKIIMOHUPOBAHHOTO MOJIY4eHHS MHGOPMAIIUU, UICTOYHUKH TOSBICHUS YTPO3, IPUIHHBI
HapyIIEHUs NEJIOCTHOCTH HMH(POpPMALUU, TMOTEHIIMAIBHO BO3MOXXHBIC 3JI0OYMBIIICHHbIE
nemctBuda. OnpeaenuThb KJlace 3aluThl THPOPMAIIUH.

Tema 2. Ynpasnenue uniugentamu b u obecrieueHre HeNpepbIBHOCTH OU3HECa
PaccmoTpers HOpMaTuBHYIO 0a3y ympaBieHus uHiuiaeHTamu Wb u obecrnieuenue
HernpepblBHOCTH Ou3Heca. Cranpapt ISO 27035. Waentudukanus, TpOTOKOIUPOBAHUE,
pearupoBanue Ha uHHMACHTHI Wb, Bnusaue wunmuaentoB Nb Ha OusHec-mpoliiecchl.
CpenctBa ynpasnenus coowsitusimu b, SOC-uentpsr b, SIEM-cuctemsl ynpaBienwus
uHpopmarmeit o Oe30macHOCTH W coObITUSIMU HH(OpMaIMoHHOM Oe3omacHoctu, IRP-
CUCTEMbI aBTOMATU3allMM PEarupoOBaHusl Ha MHIIUJEHTHI UHPOPMAIMOHHOM 0€3011acHOCTH
VYnpaiieHne HenpepbIBHOCTHIO OM3HECA OpraHU3aI|H.

CTpykKTypa 3K3aMeHALIMOHHOT0 OujieTa

Haumenosanue oyenounozo cpeocmaa Makcumanvhoe
Koiuuecmaeo 6annos
Bonpoc 1 14
Bonpoc 2 14
IIpakmuueckoe 3a0anue 12
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IToka3aTe/in 1 KPpUTEPUH OLICHUBAHUS IVIAHUPYEMbIX Pe3yJbTATOB OCBOCHHS
KOMIIETCHIIUH ¥ pPe3y/1bTATOB 00y4eHusl, IKAJA OLeHUBAHUSA

Tabnuna 5
IlxaJja oneHUBaAHUA ®opmupyemble | HMuaukatop Kpurtepuu YpoBeHn
KOMIETEeHIMN | JOCTHKEHHSI OLIEHMBAHUSA OCBOEHHSI
KOMIIeTeHIINI KOMIIeTeH N
85-100| «oramuno» | YK-2.Cnocoben YK-2.1. 3HaeT BepHO M B mMoJHOM obObeme: | [IpoaBuHYTHIH
6a/10B OIIPEETATh KPyT [Tonumaer OCHOBHBIC TPUHLMUIIEI M KOHIENIMU B
3aa4d B paMKax 0azoBbIe obnacTu IeienojaraHust U IPUHATHA
MOCTaBJICHHOH TPUHIIUTIE] pELICHUH; METOObl T'CHEPHPOBAHUS
LIETTN U BBIOUPATh | TOCTAHOBKM | aJbTEPHATHB PEIICHWH W HPUBEICHHSA
ONTHMAaJIbHbIC 3ama4 u UX K COIIOCTAaBUMOMY BHAY TS BBIOOpa
CIOCOOBI UX BBIPAOOTKH | ONTHMAJIBHOTO  PELICHUS; HPUPOIY
pELICHUS, UCXOAS pemeHuit. JAHHBIX, HEOOXOMMMBIX AJSI PELICHUS
U3 JEHCTBYIOIINX YK-2.2. MOCTaBJICHHBIX 3ajad; OCHOBHBIC
MIPaBOBBIX HOPM, Bribupaer METOJBbl  NPUHSATHUS PEIICHUIH, B TOM
MMEIOIINXCS ONITHMAJIbHBIC | YMCJIE B  YCJIOBUSX  pUCKAa U
pecypcos u CHOCOOBI HEOTpeIeJICHHOCTH; BUJIBI u
OTpaHUYCHUH. pereHus WUCTOYHMKHA BO3HHUKHOBEHHS PHCKOB
OIIK-3. 3a/1a4, UCXOJsl | TIPUHATHUS pelieHu, METOIbI
Cnocoben u3 YIIpaBICHUS MU, OCHOBHBIE
pemats JECHCTBYIOIINX | HOPMAaTHBHO-TIPABOBBIE  JTOKYMEHTBI,
CTaH/IapTHBIC MPaBOBBIX periIaMeHTHPYIOIIHE TIpoIecc
3a71a4n HODPM, NPUHATHS pEIIeHHH B KOHKPETHOM
npodeccHOHaNBH | MMEIOIUXCS | MPEIMETHOH obnactu;
O IESITENBHOCTH |  PECYPCOB M | METOJOJIOTUYECKHE U TEXHOJIOTHIECKHE
Ha OCHOBE OTpaHWYEHHH. | OCHOBBI KOMIUIEKCHOTO OOecre4eHus
HHPOPMAITUOHHO OIIK-3.2. 0€30MacHOCTH  aBTOMAaTH3MPOBAaHHBIX
uu Pemaer HH(POPMALMOHHBIX CHUCTEM; METOMABI U
oubnuorpaduuec 331241 CpelicTBa, COBPEMEHHBIE TMOIXOABl K
KOM KyJbTYpBI ¢ | IpOo(heCCHOHAN | TIOCTPOCHUIO cucTeM 3aIIUTHI
NPUMEHEHHUEM bHOM uHdopmanmy,  KPUTEPUH  OLEHKH
MH()OPMALMOHHO- | AEATEIBHOCTH | 3aIIUIICHHOCTH uc, TPUHIUTIBI
KOMMYHUKAIOH C y4eToM (dbopMupoBaHus TIOJIUTHKH
HBIX TEXHOJIOTHH OCHOBHBIX nH(popMannoHHOH 6e3omacHoCTH
U C y4eTOM TpeboBaHUII | B aBTOMAaTH3MPOBAHHBIX CHCTEMaX;
OCHOBHBIX nH(pOpMaLMOH | HOPMAaTHBHO-TIPABOBBIE JTOKYMEHTHI 110
TpeOOoBaHUIA HOM o0ecrieueHHIo WHPOPMAIMOHHOM
nHpOpMaMOHHO | 6e30macHOCTH | 0E30MaCHOCTH, CTaHJAAPTHI MOCTPOCSHHSI
it 6ezomacHOCTH CHCTEM UH(OPMALMOHHOH
0e30IaCHOCTHM ¥ OLIEHKH CTENeHHU
3alIUTBl  CUCTEM  HH(OPMALMOHHOM
0€e30IMacHOCTH  OOBEKTOB; OCHOBHBIC
METO/Bl  KOHTPONS  3()(HEKTHBHOCTH
obecrieyeHUs WHPOPMAMOHHOM
Oe3omacHOCTH HH(POPMAIIMOHHBIX
CHCTEM.

YMeer BepHO M B IOJHOM OObeMme:
CHCTEMHO aHaIM3UPOBaTh
MOCTABJICHHBIE LENH, (OPMYyIHPOBAThH
3ama4d W Tpeuiaratb 000CHOBAHHBIC
pelIeHus;  KPUTHYECKH  OLICHHBAThH
nHPOPMALIMIO O TPEAMETHON 00yacTh
NPUHATUSL  PEUICHUi;  HCIIOIb30BaTh
WHCTPYMEHTAIBHBIE ~ CPEACTBA  JUIA
pa3paboOTKW ¥ NpPUHATHS PpEIICHUH;
MPOBOANTG MHOTO(AKTOPHBIA aHaAIN3
9JIEMEHTOB MpPEAMETHOW 001acTH Ui
BBISIBJICHUS OrpaHHYEeHUH pu
NPUHATUY pElICHUH; pa3padaThiBaTh M
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OLICHMBATh AJILTEPHATHBHBIC PEILICHUS C
y4eToM PHCKOB; BBIOMpPATH
ONTHMAJBHBIE pEIICHUs HUCXOAS U3
JEUCTBYIOIINX NPaBOBBIX ~ HOPM,
HMEIOIINXCS PECYPCOB U OTPaHWICHUH;
pa3pabaTbIBaTh MOAETH  yIpo3 U
HapylLurenei HHPOPMATNOHHOM
6e3omacroctun VIC, BBIABIATH YTrpO3HI
WHPOPMAIMOHHOW  0E30MaCHOCTH U
000CHOBBIBAThH OpTaHHU3aI[IOHHO-
TEXHUYECKHE MEPONPUATHS MO 3alluTe
nndopmarmn B UC;  BBLIBIATH
YSI3BUMOCTH nH(pOpMaLMOHHO-
TEXHOJIOTHYECKHUX pecypcoB
aBTOMATH3MPOBAHHBIX ~ CHCTEM W
MIPOBOANTH MOHHUTOPHHT yrpo3
6esomacroctn  MC;  aHamm3mpoBaTth
puckn  MHGOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3aIUIICHHOCTH
u  obecrieueHnssT  MH(POPMAITMOHHON
6e30macHOCTH nH(OPMaIMOHHBIX
CHUCTEM, BBITIOJIHATH paGOTLI Ha
CTaguAaxX W OTanax CO3JaHHusAd HC B
3allIMIIEHHOM HCIIOJIHEHUH; COCTaBIISATh
aHANMUTUYECKHUEe 0030phI MO BOIMpOCaM
obecrieyeHus nHpopMannoHHOH
6esomacaoctnt IC u pa3pabartsiBaTh
YacTHHIC MOJHTHKH WH(pOpMAnMOHHOMN
6e3omacaoctu UC.

70 -84
0aJ110B

«XOpOo1Io»

YK-2. Cnocoben
OTIPEETATh KPyT
3a7a4 B paMKax
MIOCTaBJIEHHOM
LIeSTN U BHIOMpATh
ONTHUMAaJIbHBIE
CIOCOOBI UX
pemeHus, UCX0asa
U3 JEUCTBYIOIUX
HPaBOBBIX HOPM,
HNMETOIUXCS
pecypcoB u
OTrpaHUYEHUH.
OIIK-3.
CrocobeH
pematsb
CTaHJapTHHIE
3a1aun
npodeccnoHanbH
01 1eATENBHOCTH
Ha OCHOBE
HHPOPMALTMOHHO
"u
6ubmmorpagpuuec
KOH KyNlbTypBI C
MIPUMEHEHHEM
nH(popManMoHHO-
KOMMYHUKAIMOH
HBIX TEXHOJIOTHH
U C y4EeTOM
OCHOBHBIX
TpeboBaHUit
HHPOPMALIMOHHO
i 6e30nacHOCTH

YK-2.1.
IlonnmaeTt
06a3o0BbIe
TIPAHITHIIET
IIOCTaHOBKHU
3aJa4 1
BBIPAOOTKH
peuIeHU.
YK-2.2.
Bribupaer
OIITUMAJIbHEIE
CII0COOBI
penreHus
3a71a4, UCXOJIs
u3
JIEUCTBYIOIINX
MPAaBOBBIX
HOPM,
MMEIOIIUXCS
pecypcoB u
OTpaHUUYEHUM.
OIIK-3.2.
Pemaer
3a1a4n
pogeccHoHa
BHOM
JIeATEeILHOCTU
C YYeTOM
OCHOBHBIX
TpeboBaHUi
HHPOPMAIIHOH
HOM
06e30mMacHOCTH

3Haer c He3HAYHUTEJIbHBIMH
3aMeYaHUsSIMH: OCHOBHBIC IIPHHIIUTIBI
51 KOHIIENIUN B obnactu

LeNIeNnoaaraHis U MPUHATHS PELICHUN;
METOIbl T€HEPHUPOBAHMSA aJbTCPHATUB
pelmleHHd W TPUBENEHUS HUX K
COMOCTaBUMOMY BHIYy JJs BBIOOpa
ONTUMAJILHOTO  DPELUCHUS;  HPUPOAY
JTAaHHBIX, HEOOXOMUMBIX I PELICHUS

IIOCTABJICHHBIX  3a]ady; OCHOBHEIE
METOABl  TPHHATHUS DPELICHHH, B TOM
ygcie B YCIOBHAX  pHCKa H
HEOIPEJEIEHHOCTH; BHJIbI u
HUCTOYHUKUA BO3HUKHOBEHUS PHCKOB
HIPHUHATHUS pELIeHNH, METO/bI
yIpaBJIeHUs UMy, OCHOBHBIE
HOPMATHBHO-TIPaBOBBIE  JOKYMEHTHI,
perilaMeHTHpYoLI1e npoliecc
OPUHATHUS PEIIEHUNH B KOHKPETHOM
MpeIMETHOM obnacTw;

METOAOJIOTHYCCKHUE U TCXHOJIOTHYCCKUEC
OCHOBBI KOMIIJIEKCHOTO 00eCIeueHus
0e30MacHOCTH ABTOMATU3UPOBAHHBIX
I/IHq)OpMaL[I/IOHHBIX CHCTEM, MCTOAbI H

CpelCcTBa, COBPEMEHHBIE MOIXOABI K
[IOCTPOECHHUIO CHCTEM 3aIIUTHI
HHpOpMAaLUH, KPUTEPHH OLIEHKH
3al[UIIEHHOCTH HC, MIPUHLATIBI
(dhopmMupoBaHuS MOJINTUKHU
MHGOPMAITMOHHOU 0e30macHOCTH
B aBTOMAaTH3UPOBAaHHBIX CHCTEMAX;

HOPMAaTUBHO-TIPABOBBIC JOKYMCHTHI I10
obecrieueHnIo nHGOPMATMOHHOM
0€3011aCHOCTH, CTaHAAPThl MTOCTPOCHHS

IToBBIIEHHDBIH
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cucTeM nH}opMannOHHOH
0e30I1acHOCTH W OLCHKH  CTENEHH
3alIUTBl  CUCTEM  HWH(OPMALMOHHOM
0€30I1aCHOCTH  OOBEKTOB, OCHOBHEBIE
METOABl  KOHTPOIs  3PPEeKTHBHOCTH

obecrieueHUs WHPOPMATNOHHOM
Oe3omacHOCTH WH(POPMAIIMOHHBIX
CHCTEM.

Ymeer c He3HAYUTEIbLHBIMHU
3aMeqYaHUsSIMH: CHCTEMHO

aHANM3UPOBATh IOCTABJICHHBIE IIEJH,
(dbopMynHpOBaTh 3a7aYd M OpeAiaraTh
00OCHOBAHHBIC PCICHUS;, KPUTUYCCKU

OILICHUBATh nHpOpMAaIHIO 0
MpeAMETHON obmactn MIPUHSTHSL
pelIeHui; HCII0JIb30BAThH

WHCTPYMEHTAIBHBIC  CPEACTBA IS
pa3pabOTKM ¥ NPUHATUS PpEIICHUI;
MPOBOANTG MHOTO(AKTOPHBIA aHANN3
3JIEMEHTOB MPEAMETHOW 001acTH Ui
BBISIBJICHUS OrpaHHYEHUI npu
NPUHATUH PELIeHUH; pa3pabaThiBaTh U
OLICHMBATh AILTEPHATHBHBIC PEILICHUS C
y4eToM PUCKOB; BBIOMPATh
ONTHMANbHBIE pEIICHUs HUCXOAS U3
JIEUCTBYIOIIUX MIPaBOBBIX HODM,
MMEIOIINXCS PECYPCOB U OTPaHWICHHH;
pa3pabaTbBaTh  MOAETH  yrpo3 U
Hapylurenei WHPOPMAMOHHOM
6e3omacHoctn MIC, BBISIBIATH YIPO3BI
WHPOPMAIMOHHOW  0E30MacHOCTH U

000CHOBBIBATb OpraHU3aIOHHO-
TEXHUYECKHE MEPONPHUATHS IO 3aluTe
napopmanmy B MC;  BBIABIATH
YSI3BUMOCTH HHPOPMALIMOHHO-
TEXHOJIOTHYECKUX pecypcoB
ABTOMATH3MPOBAHHBIX CUCTEM u
MIPOBOANTD MOHHUTOPHHT yrpo3

oesomacroctn  MC;  aHamm3mpoBath
puckn  MH(GOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3alUIICHHOCTH
u  obecrieueHHss  WH(POPMAIMOHHON
Oe3omacHOCTH HH(POPMAIIMOHHBIX
CHCTEM;  BBINOJHATH  PabOTHl  Ha
cragusax u dTanmax cosganus MC B
3alIMIIEHHOM HCIIOJIHEHUH; COCTaBIISTh
aHANMUTUYECKHE 0030pBI MO BOMpOcCaM
obecrieueHns nHGOPMATMOHHOM
6e3omacaoctn IC u pa3pabareiBaTh
YacTHBIE TOJINTHKA HH(OPMALMOHHOM
6e3onacuoctu MC.

50 -69
0aJ1710B

«YAOBJICTBOPH
TeJTbHO»

YK-2. Cnocoben
ONPEEIATh KPYyT
3a7a4d B paMKax
MOCTABJICHHOM
LIEJIA ¥ BEIOUPATH
OIITHUMAaJbHBIE
CIOCOOBI UX
pENIeHNs, UCXOIS
U3 IEUCTBYIOIINX
MIPaBOBBIX HOPM,
AMEIOLINXCS
pecypcoB u

YK-2.1.
TlonnmaeTt
0a3oBEIC
TIPUHITHITEL
IIOCTaHOBKH
3a1a4 u
BBIPAOOTKH
peLeHU.
YK-2.2.
Bribupaer
OIITUMAJIBHBIC
CII0COOBI

3uaer Ha 0a30BOM YpOBHe, ¢
OIMOKAMH: OCHOBHBIE MNPpUHIUIIBL 1
KOHICIIIIUKU B obnactu neJerojaaranus
u HNPUHATHUA peIHCHPlﬁ; METOAbI
TEHEPUPOBAHUs aNbTEPHATHB PELICHUN
U TMpPUBCJACHHUA HUX K COIOCTABUMOMY
BUAY AN BBHIOOpPa  ONTHUMAIBLHOTO

peUICHUSA; mpupony JaHHBbIX,
H€O6X0)II/IMI)IX JUI peuIicHuA
TIOCTaBJICHHBIX 3aaa4, OCHOBHBIC

METOJbl  NPUHATHUS PELIEHUH, B TOM
Yycjle B YCIOBHAX pHCKA U

ba3oBbIii
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OTpaHUYCHUH.
OIIK-3.
Cnocoben
pematsh
CTaH/apTHBIC
3a7a4n
npogeccrnoHaNbH
O IeATENbHOCTU
Ha OCHOBE
nH(OPMaLMOHHO
Wu
6ubmmorpagpuuec
KOH KYJIBTYPBI C
MIPUMEHEHHUEM
HHPOPMATMOHHO-
KOMMYHUKAIHOH
HBIX TEXHOJIOTUH
U C y4EeTOM
OCHOBHBIX
TpeOoBaHUIA
MH(OPMaLMOHHO
it 6e30macHOCTH

pereHus
3aj1a4, UCXOAS
u3
JEUCTBYIOIIUX
IPaBOBBIX
HOPM,
HMEIOIIHIXCS
pecypcoB u
OTrpaHUYEHUI.
OIIK-3.2.
Pemaer
3a7a4n
npodeccroHan
bHOU
JesATEIEHOCTH
C y4eToM
OCHOBHBIX
TpeOoBaHMit
HHPOPMAIIIOH
HOH
0e301acHOCTH

HEOIPEeeIEHHOCTH; BUJIBI u
UCTOYHUKUA BO3HUKHOBEHHUS PHCKOB
NPUHSATHUSL peuieHui, METOABI
YIIpaBICHUSA UMH; OCHOBHBIE
HOPMaTHBHO-TIPABOBBIE  JTOKYMEHTBI,
peryIaMEeHTHPYIOIIHE TIpoIIecc
NPUHATHUS PEIIEHUH B KOHKPETHOM
TIPEeIMETHOM obnacty;

MCTOOOJOTUYCCKHEC U TCXHOJIOTUYCCKHE
OCHOBBI KOMIUIEKCHOTO OOeCIeueHus
06e30MacHOCTH ABTOMATU3UPOBAHHBIX
I/IH(i)OpMaHI/IOHHI)IX CHCTEM, MCTOAbI H
CpeaACTBa, COBPEMCHHBLIC MOAXOJblI K

HOCTPOEHUIO cHcTeM 3aIIUTHI
nHGOpPMALUK,  KPUTEPUH  OLECHKHU
sampmensoctn UG, HPUHIHIIBL
dbopMHupoBaHHs TIOJIUTUKH
HHPOPMAIMOHHON Oe3omacHOCTH
B aBTOMATH3UPOBaHHBIX CHCTEMax;
HOPMAaTHBHO-TIPaBOBBIC JTOKYMEHTHI IO
00ecreueHHIo nHpopManoHHOK
0€30I1aCHOCTH, CTaHAAPTHI IOCTPOCHUSL
CUCTEM nH}popMaMOHHOH

0E30MMacHOCTH W OIEHKH  CTCICHU
3alIUTBl  CUCTEM  HWH(OPMALMOHHOM
0e30MacHOCTH  OOBEKTOB, OCHOBHBIC
METObl  KOHTPOIS  3()(HEKTHBHOCTH

obecrieueHUs HHPOPMANOHHOM
Oe3omacHOCTH WH(POPMAIIMOHHBIX
CHCTEM.

Ymeer Ha 0a3oBoM ypoOBHe, C
omMOKaMM: CUCTEMHO aHAJIH3HPOBATH
MOCTaBJICHHBIE LENH, (OPMYIUPOBATH
3aJaud M TpeasaraTb 00OCHOBAaHHBIE
pelIeHus;  KPUTHYECKH  OLIEHMBATh
“HPOPMALIMIO O MPEAMETHON o0iacTu
NPUHATUSL  PEUICHUi;  HCIIOJIb30BaTh
WHCTPYMEHTAIBHBIE  CPEACTBA  JUIA
pa3paboTKM ¥ NPUHATHSA pEIICHUH;
MPOBOANTG MHOTO(GAKTOPHBIA aHAIN3
3JIEMEHTOB MPEAMETHOW 001acTH Ui
BBISIBJICHUS OTpaHUYECHUH pu
NPUHATHY PEIICHUH; pa3padaThIBaTh U
OLICHMBATh AJIbTEPHATHBHBIE PEILICHUS C
y4eToM PHCKOB; BBIOMPATh
ONTHMANbHBIE pEIIeHUs HUCXOAS W3
JIEHCTBYIOIINX MIPaBOBBIX HODM,
HUMEIOIINXCS PECYPCOB U OTPAaHWICHUH;
pa3pabaTbIBaTh  MOAETH  yIpo3 H
HapylmuTenei nH}popMannoHHOH
6e3onacHoctn MC, BBISBISTH YIpO3BI
nHdopmanmonHoii  OGe3omacHocTH U

000CHOBBIBATH OpraHU3allIOHHO-
TEXHUYECKHE MEPONPUATHS MO 3aluTe
napopmarmt B MC;  BBIABIATH
YSI3BUMOCTH MHPOPMATMOHHO-
TEXHOJIOTHYECKUX pecypcoB
ABTOMAaTH3UPOBAHHBIX CUCTEM u
MIPOBOTIUTH MOHHUTOPHHT yrpo3

6esomacroctn  MC;  aHamm3mpoBath
puckn  MH(GOPMALMOHHBIX  CHCTEM,
OCYILIECTBIISITh OLEHKY 3alUIIECHHOCTH
u  oOecrieueHns  MHPOPMALMOHHOM
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6e3omnacHocTn nH(pOPMAMOHHBIX
CHCTEM;  BBINOJHATE  pabOTHl  Ha
cramuax ® dTamax cosmanus MC B
3AIMUIICHHOM MCIOJHEHHH; COCTaBIIATh
aHAJIUTHYECKHEe 0030pbl MO BOIPOCAM
obecrieueHUs WHPOPMATNOHHOM
6esomacaoctn IC m pa3pabarsiBaTh
YaCTHBIC MOJUTHKH WH(OPMAIMOHHON
6e3omacuoctu MC.

MeHee 50
0aJ1J10B

«HeyJ0BJIETBO
PUTEJbHO»

YK-2. Cnocoben
OTIPEICTATh KPyT
3a7a4 B paMKax
[IOCTABJIEHHOM
LIeJTU U BEIOUpATh
ONTHMAJIbHBIC
CrocoObl ux
peLIeHUs, UCXO/s
U3 JEHUCTBYIOIINX
TIPaBOBBIX HOPM,
MMEIOIINXCS
pecypcoB u
OTpaHUYCHUH.
OIIK-3.
Cnocoben
pemaThb
CTaH/IapTHBIC
3a1aun
npo¢eCCUOHANBH
OMf 1eSITeTBHOCTH
Ha OCHOBE
HHPOPMAIMOHHO
nu
oubnmorpaduaec
KOH KYJIBTYPBI C
NpUMEHEHHUEM
HHPOPMALMOHHO-
KOMMYHUKaIMOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeOoBaHMIA
HHPOPMAMOHHO
it OezomacHOCTH

YK-2.1.
ITonnmaer
0azoBbIe
MPUHLUIIEI
MIOCTaHOBKH
3ana4 u
BBIPAOOTKHU
peLICHUN.
YK-2.2.
Bribupaer
ONITHMAaJIbHBIE
CrocoO0BI
pemeHus
3a1a4, UCXOsI
u3
JIEACTBYIOIINX
MPaBOBBIX
HODM,
HUMEIOLINXCS
pecypcoB
OTrpaHUYEHUI.
OIIK-3.2.
Pewaer
3a7a4n
mpogeccHoHaN
bHOU
JeSTeIbHOCTH
C y4eToM
OCHOBHBIX
TpeboBaHMit
HHPOPMAIIMOH
HOI
0e3omacHOCTH

He 3nHaer Ha 0a30BOM YpoOBHe:
OCHOBHBIC TPUHLIUMBI ¥ KOHIEHIUN B
obnacTu 1esenojaraHusi U TPUHATHA
pelleHui; METOAbl TeHEepUPOBAHUA
aNbTEepPHATHB PEIIEHUH U NpUBEACHUS
UX K CONOCTaBUMOMY BHJIY Ul BEIOOpa
ONTUMAJIBHOTO  PELIeHUs; HPUPOAY
JTaHHBIX, HEOOXOJUMBIX I PELICHUS

MOCTaBJIICHHBIX  3a7ad; OCHOBHBIE
METOABl  NPHHATUS PEUICHUH, B TOM
4yycie B YCIOBHAX  pHCKa H
HEOIPEEIEHHOCTH; BHJBI u
HUCTOYHUKHA BO3HUKHOBEHUS PHCKOB
MIPUHATHUSL peIeHHH, METOBI
yIpaBJIeHUS UMy, OCHOBHEBIE
HOPMATHBHO-TIPaBOBBIE  JOKYMEHTHI,
periiaMeHTHpYoLI1e npoliecc
OPUHATHUS PEIICHUH B KOHKPETHOM
MpeIMETHOM obnactu;

METOAOJIOTUUCCKHUE U TCXHOJIOIHMYCCKUEC
OCHOBBI KOMILIEKCHOTO 00eCIeUeHHs
0e30IMaCHOCTH ABTOMATU3UPOBAHHBIX
I/IH(I)OpMaI_[I/IOHHBIX CHCTEM; MCTOAbI H

CpEACTBa, COBPEMEHHBIE IOJXOIBI K
MIOCTPOEHHIO cucTeM 3aIINTHI
nHQOPMALMH,  KPUTEPHH  OLEHKHU
3aLUIIEHHOCTH nc, [IPUHLIMIIBL
(dhopMupoBanus MOJINTUKHU
HHPOPMALMOHHON 6e3o0macHOCTH
B aBTOMAaTH3MPOBAHHBIX CHUCTEMaX;

HOPMAaTUBHO-TIPABOBLIC JOKYMCHTHI I10

o0ecrieueHHIo WHPOPMAIMOHHOM
0e30MacHOCTH, CTaHAAPTHI ITOCTPOCHUS
CHCTEM HH(OOPMALIMOHHOM
0e30MacHOCTH M OLECHKM  CTEICHU
3aIUTBl  CHCTEM  HH(POPMALMOHHON
0e30IMacHOCTH  OOBEKTOB; OCHOBHBIC
METOIBl  KOHTPOJSL 3D (EKTHBHOCTH
obecrieueHns nHPOPMATMOHHOM
Ge3omacHOCTH HWH(POPMAIMOHHBIX
CHCTEM.

He ymeer Ha 6a3oBoM YypoBHe:

CHUCTEMHO aHAIIN3UPOBATh
MOCTaBJICHHBIE IIeTH, (OPMYIHPOBATH
3aJaud W Tpeaiaratb 00OCHOBaHHBIC
pelleHHs;  KPUTHYCCKH  OIICHUBATH
HHPOPMALIUIO O TPEAMETHOH ob0iacTu
NPHUHATHS ~ PEIICHUA; HCIOJIh30BATh
HHCTPYMEHTAJbHBIC  CPEACTBA IS
pa3pabOTKH W TPUHSTHS PEIICHHIA;
MPOBOIUTE MHOTO()AKTOPHBINA aHAIH3
9JIEMEHTOB MpPEAMETHOW o00JjacTH Jyis
BBISIBJICHUS OTrpaHUYCHUI npu
MPUHATHH PEUICHUMN; pa3pabaThIiBaTh U

Komnerenunu
He
copMupoBaHbI
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OLICHMBATh AJILTEPHATHBHBIC PEILICHUS C
y4eToM PHCKOB; BBIOMpPATH
ONTHMAJBHBIE pEIICHUs HUCXOAS U3
JEUCTBYIOIINX NPaBOBBIX ~ HOPM,
HMEIOIINXCS PECYPCOB U OTPaHWICHHH;
pa3pabaTbIBaTh MOAETH  yIpo3 U
HapylLurenei HHPOPMATNOHHOM
6e3omacroctun VIC, BBIABIATH YTrpO3HI
WHPOPMAIMOHHOW  0E30MaCHOCTH U
000CHOBBIBAThH OpTaHHU3aI[IOHHO-
TEXHUYECKHE MEPONPUATHS MO 3alluTe
nndopmarmn B UC;  BBLIBIATH
YSI3BUMOCTH nH(pOpMaLMOHHO-
TEXHOJIOTHYECKHUX pecypcoB
aBTOMATH3MPOBAHHBIX ~ CHCTEM W
MIPOBOANTH MOHHUTOPHHT yrpo3
6esomacroctn  MC;  aHamm3mpoBaTth
puckn  MHGOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3aIUIICHHOCTH
u  obecrieueHnssT  MH(POPMAITMOHHON
6e30macHOCTH nH(OPMaIMOHHBIX
CHUCTEM, BBITIOJIHATH paGOTLI Ha
CTaguAaxX W OTanax CO3JaHHusAd HC B
3allIMIIEHHOM HCIIOJIHEHUH; COCTaBIISATh
aHANMUTUYECKHUEe 0030phI MO BOIMpOCaM
obecrieyeHus nHpopMannoHHOH
6esomacaoctn IC m pa3pabateiBaTh
YacTHHIC MOJHTHKH WH(pOpMAnMOHHOMN
6e3omacaoctu UC.
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1. Hean 1 3a7a4M AU CHUNJIMHBI:

Leab IUCHUILIMHBI 3aKITI04aeTcsl B GOPMUPOBAHUN 3HAaHUN 00 O0BEKTaX U 3a7a4ax
3aIUTHI, CIOCO0axX U CPEICTBAX HApyIIEHUs HH(POPMALMOHHON 0€3011aCHOCTH, O
INPUHLHKIIAX U MOJIX0JaX K PEIICHHUIO 3a/1a4 3allUThl UH(pOpMaLMK; a Takke POPpMUPOBAHUE
YMEHHH 110 IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTUH, BBIOOpA CPEACTB U UHCTPYMEHTOB
321U Thl UHQOPMALIMU J1JIs1 IOCTPOEHUSI COBPEMEHHBIX 3aIUILEHHBIX SKOHOMUYECKUX
MH(POPMALIMOHHBIX CUCTEM.

3agaum JMCUMILINHBI:

- U3YYHTbH CPeJICTBA oOecrieueHus: HHPOPMAIMOHHON 0€30MacHOCTH SKOHOMHYECKON
UH(GOPMAIIMOHHON CUCTEMBI COBPEMEHHON OpraHMU3allHH;

- ¢dopMHupOBaHHE YMEHHS OOCCICUHTh 3amuTy UWHOOpMAIMU © OOBEKTOB
uHpopMaTu3anuy; (HOopMHpPOBAHHE YMEHHSI COCTABISATH 3aSBUTENBHYIO JTOKYMEHTAIIMIO B
HaJ30pHbIE TOCYAAPCTBEHHBIE OPraHbl HHPOKOMMYHHKAIMOHHOM OTPACIIH;

- U3y4YUTh CPEACTBA 3aLIUTHI JAHHBIX OT Pa3pyIIAOMINX POrPaMMHBIX BO3/IEHCTBHIA;

- NOHMMAThb ¥ BHEJPSITh OPraHU3ALMIO KOMIUIEKCHOW 3allMThl MH(OpMAnuu Ha
KOMITBIOTEPAX OpraHU3alNH;

- (OopMHpOBaHHME HABBIKOB OOECHEYEHHUs 3aIIUTHl OOBEKTOB HMHTEJUIEKTYalbHON
COOCTBEHHOCTH, pE3yJIbTaTOB HCCIEJAOBAaHUN U pa3padOTOK KaK KOMMEPUYECKON TailHbI
IIPEANPUATHS.

2. Coaep:xaHue TUCHHUIIUHBI:

Ne
/i HaumeHoBaHue pa3iesioB / TeM TUCHUIIMHBI
1 Tema 1. CTanmapTsl U HOPMATUBHO-TIPABOBBIC aKThI B 00JaCTH WH()OPMAITMOHHON
' 0€30MMaCHOCTH.
) Tema 2. AHanu3 pucKoB U yrpo3 HHGHOPMAITMOHHON OE30MaCHOCTH.
3 Tema 3. [IpoexTupoBanue, pa3padoTka U BHEPEHNE aBTOMATU3UPOBAHHBIX
CUCTEM B 3aIIMIEHHOM MCHOJHEHUU.
TpynoemMkocTh JTUCHUILIMHBI cocTaBJsAeT 4 3.e. / 144 yacos.

®opMa KOHTPOJISA — IK3AMEH

CocraBuren:

acCUCTEHT Kadenpsl MPUKIAAHOW HHPOPMATUKHU U HHPOPMALITUOHHOM
6e3onacHoctu [1.A. Ko3bipes

K.T.H, JIOIIGHT Ka(eapbl NPUKIATHON NHHOPMATUKU

u uHdopmarmonnoi 6ezonacHoctu B.B. Kpeonanos

K.IL.H., TOLIEHT Kaeapsl Oyxranrepckoro ydyera u aHanuza B.B. Canuii

28



