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OHNEHOYHBIE MATEPHUAJIbBI

nmo AUCHOMIIJIMHE «OCHOBBI I/IH(l)OpMaHI/IOHHOﬁ 0e30MacHOCTHY

NEPEYEHb KOMIIETEHIIUHI C YKA3AHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX ®POPMUPOBAHUA 11O JNCIUAIIVIMHE

dopmMupyemblie Nuaukaropsl nocTukenusi | PesyabraTnl 00yueHust (3Hanus,
KOMIIETeHIIHU U KOMIIeTeHIIH i YyMeHus)
(k00 u naumenosanue (k00 u Haumenosanue
KomnemeHnyuu) UHOUKAmMopa)
YK-1. CnocodeH ocyuiecTBIATh YK-1.2. PazpabaTpIBacT BapHaHTHI YK-1.2.3-1. 3naer KpUTEPHH

NOUCK, KPUTHYECKU aHATU3 U
CHHTe3 HH(OpMaNuH, TPUMEHATh
CHCTeMHBIH MOAXO0/ /151 peleHust
MOCTABJIEHHBIX 32124

penreHns npoOJIeMHOI CHTyaluy Ha
OCHOBE KPUTHYECKOT'0 aHAJIN3a
JOCTYIHBIX MCTOYHHKOB
nHpOpMALUN

COIIOCTABJICHUS  PA3JIMYHBIX BAPUAHTOB
PCIICHHUA ITOCTABJICHHOU 3aJa4dn

VK-1.2.V-1. Ymeer  OCyIIECTBIATH
KPUTUYECKUI aHaJIn3 coOpaHHOH
nHpopManmMM HA  COOTBETCTBHE €€
YCIOBUSIM M KPUTEPHSAM  PEIICHUS

MOCTaBJICHHOM 3aJ1a4yu

YK-1.2.¥-2. Ymeer orinuyath (akTbl OT
MHEHUH, MHTEpIpeTaluil U OLECHOK IIpU
aHaim3e coOpanHoi nHpopMauuu

VYK-1.2.Y-3. ¥YMeer COMNOCTaBIsITh U
OLICHUBATh pa3JInIHbIC BapUaHThI
peleHus TIOCTaBJICHHOMN 3a/7a4y,

OIMpeaAciidasa uX JOCTOMHCTBA U HEJOCTATKHU

OIIK-2. Cnioco0eH ocyuiecTBJIsITh
cOop, 00padoTKy U aHAIU3
JAHHBIX, HEOOXOAMMBIX JIJIsI
pelIeHusI MOCTABJIEHHBIX
yHpaBJIeHYeCKHX 3a/1a4, ¢
HCNO0JIb30BAHHEM COBPEMEHHOI0
UHCTPYMEHTApUS U
UHTEIEKTYaJbHBIX
UH(POPMANMOHHO-AHATUTHYECKUX
CHCTEM

OIIK-2.1. OnpenensieT HCTOYHUKH
HHGOPMAIIUU U OCYIICCTBIIACT UX
MIOUCK HAa OCHOBE MMOCTABJICHHBIX
Lesne st petieHust
npodeCCHOHANBHBIX 33/1a4

OIlIK-2.1. 3-1. 3maer wmeromsl cOopa
nndopmanmy, cHocodObl W BHI  ee
NPE/ICTaBJICHUS, MPUMEHSSI COBPEMEHHOE
porpaMmMHoe obecriedeHune

OIIK-2.1. V-1. YMeeT UCTIONB30BaTh
COBPEMEHHBIN HHCTPYMEHTapUi u
MHTEJJIEKTyalbHble HH(OPMAIIMOHHO-
AQHAJTUTHYECKUE CHCTEMBI

OIIK-5. Cnoco0eH ncnojib30BaTh
NPH penieHun
npogeccHoHaNbHbIX 32124
CoOBpeMeHHbIe HH(POPMAIHOHHBIE
TEXHOJIOTHH H MPOrpaMMHbIe
CpeIcTBa, BKJIKYAs ypaBjieHne
KPYIMHBIMH MaCCHBAaMU JAHHBIX U
UX HHTEJJIEKTYAJIbHBIH aHATH3

OIIK-5.2. IIpumenset
COBpEMEHHbIE HHPOPMAIMOHHbIE
TEXHOJIOTHH ¥ CUCTEMBI IS
NOCTaHOBKHU W PELICHHS 33/1a4
yIpaBJICHUs, BKIIOYAsl yIIpaBJICHHE
KPYIHBIMU MacCHUBaMH JIAHHBIX U X
WHTEJUICKTYalbHbBIH aHaH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HNCIIOJIB30BAHUA COBpeMeHHbIX
MHPOPMALMOHHBIX TEXHOJOTHH M CHCTEM
JJIA IIOCTAaHOBKH u peI_HeHI/IH 3aaa4
praBHeHI/Iﬂ, BKJIrFO4Yas praBHeHI/Ie
prHHI)IMI/I MaCCUBaAaMHU JOAHHBIX W HUX
MHTEJUICKTYaIbHBIN aHAN3

3uaer

OIIK-5.2. V-1. ¥YMmeet pemars 3a1auu
YIpaBJICHUS Ha OCHOBE UCIIOJIb30BaHUS
COBPEMCHHBIX HH()OPMAITMOHHBIX
TEXHOJIOTUI U CUCTEM

OIIK-6. Cioco0eH moHUMATH
NPUHLIHUIBI Pa00Thl COBPEMEHHBIX
HHGOPMaIMOHHBIX TEXHOJIOTHI H
HCMOJIb30BaTh UX /ISl pelieHust
3a1a4 npogeccuoHAJIbHOI
JAesITeJIbHOCTH

OIIK-6.1. Ucnons3yer
COOTBETCTBYIOIINE COJEPIKAHHIO
npodeccnoHaTbHBIX 3324
COBpEMEHHBIE I (PPOBHIE
nH(OPMAIMOHHBIE TEXHOJIOTHH,
OCHOBBIBAsICh HAa MPUHIHUIIAX UX
paboThI

OIIK-6.1. 3-1. 3naTh: XapaKTepUCTHKH
COOTBETCTBYIOLIUX COAECP KaHUIO
podeCCHOHANBHBIX 33124 COBPEMEHHBIX
UPPOBBIX HHPOPMATMOHHBIX
TEXHOJIOT Uil

OIIK-6.1. Y-1. YMeTh: UCITOIb30BaTh




COBpEMEHHBIE LIN(PPOBbIE
nH(pOpMaLMOHHbIE TEXHOJIOTHHU JUIS
peuieHust 3a1a4 MpoQeccuoHaIbHON
JIeSITETIbHOCTH

OIIK-6.2. IToHMMaeT NpUHLIUIIBI OIIK-6.2. 3-1. 3HaTh: IPUHIHIIEI PAOOTHI
paboThl COBPEMEHHBIX LIM(PPOBBIX COOTBETCTBYIOILIUX COACP KaHUIO
nH(OPMAMOHHBIX TEXHOJIOTHH, npodeccHoHANBHBIX 3a/1a4 COBPEMEHHBIX
COOTBETCTBYIOIIUX COAEPKAHHUIO (poBIX HHPOPMAIMOHHBIX
poQeCCHOHANBHBIX 33/1a4 TEXHOJIOTHH

OIIK-6.2.V-1.

‘YMeeT IpUMEHSTh IPHHIHIBI PAOOTHI
COOTBETCTBYIOIINX COAEPKAHUIO
npodeccHOHANBHBIX 3a/1a9 COBPEMEHHBIX
IUPPOBBIX HHPOPMAITNOHHBIX
TEXHOJIOTUil

METOINYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI

®OPMHUPOBAHUSI KOMIIETEHIIUM

IlepeyeHb y4eOHBIX 3aJaHUI HA Ay TUTOPHBIX 3AHATHSAX

TeMbl rpynnoBbIX JUCKYCCUI

Tema 1. Undopmanmnss kak o0bekT 3amurtbl. IIpaBoBoe olOecnmedenme

HHGpOpPMALMOHHOI 0€301aCHOCTH
Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

o kbR
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HNudopmarmonnas 6e3omacHOCTb. OCHOBHBIE TTOHSTHS.

Monenu nadopmamoHHONW 6€30MaCHOCTH.

Bunp! 3anumiaemoii nuadopmarnuu.

OcCHOBHBIE HOPMATHBHO-TIPABOBBIE aKThl B 00JlacTU MH(OPMAIMOHHON
0€30MacHOCTH.

[IpaBoBBIE 0COOEHHOCTH oOecrieueHus 0e30MacHOCTH
KOH(HIeHIINAbHON MHPOPMALIMK U TOCYJaPCTBEHHOM TalHBI.

Pecypcel npeanpusitus, nojiexamuye 3amure ¢ Touku 3penus Ub.
Acnextsl b B pamkax MeHePKMEHTa HETPEPhIBHOCTH OM3HECA
Kubepbe3onacHOCTh 1 KHOSPIPOCTPAHCTBO..

3amaun kuOepOe30macHOCTH B ABTOMATU3UPOBAHHBIX CUCTEMAX.

[Tonsitue undopmaruu u nHGOPMATU3AIUU, CBOMCTBA HHPOPMAIIUKA KaK
00BbEKTa 3aIIUTHI OT KHOEPYTpO3.

Tema 2. OpranuzanuonHoe odecrnedeHue HHGOPMAIMOHHOK 0€30MIACHOCTH

Nuaukatopsl goctuaxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

1. OcHoBHBIE cTaHAapThl B o0OsacTH obecrnedeHuss HUHGOPMAIMOHHOMN

0€30IacHOCTH.




[TonmmTuka 6€30MacHOCTH.

DxoHOMUYECKasi 0€30MaCHOCTD MPEANPUSTHS.

NuxenepHas 3amuTa 00ObEKTOB.

3amuTta nHOOPMAITUU OT YTEYKHU MO0 TEXHUYECKUM KaHaTaM.
Hcnonp3oBanne 0a3 MTaHHBIX I HAXOXKICHHS M U3YUCHUS] HOPMATHBHBIX
JTOKyMEHTOB B 00J1aCTH HH(POPMAITMOHHOM 0€30IMacHOCTH.

7. Unentudukaius 1 OlleHKa aKTUBOB.

8. Monuenu yrpos.

9. Unentuduxanus ysi3BUMOCTEH.

10.01eHKa PUCKOB.

11.06paboTKa pHUCKOB.

12.Monens HapyIIUTENs MOJUTUKH OE30ITaCHOCTH.

13.Tunmuubie  yrpo3bl HWHPOPMAIMK U YSI3BUMOCTH KOPIIOPATUBHBIX
WH(OPMAITMOHHBIX CHCTEM.

Sk wnmn

Tema 3. IIporpaMMHo-annmapaTHbie cpeacrsa o0ecreueHust
HHGopMaLMOHHOM 0€30I1aCHOCTH B HH(POPMALMOHHBIX CETAX
Nupukaropsl nocrmwkenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OITK-6.2.

OCHOBHBIE BHJIBI CETEBBIX U KOMITBIOTEPHBIX YTPO3.

CpenctBa U METOJbI 3aLUTHI OT CETEBBIX KOMIIBIOTEPHBIX YTPO3.

CUMMETpUYHBIE U ACCUMETPUYHBIE CUCTEMBI IIIU(PPOBAHMUSI.

[Mudpossie noanuck (DAEKTPOHHBIE MOAUCH).

NudpacTpykTypa OTKPBITHIX KITFOUEH.

Kpunrorpadguueckue npoToKOJIbI.

Xomi-QyHKIMA M DJCKTPOHHAS TONMUCH M TMPOTOKOJBI JJIEKTPOHHBIX

JTAHHBIX.

8. Metoapl paboThI C MPOTrPAaMMHBIMH CPEACTBAMH.

9. duHaHCOBBIE  ABTOMATU3UPOBAHHBIE  WH(GOPMAIMOHHBIE  CHUCTEMBI
yIpaBIEHUS MPOIIECCAMHU.

10.C60p 2KOHOMHUYECKON pa3BeAbIBATEIHLHON HH(POPMAITUH.

11.Tonosnorus KuGEpOpoCTpaHCTBA

12 .1TpuHIMTIBI TOCTPOCHUS APXUTEKTYPHI (PUHAHCOBOI KNOEpOE30MacHOCTH.

13.AnmapaTHoe oOecniedeHre U XpaHEHUE IMepeaBaeMbIX M TOTy4aeMbIX
JTAHHBIX.

14.TIpoTokosbl 1 IaTHOPMBI.

15.ApxutekTypa ceTeBOM 0€30MacHOCTH |  YINpaBlIE€HUE MPOIIECCOM
o0ecrniedyeHus: 6€30MacCHOCTH.

16.TpeboBanus K cucTeMaMm 3alIUuThl HH(POpMAIUH.

NogakowodE

Tema 4. Cranaaprsl M cneuupukanuu B o00JacTH HHPOPMALMOHHOI
0e30macHOCTH
Nuaukatopsl goctuaxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.



1. CrangapTtuzanus B chepe  ynpaBieHus  MHOOPMAIIMOHHOU
0e30MmacHOCThIO (Ha OCHOBE MexayHapoAHbix crangaptoB [SO/IEC
17799, ISO/IEC27002, ISO/IEC27001,1SO/IEC 15408).

2. Co3ganue 3amn@poBaHHBIX (DAMIOB M KPUNTOKOHTEHMHEPOB M HUX
pacmudpoBbIBaHUE.

3. CootBercTBHE TpPeOOBAHMSIM 3aKOHOJATENILCTBA MO HWH(OPMAITMOHHON
0€30IMacCHOCTH OpraHU3alIUH.

4. CooTBercTBUE IMOJUTUKAM OE30MAaCHOCTH M CTaHAapTaM, TEXHUYECKOE
COOTBETCTBHUE.

5. CoznaHue yJIOCTOBEPSIIOLIETO IIEHTpPA, TEHEpalus OTKPBITBIX U
CEKPETHBIX KIIOUEH, CO3JAaHHE CEPTUPHUKATOB OTKPBITHIX KIIIOUEH,
CO3/1aHUE AIEKTPOHHOM MOJIHUCH, TPOBEPKA HIEKTPOHHON TOIUCH.

6. IIpoTokobl ceTeBOM OE30MACHOCTH.

Buptyanusanus ceTeBbIX yCTPOUCTB.

8. VYmpaBneHne 5KOHOMHYECKMMH OOBEKTaMH Ha OCHOBE CTaHIApTOB
MH(pOpPMAITMOHHOUN 0€30TTaCHOCTH.

~

Kpurepuu ouenku (B 0as1ax):

20 OasuoB BbICTaBIsIETCA OOydYaroOlIEMyCsl, €CIM OH JEMOHCTPUPYET BBICOKUMN
YPOBEHb BIAJEHUS MATEpUAJIOM IO BCEM TEMaM JUCKYCCUM,IIPEBOCXOJHOE YMEHHE
dbopMynupoBaTh CBOIO IMO3UIHUIO, OTCTauBaThb €€ B CIOpe, 3a4aBaTb BOMPOCHI,
o0CyXJaTh JMCKYCCUOHHBIE IIOJIO)KEHHUS, BBICOKUH ypOBEHb JTHUKU BEJCHUS
IUCKyCCUU.  YPOBEHb  C(POPMHPOBAHHOCTM  KOMIETEHIMH  COOTBETCTBYET
IIPOJIBUHYTOMY YPOBHIO;

15- 0ansoB BhICTaBiIsIETCS OOY4YaIOIIEMYCS, €CIM OH JEMOHCTPUPYET BIIaJICHUE
MarepuajioM [0 BCEM TeMaM JHCKYCCMH Ha YpOBHE BBILIIE CPEIHEr0, YMEHUE
OTCTauBaTh €€ B CIOpE, 3a/1aBaTh BOMPOCHI, 00CYXKJIaTh AUCKYCCUOHHbBIE TOJIOKEHUS,
3HaHWE OJTHUKH BEJIEHUS JUCKYCCUU. YPOBEHb C(HOPMHUPOBAHHOCTU KOMIIETEHLIUH
COOTBETCTBYET MOBBILIEHHOMY YPOBHIO;

10 GasoB BbICTaBISIETCS OOYy4YalOMIEMyCs, €CIIM OH JIEMOHCTPUPYET BIIaJICHUE
MarepuajioM IO BCEM TeMaM JUCKYCCHUH HE B NOJHOM OObeMe, yMEHHUE 3aJaBaTh
BOIIPOCHI, OOCYXJaTh JIUCKYCCUOHHBIE TMOJOXXEHUS, 3HAHUE OJTHUKU BEJCHUS
JUCKYCCUU. YPOBEHb C(HOPMHUPOBAHHOCTU KOMIETEHIUH COOTBETCTBYET 0a30BOMY
YPOBHIO.

KonTpoabnas padora

ITo teme 4. Cranpaptsl U cnenupukanuu B 00JacTu MHGPOPMAIMOHHOM
0€e301acHOCTH
Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.
1. Knaccudukauus mep obecrieueHus: 6€30acCHOCTH KOMITbIOTEPHBIX
cuctem?
2. 3amauu, KOTOPBIE JIOHKHBI PEIIaThCsl CUCTEMOM 3aIlUThl HHPOpMAIUu?



16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.

28.

29.

30.

31.

32.
33.

34
35
36
37

OCHOBHBIE TTPUHITUITBI TOCTPOEHUS cucteM 3amuTel ACON?
OCHOBHBIE MEXAaHU3MBbI 3AIUTHI KOMIIBIOTEPHBIX CUCTEM OT
IPOHUKHOBEHUS C LieNbroAe30prann3anuu ux padorsl 1 HCJI
uHpopMaiuu?
Metoasl o0ecnieuenus nHpopMalmoHHOK Oe3omacHocT PO?
OpraHu3aiMoHHbIE METO 1Bl HHPOPMALIMOHHOM Oe30macHoCTH?
Hanpasnenus 3ammtbl HHQOPMAILIMOHHONW CUCTEMBI?
OTalbl CO37aHMs CUCTEMBI 3aIUThI UHPOpMALUU?
OCHOBHBIE OpPraHU3alMOHHbBIE MEPOTIPUATHS?
. CpencTsa 3alyThl OT HECAHKIIMOHUPOBAHHOIO JOCTYyNa?
. MangaTHOE yIipaBieHUE JOCTYIIOM?
. I3bupatenbHO€E ynpaBieHue 10CTynom?
. YIpaBiieHHE JOCTYTIOM Ha OCHOBE POJeit?
. CucreMsbl aHaIM3a U MOJETMPOBAHUS MH(POPMALIMOHHBIX IOTOKOB?
. 3anuTa HHPOpPMaLUU OT MOOOYHOTO JIEKTPOMAarHUTHOTO U3TyUYEHUS U
HaBOJOK?
AHaIM3aTOPBI IPOTOKOJIOB?
MexceTeBbie 3KpaHbl?
Cucrembl pe3epBHOTO KOMMMPOBAHUA?
Cuctemsbl OecriepeOOHHOTO MUTAHUS?
Cucrembl ayTeHTUPUKAIUNA?
buomMerpuueckne TeXHOIOTUU?
TexHonorus equHOro Bxoaa?
CpencTBa KOHTPOJIS KocTyna?
Opranuzanust ”HGOPMAIIMOHHON O€30MACHOCTH KOMITAHUU?
Br160p cpenctB nHpOpMamoHHOM 6€30MacHOCTH?
HNudopmanmonHoe ctpaxoBanue?
Cranpaptuzanus B cepe ynpasieHus] HHPOPMALIMOHHON
0e30MacHOCThIO (Ha OCHOBE MeXayHapoHbIX ctanaaptToB ISO/IEC
17799, ISO/IEC27002, ISO/IEC27001,1SO/IEC 15408).
Cosznanue 3amu@poBaHHbIX (PailJIoB U KPUTITOKOHTEHHEPOB U UX
pacidpoBbIBaHHE.
CootBercTBHE TPEOOBAHUSM 3aKOHOIATENIBCTBA 110 MH(POPMALIMOHHOM
0€30MMacHOCTH OpraHU3aIUH.
CooTBeTCTBHE MOJUTUKAM OE30MACHOCTH M CTaHJapTaM, TEXHUYECKOE
COOTBETCTBHE.
[lepeuncnure KpuTEpUM KIaCCUPUKALNH YI3BUMOCTEM.
JlaiiTe onpezeneHre MOJIUTUKU O€30MacHOCTH.
Kak BBITTIAIUT LEnoYKa peakuui JUisi MOCTPOCHUS] CUCTEMBI 3aIUThI OT
aTak?
. JlanTe onpeneneHne KOMIIbIOTEPHOTO BUPYCA.
. ChopmynupyiiTe OCHOBHbBIE YTPO3bI JUIsl IEPCOHATBHOTO KOMITBIOTEPA.
. HaiiTe onpenenenne naeHTU(GUKAIIMU U ayTEHTU(UKAIUH.
. B ueMm cytb yreuku no kanany [IDMUH?



38. B uem cyTbh yTeuKkH MO LENSIM MUTAHUS U 3a3eMJICHUA?

Kpurtepun onenku (B 6ajiax):

10 6anyoB BhICTaBIsIeTCS O0yYaloOIIEeMycCsi, €CJIUM OH MpaBwibHO OTBeTUI Ha 80%
BOITPOCOB (KOMITETEHLIUS c(POPMUPOBaHA HA MPOJIBUHYTOM YPOBHE);

9 0as10B BBICTABIISIETCS OOYYaloIEMycCsi, €CJIM OH MpaBWwibHO oTBeTW]I Ha 70%
BOIIPOCOB (KOMIETeHIMsl chOPMUPOBAHA HA MTPOJIBUHYTOM YPOBHE);

8 0as0B BBICTABISIETCS OOYyUarOIIEMYyCs, €CIM OH MpaBWIbHO OoTBeTHI Ha 60%
BOIPOCOB TeCTa (KOMITETEHIUS CHOPMUPOBaHA Ha MOBHIIIEHHOM YPOBHE);

7 0aJI0B BBICTABISIETCS OOYYalOIIEMYCs, €CIM OH TMPaBWIBHO OTBeTHJI Ha 55%
BONPOCOB TeCTa (KOMIIETEHIUs ChOPMUPOBaHA Ha MOBHIIIEHHOM YPOBHE);

6 0a/10B BBICTABISIETCS OOYyYalOIIEMYyCs, €CIM OH MpaBWIbHO OoTBeTHI Ha 50%
BOIPOCOB TecTa (KOMIIETEeHIUs chopMUpoBaHa Ha 0a30BOM YPOBHE)

3ananus VIS TEKyLIero KOHTPOJIst
KoMmuiekT TecTOBBIX 3aJaHMii 10 JUCHUIJIMHE

Nupukaropsl nocrmwkenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OITK-6.2.

1. KoHnTtposnbHbie (yHKIIMKM B 00JaCTH TOCYJapCTBEHHON 0€301acCHOCTH IO
BOIIPOCAM TPEIOTBPAIICHUS]  HECAaHKIMOHHPOB aHHOTO JOCTyna K HHGOpMAIUH
peann3yroTcs:

a. DCTOK PO

6. ®Ch PO

B. YnpasieHueM «K» MBJ[ PO
r. @enepanbHOU Ciy»k00i MO HAA30py B cdepe CBsI3U, MHDOPMALMOHHBI X
TEXHOJIOTUH U MAaCCOBBIX KOMMYHUKAIUAM

2. 3ammura nHGOpPMAITUK OT HECAHKITMOHUPOBAHHOTO JOCTYyTA -3TO:

a. 3ammTa WHQOpPMAIlMW, HAIpPABJICHHAS HAa TMPEAOTBPAIICHUE IOTYYCHUS
3amuIaeMol  MHGOPMAIIMA  3aWHTEPECOBAHHBIMU  CYOBEKTaMH C HapyIICHHEM
YCTAHOBJICHHBIMA HOPMATHUBHBIMH W TIPABOBBIMHM JOKYMEHTaMH (aKTaMH) WIIH
oOnmagatensMu MHPOpPMAlMA TIpaB WIM TIPaBUJ pasTpaHUUYCHHUS JOCTyNma K
3amuiaeMon nHGopMaIu

0. JesITeNbHOCTh, HAIlpaBJCHHAs HAa MPEJOTBpPALICHUE YTEUYKH 3alUIIaeMOn
uH(OpMaIMK, HECAHKIIMOHUPOBAHHBIX U HEMPETHAMEPEHHBIX BO3JCHCTBUN Ha
3amuIaeMyto nHpopmaIuio

B. 3aIuTa nHpopManmu, 3aKJIF0YAIoIIascs B obecrnieueHUN
HEKpUTITOTpapUIECKUMHU METOTaMH

6e3omnacHocTy MHOpManuK (AaHHBIX), MOJJIeKaIIeH (MOAJIeKAIINX) 3alUTE B
COOTBETCTBUH C JICHCTBYIOIIUM 3aKOHOJATEILCTB OM, C MMPUMEHEHHEM TEXHUYECKHUX,
MIPOTPaMMHBIX U TTPOTPAMMHO- TEXHUYECKUX CPEJICTB



I. 3alMTa UHPOPMALIUU C TOMOIIBIO €€ KpUnTorpaduyecKkoro npeoopa3oBaHus

3. HecaHKIIMOHMPOBaHHBIN 10CTYN KUHQOpMALUU — 3TO. ..

a. goctyn K wuHboOpManmuu pecypcaM  HH(POPMAIMOHHON  CHCTEMBI,
OCYIIECTBIISIEM BIH C HApYyIICHHEM YCTAHOBIICHHBIX MpaB /WM TPaBHI JOCTYIA K
uHpOpMalMu pecypcaM HH(POPMAIIMOHHOM CHCTEMBI C TPUMEHEHHUEM IITaTHBIX
cpeactB MHGOPMAIMOHHON CHUCTEMBI WM CPEACTB, aHAJOTHYHBIX WM IO CBOUM
(YHKIMOHAIBHOMY NPEAHA3HAUYECHUIO U TEXHUUYECKUM XapaKTEepUCTUKAM

0. HEKOHTPOJMPYEMOE pacnpocTpaHeHHe € HUH(POpMaluu OT HOCUTEINS
3aluIaeMoll nHGopManuyu 4depe3 (PU3NYECKYI0 Cpeay 10 TEXHUYECKOTO CPEACTBA,
OCYILECTBIISIOIIETO NepexBaT UH(popMauu

B. HENPaBOMEPHOE NOJyUeHUE MH(POPMALMKU C HCIOJb30BAHUEM TEXHUYECKOTO
CPEICTBA, OCYIECTBIISIIOIIETO OOHApYKEHHUE, IpUeM U 00paboTKy MH(OPMAaTUBHBIX

I. HM3MEHEHHE, YHUYTOXKEHUE WIM KONHpPOBaHHE HWH(OpManuu (pecypcos
MH()OPMAIMOHHOW CUCTEMBI), OCYILIECTBISIEMOE C HAPYIIEHUEM YCTAHOBJIEHHBIX MpaB
1 (Wu) mpaBui

4. npopMallMOHHOE MPABO COCTABJISET:

- HOPMaTUBHYO 0a3y HHPOPMALIMOHHOTO 00IECTBA

- TOCY/IapCTBEHHYIO MOJUTUKY

- HOPMaTHUBHYIO 0a3y arpapHoro o0iiecTBa

- HOPMAaTUBHY0 0a3y J0 HHAYCTPHAIBLHOTO 00ILIEeCTBa

5. Kto Takue "kubepckBorTephl"?

- CETEBbIC JCSATEINH, MBITAIONIUECS BECTU MAPA3UTUUECKOE CYIIEeCTBOBAHKE
- BUPYCHI

- poOOTHI B CETH

- CETeBBIC TPYIIIIBI ITI0 HHTEPECAM

6. Ha ueM ocHOBaH MpUHIUT pabOThl AHTUBUPYCHBIX UIMMYHHU3aTOPOB?

- Ha 3amuTe cuctemsl OT mopaxeHusI BUPYCOM KaKOTO-TO OMPEAEeIEHHOTO BU/IA.
@aiinel HA JUCKaX MOIU(UIMPYIOTCS TaKuM 00pa3oM, YTO BUPYC MPUHUMAET MX 3a
yKe 3apaKeHHbIE

- Ha mpoBepke ¢aitioB, CEKTOPOB U CHUCTEMHOW MaMSTH U TIOUCKE B HUX
U3BECTHBIX M HOBBIX (HEU3BECTHBIX CKaHepy) BHUpPYCOB. Jlis moucka HM3BECTHBIX
BHUPYCOB UCHOJIb3YIOTCS MAaCKU

- Ha nojacyere KOHTPONBHBIX CyMM ISl MPUCYTCTBYIOLIMX Ha JHUCKE (ailyioB
WIM CHUCTEMHBIX CEKTOPOB. OTH CYMMBI 3aT€M COXpPaHSIOTCS B 0a3e JaHHBIX
aHTUBUpYyCa, a TaKxke Jpyras uHdopmarus: jaivHa ¢(anoB, JaTa WX MOCIEIHEH
MoOU(UKALIMK U T.]I.

- Ha mnepexBaTblBaHUM BUPYCOOIMACHBIX CHUTYallMd M COOOIIEHHH OO0 3TOM
MOJIb30BATENIO

7. Yto HE0OX0AMMO cliesiaTh MpU 0OHApYKeHUH (ailyioBoro Bupyca?



- KommbpioTep HEOOXOAUMO OTKJIIOYUTH OT CE€TU M NPOUH(DOPMHUPOBATH
CUCTEMHOT'0O aJIMUHUCTPATOPA

- Komnbrorep OT ceTu OTKIIOYaTh HE CIEIYET, TaK KaK BUPYCHI 3TOrO THIIA IO
CETHU HE paclpOCTPAHSIIOTCS

- BMecTO OTKIIFOUEHHSI KOMITBIOTEPA OT CETH JIOCTATOYHO HA MEPUOJ JICUCHHS
yOeIUThCS B TOM, YTO COOTBETCTBYIOIINI PEJAKTOP HEAKTUBEH

29. Yto HeoOX0IMMO c/ieNiaTh MpU OOHAPYKEHUU 3arpy304HOro BUpyca?

- Komnbrorep oT ceTu OTKIIIOYATh HE CIENYET, TaK KaK BUPYCHI 3TOrO THUIIA IO
CETHU HE PacCIpOCTPAHIIOTCS

- KommbioTep HEOOXOAUMO OTKJIIOYUTH OT CE€TU M TIPOUH(OPMHUPOBATH
CUCTEMHOTO aJIMUHUCTpATOpa

- BMecTo OTKIIIOUEHHSI KOMITbIOTEpPA OT CETH JIOCTATOYHO HA MEPHOJ| JICUCHUS
yOeIUThCS B TOM, YTO COOTBETCTBYIOIINI PEJAKTOP HEAKTUBEH

8. Uto HeoOxomuMo cenath mpu 0OHAPYKEHUH MaKpOBHpYyca?

- BMecTo OTKITFOUCHHSI KOMITBIOTEPA OT CETH JOCTATOYHO HAa MEPUOJ JICUCHHS
yOCIUTHCSI B TOM, YTO COOTBETCTBYIOIIHI PEIaKTOP HEAKTUBCH

- KommbproTep HEOOXOIWMO OTKIIOYHATH OT CETH W MPOUH(GOPMHPABATH
CHUCTEMHOTO aJIMUHHUCTPATOPA

- Komnbrorep oT cetu OTKIIIOYATh HE CIEMYET, TaK KaK BUPYCHI 3TOrO THUIIA IO
CETH HE PaCIpPOCTPAHIIOTCS

9. B yem 3akirodaeTcs METOJI 3alUThI - OTpaHUYEHUE AOCTyma?

- B co3pganun HexoTOpoW (M3MYECKON 3aMKHYTOH INperpaabl BOKpYTr oObeKTa
3alUThl C OpraHU3alMeld KOHTPOJUPYEMOro AOCTYMa JIML, CBA3aHHBIX C OOBEKTOM
3aIUTHI 1O CBOUM (DYHKIIMOHAJIBHBIM O0S3aHHOCTAM

- B pazgenenun nungopmanuu, UMpKyJIUpyOUEed B 00bEKTe 3alIUThl, HA YaCTH U
OpraHM3aldd JOCTyna K HEW JOJDKHOCTHBIX JIMIL B COOTBETCTBUU C HX
(YyHKIHMOHAJIBHBIMU O0SI3aHHOCTAMH U MTOJTHOMOYHUSIMU

- B TOM, 4TO W3 4unciaa JONMYIIEHHBIX K HEM JOJDKHOCTHBIX JIML BBIIEISAETCA
IpyIma, KOTOPOM MPENOCTaBISIETCS JOCTYIl TOJBKO TNPH  OJHOBPEMEHHOM
MPEABABICHUH TIOJJTHOMOYUH BCEX YJIEHOB I'PYIIIIbI

- B mnpeoOpazoBanuu uHGOpMauu € MOMOIIBIO CHELHMAIBHBIX aJTOPUTMOB
1100 anmapaTHBIX PEHICHUH U KOJOB KIIOYEH, T.€. IPUBEACHUU €€ K HEIBHOMY BUJTY

10. B uem 3akirodaercs METOJl 3alIUThl MHPOPMALMUA - pa3TpaHUUYCHHUE
nocrymna?

- B paznenenun nndopmanuu, HUPKyJIUPYIOLIEH B 00BEKTE 3aIUTHI, HA YaCTH U
OpraHM3aldd JOCTyna K HEW JOJDKHOCTHBIX JIMII B COOTBETCTBUUM C HX
(YHKIMOHATBHBIMU O00SI3aHHOCTAMHU U MTOJTHOMOYHSIMU

- B co3nanuu HEeKoTOpoM (M3MUECKOW 3aMKHYTOW Mperpaisl BOKPYT 0ObEKTa
3alMTHl C OpPraHu3alued KOHTPOJIMPYEMOTO JOCTYMA JIMI], CBA3AHHBIX C OOBEKTOM
3aIUATHI 1O CBOMM (DYHKIIMOHAJILHBIM O0S3aHHOCTAM
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- B TOoM, 4TO M3 uncna NOMYLIEHHBIX K HEH JOJDKHOCTHBIX JIMLL BBIAENISAETCS
rpynmna, KOTOPOW NpPEeNOCTaBIsETCS JOCTYyH TOJBKO HPU  OJHOBPEMEHHOM
MPEABSBICHUH MOJTHOMOYUI BCEX YJICHOB IPYMIIbI

- B npeoOpa3zoBaHun HHPOPMALMH C MOMOIIBI CHEHHAIBHBIX aJTOPUTMOB
MO0 amnmapaTHbIX PEIICHUA U KOJOB KIIIOUYEH, T.€. B IPUBEICHUHU €€ K HEIBHOMY BULY

11.B yem 3akirodaercs METOJ 3allUThl MHPOPMAIUH - pa3JesieHHe IOCTyIa
(mpuBUIIETHIA)

- B TOoM, 4TO W3 uncaa NONYLIEHHBIX K HEW JOJDKHOCTHBIX JIMI] BBIIEISETCA
rpynmna, KOTOpPOM MpeNoCTaBiIsIe€TCs JOCTYH TOJIBKO IPU  OJHOBPEMEHHOM
IPEIbSIBICHUN [TOJIHOMOYHUI BCEX WIEHOB IPYIIIIBI

- B co3panun HekoTOpoW (M3MYECKON 3aMKHYTOH Nperpaabl BOKpYTr oObEKTa
3alUTHl C OpraHU3alMeld KOHTPOJUPYEMOro AOCTYMA JIML, CBA3AHHBIX C OOBEKTOM
3aIIUTHI 1O CBOMM (DYHKIIMOHAJIBHBIM O0S3aHHOCTAM

- B pazgenennn nnpopmanuu, UMpKyJIUpPYyOUEH B 00bEKTE 3alIUThI, HA YaCTH U
OpraHu3alMd JO0CTyla K HEW JOJDKHOCTHBIX JIMI B COOTBETCTBUHM C HX
(YHKIMOHAJTBHBIMU O0S3aHHOCTAMHM U MOJTHOMOYHUSIMU

- B npeoOpazoBanun HHGOPMALMH C MOMOMIBIO CHEIHAIbHBIX aJTOPUTMOB
100 amnmapaTHbIX PEIICHUIA U KOJOB KIIIOUYEH, T.€. B IPUBEJICHUHU €€ K HEABHOMY BULY

12. B yem 3akimtouaercs kpunrorpaduueckoe npeodpazoBanue nuHpopmaium?

- B npeo6pazoBanun uHGOPMALMKA C MOMOIIBIO CIEIHAIBHBIX aJTOPUTMOB
MO0 arrapaTHBIX PEIICHUA U KOJIOB KIIOUEH, T.€. B IPUBE/ICHUU €€ K HEIBHOMY BUJLY

- B co3nanuu HekoTopo# (u3MUecKoi 3aMKHYTOM Mperpajbl BOKPYT 00bEKTa
3allUTHl C OpraHu3anyeld KOHTPOIUPYEMOTO JIOCTYIA JIMI, CBS3aHHBIX C OOBEKTOM
3aIIUTHI IO CBOMM (DYHKIIMOHAILHBIM O0S3aHHOCTSIM

- B pazaenennn nadpopManuu, MUPKyIHPYIONIEH B 00bEKTE 3alIUThI, HA YaCTH H
OpraHW3allMi JOCTyla K HEW JOKHOCTHBIX JIMI] B COOTBETCTBUM C HX
(YHKIIMOHATLHBIMY 00S3aHHOCTSIMH U TTOJTHOMOYHSMHU

- B ToMm, 4TO M3 4Ymclia TOMYMIEHHBIX K HEW OJDKHOCTHBIX JIUI[ BBIIACISICTCS
rpynma, KOTOPOW TPENOCTaBISETCS JOCTYN TOJBKO TIPM  OJHOBPEMEHHOM
MIPEABSBICHUH ITOJTHOMOYHUH BCEX YJICHOB TPYTIIIHI

13. Yto o3nauaet Tepmud BESOTIACHOCTb MTHOOPMALINUA

- IloreHunanbHO BO3MOXKHOE COOBITHE, NEHUCTBUE, MPOLECC WU SIBICHUE,
KOTOPOE€ MOJKET MPHUBECTH K HApPYLICHHWIO KOH(UICHIMAIBHOCTH, LIEIOCTHOCTH,
JOCTYMHOCTH UH(OPMAIINH, a TAK)KE HEITPABOMEPHOMY €€ TUPaKUPOBAHHUIO.

- CBo#icTBO  cuUCTeMBl, B  KOTOpOH  IUPKyIHpyeT  uHOOpMaIus,
XapaKTEPHU3YOLIEECs CIIOCOOHOCTBIO oOecreunBaTh CBOEBPEMEHHBIN
OecnpensTCTBEHHBIM JOCTYNl K HH(QOpManuMu CyObEKTOB, HMEIONIMX Ha 3TO
HaJJIeKalMe TOJITHOMOYHS.

- 3alMIIEHHOCTh HHQOpPMAIMM OT HEXEJATeIbHOro €€ pasIJiallieHus,
MCKQKEHMSI, YTPAThl WA CHUXEHUS CTENEHU JIOCTYMHOCTH WH(pOpMAIMH, a TaKXKe
HE3aKOHHOI'0 €€ TUPAKUPOBAHUS
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14. Ko siBisieTcst xakepom?

- OTO JMIa, NPOSBISIONIME YPE3MEPHBIM WHTEPEC K YCTPOWCTBY CIOMXHBIX
CUCTEM U 00J1aJaroIuye OOJIbIIMMHU MMO3HAHUSAMU 0 YACTH APXUTEKTYPbI U IPUHIUIIOB
YCTPOMCTBA BBIYMCIUTEIBHON CpPEAbl WM TEXHOJIOTMU TEIEKOMMYHUKALUMA, YTO
MCIIOJIB3YETCS TSl MOXUIEHUs HH(POpMAaIUH.

- OTO JIMIa, U3y4arollue CUCTEMY € LeNblo €€ B3noma. OHU peanu3yroT CBOU
KPUMUHAJIbHbIE HAKJIOHHOCTM B  TMOXMIIEHMH HWHGOOpMAMM W  HANUCaHUU
pa3pylIaoNIero MPOrpaMMHOTO OOECIICYEHHS] U BUPYCOB, MCIOJIB3YIOT IPUHIIUIIBI
MOCTPOEHUS TPOTOKOJIOB CETEBOr0 OOMEHA.

- OTo nuIa, KOTopble "B3llaMblBas' HMHTPACETH, MOIY4YaloT HUHPOPMAIUIO O
TOIIOJIOTUU ATUX CETEM, UCIOJIb3YEMBIX B HUX IPOTPaMMHO-aNNapaTHbIX CPEACTBAX U
MH(OPMAIIMOHHBIX pecypcax. ITU CBEJICHUS OHU MPOJAIOT 3aMHTEPECOBAHHBIM JIUIIAM

15. Yo o3nauaetr Tepmun Y A3BUMOCTH UHOOPMALINIA?

- DTO  TMNOJABEP)KEHHOCTh  WH(OpMaNMM  BO3JACUCTBUIO  PaA3IUYHBIX
JeCTa0UIM3UPYIOMMUX (PaKTOPOB, KOTOPhIE MOTYT MPUBECTH K HaApPYIICHUIO ¢
KOH(UIECHIUAIIBHOCTH, IIEJIOCTHOCTH, JOCTYMHOCTH, WM HENpPaBOMEpPHOMY €&

TUPAKUPOBAHUIO.
- OTO CBOWCTBO CHCTEMBI, B KOTOpPOM IMPKYJIUpPYyeT HUH(DOpManus,
XapakTepusyroleecs CIOCOOHOCTBIO oOecrieunBaTh CBOEBPEMEHHBIN

OecrpensITCTBEHHBIM JOCTYNl K HHpOpManMu CyOBEKTOB, HMEIOIIMX Ha 3TO
HaJIJIekKAIUE TOJTHOMOYHS.

- OT0 cBOICTBO uHGpOpMAIMK, 3aKiroyYarolieecss B €€ CYIIECTBOBAaHUU B
HEHCKaKEHHOM BHJI€ (HEM3MEHHOM I10 OTHOUIECHUIO K HEKOTOPOMY (PUKCHPOBAHHOMY
€€ COCTOSIHUIO)

16. yeM 3akroyaeTcsl KOH(OHUICHIINATEHOCTh KOMITIOHEHTA CHCTEMBI?

- B ToM, 9TO OH JOCTYyNEH TOJIBKO TeM CYOBEKTaM JO0CTyma (ITOJIh30BATEISAM,
mporpaMmamM, TIpoleccaM), KOTOPBIM TIPEIOCTaBICHBI HAa TO COOTBETCTBYIOIIHC
TTOJTHOMOYHSI.

- B ToM, 4TO OH MOXET ObITb MOJUPUIIUPOBAH TOJIBKO CYOBEKTOM, UMEIOITUM
JUTSI 3TOTO COOTBETCTBYIOIIIHE ITPaBa.

- B ToM, 4TO MMeromui COOTBETCTBYIOIIME IMOJTHOMOYHS CYOBEKT MOXET B
mo0o0e BpeMst 6€3 0COOBIX MPOOJIEM MOIYYUTh TOCTYN K HEOOXOAUMMOMY KOMIOHEHTY
CUCTEMBI.

17. B yeM 3akiro4aeTcsi HETOCTHOCTh KOMIIOHEHTAa CUCTEMBI?

- B Tom, 94TO OH MOXET OBITh MOAUPUIIUPOBAH TOJIHKO CyOBEKTOM, UMEIOIINM
JUTSI 3TOTO COOTBETCTBYIOIIIHE ITPaBa.

- B ToM, 94TO OH JOCTYNEH TOJIBKO TEM CYOBEKTaM JO0CTyma (IT0Jh30BATEISAM,
mporpaMmam, TIpoleccaMm), KOTOPBIM TIPEIOCTaBJICHBI HAa TO COOTBETCTBYIOIIHE
TTOJTHOMOYHSI.
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- B ToM, 4TO MMEIOMINH COOTBETCTBYIOIIME IOJHOMOYHS CYOBEKT MOMKET B
ar060e BpeMst 6e3 0coObIX MpoOIeM MOTYYUTh JOCTYN K HEOOXOAMMOMY KOMITOHEHTY
CHCTEMBI.

40. B yem 3axitouaercs 10CTYITHOCTh KOMIIOHEHTA CUCTEMBbI?

- B Tom, 4TO MMeromMii COOTBETCTBYIOIINE MOJHOMOYHS CyOBEKT MOMKET B
mr060e Bpemst 6€3 0coObIX TPOOIeM MOTYYUTh JOCTYN K HEOOXOJMMOMY KOMIIOHEHTY
CHCTEMBI.

- B TOM, 4TO OH JOCTYIIEH TOJBKO TeM CyOBeKTaM JocTyma ( MOJIb30BaTEeNsM,
nporpaMMam, IpoleccaMm), KOTOPBIM TPEAOCTaBICHbl HAa TO COOTBETCTBYIOIIUE
HOJTHOMOYHSL.

- B ToM, 4TO OH MOXET OBITh MOJU(PHUIMPOBAH TOJIBKO CyOBEKTOM, HMEIOIIUM
IJIS1 TOTO COOTBETCTBYIOLIHE MTPABA.

18. Uto o3znauaet Tepmud [IPABOBBIE MEPHI 3AIIIUTHI MHO®OPMAILININ?

- OTO JAEWCTBYIOIIME B CTPaHE 3aKOHBI, yKa3bl U JIPyrH€ HOPMATHBHBIE AKTHI,
perjlaMeHTUPYIOIIUE MpaBuiia oOpaneHus: ¢ HHPOPMALKEl U OTBETCTBEHHOCTh 32 UX
HapyILICHUS.

- DTO TPaJULIMOHHO CJIOKUBIIUECS B CTPaHE WJIU OOIECTBE HOPMbI MTOBEICHUS
Y IIpaBuiia oOpaleHus ¢ nHpopmanuen.

- DTO Mephl, pEeriiaMEeHTUPYIOIINE MPOIecChl (DYHKIIMOHUPOBAHUS CUCTEMBI
00pabOTKM JIaHHBIX, UCIIOIH30BAHUS €€ PECYPCOB.

19. Yro osznawaer tepmun MOPAJIBHO-OTUYECKUE MEPBI 3AIIUTHI
NHOOPMALINN?

- OTO TPaJULIMOHHO CJIOKMBILIKECS B CTPAHE UJIM OOILECTBE HOPMBbI MIOBEIECHUS
Y TIpaBuiia oOpaleHus ¢ nHpopmanuen.

- OTO JAeWCTBYIOIIME B CTpaHE 3aKOHBI, yKa3bl U JPYyrue€ HOPMATHBHBIE AKTHI,
perjiaMeHTUpYIOIIUE MpaBuiia oOpaleHusi ¢ nHpopManuend U OTBETCTBEHHOCTh 32 UX
HapyILIEHUS.

- DTO Mephl, PErjaMeHTUPYIOIINE MPOLECChl (PYHKIIMOHUPOBAHUSA CHUCTEMBI
00pabOTKM TaHHBIX, UCTIOIB30BaHUE €€ PECYPCOB.

20. UYrto o3nagaer TtepmuH OPIAHU3AIIMOHHBIE MEPBI 3AIIWTHI
NMHDOOPMAILIMN?

- DTO Mephl, perIaMeHTHUPYIOIIHE MPOIecchl (DYHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKH JaHHBIX, UCIIOIB30BaHUE €€ PECYpPCOB, ACATEILHOCTh MIEPCOHANA, a TaK JKE
MOPSIAOK B3aUMOJCHUCTBHUS MMOJIb30BATEJIEH C CUCTEMOM.

- 9TO NEUCTBYIOIINE B CTPAHE 3aKOHBI, YKa3bl U APYTrU€ HOPMATUBHbBIC AKTHI.

- DTO TPaJUIIMOHHO CJIOKUBIIUECS B CTPAHE WM OOIECTBE HOPMbI MTOBEICHUS
Y TIpaBuJIa oOpalieHus ¢ nHpopmaimei.

21.  UYro o3navaer Ttepmun OUIMYECKHUE MEPBI 3AUIUTHI
NHOOPMALINN?

13



- OTO pa3HOro po/ia MEXaHUYECKHUE WIIM MIEKTPOHHO-MEXaHUYECKUE YCTPOMCTBA
U COODPYXXEHHs, CHEUMAJbHO IIPEAHA3HAYEHHBIE JUIA CO3JAHUSA  PA3JIMYHBIX
IPEIATCTBUA HAa BO3MOXHBIX IHYTSAX HNPOHUKHOBEHMS JOCTYIIA HOTEHIMAIbHBIX
HapyIIUTENEH K KOMIIOHEHTaM 3alIUIaeMoi HH(POpMaLIKH.

- OTO JEUCTBYIOIIME B CTPAHE 3aKOHBI, yKa3bl U JIPYyrH€ HOPMATHBHBIE AKTHI,
peraaMeHTHpYIOIINE MpaBiiia oOpalieHus: ¢ HHPOopMaIel 1 OTBETCTBEHHOCTh 3a UX
HapyLICHUS.

- OTO Mephl, PErIaMEeHTUPYIOIUE MPOLECChl (PYHKIIMOHUPOBAHUS CUCTEMBI
00paOOTKH TaHHBIX, UCTIOJIb30BAaHUE €€ PECYPCOB.

22. Yto oznauvaet tepmuH AYTEHTUOUKATLIA?

- DTO NpoBepKa NOUIMHHOCTH 00BEKTa WK CyOBEKTa

- DTO NpoBepKa LETOCTHOCTH HH(OPMALIMU, TPOrPaMMBbI, TOKYMEHTa
- DTO IPUCBOEHUE UMEHU CYOBEKTY UIH OOBEKTY

23. Uto o3nauaet tepmud BEPUOUKAIIUA?

- DTO MpOoBEPKa LEITOCTHOCTH HHPOPMALIMH, IPOTPAMMBI, TOKYMEHTA.
- DTO MpOBEPKA MOJJIMHHOCTH CYObEKTa WIH OOBEKTA.

- DTO IPUCBOEHUE UMEHU CYOBEKTY WIH OOBEKTY.

24. Yrto o3nauvaet Tepmud MJIEHTUDOUKALINA?

- DTO MPHUCBOEHNE UMEHHU CYOBEKTY HIIH OOBEKTY.

- DTO MpoBEpKa MOIMHHOCTH CyOBbeKTa WM 00BEKTa.

- DTO MpoOBEpKa IETOCTHOCTH HH(OPMALIMH, POTPAMMBI, IOKYMEHTA.

25. Uto o3znauvaet Tepmud KPUIITOI'PADUA?

- DTO MEeTOJ CHelHaIbHOrO NMpeoOpa3oBaHusi MHPOPMALIUU € LEIbI0 COKPBITHS
OT MTOCTOPOHHUX JIHII

- D10 mpeobOpazoBaHue MHGOPMAIMU B BUJIE YCIOBHBIX CUTHAJIOB C IIEJIBIO
aBTOMAaTH3aIMK €€ XpaHeHHs], 00pabOTKH, IepeIaun U BBOAA-BBIBOAA

- D10 TmpeobpazoBaHue MHPOpMAIMKU MpU €€ Mepenaye Mo KaHajaaM CBS3U OT
OJTHOTO JIEMEHTA BHIYUCIUTEIILHON CETH K APYyTOMY

26. Yrto o3nauvaer repmuH KOJIMPOBAHUE NHO®OPMAILIN?

- D10 mpeobOpazoBaHre HHPOPMAIMK B BUJIEC YCIOBHBIX CHUTHAJIOB C IIEJBIO
aBTOMATHU3AINU €€ XpaHEeHHsI, 00pa0OTKH, TIepeiadyu U BBOAAa-BhIBOIA.

- DTO METOJ CHeHAIbHOTO MpeoOpa3oBaHusi HHPOPMAILIUU C TETbI0 COKPBHITHS
OT MOCTOPOHHUX JIUII.

- D10 kpunrorpadpuyeckoe npeodpazoBanue HHGOPMAIHH MPHU €€ mepeaade Mo
KaHaJIaM CBSI3U OT OJTHOTO 3JIEMEHTA B BEIYMCIIMTEIILHON CETH K APYyTOMY.

27. Yro o3Hauaer tepmun JUHEMHOE IIMOPOBAHME?
- D10 kpuntorpaduueckoe nmpeodbpazoBaHre WHPoOpMAIUU TIPHU €€ mepenaye 1o
KaHajlaM CBSI3U OT OJIHOTO DJIEMEHTA BBIYUCIUTENBHON CETH K PYTOMY.
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- DTO MeTo]l CIeMaIbHOTO MpeoOpa3oBaHus HHOOPMAIIUHU C ETBI0 COKPBITUS
OT TIOCTOPOHHUX JIHII.

- D10 mpeobpazoBaHue MHGPOPMAIMU B BUJAE YCJIOBHBIX CHUTHAJIOB C IIEINBIO
aBTOMaTH3aIMK e€ XpaHeHus, 00pabOTKH, Iepeayu U BBO/Ia-BBIBOIA.

28. Kakx kmaccupuuupyiorcss BUIBl yrpo3 HHQOpPMAMH 1O MPUPOJE
BO3HUKHOBEHUSA?

- CruxuiiHple O€ICTBUSA, HECUACTHBbIE Cily4yau, OIMIMOKH OOCITYy>KHUBAIOILIETO
IepcoHaJla M IOJB30BaTENEl, 3J10ynoTpeOaeHusl OOCIYyKMBAIOLIErO IEepCoHaia Hu
[OJIb30BATENEN, 3JI0yMBILUICHHBIE JACUCTBHMS HapyluTeneil, cOoMm U OTKa3bl
000py10BaHUS.

- VYrpo3sl mepcoHaly, uHpopManuu, HUH(GOPMALMOHHBIM  CHCTEMaM,
MaTepuaibHbIM, (PUHAHCOBBIM, HH(POPMALIMOHHBIM JaHHBIM.

- VYrpo3sl HHPOPMAIIMOHHBIM CHCTEMaM, MAaTE€pUAIbHBIM, (DHHAHCOBBIM,
WH(POPMAIMOHHBIM JTaHHBIM, 3JI0YMBIIUICHHBIE NEHCTBUS HapyluTedeH, cOou u
OTKa3bl 000PyOBaHUS.

29. Kak xnmaccuuuupyroTcst BUABl yrpo3 HHGOpPMAIMU MO OPHEHTALMK Ha
pecypcebl?

- VYrpo3sl nmepcoHany, uHGMopManuu, HHPOPMALUOHHBIM  CHUCTEMAaM,
MaTepUaIbHbIM, (PMHAHCOBBIM, HHPOPMAIIMOHHBIM JAHHBIM.

- CruxuiiHple O€ICTBUSA, HECUACTHBIE Cilyyau, OIIMOKH OOCITYy>KHBAIOILIErO
NepcoHaNa M IO0JIb30BaTelel, 3710ynoTpeOaeHust OOCIyKMBAIOLIEro IepcoHaia u
M0JIb30BATENEH, 3JOYMBILUICHHbIE JCHCTBUS HapyluuTelned, cOoM U  OTKasbl
000pyI0BaHUSI.

- VYrpo3sl HMHQOPMAIMOHHBIM CHCTEMaM, MAaTE€pUAIbHBIM, (PMHAHCOBBIM,
WH(POPMAIMOHHBIM JTaHHBIM, 3JI0yMBIIUICHHBIE NEHCTBUS HapyluTeaer, coou u
OTKa3bl 000PyOBaHUS.

30. Kakue yrpo3bl OTHOCSTCS K €CTECTBEHHBIM?

- OTka3el U cOou anmapatypsl; [loMexu Ha JUHUAX CBSI3U OT BO3JEHUCTBUUN
BHEILIHEW Cpeibl; aBApUMHBIE CUTYallUU; CTUXUIHBIE O€CTBUA.

- OmunbKkH YenoBeKa KaK 3BEHA CHCTEMbl; CXEMHBIE U CHUCTEMOTEXHHYECKHE
OImUOKKA Pa3pabOTUYMKOB CTPYKTYPHBIC, aITOPUTMUYECKUE U MPOTPAMMHBIE OIIHOKH;
JNEUCTBUS

YeJIOBEKa, HaIPaBJICHHbIE HA HECAHKIMOHUPOBAHHBIE BO3JCHCTBUS HA
uH(dOpMaIHIO.

- ABapuilHble CUTyalluH; CTUXHIHbIE OEICTBUS; OUIMOKHM 4YelOBEeKa KaK 3BEHa
CUCTEMBbI; CXEMHbIE U CUCTEMOTEXHUUYECKHE OIIMOKHU pa3padOTUHKOB

31. Kakue yrpo3sl uHGOpMaAIIUA OTHOCATCS K UCKYCCTBEHHBIM?

- OmunbKkHu yenoBeKa KaK 3BEHA CHCTEMbl; CXEMHbIE M CHCTEMOTEXHUYECKUE
OIIMOKHU pa3pabOTUMKOB; CTPYKTYPHbIE, AITOPUTMHUYECKUE U MPOrPaMMHbIE OIIMOKH;
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NEUCTBUS 4YEJIOBEKAa, HAIPABJICHHBICE HA HECAHKIMOHUPOBAHHBIC BO3ACHCTBUSA Ha
uH(pOpMaIUIO

- Ortka3sl 1 cOoM anmaparypbl; MOMEXH Ha JIMHMSIX CBSI3U OT BO3JECHCTBHIA
BHEITHEH cpe/ibl; aBapUiiHbIC CUTYallMH; CTUXUIHbBIE OCICTBUS

- ABapuiiHble CUTyallu; CTUXUWHbIE OCICTBUS; OMMOKMA YeIOBEeKa Kak 3BEHa
CUCTEMBI; CXEMHBIE U CUCTEMOTEXHUYECKHE OIIHOKH pa3pabOTYUKOB

32. Kakue yrpo3sl ”HPOpMaIUK OTHOCATCA K CIIy4YailHbIM?

- IlposiBnenne  ommbOK  mporpaMMHoO-ammapaTtHbix — cpeacts  AC;
HEKOMIIETEHTHOE HCIIOJIb30BAHHWE, HACTPOMKA WM HEMPAaBOMEPHOE OTKIIOUCHHUE
CPEICTB 3alllUThl IEPCOHAIOM CIyKObl 0€30IaCHOCTH; HEYMBIIIJIEHHAs IopYa
HocuTenen nHpopMaluu.

- HecankuuoHupoBaHHOE€ uTeHHUE HUHPOpPMALUHU; HECAHKIHUOHUPOBAHHOE
U3MEHEHUE HWH(OpMaluK; HECAHKIMOHUPOBAHHOE YHUYTOKEHUE HH(POpPMaLIUU;
MOJIHOE WJIM YACTUYHOE Pa3pylICHUE ONEPALMOHHON CUCTEMBI.

- Ilepecbuika NaHHBIX MO OIIMOOYHOMY ajapecy a0OHEHTA; BBOJ OIIMOOYHBIX
JAHHBIX; HECAHKIIMOHUPOBAHHOE YHUUYTOKEHHE UH(POPMALIMH; TTOJIHOE WU YACTUYHOE
pa3pylIeHUE ONEPALTMOHHON CUCTEMBI.

33. Kakue yrpo3sl H”HPOpPMAIIUN OTHOCATCA K MIPETHAMEPEHHBIM ?

- HecankuuonupoBaHHOe uTeHHUE HWHPOpPMALUU; HECAHKIMOHUPOBAHHOE
U3MEHEHUE UWH(POpMallMU; HECAaHKIMOHUPOBAHHOE YHHMUYTOKEHUE HH(POpMaIUy;
IIOJIHOE WJIM YaCTUYHOE pa3pyLICHHE ONEPALIMOHHON CHCTEMBI.

- IlposiBnenne  ommboOK  mporpaMMHo-ammapaTHbix  cpeacts  AC;
HEKOMIIETEHTHOE HCIIOJIb30BAaHUE, HACTPOMKA WJIM HENPAaBOMEPHOE OTKIIFOUYEHUE
CPEICTB 3alllUThl NEPCOHAIOM CIyX Obl 0€30IMacCHOCTH; HENPaBOMEPHOE BKIIIOUEHHE
000pyI0BaHUs UM U3MEHEHUE PEXKUMOB pabOThl YCTPOICTB U MTPOTPaMM.

- Ilepecbuika aHHBIX MO OLIMOOYHOMY ajapecy a0OHEHTAa; BBOJ OIIMOOYHBIX
JAHHBIX; HECAHKIIMOHUPOBAHHOE YHUUYTOKEHHE MH(POPMALIMH; TTOJIHOE UM YACTUYHOE
pa3pylieHUE ONEPALMOHHON CHCTEMBI

34. KakuMy OCHOBHBIMH CBOMCTBaMH 00J1a/1a€T KOMIbIOTEPHBIN BUPYC?

- CrocoOHOCTBIO K CO3/IaHUIO COOCTBCHHBIX KOIIHMH; HAJIMYHMEM MEXaHH3Ma,
00€CTICUMBAIOIIETO BHEJAPEHHE CO3/1aBA€MbIX KOMHUH B HCIOJHSAEMBIC OOBEKTHI
BBIYMCIIUTEIILHON CUCTEMBI.

-  CrocoOHOCTBIO K CO3JaHHMI0O COOCTBEHHBIX KOIHMH; CITOCOOHOCTBIO
YHAYTOXXaTh HMH(POPMAIIMI0O Ha JUCKaX; CIIOCOOHOCTBIO CO37aBaTh BCEBO3MOIKHBIC
BHJICO M 3BYKOBBIC A (HEKTHI.

- Haymunem mMexanu3ma, 00€CIeurnBaroIero BHEAPEHUE CO3aBaeMbIX KOITUMA B
UCIIOJHSAEMbIE OOBCKTHI BBIYMCIUTEILHONH CHCTEMBI; CIIOCOOHOCTBIO OCTaBIIATh B
OTIEPAaTUBHOMN MaMSTH CBOIO PE3UJICHTHYIO YacCTh; CIIOCOOHOCTHIO BHUPYCA MOJTHOCTHIO
WJIM 9aCTUYHO CKPBITh Ce0S B CUCTEME.

35. Kak knaccuuiupyroTcs BUPYChl B 3aBUCUMOCTH OT CpeJlbl OOUTaHUS ?
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- DalIOBBIC; 3arPy304YHbIC; MAKPOBUPYCHI; CETEBBIE.
- 3apaxaronmmeDOS, Windows, Word, Excel,Office.
- be3BpenHbIe; HEOMACHBIE; OITACHBIE.

- TO4YeHb OImacHbIC.

36. Kak kmaccupuimpyoTcsi BUPYChl B 3aBUCUMOCTH OT 3apakaeMoit OC?

- 3apaxaroniue DOS, Windows, Word, Excel, Office

- DaiinoBkIe; 3arpy304HbIe; MAKPOBUPYCHI; CETEBBIC.

- be3Bpennbie; HeomacHbIe; OMACHBIC; OYCHDb OIACHBIE.

- Mcnonp3oBaHne pe3nICHTHOCTH, HCIIONIb30BaHKe "cTesc" -alrOpUTMOB;

- Hcnonp3zoBanue caMomuppoBaHHEe M MOIUMOPGUYHOCTD; HCIOIB30BAaHHE
HEeCTaHAapTHBIX IPUEMOB

37. Kak xmaccuumupyroTcs BUPYCHI B 3aBHCHMOCTH OT OCOOCHHOCTEH
anroputma padoTbl?

- Hcnonb3oBaHue pE3UJICHTHOCTh, MCIOJIb30BAHUE ''CTEIC"-aJIrOPUTMOB,;
UCIOJB30BaHUE  camMoIMppoBaHUE U MOIUMOP(PUYHOCTH;  HCIOJIb30BAHUE
HECTAHIAPTHBIX PUEMOB.

- DailnioBbIE; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE

- 3apaxaronie DOS, Windows, ,Word, Excel, Office

- be3BpeaHbie; HEONacHbIE; ONACHBIE; OYEHb OMACHBIE

38. Kakue nporpamMmbl OTHOCATCS K TiporpaMmaM KOHCTpYKTOpBI BUPYCOB?

- OTO yTWIWTa, TIpeAHa3HAYCHHAs! ISl U3TOTOBJICHUS HOBBIX KOMITBIOTEPHBIX
BUpycoB. OHU TO3BOJISIOT TEHEPUPOBATH UCXOAHBIE TEKCTHI BUPYCOB (ASM-daiinibl),
00BEKTHBIC MOIYJIH H/WJIM HETIOCPEICTBEHHO 3apa’keHHbIE (haiiIbl.

- DTO mporpaMMbl, HAHOCSIINE KaKue-In00 pa3pyIIUTeNbHbIC TeHCTBUS, T.€. B
3aBHCHMOCTH OT OIPEICTICHHBIX YCIOBUN WA MPHU KAKIOM 3aIlyCKe YHHUTOXKAIOIINE
nH(POPMAIIMIO HA AUCKaX, IPUBOISIINE CUCTEMY K 3aBUCAHUIO U T.II.

- DTO mporpamMmbl, KOTOpbIE Ha TMEPBBIM B3I SIBISIOTCS CTOMPOIEHHBIMU
BHUpYCaMH, HO HECIIOCOOHBI pa3MHOXKAThCS MO MpuunHe ommbok. Hampumep, Bupyc,
KOTOPBIM Mpu 3apakeHUuW '"3a0bIBaeT" MOMECTUTh B Hauajao (HaijoB KOMaHIy
neperayy yupaBJeHUs Ha KOJ BUpyca.

- 'maBHOM QyHKIMEH TOTOOHOTO pojaa MporpaMM SBJISETCS MmU(poBaHUe Tea
BHpYCa U TeHEpalys COOTBETCTBYIOLIETO paciin(poBIINKa

Kpurepuu onenku (B 0a/1ax):

10 O6anioB BBICTABIsACTCS OOyUarIIeMycCsi, €Clid OH MpaBuibHO OTBeTws Ha 30
BOITPOCOB TecTa (KoMIeTeHMsl c(popMUpOBaHA HA MPOIBUHYTOM YPOBHE);

9 0a/uI0B BBICTABISETCS OOydYarOIIeMycsi, €Cld OH MpPaBUIbHO OTBETUI Ha 27
BOIIPOCOB TecTa (KoMIeTeHIusl chOpMUPOBaHA Ha MPOJABUHYTOM YPOBHE);
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8 0OasuoB BBICTaBIsICTCS OOYYaIOIMIEMYCsl, €CJIM OH IPaBWIbHO OTBETHWJI Ha 23
BOIPOCOB TeCTa (KOMIIETEHIUs COPMUPOBAaHA Ha MOBBIIIEHHOM YPOBHE);

7 0a/JI0B BBICTABISICTCS OOYydYarOMIEMYCs, €CIM OH TPaBWIBHO OTBeTH Ha 20
BONPOCOB TeCTa (KOMITETEHIUSI COPMUPOBAaHA Ha MOBHIIIEHHOM YPOBHE);

6 0asI0B BBICTABISICTCS OOydYaOMIEMYCsS, €CIM OH NPAaBWIBHO OTBETHI Ha 18
BOIIPOCOB TecTa (KoMIeTeHIns chopMupoBaHa Ha 6a30BOM ypOBHE)

5 6a/1710B BBICTaBIsIETCST 00YJAIOIIEMYCsI, €CITM OH MPABWJILHO OTBETHII HA 15
BOITPOCOB TecTa (KOMITETEHIM chopMHpOBaHa Ha OA30BOM YPOBHE).

TunoBble NpaKkTHUYECKHE 3aaAHUSA
Nuaukatopsl goctmaxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

3aoanue 1.

[Tonck HMCTOYHUMKOB MHpOpMAUU B ceTH MHTEpHET: OTKPBITbIE U 3aKPBIThIC
UCTOYHUKM JaHHbIX. llopram oTkpbeITEIX naHHbIX P®. CoxpaHeHue IaHHBIX B
nporpamme Excel. [IpeoOpazoBanvie n nepBudHas 00padOTKa JaHHBIX.

3aoanue 2.

be3onacHOoCTh HHPOPMALTMOHHBIX CUCTEM

Bomnpocsr:

1. Yto BbI peAcTaBisieTe Mo 0€30MaCHOCTHIO HH()OPMALIMOHHBIN CUCTEMBI.

2. Uro OTHOCHTBCS K OCHOBHBIM  XapaKTEpUCTHKaM  3alIUIIAEMON
uHdopmaruu?

3. Uro BBl OTHECETE K MH(POPMALIMKU OTPAHUUYEHHOTO JocTyna?

4. Ilo xakuM HampaBieHHUsIM OyJeT OCYIIECTBIATHCS AalbHENIIee pa3BUTHE
cucTeMblnH(pOpMaAIMOHHOM Oe30macHoCTH B PD?

3amaHue:

Omnpenenure B Kakux (opmax mpeacTaBieHa HMHPOpMalMs Ha BalleM
JOMAIIIHEM KOMITbIOTEPE.

OnummTe Kak obecneuynBaeTcss WH(OpMalMOHHAas O€30MacHOCTh Ha BalleM
JOMAIlIHEM KOMIIBIOTEPE U OTBEYAET JIM COBPEMEHHBIM TPEOOBAHUSAM Pa3BUTHSI CUCTEM
0€30MacHOCTH.

3aoanue Ne 3

AHanu3 puckoB HH(GOPMAIIMOHHON 6€30MacHOCTH

1. 3arpysure TOCT P UCO/M3K TO 27005

2. Osnakombtech ¢ [Ipunoxenusmu C, D u E TOCT.

3. Boibepure Tpu pa3znuuHbIX WH(GOPMAIMOHHBIX AaKTHBA OpraHu3aluu (CM.
BApUAHT).

4. U3 Tlpunoxennss D T'OCT mnoabGepute TpU KOHKPETHBIX YSI3BUMOCTHU
CUCTEMBI 3aIUThl YKa3aHHBIX HHPOPMAIIMOHHBIX AKTUBOB.

5. Ilonw3ysace Ilpunoxennem C I'OCT Hamumute Tpu Yrpo3bl, peanu3aius
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KOTOPBIX BO3MOXXHA IIOKA B CHUCTEME HE YCTPAHEHbl Ha3BaHHbIE B IyHKTe 4
YSA3BHUMOCTH.

6. Ilomp3yscb OIHMM U3 METONOB (CM.

BApUAHT) TMPEJIOKECHHBIX B

[Tpunoxkenun E 'OCTnpousseaute o1eHKY pUCKOB HHPOPMAIIMOHHOW 0€30I1acHOCTH.
7. OLEeHKY LEHHOCTH MH()OPMAIMOHHOTO aKTHBa MPOM3BOANTH Ha OCHOBAHUU
BO3MOXKHBIXTIOTEPH JIJIs1 OPTaHU3AIMU B CIIydae pean3aluy yIPOo3bl.

Howmep Mertox oueHku
BapuaHTa Opranuszanus pHcKa
(cm. [Ipunoxenue
ET'OCT)
1 OTneneHrue KOMMEPYECKOro OaHKa 1
2 [ToTMKIMHIKA 2
3 Komnemx 3
4 Oduc cTpaxoBoil KOMIIaHUU 4
5 PekpyTHHroBO€E areHTCTBO 1
6 MHTepHeT-Mara3uH 2
7 LleHTp OKa3aHMsI TOCYAapPCTBEHHBIX yCIyT 3
8 OTIoeneHue MOIULIUH 4
9 AynuTopcKasi KOMIaHHS 1
10 JluzaitHepckast pupma 2
11 Oduc naTEpHET-TIpOBaiinepa 3
12 Oduc agBokara 4
13 Komnanus no paspadotke [10 ans ctopoHHHX 1
OpraHu3aLuin
14 ATEHTCTBO HEIBUXUMOCTHU 2
15 Typuctuueckoe areHTCTBO 3
16 Oduc 6;1aroTBOPUTETHHOTO OHIA 4
17 31atenbcTBO 1
18 Koncantunrosas pupma 2
19 PexnamMHOE areHTCTBO 3
20 OTneneHue HaIoOroBO! CITy>KObI 4
21 Oduc HoTapuyca 1
22 bropo nepeBo/ia (I0KyMEHTOB) 2
23 Hay4uHo MpoeKTHOE npeanpusTue 3
24 bpauHoe areHTCTBO 4
25 Penakius ra3eTsl 1
26 I"ocTuHHUIIA 2
27 [Ipa3HUYHOE ar€HTCTBO 3
28 ["opockoit apxuB 4
29 JlucreTuepckast Ciy»0a TakCH 1
30 PKeneznonopoxHas kacca 2

3aoanue Ne 4.
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PazpaboTka yacTHO netanuzupoBanHoi moautuku ONb

[enb paboThI: 03HAKOMIICHHE C OCHOBHBIMU YacTHBIMU MTosinTukamMu OUB.

[Topsimok BeImosHEeHHsT paboThl: OnpenenuTs TpeboBaHUsl oOecreunBaromuye dGPeKTuBHOE
OWUB, KoTOpbIe NOKHBI BBITIONHATHCS COTPYJAHUKAMH OpPTaHHU3AIMH B paMKax BHITIOJHEHHUS CBOMX
Cl1y>KeOHBIX 00s13aHHOCTEH

Howmep Opranuzanus HeranuzupoBanHas noiutuka b
BapHaHTa

1 OTaeneHue KOMMEpPUECKoro 6aHka Opranuzanus pekuMa CeKpeTHOCTH

2 [TonuknuHuKa dusnyeckas 3ammra

3 Komnemx TpaHCIOpTUPOBKA HOCUTEIIEH
uHbopMauu

4 Oduc cTpaxoBoil KOMIIAHUU OnyOarKoBaHHE MaTEpUajIoOB B
OTKPBITBIX HCTOYHUKAX
JlocTyn CTOpOHHMX TMOJb30BaTENICH B

5 PexkpyTHHTOBOE areHTCTBO MH(POPMALMOHHBIE CHCTEMBI
OpraHu3aIuu

6 HHTepHeT-Mara3un O1eHKH PUCKOB

7 EHTp OKa3aHUs rOCyNIapCTBEHHBIX YCIAYT |YTIpaBJICHUS MapOISIMUA

8 OTaeneHue noJuLun JlocTyn K KOH(GUISHINATEHON
uHbopManu

9 AyauTopckasi KOMITaHUS Wcnonb3oBanus MaTepHeT

10 Jluzaiinepckas pupma YcranoBka u ooHosnenue [10

11 Oduc naTEepHET-TIpOBaiiEepa [TonuTHKa UCTIOIB30BAHUS AIEKTPOHHOH
MOYTHI
Vcnonb30BaHne MOOMIIBHBIX

12 Oduc anBokara anmnapaTHbIX CpEeJlICTB 00paboTKH
nHdopManuu

13 Komnanus no pazpadotke [10 nns Pa3pabotka u nuuenzuponanue [10

CTOPOHHUX OpraHU3aIui

14 IATEHTCTBO HEIBUKUMOCTH 'Y nan€HHbIN IOCTYII K|
MHG}OpPMaLIMOHHON
crcTeMe.
Hcnons3oBanue OTJI€TIbHBIX

15 TypucTuieckoe areHTCTBO YHUBEPCATbHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHH B MacmTabe opraHu3auu

16 Oduc 61aroTBOpUTEIHHOTO HOHIA [Iposenenue ayaura b

17 M3naTenbeTBO IAHTUBHpYCHAS 3alUTa

18 KoHcanTunrosas ¢pupma Pe3epBHOE KONIMpOBaHKE

19 PexaMHOe areHTCTBO Wb npu 3eKTpOHHOM
TOKYMEHTO000pOTe

20 OTeneHne HaorOBOM CITyKOBI TexHuueckas 3anmra HHPOpMaIuu

21 Od¢uc HoTapuyca PearnpoBanue Ha naIIMACHTH b

22 bropo nepeBoia (I0OKyMEHTOR) [TpoBeneHme CITYKEOHBIX

acClIeI0BaHUM

23 CTpouTenpHOe TPeANPHSITHE 3ammTa Hay9HO-TEXHUIECKOM

KH(pOpMaIMU
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24 bpaunoe areHTCcTBO KonTpons nonp3oBateneii npu padore ¢
BHEITHIMU HCTOYHUKAMU HH(OPMALIUIH

25 Penakuus raseTsl Ony06imKoBaHHE MaTEpPHaJIOB B
OTKPBITHIX HCTOYHHUKAX

26 ["ocTuHuUIA 3amyTa NepcoHAIBHBIX TaHHBIX

Kpurtepun onenku (B 6ajiax):
5 0ans10B BBICTABISIETCS OOYYAIOMIEMYCs, €CIM OH B TOJIHOM OOBEME M MPABHILHO
BBITIOJIHWJI 3aJ]aHue (KOoMIETeHIUs chOpMHUPOBaHa HA TPOJIBUHYTOM YPOBHE);

4 Oajuia BBICTaBISIETCA OOYyYarOlIEMyCsl, €CIM OH B IOJHOM OO0bEME H C
HE3HAYUTEIbHBIMH 3aMEUaHUSIMU BBITIOJHUII 33JaHue (KOMIETEHIUs c(hOpMUpPOBaHA
Ha MOBBIILIEHHOM YPOBHE);

3 Oansia BBICTaBIISETCS OOydYarolmeMycsi, €clii OH Ha 0a30BOM YypOBHE, OIIMOKaMu
BBITIOJIHUJI 3a/laHue(KOMITETeHIIUS cpopMUpOBaHa Ha 6a30BOM YPOBHE).

3aganus I TBOPYECKOIr0 peiiTHHra

TemMaTnKa 10KJI210B

Nupukaropsl nocrmwkenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OITK-6.2.

1 MudpopmanonHoe npaBo U HHGOpMAaIIMOHHAS 0€30M1aCHOCTb.

2 Konuenmus nH(pOpMalMOHHON O0€30aCHOCTH.

3 AHanu3 3aKOHOJATEIBHBIX aKTOB 00 OXpaHe HH(POPMALMOHHBIX PECYPCOB
OTKPBITOTO JAOCTYTIA.

4 Ananu3 3aKOHOAATEIBHBIX AKTOB O 3allluTe HH(OPMALMOHHBIX PECYPCOB
OTrPaHUYEHHOIO JTOCTYIIA.

5 CooTHouieHue TMOHATUH: HH(DOPMAIMOHHBIE pecypchl, HH(GOPMAaLUOHHbIE
CUCTEMBI 1 UH(POpPMAIIMOHHAsE OE€30TTaCHOCTb.

6 NUudopmarmonnas 6e30macHOCTh (10 MaTtepuaiam 3apyO0eKHBIX UCTOYHUKOB U
JUTEPATYPHI).

7 1lpaBOBbIE€ OCHOBBI 3aIUTHI KOHPUACHIIMAIBHONU HH(pOpMaALUK.

8 DKOHOMHMYECKHE OCHOBBI 3aIUThl KOH(DHUICHIIHNATbHON NH(OPMALIIH.

9 Opranu3anvoHHbIE OCHOBBI 3alIUThl KOH(PUACHIIMAIBHON WH(OpMAIUH.

10 Crpyktypa, comep:kaHM€ M METOJAWKA COCTABJICHHS IIEPEUHS CBEACHUH,
OTHOCSIIIIUXCS K MPEAITPUHUMATEIBCKON TallHE.

11 CocraBneHrne UHCTPYKIIMU MO 00pabOTKe M XpaHEHUIO0 KOH(UICHIIMATbHBIX
JOKyMEHTOB.

12 HanpaBneHUs: 1 METO/IBI 3aIIUTHI IOKYMEHTOB Ha OyMa)kKHBIX HOCUTEISX.

13 HampaBneHust 1 METOJIbI 3aLIUThl MAIIMHOYUTAEMBIX JJOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOHPUICHITUATBHBIX JOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3aIUTHI ayANO- U BU3YAJIbHBIX TOKYMEHTOB.

16 TIlopsmox mombopa mepcoHana g padoTel ¢  KOH(PUACHIIMAIBHOU
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uHdopMaiuei.

17 Metonrka TeCTUPOBaHMSI ¥ TPOBEAEHUS coOeceOBaHUs C IPETEHACHTAMU Ha
JOJHKHOCTB, CBSI3aHHYIO C CEKpeTaMH (PUPMBI.

18 Amnamu3 HCTOYHUKOB, KAHAJIOB pACIPOCTPAHEHHS W KaHAJIOB yTEUKU
uH(pOopMalnu (Ha MprUMepe KOHKPETHON (PUPMBI).

19 Anaiii3 KOHKPETHOM aBTOMAaTHU3UPOBAHHOW CHCTEMBI, MPEAHA3HAYEHHOM IS
00pabOTKH U XpaHeHUs WH(HOPMAIIMU O KOH(UICHIIMAIBHBIX JOKYMEHTaX (pUPMBI.

20 OcCHOBBI TEXHOJOTUH OOpabOTKM W XpaHEHUS KOH(OUIEHIHUATBHBIX
JIOKYMEHTOB (I10 3apyOeXHOM JTuTepaType).

21 HaznaueHue, BU/bI, CTPYKTYypa U TEXHOJOTUS (DYHKIIMOHUPOBAHUSI CHUCTEMbI
3aIUThl ”HHOPMALIUH.

22 TloBenenue mepcoHaga W OXpaHa (UPMBI B SKCTPEMAIIbHBIX CHUTYAIHSIX
Pa3ITUYHBIX TUIIOB.

23 Axanutuyeckass paboTa TO BBISIBICHUIO KaHAJIOB YTE€YKH HH(POpMaUuu
(bupMBI.

24 HamnpaBneHusi 1 METO/Ibl 3aIUThI MPOPECCUOHAITBHON TalHBI.

25 HanpaBneHus U METOJIbI 3aIUTHI CITY>KEOHOU TaHBI.

27 HampaBiieHusI 1 METO/BI 3alUTHI IEPCOHATBHBIX JAHHBIX O TPAKIaHAX.

27 TlocTpoenre u PyHKIIMOHUPOBAHUE 3AIUIIEHHOTO TOKYyMEHTO000pOTa

28. Hanbomnee pacpocTpaHEeHHBIE CETEBbIE aTaKU.

29. DTanbl NOCTPOEHUS] CUCTEMBI 3aIIUTHI HH()OPMALIHH.

30.I1epcniekTHBHBIE METO/IBI Ay TEHTU(DHUKAIIUH.

31.buomMerpudeckue cCUCTEMbI UACHTU(DUKAIIMY U Ay TCHTU(PUKALIUU.

32.Metoabl pe3epBUpOBaHUs HH(OPMAITUH.

33. Tumbl MeKCETEBBIX HIKPAHOB U UX KpaTKask XapaKTEepPUCTHUKA.

34. OTeuecTBEHHbBIE aHTUBHUPYCHbBIC IpOorpaMMHBIE CpeICTBa,
ceptudunmpoanubie ®CTIKPoccum.

35. Creranorpadus u creraHorpadguueckre METOIbI 3aIUTHl HHPOPMAITUH.

36. CpencTBa 3aIuThI IEpeaBaeMbIX TaHHBIX B |P-ceTsix.

37. Crangapr Ipsec.

38. Yrpo3sl U yA3BUMOCTH OECTIPOBOTHBIX CETEH.

39. TpeboBanust K BHIOOPY U HCIIOIH30BAHHIO TAPOJICH.

40. ITepenava mapoJsis 1Mo CETH B MPOIECCe ayTCHTU(PUKAIINH.

41. JlunieH3upoBaHue JESTEIBHOCTH, CBS3aHHOM C  KpUNTOTpadUueCKUMHU
CpeICTBaMU3aIINUThI HH(OPMALIHH.

42. Ceprudukanus Kpuntorpaguueckux CpeCcTB 3aluThl UHPOPMAIUH.

43. Cranmaptuzaius KpunTorpadudecKux Cpe/ICTB 3alUThl HHPOPMAIIHH.

44. Monenb KOHTpos enoctHocTy Knapka-Buscona.

45. lludposast (371€KTPOHHAS ) TTOAMKCH, KAK MEXaHU3M KOHTPOJIS 1IEJIOCTHOCTH.

46. 3anmTa oT cO0€B MPOrpaMMHO-ANNapPATHON CPEbI.

Kpurepuu ouenku (B 0a/1ax):
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20 6aysIoB BBICTABISETCA OOydYaroOlIEeMyCsl, €CJIM OH 0€3 OIMOOK IMOJATOTOBHII
noxnan. Coneprkanue U opopMIIEHHE TOKIaJda COOTBETCTBYET TPEOOBAHMSIM B TIOJTHOM
oO0beMe. YpoBeHb CPOPMUPOBAHHOCTH KOMIIETEHITUH COOTBETCTBYET IPOJIBUHYTOMY
YPOBHIO;

19-14 Ganna BbICTaBISIETCS OOyYarOIMIEMyCsl, €CIM OH C HE3HAUYUTEIbHBIMU
3aMEYaHMSIMU TI0 COACPKAHUI0 WM OGOPMIICHHIO TIOJATOTOBUJI OTYET O pedepary.
YpoBeHb CHOPMHUPOBAHHOCTH KOMIIETEHITUH COOTBETCTBYET MOBBIIICHHOMY YPOBHIO;

13-10 Gamta BbICTABISIETCS 00YYaIOIIEMYCsl, €CJIM OH C OIMOKaMU TOATOTOBUII
oruer 1o pedepary. Comepkanne u odopmieHue pedepara COOTBETCTBYET
TpeOoBaHUSIM HE MeHee, 4eM Ha 50 MpoleHTOB. YPOBEHb CHOPMUPOBAHHOCTH
KOMIIETCHIINI COOTBETCTBYET 0a30BOMY YPOBHIO.

METOAUYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOLHIUE J3TAIIbI
®OPMHPOBAHUS KOMIIETEHIIAI BO BPEMS ITPOBEJIEHUS
MNPOMEXYTOUHOM ATTECTAILIUU

CTpyKTYypa 3a4€THOr0 3a/1aHNs

Haumenosanue oyenounozo mamepuana Makcumanvhoe
Koiuuecmeo 6annos
Bonpoc 1 15
Bonpoc 2 15
Ilpakmuueckoe 3a0anue 1 10

3aganus, BKJIOYaeMble B 3a4€THOE 3aJaHHe
Ilepeuens éonpocos k 3auemy:

1. [lenu rocynapcTBa B 06s1actu obecrneueHus HHPOPMaIMOHHOM 0€301MacHOCTH.

2. OcHOBHBIE HOpMAaTWBHBIE aKkThl P®, cBs3aHHBIE C TIPABOBOM 3alIUTON
uH(popmanuu.

3. Bunbl KOMITBIOTEPHBIX IPECTYTICHUH.

4. CriocoObl M MeEXaHU3Mbl COBEpIICHHS HH(OPMAILMOHHBIX KOMIBIOTEPHBIX
MIPECTYIUJIEHU.

5. OCHOBHBIE TapamMeTpbl M  4YepThl HMH(DOPMAIMOHHOW  KOMIBIOTEPHOU
npecrynHocty B Poccuu.

6. Komnbrorepusiit Bupyc. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX BUPYCOB.

/. Meroapl 3aIIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX MPOTPaMM.

9. 3amuTel  OT HECAHKUMOHUPOBAHHOrO  Jocrtyna. HMnentudukauus u
ayTeHTU(UKALKS OJIb30BaTENs.
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10. OcCHOBHBIE YIPO3bl KOMITBIOTEPHON O€30MacHOCTH IpH paboTe B CETH
HNuTepher.

11. Buapel 3amuinaemMoi nHGoOpManuu.

12. TocynapcTBeHHas TaiiHa Kak 0COOBIN BUJI 3aIIUIIIAeMON HH(POPMAIIH.

13. Kondunenuumanbuas nadopmanus.

14. Cucrema 3a1UThI TOCYIapCTBEHHOM TallHBI.

15. IIpaBoBO# pex’UM 3alUThI TOCYJAPCTBEHHOM TaMHBI.

16. 3amuTa WHTEJUIEKTYyaJIbHOM COOCTBEHHOCTH CpPEJICTBAMH MATEHTHOTO H
aBTOPCKOTO MpaBa.

17. MexnyHapoIHOE 3aKOHOAATENIbCTBO B 00JIACTH 3aIUTHI HH(POPMALIUH.

18. [IporpammHoO-anmapaTHble  CpejAcTBa  obOecreueHus  MHGOPMAIMOHHON
0e30macHOCTH B UHPOPMAIIMOHHBIX CETSX.

19. CumMeTpuyHbIe MHUPHI.

20. AccuMeTpuvHbBIC U PHI.

21. Kpunrorpadpudeckue mpoTOKOIbI.

22. Kpunrorpadudeckue Xen-QyHKIHH.

23. DNeKTpOHHAs MOMHCH.

24. Opraam3aiimoHHOe obecrieueHne HHPOPMaITMOHHOW 0€301TaCHOCTH.

25. Cnyx0a 6€30MacHOCTH OpraHu3alllu.

26. MeTtoap! 3amuThl HHPOPMAIMH OT YTEUYKH B TEXHUYECKHUX KaHaTaXx.

27. nxeHepHas 3aiiuTa 1 0XpaHa 00beKTOB.

28.Yto Takoe nHpopMalMoHHas 6€30MaCHOCTh?

29.Tlepeuncnure OCHOBHBIE YTPO3bl HHPOPMAIIMOHHOM 0€30MMaCHOCTH.

30. Kakue cymecTByrOT MOJIEIN U METOIbI HHPOPMAIIMOHHOM 0e30MmacHOCTH?

31. Yrto Takoe mpaBOBbIE METO/bI 3ALIUTHI HHPOPMAIIH?

32. Uto Takoe opraHu3alliOHHBIC METO bl 3alTUTH HH()OPMALIHH?

33. UTto Takoe TeXHUYECKHE METObI 3aIUTH HHPOpMAaIiu?

34. Yto Takoe mporpaMMHO-aInapaTHble METOABI 3aIUTH HHPOpMAaIiu?

35. Uto Takoe KkpunrorpadhudecKue METOAbI 3alUThl HHPOpPMAIUHN?

36. Kakume TiaBHBIE TOCYJAapCTBEHHBIC OpraHbl B 00JacTH oOecredeHus
MH(}OpMaIMOHHOW 6€30MacHOCTH?

37. TlepeuncnauTe BUIBI 3aIANIIAEMON MHHOPMAIIHH.

38. Kaxkue ocHOBHBIE 3aKOHBI B 00J1acTH 3aIUThl HHPOopMmarwu B PD?

39. Ilepeuncnure OCHOBHBIE €N W 3amaun PO B obOmactu oOecrieueHus
UH()OpPMAITMOHHON 0€30MaCHOCTH

40. Yro Takoe KoHIENIUS HHOOPMAITMOHHON O€30TTaCHOCTH?

41. Yro Takoe KoHUAEHIIMATbHAS HHDOpMAaIs?

42. Yro Takoe mepcoHaTbHBIC JaHHBIC?

43. B kakux cCiy4asXx BO3MOXXHO HCHOJb30BaTh MEPCOHANbHBIC JaHHbIE Oe3
corjacusa odnamaress?

44. OxapakTtepuzyiiTe OMOMETPUUECKHUE TaHHbIE KaK MEPCOHATIbHBIEC JaHHBIE.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. Yro Takoe pexxuM KOMMEpPUYECKOH TailHbI?

47. Yro Takoe rocynapcTBeHHas TaiiHa?
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48. OnwummuTe IpaBOBOM PEKUM TOCYIAPCTBEHHOM TaHBI.

49. Kakue roCynapCTBEHHBIE OpraHbl 3aHUMAIOTCA cepTHUPHUKAIMEH H
JUIEH3UPOBAHUEM CPEJICTB 3aIUTH HHPOpMAITIH?

50. Kaxk cBs3aHbl MEXTyHAPOIHBIE CTAaHAAPTHI U CTaHAAPTHI PD?

51. Kakme ocHOBHBIE cTaHAapThi P® B obOmactm wHOOpPMAITMOHHON
0€30MMacHOCTH CyIIECTBYIOT?

52. Oxapaktepusyiite crangapt [[OCT P UCO/MDK 27002-2014.

53. Yto Takoe MojauTHKa 6€30MacHOCTH?

54. Kakoe xonmu4ecTBO CpeACTB OropkeTa opraHuzanu 3(HPEeKTUBHO TPaTUTh
U1 obecrieueHus: nHPpopMarmoHHoM 6e30macHocTr?

55. Yro Takoe MHKEHEpHas 3aIuTa 00beKTOB?

56. IlepeuncnuTe OCHOBHBIE MEpPONPHUATHS MO OOECIEUEHHUIO0  3alIUTHI
uH(pOPMAIMHU OT YTEUKH MO TEXHUYECKUM KaHAaJIaM.

57. Kakue BUIbl KOMIIBIOTEPHBIX YTPO3 CYLIECTBYIOT?

58. UYto Ttakoe OpanamMaysp?

59. Uro Takoe aHTUBUpPYCHAs Mporpamma?

60. Yto Takoe IBPUCTUYECKUN ANTOPUTM TIOUCKA BUPYCOB?

61. Yrto Takoe CUTHATYpPHBIN MOMCK BUPYCOB?

62. Metoasl MpoTHBOACHCTBYS CHUGDUHATY?

63. Kakme mnporpamMmHble peanu3alyi MPOrPaMMHO-AMIIAPATHBIX CPE/ICTB
3amUThl ”HGOPMAIIUK BBl 3HAETE?

64. UYto Takoe MEXaHWU3M KOHTPOJISI U pa3rpaHU4CHHs J0CTyna?

65. Kakyro poib HeceT KypHalMpoBaHUE ACHCTBUN B MPOrpaMMHO-aIapaTHBIX
CpeliCTBax 3alluThl HHpOpMaIuu?

66. UYto Takoe cpencTBa cTeranorpaduueckoit 3amuTsel HHGOpMAaIuu?

67. UYto takoe kpunrorpadus?

68. Kaxue ucmonp3yroTcsi CHMMETPUYHBIE allTOPUTMBI IU(POBAHHUS?

69. Kakue ncronp3yroTcst acCHMETPUYHBIE aJrTOPUTMBI IHU(POBAHUS?

70. Yro Ttakoe kpunTorpaduyeckas xem-QyHKIus?

/1. Kakue UCroab3yroTCs KpUNTorpapuueckue Xem-OyHKIumu?

72. UYto Takoe nmudpoBas MoAIUCH?

73. Uro Takoe nH(GPACTPYKTypa OTKPBITHIX KIIFOUEH?

74. Kakue poccHiicKMe W MEXIyHapOAHbIE CTaHIApPThl Ha (QopMHpOBaHUE
11U POBOM MOJNUCH CYIIECTBYIOT?

75. Kakwue ocHOBHBIE KpUNITOrpaPUIECKUE TPOTOKOJIBI UCTIOJIB3YIOTCS B CETAX?

Ilpakmuueckue 3a0anus K 3auemy:

1 ObecrieunTh  KHOEPOE30MACHOCTh YAANEHHOW pabOThl COTPYIHUKOB BO BpeMs
MaHAEeMUHU

Onpenenuth ys3BUMOCTH CEPBHUCOB Ui BUICOKOH(DepeHImi, HeHaaéKHOCTh VPN,
yeoBeuecknii (pakTop W He Bcerga KBATH(HUIIMPOBAHHBIE COTPYJAHHUKA — CO BCEM
TUM HEU30€KHO CTAIKUBACTCS KaXKJas KOMIIAHUS, BBIHYXKJCHHAs OpraHu30BaTh
YIAUIEHHYIO padoTy.
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[Ipoananu3upoBaTh CUTYallMIO W pacckas3aTbh, KaK CBECTH K MHHMMYMY PHCKH U
YCTPaHUTh MOCJEICTBUS HU3KOTO YPOBHS KHOEPTrpaMOTHOCTH

Hacrpoiika aynuta 8 Windows aiist nonHoneHHOro SOC-MOHUTOPHHTA

Onucate HacTpOMKy NOAUTUKU ayauTa Windows TakuM 00pa3oM, YTOOBI OXBAT
MonuTtopuara SOC ObUT MOJHOIEHHBIM. PacCMOTpeTh ONTUMANIBHBINA CIIMCOK MOJIUTHUK,
a TaKXKe BBLIEIUTh cCaMOe HEOOXOMMOE, OTCESIB JIMIIHEE.

Kax nmpoBoiuTh KOHTPOJIb MPOAYKTUBHOCTH, 3aIIUTa OT MOIICHHUYECTBA U YTEUEK
JAHHBIX MPHU YJAIEHHOI paboTe COTPYIHUKOB?

OnacHOCTh YTEUKH JIAHHBIX U BO3MOKHOCTh KOPIIOPATUBHOTO MOIIICHHUYECTBA —
Hen30eXHbIE CITYTHUKU BBIHYKJACHHOHN yIan€HHOM paboTel. PaccMOTpeTh, Kak MOYKHO
MUHUMHU3UPOBATh PUCKU U CIIPABUTHCSA C aKTYaJIbHBIMH 33ja4aMHi KOHTPOJIS
COTPYJIHHUKOB Ha «yHaJIEHKE.

Omnwucatp mecTh mIaroB /i 00ecTeYyeHns JOKHOTO YPOBHS 0€301acHOCTH
YAQIEHHBIX COTPYIHUKOB

OmnepaTuBHO MEPEBOS COTPYTHUKOB HA TMCTAHIMOHHYIO paboTy, HYKHO y4eCTb
COMPSIKEHHBIE C TUM CIIO)KHOCTH M HE 3a0BITh PO MOIBITKU KHOEPIIPECTYITHUKOB
HCI0JIb30BaTh ysI3BUMbIe MecTa. [IpeayioxkuTh eCTh aroB, KOTOPbIE O3BOJISAT
MIOJAOWTH K 3TOMY BOIPOCY MOJATOTOBJIECHHBIMHU.

Omnucats TpedoBanust [ OCT 34-ii cepun B mpoekTax 1mo nHGOpMaIMOHHOH
0e30macHOCTH

UYro moxpasymeBaet TpeboBanue «npoekTrpoBath o I'OCTy», cTaHOBUTCS JI OHO
MeHee o0s13aTesibHbIM? UTO AenaTh, €Clid rocy1apCTBEHHBIN PEryIsITOp He Mpearaer
3ameny s 'OCToB 34-i1 cepun? Kakumu ctanaapraMu CTOUT PyKOBOJCTBOBATHCSA
pyu 0pOPMIICHUH IPOEKTHOMN IOKYMEHTALUu?

Kak BBISIBUTH aTaky 3JI0YMBIIUICHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JAeWCTBUS KHOEPIPECTYITHUKOB B KOPIIOPATUBHON CETH U
knaccuduupyem ux B cootBercTBuu ¢ Marpuieit MITRE ATT&CK, kotopas
MTOKA3bIBAET, KAKME TAKTUKU M TEXHUKU IPUMEHSJINCH B X0/1e KUOepaTaKH.

Omnucate Microsoft Security Compliance Toolkit: 3amuTa Windows rpynmnoBsiMu
MOJINTUKAMU

PaccmotpeTs moaxoa k mHGOPMAIIMOHHON 0€30MacHOCTH KOMIUIEKCHO. OnucaTh
MHCTPYMEHTBI, KOTOPBIE 3aKPBUIH OBl BCE «JIBIPBI» U CO3J1aIK HOBbIe. OnucaTh
STaJIOHHbIE HACTPOMKHU MOJIUTHK 0€30MaCHOCTH U MHCTPYMEHTBI JIJIsl pa0OThl C HUMM.

Onucats npoliecc HaCTPOMKHU yIaleHKH AJisl COTpYJHUKOB: beicTpo, be3onacho,
becrutatno

Yro HeoOX0AMMO JUIsl OpraHU3aIMK ylaleHHOW paboThl coTpyaHUKOB. Kakue
CYIIIECTBYIOT MHOKECTBA PEUICHUN CITOCOOHBIX IIOMOYb B peaTu3aIlii 3TOU IEIH.
unTepHeT-111I03 MKC. C ero nomoIipo MOKHO OpraHu30BaTh 0€30MacHbIi 10CTYI K
CCTU KOMITAHWH, 3AIHIUTHTHCA OT BUPYCOB M HACTPOUTH BG6-(1)I/IJ'II>TpaIII/IIO.

Kak oprann3oBaTh 0€30MacHy0 yanéHHy0 paboTy BO BpeMsi KapaHTHHA?

Omnucath npolecc nepexoja Ha yJauéHHYI0 padoTy, paCCMOTPETh OYEBHIHBIE PUCKU
U1 nHOpMalMOHHON 6e30macHOCTH: MoauduKalus Tpaduka, nepexsar napoyien u
KOH(HIEHIIMATIBHBIX JAHHBIX, a TAK)KE B3JIOM MapUIpyTHU3aTOPOB U IepeHarpaBlieHIe
0JIb30BaTesei Ha BpeTOHOCHbIE calfThl. [IpoaHan3npoBaTh KOHTPMEpPHI; B KAUECTBE
OJTHOT'O U3 BapUAHTOB PAaCCMOTPETh MCIIOJIb30BaHNE BUPTYaJTIbHON YaCTHOM ceTH
(Virtual Private Network, VPN).

10.

Kak moctpouts kpuntotyHHens no 'OCTy ¢ MUHUMaJIbHBIMU 3aTpaTamMu?
ObecneueHre 6€30MaCHOCTHU MPU MOMOIIH CPEICTB KPUNITOTpaPUUECKOM 3aIIUThI
uHpopmanuu (CK3M) — He odyeHb ciioXkHas 33/1a4a, €CIIU BCe TEXHOJIOTHUECKUE
Y4aCTKH HaxOoJATCs Ha XocT-MamuHe. OAHaKO JUIst TOTO 4TOObI epeaaBarh U

M @poBaTe HHPOPMAIIUIO OJJHOBPEMEHHO, HEOOXOJMMO IIOCTPOUTH TPAMOTHBII
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TEXHOJOTHYECKHIA MPOIIECC MPOTPAMMHOT0 00eCIIeYCHHUS.

11.

Kaxk obecnieunts 6e3omacHocts loT-ycTporicTB?

Wutepner Bemeit (Internet of Things) — yxe oueBHaHAs peaybHOCTH A5 OU3HecC-
IPOLIECCOB KOMIAHUI U KOPIIOPATHBHBIX HHPpAcTpyKTyp. O1HAKO, HECMOTPS Ha
OTPOMHOE KOJIMUECTBO «YMHBIX» YCTPOUCTB, pabOTAIONINX Ha MPEIIPUATHIX U B
IPOMBIIUICHHBIX CETsIX, Oe3onmacHocTh [oT 3agacTyro ocraBisier xenarts gyqmero. Kak
WCIPABUTh MOJIOKEHHUE, M pAacCcKa3aTh O METOJAxX 3aIMThl HHTEPHETA BEIIECH.

12.

Kak oprannsoBarh NpakTHKy OpraHu3aluy 0e30MacHOro yJaJl€HHOro 10CTyma?
YTo MpOUCXOAUT HA PHIHKE 0€30MMacHOr0 yIAIEHHOTO OCTYIa U KaK MPABUIBHO
3aIIUTUTH MMOJKIFOUEHNE COTPYAHUKA K KOPIIOPATUBHBIM pecypcaM u3BHe? Kak
PETYIISITOPBI BIHSIIOT HA MPOIIECC AUCTAHIIMOHHON pa0OThI M HYKHO JI CJICTUTH 32
COTPYJIHUKOM, pabOTAIOUINM U3 1oma?

13.

PaccmotpeTs nporiece npe1oTBpalleHus] BTOPKEHHUM ¢ TOMOLIbI0 MEXCETEBOTO
sKpaHa HoBoro nokosieHus: UserGate

B cocraBe MexceTeBoro skpaHa HoBoro nokosenus UserGate mpumeHsieTcs cuctema
obHapy-xenus Bropxkenuii (COB) coOcTBeHHOM pa3paObOTKH, CO3aHHAS BHYTPH
KOMITaHUU 0€3 NCTIOIB30BaHUS OTKPHITOrO Kosia. CUTHATYPhI CUCTEMBI OOHAPYKESHUS
BTOpPKEHUH pa3pabaThIBAIOTCS U BEPUPHUIUPYIOTCS COOCTBEHHON KOMaH10i
AHAJMTHKOB IIEHTPa MOHUTOpHUHTA U pearupoBanus UserGate.

14.

Kak co3mate KOMILIEKCHYI0 cucTeMy O6e3onacHocTH Ha ocHoBe Fortinet Security Fabric
API?

OTkpbITHI 1 001menocTynHbIH API, npeaHa3HaueHHBIN 7151 MHTErPaluy IPOITYyKTOB
Fortinet ¢ BHEIIHUMHU PEIICHHUSIMH, [TO3BOJISET MOJIH30BATEISAM PACIIUPATH
BO3MO)KHOCTH UMEIOIIMXCS KOMIIOHEHTOB, a TAK)KEe THOKO MHTETPUPOBATh CTOPOHHUE
MPOAYKTHI B €IUHYIO0 KOMILJIEKCHYIO Cpely MH(POPMAIIMOHHON 0€301acCHOCTH
TPEATIPHSATHSL.

15.

Kak ¢ynkmmonupyer mexcereBoit okpan UserGate X1: undopmanmonHast
0€30MacHOCTh B 9KCTPEMANIbHBIX (DU3MUECKUX YCIOBHSIX

Kopnioparusnsiit mexxcereBoit skpan UserGate X1 BoiaensieTcst U3 JTUHEHKH
npoaykroB UserGate yHUKaTbHBIMU (PU3UKO-TEXHUUYECKUMU XapaKTEPUCTUKAMH.
JHannbiit nporpammuo-anmnapathbliil kommieke (ITAK) apdextuBen u Hanéxex B
CaMbIX CYPOBBIX YCIOBHUSAX SKCIUTyaTallMy: Ha IPOMBIIIJIEHHBIX 00bEKTaX, OTKPHITOM
BO3/lyXe, TPAHCIIOPTE, COXPaHss MPU ATOM BCE MPEUMYILECTBA MIIaT(HOPMbI
obecnieyeHus npodeccuoHanbHoi kubep3aumTsl UserGate.

16.

Onucathb npoliiecc UCIOTHEHUS TPEOOBAHUN POCCUICKUX PETYIISITOPOB IO KOHTPOJIIO
COTPYJHUKOB

®duHaHCOBbIE OpraHu3aluy 00s3aHbI COOJI01aTh TpeOOBaHUS MMOJI0KeHUH banka
Poccun u mpukazoB @CTIK Poccun. I[Tockonbky Ha3BaTh CIIUCOK ITUX TpeOOBaHUM
MaJICHbKUM SI3bIK HE TIOBOPAYMBAETCSI, Mbl PEIIMIIN PACCMOTPETh MPEITUCAHUS
PYKOBOJAIIMX JOKYMEHTOB U IIPEIJIOKUTH CBOM BapUaHT — KaK MOYKHO PEIINTh T
WM MHBIE TPOOJIeMbl WK XOTSl Obl O0JIETYUTh CBOIO YUaCTh.

17.

Kak npeoTBpaTutTh CuB 0a3bl JaHHBIX CYIIEPIIOJIb30BATENAMU ?
[IpuBuerupoBaHHbI€ MOJIb30BATENHN 0a3 JaHHBIX HEPEIKO CTAHOBSTCS 00bEKTaMU
aTaK XaKepoB WJIN CaMH, IT0JIb3YsICh PAaCIIMPEHHBIMHU MPAaBaMU, SKCIUTYaTUPYIOT
MH(OPMALIHIO HE TOJBKO B CITyKE€OHBIX 1essix. CylecTByeT HECKOJIBbKO 3 (HEKTUBHBIX
CIOCOOOB 3aKPBITUS ITUX YSI3BUMOCTEH, CPEH KOTOPBIX MOYKHO BBIJICJIUTh YCTAHOBKY
DLP-cuctemsl, pa3rpaHiueHue 10CTYIIa, a TAK)KE€ OTpaHUYEHUE MPaB
CYIEpIIOJIb30BaTENeH 10 HEOOXOIUMBIX U JIOCTATOYHBIX, HO yJI00HEE BCEro
aBTOMATHU3HPOBATh 3aIIUTY OT BO3MOXKHBIX yTeuek nH(popMalny U3 6a3 JaHHBIX C
MOMOIIBI0 KOpoOouHBIX pemeHuil, Hanpumep CYB/I Jatoba ot koMmaHuu

18.

Kak npaBuiibHO 3an0JHUTH KypHad yuéra CK31?
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[MpakTruecku ro0ast opraHu3anys 0OMEHHBACTCS KOH(DUACHIIMATBHBIMU TAHHBIMHU CO
CBOVMHU MAPTHEPAMHU U CTPYKTYPHBIMHU MOApa3aeNeHUSIMA. J{J1s1 TOTO 94TOOBI
o0ecreYnTh COXpaHHOCTh MepeaBaeMoil HH(OopMaIiH, TPEOYIOTCS CPEeCTBa
kpunrorpaduaeckoit 3ammuTsl (CK3U1). Ho paboTta ¢ HUMU periaMeHTHpYeTCs
MHCTPYKIMEH, KoTopasi Hanucana 20 JieT Ha3aj U y’Ke He OTBEYaeT COBPEMEHHBIM
peausiM, a HEKOTOpbIE €€ MYHKTHI BHI3BIBAIOT COMHEHHSI Y CIICITUATUCTOB.

19.

Kak Bb1Opath cepBuc-npoBaiiaepa st mocrpoerust SOC?

Crpoc Ha yciayrd KOMMEpYeCKUX EHTPOB MOHUTOPUHTA M pearupoBaHus Ha
WHITUACHTHI B 001acTy HHPOpMAIIMOHHOM Oe3onacHocTH (Security Operations Center,
SOC) pacTéT npsiMo MponopuHOHAIBHO MoBbIIeHUI0 b-3penoctu poccuiickoro
6usneca. Kak cinencTBue, yBenmuunBaeTCs YHCIO CEPBUCHBIX MTPOBAAECPOB,
OKa3bIBAIOIINX YCIYTH MO CO3JaHUIO U COMPOBOXKICHHUIO IIEHTPOB MOHUTOPUHTA U
pearupoBaHHs Ha UHITUICHTHI. BeIOMpaTh mpoBaiiiepa OCHOBBIBASICh HA TPOMKHX
obenranusx noctpouth SOC «c HyJIs» B CUMTaHbIe JTHU — IIOXas Ujesl.

20.

be3omacHOCTh B OTHOM OKHE: KaK ONTHMHU3UPOBATh pearupoBanue ¢ nmomoiisio IRP?
[TnaTdhopma aBTOMaTH3alMK pEaripOBaHMs HA MHIIMICHTHI B MH()OPMAIMOHHOM
oe3zomacHoctu — Incident Response Platform (IRP) — 310 oTHOCHTEIHHO HOBBIH 15
HalIEero pplHKa UHCTPYMEHT, KOTOPbIM MO3BOJISIET aBTOMAaTU3UPOBATh ITPOLIECCHI
MOHHUTOPHHTA U MIOBBICUTH () (PEKTUBHOCTH pearupoBanus Ha kuOepataku. Hioke
pacckaxeM o ToM, kak uMmeHHO IRP momoraer criermanuctam no b u kak eé€

MO JKJTIOYHTE.
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Iloka3zaTeau u KPUTECPHUH OLICHUBAHUA IVIAHUPYEMBIX PE3YyJabTaTOB OCBOCHHUS KOMHeTeHHI/Iﬁ H peE3yJabTaTOB oﬁyquml,
mKaJja OncHUBaHUA

HNuaukarop YpoBeHb
IIIkajia onleHUBAHUSA Popmupyemeie JAOCTHIKEHU S Kpurepun OCBOCHHS

KOMIIeTEeHIIUH OLleHUBAHMS .

KOMIIETEeHIIUH KOMIIeTeHI Uil
YK-1. Cnocoben YK-1.2. 3HaeT BepHO M B MOJHOM o0beme:
OCYLLECTBJISATH MOUCK, Pa3pabatbiBaeT KPUTEPUU  COIOCTABJICHUS  PA3IUYHBIX]
KPUTHYECKHIi aHAJIN3 U BApUAHTHI PELICHUS |[BADUAHTOB  PEIIEHUS  IOCTaBJIEHHON

cuHTe3 nHgoOpMaNNH, poOIeMHON 3ajiaun

NPUMEHATH CHCTEMHBIH  CHTyallu Ha OCHOBE |YmeeT BEpHO M B IOJHOM obeme:
IHOAXO0 1JIs1 pEIICHUSI KPpUTHYICCKOI'O OCYIIECTBJISATh ~ KPUTUYECKUW  aHAIIN3
MOCTABJICHHBIX 3aJa4 aHaJIn3a JOCTYITHBIX C06paHHOI7I HH(bOpMaHHH HAl
HMCTOYHUKOB COOTBCTCTBHEC €€ YCJIOBUSAM H KPUTCPUIM
I/IH(bOPMaIH/II/I [peLICHUA IIOCTaBJICHHOU 3a1a4u,
OTIINYATh (baxThI oT MHEHUH,
MHTEPIPETALNM W OLEHOK IIPH aHAJIM3€
coOpaHHON WH(OPMALIMU; COMOCTABIATH
85 M OIICHWBAaTh pa3IMYHBIE BapPHAHTHI
106 [pelIeHns MOCTaBJIEHHON 3a/1auu,
5 «324TEHO» onpezessis uX JOCTOMHCTBA M HEJJOCTATKU
ALI0B OIIK-2. Cniocoden OIIK-2.1. 3HaeT BepHO M B MNOJHOM o0beme:
OCYLIEeCTBJIATH cO0p, Omnpenenser MeTo/Ibl cOopa MHpOpMalKHU, CIIOCOObI U

00paboTKy 1 aHAIN3 MICTOYHHKN B ee  TIPEJACTAaBICHHS, mpuMeHss IIPOABHHYTBIH

MAHHBIX, HEOOXOAMMBIX JIJIA
penieHust MOCTABJIEHHBIX
yIpaBJeH4YeCKHX 3a1a4, ¢

nH(bOpMaUU U
OCYIIECTBIISET UX
MOKUCK HA OCHOBE

COBpPEMEHHOE MPOrpaMMHOE 00ecIieueHHe

'YMeeT BepHO M B OJTHOM o0beMe:
MICTIOJIb30BAaTh COBPEMEHHBIH

HCIIOJIB30BAHUEM MMOCTaBJICHHBIX IISJICH I/IHCprMeHTapHI?'I M MHTCJJICKTYAJIbHBIC
COBPEMEHHOI0 JUISL pCIICHUSA MH()OPMAIIMOHHO-aHATUTUIECKHE
HHCTPYMEHTAPHUS U PO eCCHOHANBHBIX |CHCTEMBI

HHTEJIEKTYaIbHBIX 3ajay

HH(popManOHHO-

AHAJIMTHYCCKUX CUCTEM

OIIK-5. Cnoco6en OITK-5.2. 3HaeT BepHO M B INOJHOM o0beMme:




HCIO0J1b30BATH NIPH
peleHuu

npogecCHOHATBbHBIX 32124

COBpPEMEHHbIe
HH(POPMAILTOHHbIE
TeXHOJIOTUH H

MnmporpamMmHbI€ Cpe€aCTBa,

BKJIIOYAs yIIPaBJIeHUe
KPYNHBIMH MACCHBAMU
MAHHBIX U UX

[Ipumensier
COBpPEMEHHBIE
H(pOPMAaIOHHbIE
TEXHOJIOTUH U
CHCTEMBI JIJIs
[IOCTAaHOBKH U
pereHwus 3a1a4
yIpaBJIeHus,
BKJIIOYAsl yIIPaBJICHUE
KpPYTHBIMU

0COOEHHOCTHU HCIIOIL30BaHUs
COBPEMEHHBIX UHGOPMAIHOHHBIX|
TCXHOHOFI/Iﬁ U CUCTEM IJId ITOCTAHOBKHU H
pEIICHUS. 3aad yIpPaBJCHHS, BKIIOYas]
yIIpaBJICHUE  KPYIHBIMH  MacCUBamMu
TTAHHBIX M X MHTCIUIEKTYalIbHbIA aHAIH3

'YMeeT BepHO M B IOJIHOM 00beMme:
pelaTh 3a1a4u yIIpaBJICHUS HA OCHOBE
MCIIOJIb30BaHUSI COBPEMEHHBIX
MH(GOPMALMOHHBIX TEXHOJIOTUH U CUCTEM

MHTEJVICKTYAJIbHbII MaCCHUBAaMU JTAHHBIX
aHaJInu3 1 UX

MHTEJUIEKTYaJIbHBIN

aHaIN3
OIIK-6. Cniocoden OITK-6.1. 3HaeT BEPHO U B MIOJIHOM O0beMme::
MOHUMATH NPUHIUIILI Hcnosb3yer XapaKTEPUCTUKHA COOTBETCTBYIOIINX
PadoThI COBPEeMEHHbIX COOTBETCTBYIOIIIME  [COAEPIKAHUIO MPOPECCUOHANBHBIX 3a/1a4
MH(OPMAIHOHHBIX COAEPIKAaHUTO COBPEMEHHBIX IIU(PPOBBIX
TeXHOJIOT Uil 1 npodeccnoHanbHbIX [MH()OPMALIMOHHBIX TEXHOJIOTUH
HCIOJIb30BaTh UX JJIA 3a/1a4 COBpEMEHHBIC [YMeeT BEPHO U B IOJTHOM ooneme:
pelIeHus 3a0a4 LII/I(I)I)OBLIC KCIIOJIb30BaTh COBPEMEHHLIC uml)pOBLIe
HpO(l)eCCI/IOHaJ'IbHOﬁ I/IH(bOpMaIII/IOHHI)Ie I/IH(bOpMaIII/IOHHLIe TEXHOJIOTHUHU 19
ACHTCIbHOCTH TEXHOJIOTHH, [penIeHus 3a/1a4 NpoPeCcCHOHANBHOM

OCHOBBIBASICh HA
MPUHIIATIAX UX
a00TEI

JICATCIIBHOCTH

OIIK-6.2. Ilonumaer
MPUHLIMIIBI pabOThI
COBPEMEHHBIX

I pOBHIX
MH()OPMAIIMOHHBIX
TEXHOJIOTHH,
COOTBETCTBYIOIINX
COJIEP>KaHUIO

3HaeT BEPHO U B MOJTHOM 00beMe:
MPUHLIMIIBI padOTHl COOTBETCTBYIOLINX
COJIepKaHUIO TPOPECCUOHATBHBIX 3aa4
COBPEMEHHBIX IIU(POBHIX
1H(GOPMAIIMOHHBIX TEXHOJIOTHH

'YMeeT BEpHO M B IOJHOM
o0beMe: MPUMEHSATh IPUHIIUITBI pabOThI

COOTBECTCTBYIOIIHX COACPIKAHUIO
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mpodeccnoHaTbHBIX
3aga4y

npodeccnoHABHBIX 33]]a4 COBPEMEHHBIX
111 (poBbIX HHPOPMAITHOHHBIX

[TEXHOJIOTHI
YK-1. Cnoco6en YK-1.2. 3Haer c HEe3HAYNTEIbHBIMH
OCYHIECTBJSATH MOUCK, Pa3pabatbiBaeT 3aMeYaAHUSIMH: KpUTepuy
70— 84 KPUTHYECKHd aHAJIN3 U BApUAHTHI PEILICHUS |[COMOCTABICHUS PA3JIUYHBIX BapHAHTOB
5 - CUHTe3 HHopManuu, poGIeMHOI [peLIeHUs TOCTaBICHHOM 3a1a4n
4108 MPUMEHATH CUCTEMHBIH CUTYyalluu Ha OCHOBE
MOAXO/ ISl PeleHUs KPUTHUYECKOTO
MOCTABJIEHHBIX 33124 QHATN3a JOCTYITHBIX
UCTOYHHKOB Ymeer c HEe3HAYUTEIbHBLIMHU
MH(popManuu 3aMeYaHUsSIMM: OCYIIECTBJIATH,
KPUTUYECKUM aHaIu3 coOpaHHOH
MHPOpPMALlMM  Ha  COOTBETCTBHE €€
[YCIIOBUAM U KpUTEpUIM pemenus[10BBIIIEHHBII
[IOCTaBJICHHOW 3a/auM; OTIMYaTh (PaKTh
OT MHEHMI, WHTEpPHpeTalrii U OIEHOK
npy aHaiu3e coOpaHHOM HHQOpMalNY;
GAYTEHO CONOCTAaBIATb 1 OLEHMBATH PASIHHBIC
BapUaHTBl ~ pEUIEHUS  TOCTAaBJICHHOU
3a/Jaud, ONpeneNsis WX JOCTOMHCTBA H
HEJIOCTATK!
OIIK-2. Cnocoben OI1K-2.1. 3Haer c HEe3HAYNTEIbHbIMH
0CYlIeCTBJISATH COOP, Ornpenenser 3aMeYaHUSIMU: METO/IbI cbopa
00paldoTKy M aHAIN3 MCTOYHUKU uH(pOpMaIlMK, CIOcoObl W BHI €€

NAHHBIX, HEOOXOAUMBIX Il
peleHns MoCTaBJIeHHBIX
YIpPaBJeHYECKHUX 32124, C
HCI0/1b30BAHUEM
COBPEMEHHOI'0
HHCTPYMEHTApHUS U
MHTC/UICEKTYAJIbHBIX
HHGpOPMAILHOHHO-
AHAJIUTHYECCKHUX CUCTEM

nHpopManuy u
OCYILIECTBIISIET UX
MOMCK HA OCHOBE
MOCTaBJICHHBIX LIEeH
TUTST peIeHUS
mpodeccnoHamTbHBIX
3agad

MpCACTABJICHUA, TPUMCHAA COBPEMCHHOC
NporpaMMHoe o0ecreyeHune

YMmeer ¢ He3HAYHUTEIbHBIMHU
3aMEYaHUSIMU : MCIIOJIb30BaTh
COBPEMEHHBIN UHCTPYMEHTApUI U
MHTEJJIEKTyallbHble HH(POPMAaIIMOHHO-
QHATTUTUYECKUE CUCTEMBI
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OIIK-5. Cnocoden
HCI0JIL30BATH NPH
peleHun

COBpPEeMEHHbIE
HH(OpPMAIUOHHBIE
TEeXHOJOTUM U

BRJIKOYasl YIIpaBJICHUE

JTAHHBIX U UX

npogeccHoHAJBHBIX 32124

NMporpaMMHBbI€ CPeJACTBA,

KPYNHbBIMH MAacCMBaMHU

OI1K-5.2.
[Ipumenser
COBPEMEHHbBIC
MH(OpMaLIMOHHbBIE
TEXHOJIOTHH U
CUCTEMBbI JJIs1
[MOCTAaHOBKH U
pelIeHus 3a1a4
yIIpaBJICHHUS,
BKJIIOYAsl yIpaBJICHUE
KpYTTHBIMA

3HaeT C HE3HAYUTC/IbHBIMH
3aMe4YaHUsAMM. 0COOEHHOCTH
IMCITOJIB30BAaHUA COBPCMCHHBIX|

I/IH(bOpMaHI/IOHHBIX TEXHOJIOTHH U CHUCTEM|
JJI1  IIOCTAHOBKM W PCIICHHA  3alday
\YIIpaBJICHUA, BKJIIO4as YIIPABJICHUC
KPYIOHBIMU MAaCCHUBaMU HOAHHBIX HW HX
HHTeJ’IJ’IeKTyaJ’IBHHﬁ aHaJInu3

'YMeeT ¢ He3HAYUTEJIbHBIMH
3aMeYaHUSAMMU: pCIIaTh 3aJ1a4M
YIPpaBJICHUS HAa OCHOBC HCITIOJIb30BAHUA

OCHOBBIBASICh Ha
MPUHITUTIAX UX
paboThI

HHTEJJIEKTYaIbHbII MacCUBaMH JIaHHBIX  (COBPEMEHHBIX HH(POPMAIIMOHHBIX
AHaJIU3 M UX TEXHOJIOTHH U CHCTEM
MHTEJUIEKTYaJIbHbIN
aHaAJIN3
OIIK-6. Cniocoden OIIK-6.1. 3HaeT ¢ He3HAYUTEIbLHLIMU
MOHUMATH PUHIUAIBI Hcnosb3yer 3aMeYaHUSIMU . XapaKTEPUCTUKHU
PadoThl COBpeMEHHBIX COOTBETCTBYIOIINE  [COOTBETCTBYIOIINX COAEPKAHUIO
MH(POPMAITHOHHBIX COJICPKAHUTO po(eCCUOHANIBHBIX 3a7[a4 COBPEMEHHBIX
TEeXHOJIOTHH U npodeccnoHaNbHBIX |[IM(PPOBBIX HHPOPMAITUOHHBIX
MCII0JIb30BATh UX JJIS 3a71a4 COBPEMEHHBIE [T€XHOJIOTHI
PEIICHUS 3aa4 (ppOBEIE 'YMeeT ¢ He3HAYUTEIbHbBIMHA
npogecCHOHATLHOH MH(GOPMALIMOHHBIE  BaMeYaHMSAMHU: UCIIOJIH30BATh
mesTeJLHOCTH TEXHOJIOTHH, COBpPEMEHHbBIE ITH(PPOBHIC

MH(POPMAIMOHHBIC TEXHOJIOTHH ISt
peleHus 3a1a4 MpodecCHOHATbHON
NeSITeIbHOCTH

OI1K-6.2. [Tonumaer
MPUHIIAITBI Pa0OThHI
COBPEMEHHBIX

11 (HPOBBIX
MH(OPMALIMOHHBIX
TEXHOJIOTHIA,

3HaeT ¢ He3HAYNTEJIbHbIMH
3aMeYaHUsIMU: TIPUHIUITBI pabOTHI
COOTBETCTBYIOIIUX COJECPKAHUIO
npoecCHOHATBHBIX 3a]1a4 COBPEMEHHBIX
1 (POBBIX MHPOPMALIMOHHBIX
[TEXHOJIOTUI
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COOTBETCTBYIOIIMX |YMeeT ¢ He3HAYMTeIbHbIMHU
COJIEP>KaHUIO 3aMeYaHUSIMU: IPUMEHSATH TPUHIIUITBI
poeCCUOHATIBHBIX [PaOOTHl COOTBETCTBYIOLIUX COJCPKAHUIO
3aaqy npodecCHOHANBHBIX 33]]a4 COBPEMEHHBIX
UG POBBIX HHYOPMAITMOHHBIX
TEXHOJIOTHI
YK-1. Cnocoden YK-1.2. 3naer Ha  0a30BOM ypOBHe, C
OCYLIECTBJIATH MOMCK, PazpabaTbiBaeT OIIMOKAMM: KPUTEPHH COIOCTABJICHHUS
KPUTHYECKHI aHAJIN3 U BapUAHTHI PEUICHUS  [PAa3JIUYHbIX BapHaHTOB pelieHus
cuHTe3 nHopManuu, pOoOIEMHOM MOCTaBJICHHOW 3314
NPUMEHSATH CUCTEMHBI  (CUTyallud HA OCHOBE
MOAXO0A NJIsl peIIeHUs KPUTHYCCKOTO Ymeer Ha  0a30BOM  ypOBHe, €
IMOCTABJICHHBIX 3a1aY QHAIM3a JOCTYIHBIX |omMOKAMM: OCYIIECTBIISITh KPUTUUECKUN
HMCTOYHHUKOB aHaIM3 coOpaHHOW MH(pOpMaNHMK HA
uH(pOpMaLUN COOTBCTCTBHEC €€ YCJIOBUSAM H KPUTCPUIM
[pelieHus MOCTaBIICHHOM 3a/1a4H;
OTINYAThH (baxThI oT MHEHUH,
MHTEPIIPETAllUi M OLICHOK TMPU aHaIH3E
coOpaHHON WH(OpPMAIUHU; COMOCTABIATH
50-69 M OLIEHUBATh pa3jMyHble BapHUaHTHI
0aJ1;10B «32YTEHO» [peneHus IIOCTaBJICHHOU 3a/1auy,
oTIpeieisisl UX JOCTOUHCTBA U HEJIOCTATKU
OIIK-2. Cnioco6en OIIK-2.1. 3HaeTr Ha  0a30BOM  YpOBHe, (| basoBrrii
OCYLIEeCTBJIATH cO0p, Omnpenenser oIIMOKaMM: MeTO bl cOopa HH(pOpMaIuy,
00padoTKy M aHAIU3 MCTOYHUKU CrocOObl W BHUJ €€ MPeCTaBICHUs,

NAHHBIX, HEOOXOAMMBIX A5
peleHHs MOCTABJIEHHBIX
yIpaBJIeHYeCKHX 3a1a4, ¢
HCI0/1b30BAHHEM
COBPEMEHHOI0
HHCTPYMEHTApUA U
HHTELIEKTYaIbHBIX
HH(popMaLOHHO-
AHAJTUTHYECKHX CHCTEM

nH(bOpMauU U
OCYIIECTBIISIET UX
[MOMCK Ha OCHOBE
[MOCTABJICHHBIX LIEJIEH
TS peleHust
Mpo¢eCcCHOHATHHBIX
3ajay

MPUMEHSISI COBPEMEHHOE MPOrPaMMHOE]
oOecrieueHne

Ymeer Ha 6a30BOM YpPOBHe, C
OIIMOKAMM HCIIOJIb30BATh COBPEMEHHBIH
MHCTPYMEHTapUi U MHTEIUICKTYyaIbHbIS
H(OPMAaLIMOHHO-aHAIUTUYECKHE
CUCTEMBI
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OIIK-5. Cnocoden
HCI0JIL30BATH NPH
peleHun

COBpPEeMEHHbIE
HH(OpPMAIUOHHBIE
TEeXHOJOTUM U

BRJIKOYasl YIIpaBJICHUE

JTAHHBIX U UX

npogeccHoHAJBHBIX 32124

NMporpaMMHBbI€ CPeJACTBA,

KPYNHbBIMH MAacCMBaMHU

OI1K-5.2.
[Ipumenser
COBPEMEHHbBIC
MH(OpMaLIMOHHbBIE
TEXHOJIOTHH U
CUCTEMBbI JJIs1
[MOCTAaHOBKH U
pelIeHus 3a1a4
yIIpaBJICHHUS,
BKJIIOYAsl yIpaBJICHUE
KpYTTHBIMA

3Haer Ha  0a30BOM  ypOBHe, ¢
OIIUOKAMM 0COOEHHOCTH|
IMCIIOJIBb30BaHUA COBPCMCHHBIX|
MH(GOPMALMOHHBIX TEXHOJOTUN U CUCTEM|
JJI1  IIOCTAHOBKM W PCIICHHA  3alday
yIpaBlieHUs,  BKJIOYas  YIpPaBIICHUE
KPYIOHBIMU MAaCCHUBaMU HOAHHBIX HW HX
MHTEJJICKTYaJIbHBIA aHaINU3

YMmeer Ha 02a30BOM YPOBHE, €
OIIMOKAMM: peIIaTh 3a/1a4M YIPaBICHUS
Ha OCHOBE MCIIOJIb30BAHMS COBPEMEHHBIX

OCHOBBIBAsICh Ha
MPUHITUTIAX UX
a00TBI

HHTEJJIEKTYaIbHbII MacCHBaMHM JIaHHBIX  |MH()OPMAIMOHHBIX TEXHOJIOTUM U CHCTEM
aHaIu3 U UX

MHTEJUIEKTYaJIbHbIN

QHAIN3
OIIK-6. CniocodeHn OITK-6.1. 3HaeT Ha 6a30BOM YpOBHE, €
MOHUMATH MPUHUMIIBI Hcnonb3yer OIIMOKAMM:: XapaKTEPUCTUKHI
PadoThl COBpeMEHHBIX COOTBETCTBYIOIIME  [COOTBETCTBYIOIINX COACPKAHUIO
UHGOPMALIMOHHBIX COJIEPKAHUIO npohecCHOHANBHBIX 3a7]a4 COBPEMEHHBIX
TEeXHOJIOTHH U npodeccnoHaNbHBIX |[IM(PPOBBIX HHPOPMAITUOHHBIX
HCIOJb30BATH X IS 3a/1a4 COBPEMEHHBIE [T€XHOJIOTHI
peuieHns 3aaa4 1 (pOBLIE 'YMeer Ha 6a30BOM YpPOBHe, C
npogecCHOHATLHOH I/IH(I)OpMaHI/IOHHBIe OIIMOKAMM: UCIIOJIb30BaTh COBPEMEHHBIE
meATEeJIbHOCTH TEXHOJIOTHUU, up[(bpogme pIHq)opMauHOHHHe

TeXHOJIOTUU JIJISl peLIeHHs 3a/1a4
MpodeCcCUuOHATBHON EeATETbHOCTH

OI1K-6.2. [Tonumaer
MIPUHIUIIBI paOOTHI
COBPEMEHHBIX

11 (HPOBBIX
H(OPMALIMOHHBIX

TEXHOJIOTHIA,

3HaeT Ha 0a30BOM YpPOBHe, €
OIIMOKAMM: TIPUHIIUITBI PAOOTHI
COOTBETCTBYIOIIHNX COJIEPKAHUIO
npoecCHOHATBHBIX 3a]1a4 COBPEMEHHBIX
1 (POBBIX MHPOPMALIMOHHBIX

TEXHOJIOTUN
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COOTBETCTBYIOIIMX |YMeeT Ha 6a30BOM yYpOBHe, C
COJIEP>KaHUIO OIIUOKAMM: IPUMEHSTH PUHIUIIBI
podecCHOHABHBIX [PaOOTHI COOTBETCTBYIOIIMX COJEPIKAHUIO
3aaqy npodecCHOHANBHBIX 33]]a4 COBPEMEHHBIX
UG POBBIX HHYOPMAITMOHHBIX
TEXHOJIOTHI
YK-1. Cnocoden YK-1.2. He 3Haer Ha 0a30BoM YpoOBHe:
OCYLIECTBJIATH MOMCK, PazpabaTbiBaeT KPUTEPUH  COIOCTABJICHUS  PA3IMYHBIX]
KPUTHYECKHI aHAJIN3 U BApUAHTHI PELICHUS [BAPUAHTOB  pEIIEHUS  IOCTaBJICHHOW
cuHTe3 nHopManuu, pOoOIEMHOM 3aauu
NPUMEHSATH CHCTeMHBbIH  [cUTyalnuu Ha OCHOBE |He ymeer Ha §a30BOM  ypOBHe
MOAXO0M NJisl pelICHUS KPATHYCCKOI'0 OCYIIECTBJISATh ~ KPUTUYECKUW  aHAIIU3
MOCTABJICHHBIX 3a/ia4 AHaJIn3a JOCTYIHBIX CO6paHHOI71 HH(bOpMaLII/II/I Ha
MCTOYHHUKOB COOTBETCTBHUE €€ YCIOBHUSIM M KPHUTEPHUSIM
1HpopManun [pelIeHus MOCTaBIICHHOM 3a/1a4u;
OTINYAThH (hakTb oT MHEHUH,
MHTEPIIPETAllUi M OLICHOK TMPHU aHaIH3E
coOpaHHON WH(OPMALIUU; COTIOCTABIIATH
U OILCHUBATh pAa3jMYHbIE BapUAHTHI
Me515ee [pELLICHUS IIOCTaBJIICHHOU 3aj1a4H,
5AILI0B «He 3aYTeHO0» oTIpeieisisl UX JOCTOUHCTBA U HEJIOCTATKU
OIIK-2. Cniocoben OIIK-2.1. He 3HaeT Ha 6a30BOM ypoBHe: Meros] KOMIeTeHuun He
0CyHIeCTBJIATH cOOp, Onpenenser c6opa wHpOpMaIMH, crocobsl U Buj ee CPOPMHPOBAHBI
00padoTKy M aHAIU3 MCTOYHUKU [pe/ICTaBICHMs], IPUMEHSSI COBPEMEHHOE]

MAHHBIX, HEOOXOAMMBIX JIJIA
penieHus MOCTABJIEHHBIX
yIpaBJeH4YeCKHX 3a1a4, ¢

nH(bOpMaUU U
OCYIIECTBIISET UX
MONUCK HA OCHOBE

NporpaMMHoOe o0ecreyeHne

He ymeer na 0a3oBoM ypoBHe:
MCIIOJIb30BaTh COBPEMEHHBIN

HCI0JIb30BAHUEM [IOCTaBJICHHBIX HENCHMHCTPYMEHTAPUI M HHTEIUIEKTYATbHbIE
COBPEMEHHOTO JULL pEHICHUA H(pOPMALIMOHHO-AHATUTUIECKNE
MHCTPYMECHTAPUSA U HpO(beCCI/IOHaJ'ILHBIX CUCTEMBI

HHTELIEKTYaIbHBIX 3a1a4

HH(popManOHHO-

AHAJINTHYECKHX CHCTEM

OIIK-5. CniocodeH OIIK-5.2. He 3Haer Ha 0a30BOM _ YpPOBHe:
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HCIO0J1b30BATH NIPH
peleHuu

npogecCHOHATBbHBIX 32124

COBpPEMEHHbIe
HH(POPMAILTOHHbIE
TeXHOJIOTUH H

MnmporpamMmHbI€ Cpe€aCTBa,

BKJIIOYAs yIIPaBJIeHUe
KPYNHBIMH MACCHBAMU
MAHHBIX U UX

[Ipumensier
COBpPEMEHHBIE
H(pOPMAaIOHHbIE
TEXHOJIOTUH U
CHCTEMBI JIJIs
[IOCTAaHOBKH U
pereHwus 3a1a4
yIpaBJIeHus,
BKJIIOYAsl yIIPaBJICHUE
KpPYTHBIMU

0COOEHHOCTHU HCIIOIL30BaHUs
COBPEMEHHBIX UHGOPMAIHOHHBIX|
TCXHOHOFI/Iﬁ U CUCTEM IJId ITOCTAHOBKHU H
pEIICHUS. 3aad yIpPaBJCHHS, BKIIOYas]
yIIpaBJICHUE  KPYIHBIMH  MacCUBamMu
TTAHHBIX M X MHTCIUIEKTYalIbHbIA aHAIH3

He ymeeT Ha 6a30BOM ypOBHe: peniaTh
3a/1a4M yIPaBJICHUS HA OCHOBE
MCIIOJIb30BaHUSI COBPEMEHHBIX
MH(GOPMALMOHHBIX TEXHOJIOTUH U CUCTEM

HHTEJIEKTYaIbHbIA MaCcCHUBaMU JaHHBIX
aHaJINu3 1 UX

MHTEJUIEKTYaJIbHBIN

aHAJIN3
OIIK-6. Cnioco0en OIIK-6.1. He 3naer Ha 6a30BOM ypoOBHe::
MOHUMATH NPHHIHUIILI Vcnons3yer XapaKTEPUCTUKU COOTBETCTBYIOILINX
PadoThl COBPEMEHHBIX COOTBETCTBYIOLIME  |COJEPKAHMIO MTPO(ECCHOHANIBHBIX 3a/1a4
UHGpOPMALMOHHBIX COIEPIKAHUIO COBPEMEHHBIX IIU(POBHIX
TeXHOJIOTHH 1 podeCCHOHATBHBIX [MH()OPMAIIMOHHBIX TEXHOJIOTHl
MCII0JIB30BaATh UX 1JIA 3a7a4 COBpeMCHHbBIC [He yMeeT Ha 0a30BOM YpPOBHE!
pelIeHus 3a0a4 LII/I(I)I)OBLIC KCIIOJIb30BaTh COBPEMEHHLIC uml)pOBLIe
HpO(l)eCCI/IOHaJ'IbHOﬁ I/IH(bOpMaIII/IOHHI)Ie I/IH(bOpMaIII/IOHHLIe TEXHOJIOTHUHU 19
ACHTCIbHOCTH TEXHOJIOTHH, [penieHys 3a/1a4 poPeCcCHOHANBHOM

OCHOBBIBASICh HA
MPUHIIATIAX UX
a00TEI

JICATCIIBHOCTH

OIIK-6.2. Ilonumaer
MPUHLIMIIBI pabOThI
COBPEMEHHBIX

I pOBHIX
MH()OPMAIIMOHHBIX
TEXHOJIOTHH,
COOTBETCTBYIOIINX
COJIEP>KaHUIO

He 3naer Ha 6a30BOM ypoOBHe:
MPUHLIMIIBI padOTHl COOTBETCTBYIOLINX
COJIepKaHUIO TPOPECCUOHATBHBIX 3aa4
COBPEMEHHBIX IIU(POBHIX
1H(GOPMAIIMOHHBIX TEXHOJIOTHH

He ymeet Ha 6a30BOM
YPOBHE: IPUMEHSThH IPUHITUTIBI PaOOTHI

COOTBECTCTBYIOIIHX COACPIKAHUIO
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mpodeccnoHaTbHBIX
3aga4y

npodeccnoHABHBIX 33]]a4 COBPEMEHHBIX
UG poBHIX HHPOPMAITMOHHBIX
[TEXHOJIOTHI
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