[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:
®WO: NMetposckas AHHa BuktoposHa

ﬁ;’f:(;g;;;cg:aikgpl 02025 091,03 K OCHOBHOH NPo(hecCHOHATBHOI 06pa30BaTeIbHOI IPOrpaMMe

I — no Hanpasienuto noarorosku 09.03.03 «[Ipuxiagnas napopmaTuka»
798bda6555fbdebes27768 BATRARICHHQETHAIRADIIE), speipaMue! «lIpnKiannas nHpOpMATHKa B SKOHOMUKE)

ITpunoxxenue 3

MuHHCTEpPCTBO HAYKH U BbICIIEro oopazosanusi Poccuiickoii @enepanun

(denepanbHoe rocyrapcTBeHHoOe OI0IKETHOE 00Pa30BaTeIbHOE YUPeKIACHUE
BbICIIEr0 00pa30oBaHUSA
«Poccuiicknii s3xonomuuyeckuii yausepcurer umenu I'.B. Iliiexanosa»

Kpacnopapcknii punuan PIY um. I'. B. Ilnexanosa

CDaKyJIBTeT 9KOHOMHWKH, MCHCIPKMCHTA U TOPTOBJIN

Kadenpa skoHoMUKH 1 HUPPOBBIX TEXHOJIOTHIA

PABOYAS ITPOI'PAMMA JTUCIUAITINHBI

51.0.13 UudopmanuonHasi 0e30aCHOCTb

HanpasJienue noAroToBKu: 09.03.03 IIpukaannas uHpopmMaTuKa
Hanpasiennocrs (npoguias) nporpammbl:  [Ipukiaagnas uagopmMaTuka B IKOHOMHKE

YpoBeHb BhICHIEr0 00pa30BaHUA bakanaspuar

T'ox Hayaa moarorosku 2025

Kpacnopap — 2024 r



CocTaBUTEND:

K.T.H., JIOLIEHT Kadeapbl SKOHOMUKH U IU(PpoBbIX TexHonoruit P.H. ®poos

Pabouas mporpamMma omoOpeHa Ha 3acedaHWd Kadeapbl 3KOHOMUKH M HUGPOBBIX TEXHOJOTHI
Kpacnonapckoro ¢punuana POY um. I'.B. Ilnexanosa nmporokon Ne 9 ot 14 mapra 2024 r.

Pabouas mporpaMma cocTaBieHa Ha OCHOBe paboueil mporpaMmbl 1O  JAUCHUILIAHE
«MHpopmanonHas 0e30MacHOCThY», YTBEP)KICHHOM Ha 3acenaHuu 0azoBoi kadenpsl Ilpuxiiagnoit
nHbOpPMATUKH M WHPOPMALMOHHON 0e30MacHOCTH (eaepaTbHOr0 TOCYAaPCTBEHHOTO OIOJKETHOTO
00pa30BaTEeNBbHOIO  YYPEXKIEHHUA  BbICIIEro  oOpasoBaHus  «Poccuilckuii  3KOHOMHUYECKHH
yauBepcurera umenu ['.B. IlnexanoBa» mportokon Ne 10 ot 28 ampens 2021 r., pa3paboTaHHOI
aBTOpaMHu:

KospipeBeim  II.A., accucrenTom, 0OazoBoii kadeaper IlpuknamgHoit uHPOpPMATHKHA |
nH(pOpPMaMOHHOM 6€30IMacHOCTH

KpeonanoBsiMm B.B., K.T.H, nOoumeHT kadeapsl NpUKIaaAHOW WHPOPMATUKH U WHGOPMAIMOHHOM
0€30MacHOCTH



Conep:xkanue

I. OPTAHM3AIIMOHHO-METOJUYECKHUM PA3JIEL.........cooieiviiieeeeeeeeeeeeeee et 4
1IEJIb Y1 3AJTAUM OCBOEHM ST JIACLIMTIIIHIHDBL ....veeeviieiiieeiteeesiteeeeteeestteeseteeesabeeebeeestsessntaeesnreesnseeesseessnseeesnsessnsens 4
MECTO JUCLIUIUIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM TIPOTPAMMBUBL......ccvviiitieeitieecireesiteeestveesnteeesnveesnreas 4
OBBEM JIMCHHATIIIMHBI ¥ BUJBI YUEBHOM PABOTDL .....cvviiitieeieteeeeteeeeteeesteeessteesvesssteeesnbesessseesssessssesssnsessnsenans 4
TIEPEYEHbD IJTAHUPYEMBIX PE3YJIbTATOB OBYUEHMS ITO JIMCIIUATIIIIHE ....ccouvieeivreecvieecireeeieeestveeenteeesnveesnnees 5

1. COAEPKAHUE JJUCIHHMITIITHBI ............ccooooiiiiiiiiiiie ettt e stre e s be e s etae e snbeeeenne e 8

I1l. YYEBHO-METOJUYECKOE U MATEPUAJIbBHO-TEXHUYECKOE OBECIIEYUEHUE

JIACHUIITIFIHDBL ...ttt e e s e e st s e e et e e e ste e e se e e sste e e teeesnteeeseeessaeeanteeeanteeanenens 14
PEKOMEHIYEMAST JIATEPATYPA ..utttiiiieeeiiiiiitteeeeeeessiiitsreeesesessiaistssssssessssssstsssssssssssssssssssssssesssissssssssssessssnnns 14
ITEPEYUEHB UHOOPMALIMOHHO-CITPABOUHBIX CHCTEM: ....iiiiitiieeeiitteeeeiitieeeesetsseeessssseeesansseesssnsssssssnsssssssnssens 15
ITEPEUEHB ITPOPECCUOHAJTIBHBIX BA3 JIAHHBIX .....vvviiiiitiieee ittt e setieeeesetteeeesetteeeesessaeeesasssseesanssseesanssssessnssenas 15
IIEPEYEHB PECYPCOB MH®OPMAITMOHHO-TEJTEKOMMYHHUKAITUOHHOM CETU "MHTEPHET", HEOBXOIMBIX
JUL OCBOEHMS TIACIIATITIFIHDBL. .....vvvveieeeeesieibebeeeee e e e s seababeeeseeesssasababesssesssssssbsbaesseesssssssbabesssesesssssbbssensessssssnns 15

ITEPEYEHb MHO®OPMAIIMOHHBIX TEXHOJIOTHIA, UCIIOJIb3YEMBIX ITPU OCYIIECTBJIEHUU
OBPA30OBATEJIBHOI'O ITPOLECCA I10 JUCHUIUIMHE, BKIIFOYAS ITEPEUEHB ITPOT'PAMMHOI'O OBECIIEUEHU I

........................................................................................................................................................................ 15
MATEPHUAJIBHO-TEXHUYECKOE OBECHEYEHHUE JUCIHUTIIAHDI ..cvviviiiiiiiiiiiiicic i 16
IV. METOJUYECKHUE YKA3AHUSA VI OBYYAIOIIUXCA 110 OCBOEHHUIO JUCIHUITJIMHBI
............................................................................................................................................................................ 16

V. METOAUYECKUE MATEPHUAJIbI, ONPEAE/IIIOIUE NPOLEALYPbI OUEHUBAHUSI .
3HAHUU U YMEHUU, XAPAKTEPU3YIOIUX DTAIIBI ®OPMUPOBAHUS KOMIIETEHIIUU
............................................................................................................................................................................ 16

VI. OHEHOYHBIE MATEPHAJIbI JUISI TPOBEAEHUS TEKYLIIEI'O KOHTPOJIA U
HMPOMEXYTOUHOMUM ATTECTALMI. ..........oooiiiiiiiieiec et 17

AHHOTAIIUA K PABOUYEH ITPOTPAMME JUCIHHUATIITTAHDBI ......cccuvvvvnneernneeeerneeenneeeanenns 27



I. OPTAHU3AIIMOHHO-METO/JUYECKUI PA3JIEJ

He.]'lb H 3a1a494 OCBOCHMUA JUCIUIIIIMHBI

Heab nucuMIUVIMHBI 3aKiI04aeTcss B (OPMUPOBAHMM 3HAHHK 00 OOBEKTaxX U
3aJayax  3allUThl, CIoco0aXx W CpeACTBaX HapylleHus WHGOPMAIMOHHON
0€30MacHOCTH, O MPUHIMIIAX U MOAX0/aX K PEIICHHUIO 3aja4 3alluThl HHpopMauu; a
Takke (popMupoBaHHE YMEHUH MO MPUMEHEHHUIO COBPEMEHHBIX TEXHOJOTHH, BhIOOpa
CPEICTB M HWHCTPYMEHTOB 3aIIUThl HMH(POPMAIUU MJIsi MOCTPOCHHUS] COBPEMEHHBIX
3aIUIICHHBIX YKOHOMUYECKUX UH(DOPMALIMOHHBIX CHCTEM.

3agauu AMCUMIIMHBI:

-  U3y4dTh CcpeAcTBa oOecrnedyeHus HMHQPOPMAIMOHHON  OE30MacHOCTH
HKOHOMUYECKON NH(POPMALIMOHHON CUCTEMBI COBPEMEHHOM OpraHu3aluy;

- (¢dopMHUpOBaHHWE YMEHHUSA OOCECHEUYHUTh 3aluUTy HHPOpMAMK U OOBEKTOB
uHpopMaTu3aluuu; GOPMUPOBAHUE YMEHUSI COCTABIISTH 3asIBUTEIIbHYIO JOKYMEHTAIUIO
B Ha/I30pHbIE TOCYIaPCTBEHHbIE OPTaHbl HHPOKOMMYHHUKAIIMOHHOM OTpaciy;

- W3Y4YUTh CPEACTBA 3aIUTHl JAHHBIX OT pa3pylAOLUX [POTrPAMMHBIX
BO3CHCTBUH;

- MIOHUMATh U BHEJPATH OPTraHU3AINI0 KOMIUIEKCHON 3alUThl HHPOPMAIIH Ha
KOMIIBIOTEpaxX OpraHU3aIllH;

- popMUpPOBaHUE HABBIKOB 00ECIICUEHUS 3aIIUThl O0BEKTOB MHTEIUICKTYaIbHOMN
COOCTBEHHOCTH, PE3YJIbTATOB UCCIEAOBAHUI U pa3padOTOK KaKk KOMMEPUYECKOM TailHbI
MPEITPHUITHS.

MecTO0 IMCUHMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbl

Jucuunnuna «MHpopmanrionHas 6€30MacHOCTbY, OTHOCUTCS K 0053aTelbHON YacTH y4eOHOTro
TUIaHA.

O0beM TUCHMILVIMHBI M BUABI Y4e0OHOH padoThI

Tabmumna 1
Bcero yacoB no ¢gopmam o0yueHust
IMoxa3arenu o0beMa JUCHMIIIMHBI
ouHan | 3a0ynasn
O0beM AUCIHIINHEI B 3a4€THBIX €IUHUIIAX 4 3ET
O0beM QUCIAIUINHEL B Yacax 144
gggxzmwquaﬂ arrecranus: Isanen Dsamen
KonTakTHas padora o0y4yaromuxcs ¢ 16 16
npenoaasareneM (KoHtakrt. yacskl), Bcero:
1. KonTakTHas paboTa Ha mpoBeieHUE
3aHSTUN JEKIIMOHHOTO ¥ CEMUHAPCKOT0 TUIIOB, 42 12
BCET0 YacoB, B TOM YHCIIE:
e JIEKIINH 12 6
e IIPAKTHUYECKHE 3AHSTHS 30 6
e J1Ta0OpPATOPHBIC 3AHITHS - -
B TOM YHCJI€ IPAKTUYECKas MOJIrOTOBKA - -
2. UnpuBunyaneable KoHCynbTaimn (MK) - -




3. KonrakTHas paboTa 1o npomMexyToqHOM
arrectanuu (Karr)

4. Koncynpranus nepen 3x3ameHoM (K9) 2 2
5. KonrakTtHas paboTa o npomMeKyTouHOU
aTTECTAIlMU B MEPUOJI IK3. CECCUH / CECCUHU 2 2
3a0uHUKOB (KaTTaK)
CamocrositesbHas padora (CP), Bcero: 98 128
B TOM YHUCJIE:
e caMocCTOsITEeTbHAs paboTa B IEPHO/I IK3. 30 5
ceccun (CPak)
e camocrosTenbHas padora B cemectpe (CPc) 66 123

B TOM YHCJIe, CAMOCTOsTEIbHAs paboTa Ha
KYPCOBYIO pa0boTy

e usyyeHue JOP

e HM3YYEHHE OHJIAH-KypCa WU €ro 4acTH

e BbIIIOJIHCHUC HHANBUAYAJIbHOI'O IIPOCKTA

e TIOJATrOTOBKA K HamucaHuio pedepara

HepequL IVIAHUPYEMBIX PE3YyJdbTaToB oﬁyqemm o IMCIOMIIJIMHE

Ta0nuua 2

dDopmupyemMbie NuaukaTopsl J0CTHXKEHUS Pe3yabTaThl 00yueHus
KOMIIeTeHIIN U KOMIIeTeHIH i (3nanusn, ymenus)
(KOO U HAUMEHOB8AHUe (KOO U HAUMEHOBAHUe

Komnemeuuuu) uuduxamopa)
VK-2. Cnocoben | YK-2.1. Iloummaer ©0a3oBele | YK-2.1. 3-1. 3HaeT OCHOBHEIC
OTpeAeNATh KPYT 3a7au | MPUHIUIBI MOCTAHOBKH 3a7ad | MPUHIUMIBl ¥ KOHLEMIMU B 00JIacTH
B paMKax | ¥ BRIpaOOTKH PEIICHUA LeTIENOJIaraHus U IPUHATHUS PEIICHHUI
HOCTaBJICHHOM LIeIM H VK-2.1. 3-2. 3HaeT METOJIbI
BBIOUPATh TEHEPUPOBAHUS AJIbTEPHATUB PEIICHUIA

ONTHUMAIIBHBIE CITIOCOOBI
WX pEIIeHUs, UCXOIs U3
JEHUCTBYIOLIUX
MIPaBOBBIX HOPM,
MMEIOIINXCI PECypCoB
Y OTpaHUYEHUN

U TPUBEIEHUS HUX K COMOCTaBUMOMY
BHIy IS BBIOOpa  ONTUMAIBHOTO
peleHus

VK-2.1. 3-3. 3naer npupoay JaHHBIX,

HEOOXOAUMBIX JUIA peleHus
IIOCTABJICHHBIX 3aJ1a4

VK-2.1. V-1. Vwmeer CHUCTEMHO
aHAJIM3UPOBATh TOCTABICHHBIC IIEIH,

(dbopMyIHpOBaTh 3aJaYM W TIpEAJaraTh
00OCHOBaHHBIE PELICHHUS

VK-2.1. V-2. VYmMeer KpHUTHYECKH
OLIEHUBATh MH(POPMALIUIO O MPEIMETHOM
00JacTy MPUHSTHS peIIeHU

VYK-2.1. V-3. Vmeer wucnonb3oBarb
WHCTpYMEHTAIbHBIE  CpeACTBa IS
pa3paboTKU U MPUHSTHUS PELICHUI

YK-2.2. BeiOupaer
OINTUMAJIbHEIE CIIOCOOBI
pelmieHuss 3ajady, MUCXOIsi U3
JIEUCTBYIOIINX TIPABOBBIX

VK-2.2. 3-1. 3HaeT OCHOBHBIE METOMIbI
NPUHATHS PENICHW, B TOM 4YHCIIC B
YCIOBUSX PUCKA U HEOIIPEIETICHHOCTH

VK-2.2. 3-2. 3naer BUABI U UCTOYHUKH

(@]



HOpPM, HUMEIOLIMXCSA PECYPCOB
U OTPaHUYCHUN

BO3HUKHOBEHHUSI  PUCKOB  TMPHUHSTHUA
pelIeHui, MEeToIbl YIIpaBJIeHUS UMU
VK-2.2.3-3. 3HaeT  OCHOBHEIEC
HOPMaTUBHO-TIPABOBbBIC JIOKYMEHTHI,
periIaMeHTUPYIOIIUE MPOLECC MPUHSATHUS
peuieHui B KOHKPETHOM IPEIMETHOMN
obnactu

VK-2.2. V-1. VYmeer npoBOIuTH
MHOTO()AaKTOPHBI aHAIU3 AIEMEHTOB
IpeIMEeTHOW o0nacTu i BBIABICHUS
OTpaHUYECHUN IIPU NPUHATHH PELICHUN
VK-2.2. V-2. Ymeer pa3pabarpiBaTh U
OLICHUBATh AJIbTEPHATUBHBIE PELICHUS C
Y4E€TOM PUCKOB

YK-2.2.  V-3. Vmeer BbIOUpath
ONTHMAJIbHBIC PEUICHUS HUCXOISl U3
JIeHCTBYIOIINX IPaBOBBIX HOPM,

UMEIOIINXCS PECYPCOB U OTPAaHUUYCHUN

OIIK-3.
pemarpb
3a7a4un
npodeccnoHaTEHOM
JEATeILHOCTH
OCHOBE
UHQOPMAIIMOHHOW |
oubnuorpaduueckoi
KYJIBTYPBI C
PUMEHEHHEM
MH(pOPMAIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH U C y4eTOM
OCHOBHBIX TpeOOBaHUI
MH(OPMAaIMOHHOM
6e30macHOCTH

CnoocobeHn
CTaH/IapTHHIE

Ha

OIIK-3.2. Pemaer 3amauu
poQeCCHOHAIBHON
JIESTEIbHOCTH € y4eTOM
OCHOBHBIX TpeOoBaHMit
UH(}pOpMaITMOHHOM
0e301acHOCTH

OIIK-3.2. 3-1. 3HaeT
METO/IOJIOTUYECKHE U TEXHOJOTHUECKUE
OCHOBBI KOMILIEKCHOTO oOecreueHust
0€30MacHOCTH  aBTOMAaTU3UPOBAHHBIX
UH(POPMALIMOHHBIX CUCTEM

OIIK-3.2. 3-2. 3maer METONBI U

CpeACTBa, COBPEMEHHBbIE IOJXOAbI K
MIOCTPOEHUIO CHCTEM 3aIIATHI
UHpOpMaLuy, KpUTEpPUU OLIEHKHU
3aIIHUIIEHHOCTH NcC, IIPUHIUIIB
¢dopmupoBaHus HOJIUTUKH
MH(POPMAITUOHHOMN 0€30MacHOCTH

B aBTOMATHU3UPOBAHHLIX CUCTEMAX

OIIK-3.2. 3-3. 3Haer  HOpPMaTHBHO-
IPaBOBBIE JIOKYMEHTHI IO 00ECTIeueHUI0
UH(POPMALIMOHHOM 0€30MacHOCTH,
CTaHJApPTHI MIOCTPOCHHS CHCTEM
UHPOPMALIMOHHOM  0€30MacHOCTH |
OLIGHKA CTETEeHW 3allUThl  CHUCTEM
UH(POPMALIMOHHOM 6e30macHOCTH
00BEKTOB

OIIK-3.2. 3-4. 3HaeT OCHOBHBIE METOBI
KOHTPOJISI 9)PEKTUBHOCTH 0OECTICUCHUSI
nH(pOPMAIIMOHHOM 0€30MaCHOCTH
WH(POPMAIIMOHHBIX CHCTEM

OIIK-3.2. V-1. VYmMmeer pa3pabaTbIBaTh
MOJEIX  yrpo3 W HapyUIUTeNeu
uHpopmannonHoit Oe3zomacHoctu UC,
BBLSIBIIITE  YTPO3Bl  WH(OPMAITMOHHOM
0e30macHOCTH U 00OCHOBBIBATh
OpTaHU3aIMOHHO-TEXHUIECKUE
MEpPONPUATHS 10 3a1uTe HHPOpMALUU B
ncC




OIIK-3.2. VY-2. VYmMeer BBIABIATH
ySI3BUMOCTH UH(POPMAIMOHHO-
TEXHOJOTHYECKHUX pecypcoB
ABTOMATHU3HPOBAHHBIX CUCTEM u
IIPOBOJIUTH MOHHUTOPHHT yrpo3
6e3omacuoctu 1IC

OIIK-3.2. V-3. YMeer aHanu3upoOBaTh
pucku  UHPOPMAIMOHHBIX  CHCTEM,
OCYILIECTBIISITh OLICHKY 3alllUIIEHHOCTH
u  olecrmeyeHus  HUHGPOPMAITMOHHON
0e301acHOCTH nH(}OPMAITMOHHBIX
CUCTEM

OIIK-3.2. V-4. Vwmeer BBINOJIHATD
paboThI HAa CTAUAX W dTamax CO3JaHUs
N C B 3anuieHHOM HUCIIOJTHEHUHT
OIIK-3.2. V-5. VYmMeer cocTaBisTh
aHAJIUTUYECKUE 0030phl MO BOIpPOCAM
oOecnieyeHus MH(OPMAIMOHHOM
6esomacioctu MC wu paszpabarbiBaTh
YaCTHBIE TOJUTUKUA HH(OPMALMOHHOU
6e3onacHoctu MC




I1. CONEPKAHME JUCIUATIIMHBI

Tanbl GOPMHUPOBAHNUS U KPUTEPUH OLleHUBAHUS CPOPMHUPOBAHHOCTH KOMIIETEHIUI 00y4al0IMuXcs 04HOi GopMbl 00yUeHH st
Tabmuma 3.1

TpynoemkocTh, akageMH4YecKHe 9YaChl
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Cemectp 6
1. Tema 1. CTangapTsl 1 HOPpMATHBHO-NPaBoBble | 4 10 - 20 34 | YK-2.1. YK-2.1. 3-1. IIp.3 T. -
aKThbI B obJacTu UH(OPMALHOHHOI YK-2.2. YK-2.1. 3-2.
0e30macHOCTH. OIlK-3.2. | YK-2.1. V-2,
CHUCTEMHBI TTOAXO0/ K MPOEKTUPOBAHUIO, BHEAPEHUIO H VK-2.1. V-3
MoJ/IepKaHUI0O  cucTeMbl  obecneuenns Wb Ha VK-2.2.3-1.
PEITPUATHH. YK-2.2. Y-1.
CranmapTuzanus } B chepe VIIpaBJICHHUS VK-2.2.V-2.
WHPOPMAMOHHOW  0E30MacHOCThIO  (Ha  OCHOBE VK-2.2. V-3
MexayHapoaHbix crangaptoB ISO/IEC 17799, ISO/IEC OHK'3.2 3 1
27002, ISO/IEC 27001, ISO/IEC 15408). T 0T
Pecypchl IpeANpUATHS, TIOUIEKAIIHE 3aIIUTE ¢ TOUKH OIlK-3.2. 3-2.
3penns Ub. OtedecTBeHHBIE N MEXyHapOIHBIC OIIK-3.2. 3-4.
CTaHAAPTHI B 00J1aCTH 3aLIUTHI MH(POPMALIMH. OIIK-3.2. V-1
CrangapTel B 0651aCTH Pa3pabOTKU U BHEAPEHUS OIIK-3.2. V-5.

MPOrPaMMHOTO OOECTICUeHHUSI U aBTOMATU3NPOBAHHBIX
cucreM. Acniextsl 1Ib B pamMkax MeHeI)KMEHTa
HenpephIBHOCTH Ou3Heca. COOTBETCTBHE TPEOOBAHUSIM
3aKOHOJIaTeIbcTBA. COOTBETCTBHE MOJIMTHKAM
0€30MaCHOCTH ¥ CTaHJapTaM, TEXHUIECKOE
cootBercTBUE. CO3/1aHKE yIOCTOBEPSIOUIETO LIEHTPA,
TeHepalus OTKPBITBIX U KIIIOUEeH, CO3/IaHue
CEpTU(PHUKATOB OTKPBITHIX KIIFOYEH, CO3aHUe
3JIEKTPOHHOM MOJIITUCH.




Tema 2. AHaau3 PHCKOB W  YIrpo3
HH(OPMANMOHHOI 0e30MACHOCTH.
WnenTtnduxanus 1 oleHka akTuBoB. MoJens yrpos.
Wnentndukanuns yszsumocreil. OLeHKa pUCKOB.
O6paboTka prcKOB. Moieb HapyIIUTEIS TTOTATHKI
6e3omacHocTr. TUMTMYHBIE YTPO3BI HHPOPMAIIUH U
YSI3BIMOCTH KOPIOPAaTHBHBIX MH()OPMAMOHHBIX
cucTeM. AHaJIN3 OIUOOK, YHUYTOXKEHHE,
HEaBTOPHU30BAHHASI MOAM(UKAIINS UIIH HELIEIEBOE
UCIIOIb30BaHNE HH(OPMAIUN B ITPUKIATHBIX
nporpammax. Kpunrorpadudeckue mepsl 1 cpecTBa
KOHTPOJIS U YIIpaBJIeHUA. be30macHOCTh CHCTEMHBIX
¢aiinos. bezomacHocTh B mpolieccax pa3paboTKU 1
oJICPKKA. Moenn nHPOPMaUOHHOM
6e3omacHocTy. Buapl 3amuniaemMoit nHGopMaLuH.
OCHOBHBIE HOPMAaTUBHO-IIPABOBHIEC aKTHI B 00JIACTH
nH(popManmoHHO# 6e30macHocTH. [IpaBoBEIE
ocobeHHOCTH obecrieueHns 0e30MacCHOCTH
KOH(HICHIHATEHON HHPOPMALIUH H
roCyAapCTBEHHOU TalHBL. Pecypchl mpennpusTus,
nojsiexamye 3amure ¢ Touku 3peHust Ub. Acnektol
Wb B paMKax MeHeXKMEHTa HEeIIPEPBIBHOCTH OM3Heca.

10

20

34

YK-2.1.
YK-2.2.
OIIK-3.2.

YK-2.1. 3-1.
VK-2.1. V-1.
YK-2.1. V-2.
YK-2.1. V-3.
VK-2.2.3-1.
VK-2.2.3-2.
YK-2.2.V-1.
OIIK-3.2. 3-1.
OIIK-3.2. 3-2.
OIIK-3.2. 3-3.
OIIK-3.2. 3-4.

OIIK-3.2. V-3.
OIIK-3.2. V-4.
OIIK-3.2. V-5.

Ilp.3.

Kip




Tema 3. IIpoexkTupoBaHue, pa3padéorka u | 4 10 26 40 | YK-2.1. VK-2.1. 3-1. Ip.3. K/p
BHeJIpeHHe AaBTOMATH3HMPOBAHHBIX CHCTEM B YK-2.2. YK-2.1. 3-2.
3alUMILEHHOM MCIIOJTHEHHH. OIIK-3.2. | YK-2.1. 3-3.
OCHOBHBIE BHIBI CETEBBIX M KOMITBIOTEPHBIX YIPO3. VK-2.2. 3-3.
CpexctBa ¥ METOIOBl  3alUTBl  OT CETEeBBIX VK-2.2.V-1.
KOMITBIOTEPHBIX yrpo3. CuMMeTpUYHbIe u VK-2.2.V-2.
accCUMeTpUYHble cucTeMbl InudpoBanus. Lludpossie VK-2.2. V-3.
noanucu (DnekTpoHHBIe Toxamucu). MHbpacTpykTypa OIIK-3.2. 3-1
OTKpBITHIX Kitoued. Kpunrorpaduueckre mpoTOKOINBL o '
Texnuueckoe 3a/1aHKE Ha co3anne OIIK-3.2. 3-2.
ABTOMATH3MPOBAaHHOW cucTeMbl. [lopsmok co3maHus OIIK-3.2. 3-3.
ABTOMATU3MPOBAHHBIX  CHUCTEM B  3allUIICHHOM OIIK-3.2. ¥-2.
ucnonHeHnH. TpeOGoBaHuA K pa3paboTKe M BHEIPCHUIO OIIK-3.2. V-3.
ABTOMATH3MPOBAHHOM  CHCTEMBI B  3allUIICHHOM OIIK-3.2. V-4.
ucrnonHeHnn. be3omacHOCTE MHPOpPMAIMK U CPEICTB OIIK-3.2. V-5.
o0pabotkn wHpopMmanuu 3amumeHHBIXx MC  mpu
Joctyne, o0pabOTKe, TIepefadye M MCEHEIDKMEHTE,
OCYLIECTBIISIEMOM CTOPOHHUMU OpraHHU3aLHsIMU.
3amura HHPOPMAIMOHHBIX aKTHBOB 3aruiieHHbx MC.
Amnanus U Kiaccudukanms nHpopManuy,
mupkynupytomei B 3amumenHsix  MC. PaspaboTka
TpeboBanuii 6e3omacHocTy 3anuimenHsix UC.
Koncynomayus nepeo sxzamernom (K3) - - -2 2 - - - -
Koumaxmmuas paboma no RPOMENCYMOUHO
ammecmayuy 8 nepuoo 3K3. ceccuu / ceccuu 3a0YHUKO8 - - -2 2 - - - -
(Kammoi)
Camocmosmenvuas paboma 6 nepuod 9K3. ceccuu
- - 32/- 32 - - - -
(CP»sxk)
Hmozo 12 30 98/4 | 144 X X X X
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Cemectp 5
1. Tema 1. CTaHgapThl # HOPMATHBHO-TIPABOBbIE | 2 2 - 41 45 | YK-2.1. YK-2.1. 3-1. Ip.3 T. -
aKThbI B obJacTu uH(OPMALMOHHOI YK-2.2. YK-2.1. 3-2.
0e30MacHOCTH. OIIK-3.2. | YK-2.1. V-2,
CHUCTEMHBI TTOAXO0/ K MPOEKTUPOBAHHUIO, BHEAPEHUIO H VK-2.1. V-3
MoJ/iepkaHuI0  cucTteMbl  obecneuenns Wb Ha VK-2.2.3-1.
TIPETPUSITHH. YK-2.2. ¥V-1.
CTaHI[apTI/ISaL[I/I}IV B chepe yIpaBIeHUs VK-2.2.Y-2.
WHPOPMAMOHHOW  0E30MacHOCThIO  (Ha ~ OCHOBE VK22 V-3
MexxayHapoaHsix crannapro ISO/IEC 17799, ISO/IEC OHK'3'2 3 1
27002, ISO/IEC 27001, ISO/IEC 15408). T T
Pecypchl npeanpusTus, MOUICKAIHE 3aIUTE C TOUKH OIIK-3.2. 3-2.
3penust Ub. OTedecTBeHHBIE U MEXIYHAPOAHbIE OIIK-3.2. 3-4.
CTaHAAPTHI B 00J1aCTH 3aLIUTHI MH(POPMALIMH. OIIK-3.2. V-1
CrangapTsl B 00JaCcTH pa3pabOTKH U BHEAPEHUS OIIK-3.2. ¥-5.

MPOrPaMMHOTO OOECTICUeHHUSI U aBTOMATU3UPOBAHHBIX
cucreM. Acniektsl 1B B pamMkax MeHe)KMEHTa
HenpepbsIBHOCTH On3Heca. COOTBETCTBHE TPEOOBAHUSIM
3aKoHOAATEeNhCTBA. COOTBETCTBUE TOJTUTHKAM
0€30MaCHOCTH ¥ CTaHapTaM, TEXHUIECKOE
coorBercTBUE. CO3/1aHKE yIOCTOBEPSIOUIETO LIEHTPA,
TeHepalus OTKPBITBIX U KIII0UEeH, cO3/laHue
CEpTU(PHUKATOB OTKPHITHIX KIIFOUEH, CO3TaHUe
9JIEKTPOHHOU MOJIKUCH.




Tema 2. AHaau3 PHCKOB W  YIrpo3
HH(OPMANHMOHHOI 0e30MaACHOCTH.
WnenTtnduxanus 1 oleHka akTuBoB. MoJens yrpos.
Wnentndukanus yszsumocteil. OleHKa pucKoB.
O6paboTka prcKOB. Moieb HapyIIUTEIS TTOTATHKI
6e3omacHocTr. TUMTMYHBIE YTPO3BI HHPOPMAIIUH U
YSI3BIMOCTH KOPIOPAaTHBHBIX MH()OPMAMOHHBIX
cucTeM. AHaIN3 OMHUOOK, YHHYTOXKEHHE,
HEaBTOPHU30BAHHASI MOAM(UKAIINS UIIH HELIEIEBOE
HCIIOIb30BaHNE HH(POPMAINN B ITPHUKIIATHBIX
nporpammax. Kpunrorpadudeckue mepsl 1 cpecTBa
KOHTPOJIS U YIIpaBJIeHUA. be30macHOCTh CHCTEMHBIX
¢aiinos. bezomacHocTh B mpolieccax pa3paboTKU 1
nojiepKku. Monenu uHGOpMAaIuOHHON
6e3omacHocTy. Buapl 3amuniaemMoit nHGopMaLuH.
OCHOBHBIE HOPMAaTUBHO-IIPABOBHIEC aKThI B 00JIaCTH
nH(popManmoHHO# 6e30macHocTH. [IpaBoBEIE
ocobeHHOCTH obecrieueHns 0e30MacCHOCTH
KOH(HICHIHATEHON HHPOPMALIUH H
roCyAapCTBEHHOU TalHBL. Pecypchl mpennpusTus,
nojjiexauye 3amure ¢ Touku 3penus Ub. Acnekts
Wb B paMKax MeHeXKMEHTa HEeIIPEPBIBHOCTH OM3Heca.

41

45

YK-2.1.
YK-2.2.
OIIK-3.2.

YK-2.1. 3-1.
VK-2.1. V-1.
YK-2.1. V-2.
YK-2.1. V-3.
VK-2.2.3-1.
VK-2.2.3-2.
YK-2.2.V-1.
OIIK-3.2. 3-1.
OIIK-3.2. 3-2.
OIIK-3.2. 3-3.
OIIK-3.2. 3-4.

OIIK-3.2. V-3.
OIIK-3.2. V-4.
OIIK-3.2. V-5.

Ilp.3.

Kip




Tema 3. IIpoexTHpoBaHHe, pa3padoTKa M 41 45 | YK-2.1. YK-2.1. 3-1. IIp.3. K/p
BHeJIpeHHe AaBTOMATH3HMPOBAHHBIX CHCTEM B YK-2.2. YK-2.1. 3-2.
3alUMILEHHOM MCIIOJTHEHHH. OIIK-3.2. | YK-2.1. 3-3.
OCHOBHBIE BHIBI CETEBBIX M KOMITBIOTEPHBIX YIPO3. VK-2.2. 3-3.
CpexctBa ¥ METOIOBl  3alUTBl  OT CEeTEeBBIX VK-2.2.V-1.
KOMITBIOTEPHBIX yrpo3. CuMMeTpUYHbIe u VK-2.2.V-2.
accCUMeTpUYHble cucTeMbl InudpoBanus. Lludpossie VK-2.2. V-3.
noanucu (DnekTpoHHBIe Toxamucu). MHbpacTpykTypa OIIK-3.2. 3-1
OTKpBITHIX Kitoued. Kpunrorpaduueckre mpoTOKOINBL o 2'
Texuuueckoe 3a1aHue Ha co3/laHue OIIK-3.2. 3-2.
ABTOMATH3MPOBAaHHOW cucTeMbl. [lopsmok co3maHus OIIK-3.2. 3-3.
ABTOMATU3MPOBAHHBIX  CHUCTEM B  3allUIICHHOM OIIK-3.2. V-2.
ucnonHeHnH. TpeOGoBaHuA K pa3paboTKe M BHEIPCHUIO OIIK-3.2. V-3.
ABTOMATH3MPOBAHHOM  CHCTEMBI B  3allUIICHHOM OIIK-3.2. V-4.
UCTIOTHEHNH.  be30macHoCTs WH(OPMAINK W CPEJICTB OIIK-3.2. V-5.
o0pabotkn wHpopMmanuu 3amumeHHBIXx MC  mpu
Joctyne, o0pabOTKe, TIepefadye M MCEHEIDKMEHTE,
OCYLIECTBIISIEMOM CTOPOHHUMU OpraHHU3aLHsIMU.
3amura HHPOPMAIMOHHBIX aKTHBOB 3aruiieHHbx MC.
Amnanus U Kiaccudukanms nHpopManuy,
mupkynupytomei B 3amumenHsix  MC. PaspaboTka
TpeboBanuii 6e3omacHocTy 3anuimenHsix UC.
Koncynomayus nepeo sxzamernom (K3) -2 2 - - - -
Koumaxmmuas paboma no RPOMENCYMOUHO
ammecmayuy 8 Nepuoo 3K3. ceccuu / ceccuu 3a04HUKO8 -2 2 - - - -
(Kammoi)
Camocmosmenvuas paboma 6 nepuod 9K3. ceccuu
5/- 5 - - - -
(CP>x)
Hmozo 128/4 | 144 X X X X

Dopmbl yuedOHbIX 3A0AHUTL HA AYOUMOPHBIX 3AHAMUAX:

Ipaxmuueckas 3a0anus (Ilp.3.)

Dopmul meKyuieco KOHmpons:
Konmponvnvie pabomet (K/p)
Tecm (T.)

Dopmul 3a0anuil 0711 MEOPYECKO20 PEUMUHIA:
Pegepam (P.)




I1l. YYHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHMUE JUCIUITINHbI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHasi InTEepaTypa:

1.  bapanosa, E. K. Undopmanmonnas 6e3o0nacHOCTh U 3amuTa nHbopmanuu: yueonoe nocooue / E.K.
bapanosa, A.B. babam. — 4-e u3z., mepepad. u qon. — Mocksa: PUOP: UH®PA-M, 2021. — 336 ¢c. —
(Beiciree o6pasoBanwue). — Tekct: anekrponnsiii. - URL: https://znanium.com/read?id=364911

2. Kimmmenko, M. C. MHpopManmoHHas 0€30IaCHOCTh M 3alluTa MH(POpPMAIMKU: MOICIH U METOJbI
ynpasieHusi: monorpadus / N.C. Knumenko. — Mocka: UTHOPA-M, 2021. — 180 c¢. — (Hayunas
Mmbicib). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. - Tekcr:
anektpounsiid. - URL: https://znanium.com/read?id=360289

3. Ceprues, 0. H. 3anmura undopmaiuu u uadpopmaimoHHas 0e30macHoCTh: yueOHoe mocobue / FO.H.
CeprueB. - MockBa: UHOPA-M, 2022. — 201 c¢. — (Bsicmiee obOpa3oBanue: bakanaspuat). — DOI
10.12737/1013711. - ISBN  978-5-16-014976-9. -  Tekct:  oamektponHbii. -  URL:
https://znanium.com/read?id=388766

JonotHUTeILHAS JIUTEpaTypa:

1. MexnyHapoanas WHGOpMaIMOHHAs OE30MAaCHOCTh: TEOpUsS M IMPaKTHKA : B TpeX Tomax. Tom 1 :
yuebHuK / mox obmi. pen A. B. Kpyrckux. - 2-e usn., non. - Mocksa : M3garensctBo «Acnekt [Ipeccy,
2021. - 384 c¢. - ISBN 978-5-7567-1098-4. - Tekct: osnmekrponnsid. -  URL:
https://znanium.com/read?id=373117

2. babam, A. B. MoaenupoBaHue cUCTeMbI 3auThl HHpopMaruu. [IpakTtukyMm : yueOHoe mocodue / E.K.
bapanosa, A.B. babGam. — 3-e uzn., nepepab. u gon. — Mocksa: PUOP : UTHOPA-M, 2021. — 320 c. +
Hom.  marepwansl  [DnekTpoHHBA  pecypc]. —  (Bwicmee — obOpaszoBanme). —  DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr : onekrponnsiii. - URL:
https://znanium.com/read?id=371348

3. 3Bepena, B. Il. YuacTue B mnaHUpOBaHUU U OpPTaHU3AlNUU pabOT MO OOECTIEUEHUIO 3aIIUTH 00BEKTa :
yuebnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa: KYPC : UHOPA-M, 2020. — 320 c. - ISBN 978-5-
906818-92-8. - Tekct: anexkrponssiid. - URL: https://znanium.com/read?id=347024

HOpMaTI/IBHbIe NMpaBOBbIC TOKYMEHTDBI:

1. ®enepanbubiii 3akoH Poccuiickoit ®enepanuu ot 27 urong 2006 r. N 149-O3 O6 undopmanumy,
MH(OPMAIIMOHHBIX TEXHOJIOTHAX U O 3aluTe HHPOpMAIH

2. ®enepanpabiii 3akoH oT 31 wmromst 2020 r. Ne 258-D3 «OO6 sKCIEepUMEHTATBHBIX PABOBBIX
pexxumax B cepe mudpoBeIXx HHHOBAIMH B Poccuiickoit @eneparumy [DnekTpoH.pecypc]. — Pexxum
nocryma http://www.consultant.ru/document/cons_doc LAW 358738/

3. "Crparerus pasputus uHpopManmoHHOro obmiectBa B Poccuiickoii @enepanuu Ha 2017-2030
ronpr" [DmexTpoH. pecypc]. - Pexum JIOCTYyTIa
http://www.consultant.ru/document/cons_doc_LAW_ 216363

4. TlocranoBnenne IIpaButensctBa P® ot 26.06.1995 O ceprudukanum CcpeacTB 3alIUuThI
uHpopmanuu N 608

5. TlocranoBnenue IlpaBurensctBa P® ot 15 asrycra 2006 r. N 504 O nuueH3upoBaHUU
JeSTeNbHOCTH 110 TEXHUYECKOH 3aluTe KoH(DUIeHIINAIbHON nHpopMamu

6. [Nocranoenenne I[IpaButensctBa P® ot 31 aBrycra 2006 r. N 532 O nuineH3upoBaHHU
NEeSITeNbHOCTH MO pa3paboTke u (WIM) MPOU3BOJCTBY CPEACTB 3alIUTHl KOH(UACHIIUATHLHOU
nHpopManuu



https://znanium.com/read?id=364911
https://znanium.com/read?id=360289
https://znanium.com/read?id=388766
https://znanium.com/read?id=373117
https://znanium.com/read?id=371348
https://znanium.com/read?id=347024
https://www.e-nigma.ru/stat/fz-149/
https://www.e-nigma.ru/stat/fz-149/
http://www.consultant.ru/document/cons_doc_LAW_358738/
http://www.consultant.ru/document/cons_doc_LAW_216363
https://www.e-nigma.ru/stat/p-608/
https://www.e-nigma.ru/stat/p-608/
https://www.e-nigma.ru/stat/p-504/
https://www.e-nigma.ru/stat/p-504/
https://www.e-nigma.ru/stat/p-532/
https://www.e-nigma.ru/stat/p-532/
https://www.e-nigma.ru/stat/p-532/

7. Tlpukaz @Cb PD or 9 depans 2005 r. N 66 "O6 yrBepxkaenun llomoxxeHust o paspaboTke,
MPOM3BOJICTBE, PEATM3AlMA M DKCIUTyaTallud IMHQPPOBATBHBIX (KpUOTOrpad@uuecKnux) CpeiacTB
3amuthl nHpopmanun (ITonoxenne [1K3-2005)"

8. Ilocranosnenue IlpaButenscTBa Poccuiickoit ®eneparuu ot 17 HosiOpst 2007 . N 781 r. MockBa
"O6 yrBepxnaenuu Ilonmoxenus o6 oOecriedeHUH OE30MACHOCTH MEPCOHANBHBIX JaHHBIX MPH HX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX"

HEPEYEHb UHOOPMAIIMOHHO-CITPABOYHbBIX CUCTEM

1. http://www.consultant.ru/ - CnpaBouno-mpaBoBas cucrema Koncynprant Ilmroc;
2. https://www.garant.ru/ - CnpaBo4Ho-IipaBoBasi cuctema [apaHr.

HEPEYEHD 3JIEKTPOHHO-OBPA3OBATEJIBHBIX PECYPCOB

1. Kypc "Uuadopmarmonnas 6e30macHOCTh" (JIEKTPOHHBIA 00pa3oBaTeNbHbIN pecypc, pasmemén B J0C
POV uwm. I'.B. Ilnexanona) http://Ims.rea.ru

HEPEYEHDB ITIPO®ECCHUOHAJIBHBIX BA3 TAHHbBIX

1. http://www.anti-malware.ru/ — He3aBUCHMBI WHPOPMAIMOHHO-aHATMUTUYCCKUI  MMOPTAT IO
0e30macHOCTH

NEPEYEHb PECYPCOB WH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
CETU "UHTEPHET", HEOBXOUMbIX /UIZ1 OCBOEHUA AU CIIUIIJIMHBI

1. http://www.fsb.ru/ (caiit ®Cb Poccun);

2. http://www.infoforum.ru/  Hamuonaneubeiii  ¢opym  uHbOpMAIMOHHOW  O€30mMacHOCTH
"MHOODOPYM" — »iekTpoHHOE NEPUOIMYECKOE H3JaHWE IO BOMpocaM HHGOPMAIIMOHHON
6e30macHOCTH

3. http://www.komitet2-16.km.duma.gov.ru/ (caiit komutera [ocymapctBeHHO#t JIymbl 1O
0€30IaCHOCTH);

4. http://www.scrf.gov.ru/ (caiit CoBera 6e3omnacuoctu Poccuiickoit ®enepariyn);

NMEPEYEHb TH®OPMAIIMOHHBIX TEXHOJOI'M, UCITIOJb3YEMBIX ITPU
OCYHIECTB/IEHUUA OBPA3OBATEJIBHOI'O IMPOLECCA 11(0)
JUCHUIIIMHE, BKJIIOYAS ITEPEYEHD ITPOT'PAMMHOI'O OBECITEUEHU S

Onepanmonnas cuctema Windows 10, Microsoft Office Professional Plus: 2019 ron
(MS Word, MS Excel, MS Power Point, MS Access)

AnTtuupycDr. Web Desktop Security Suite Komruiekchas 3amnmra

Bpay3zep Google Chrome

Adobe Premiere

Power DVD

Media Player Classic
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https://www.e-nigma.ru/stat/p090208/
https://www.e-nigma.ru/stat/p090208/
https://www.e-nigma.ru/stat/p090208/
https://www.e-nigma.ru/stat/p-781/
https://www.e-nigma.ru/stat/p-781/
https://www.e-nigma.ru/stat/p-781/
http://www.consultant.ru/
https://www.garant.ru/
http://lms.rea.ru/
http://www.anti-malware.ru/
http://www.fsb.ru/
http://www.infoforum.ru/
http://www.komitet2-16.km.duma.gov.ru/
http://www.scrf.gov.ru/

MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JTUCIHUIIJIMHBI

Huctumumna « adpopmanmonHas 6e30macHOCTb» obecreueHa:

JUISl IPOBEJICHUA 3aHATUH JIEKIMOHHOIO THIA!
— y4eOHOH ayauTopHuel, 00OpyHIOBaHHOW y4eOHOW MeOeNnbi0, MYJIbTUMEIUHHBIMUA CPEICTBAMU

oOydeHus Jis JEMOHCTPAINH JICKIIUN-TIPe3CHTAIIN;

JUIS IPOBEJICHUS 3aHATUN CEMHHAPCKOTO THUMA (IPaKTUYECKUE 3aHATHUSA);
—  KOMIIBIOTEPHBIM KJIaCCOM;
MMOMEIICHUEM [IJISl CaMOCTOSITEIbHOM PabOThl, OCHAIIEHHBIM KOMIBIOTEPHOM TEXHUKON C BO3MO>XHOCTBIO
noakimoueHuss Kk cetu «MHTepHeT» W oOecmedyeHWeM JOCTyma K JJIEKTPOHHON HMH(OpPMAIMOHHO-
00pa3oBaTeNbHON Cpe/ie YHUBEPCUTETA

IV. METOANYECKHUE YKA3ZAHMSA 1151 OBYUYAIOLIUXCSI IO OCBOEHUIO
JUCLHUTIJIMHBI

»  Meronuyeckue peKOMEHIAIMH 10 OpPTaHW3alMd M BBHIMOJIHEHHUIO BHEAYJIUTOPHOU
CaMOCTOSATENbHON padOTBHI.

V. METOAUYECKHUE MATEPHUAJIBL, ONMPEJNEJISIIOIUAE ITPOLELYPBI
OUHEHWBAHWS 3HAHUU U YMEHUH, XAPAKTEPU3YIOIINX 9TAIIbI
O®OPMHNPOBAHUA KOMIIETEHIINU

Pe3ynbrarhl TeKyiiero KOHTPOJSI U MPOMEKYTOUHOM arTecTanuu (OPMUPYIOT PEUTHHTOBYIO
olleHKYy paboTsl oOyuaromierocsi. Pacmpenenenue 6amioB mpu (OPMUPOBAHUU PEUTHHTOBOM OLIGHKH
paboThl OOYYAIOMIETOCS OCYIIECTBISIETCS B COOTBETCTBHH C «IlOJIOKEHWEM O PEHTHHTOBOW CHCTEME
OLICHKA YyCIIEBa€MOCTM M KaueCcTBa 3HAHUM CTYAEHTOB B MPOLECCE OCBOCHUS JUCHUILUIMHBI
«UnpopmannonHas 6e30MacHOCTb» B (heepalbHOM TOCYJapCTBEHHOM OFOJIKETHOM 00pa3oBaTeIbHOM
yUpEeKJIEeHUU BbIcIIero oOpasoBanust «Poccuiickuif SkoHOMHUYecKHid yHUBepcuteT wumenu [.B.
[TnnexanoBay.

Tabnuna 4
Buasbl pador MakcuMaJibHOE KOJTHYEeCTBO 0aJ110B

Boinonnenue yueOHBIX 3aJaHUI HAa ayTUTOPHBIX 20
3aHITHSIX

Texymmmii KOHTPOJIb 20
TBopueckuil pedTHHT 20
[IpomexyTouHas arTecTanus (9K3ameH) 40
NTOI'O 100

B cootBerctBun c IlonmokeHnem O pPEHTHHTOBOWM CHUCTEME OIEHKH YCIEBAEMOCTH M KadyecTBa
3HaHUN O0YyYaIoIINXCs «IpenoaaBaTesb Kadeapbl, HEMOCPEACTBEHHO BEAYIIUN 3aHATHS CO CTYICHUYECKOM
TpYIIoHN, 00s3aH TPOMH(DOPMUPOBATH TPYIMITYy O PACTIPECICHUN PEUTHHTOBBIX OA/sIOB MO BCEM BHJIAM
paboT Ha MEePBOM 3aHATUU YIEOHOTO MOIYIIA (ceMecTpa), KOIMYecTBe MOJIyJIeH 1Mo yueOHOW AUCHIUIUINHE,
Cpokax M (opMmMax KOHTPOJS MX OCBOEHHUs, (hopMe MPOMEKYTOUHOM aTTecTallud, CHIKEHUU OajlioB 3a
HECBOEBPEMEHHOE BBINIOJIHEHNE BBIIAHHBIX 3aMaHuil. OOydaromiuecs B TEYEHHE YUEOHOTO MOMYIIS
(cemecTpa) mosydar0T WH(POPMAIIMIO O TEKYIIEM KOJIMYECTBE HAOPAHHBIX IO TUCIUIIINHE 0ajuioB Yepes
JTUYHBIN KaOMHET CTYICHTAY.
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VI. OHEHOYHBIE MATEPHUAJIBI UIA ITPOBEAEHUA TEKYIIEI'O
KOHTPOJISI U TPOMEXYTOYHOM ATTECTALIUU

OneHouHble MaTepuanbl MO AMCHUIUIMHE pa3paboTaHbl B cooTBeTcTBHM C llonoxkeHuem 006
OLIEHOYHBIX Marepuanax B (efepalibHOM rocy1apCTBEHHOM OIOPKETHOM 00pa30BaTEIbHOM YUPEKICHUU
BbICILIEro oOpa3oBanus «Poccuiickuii s3xoHomMuueckuil yausepcurer umenu ['.B. Ilnexanosay.

Temamuka Kypcoswvlx pabom/npoekmos

KypcoBas pab6ora/mpoekT o gucuuminie «udopmanmonnas 6e30mMacHOCTbY y4eOHBIM IJIAHOM HE
IIpe1yCMOTpEHA

BOMPOCbl K IK3ameny:

Heo6xoanmMocts obecnedenns: 6€30nacHOCTH B UHPOPMALIMOHHBIX CUCTEMAX.
MepsI IpeaynpexaeHus MPECTyIUIEHUH B cepe KOMITBIOTEPHOI HH(OpMAIIHH.
IIporpecc MHPOPMALMOHHBIX TEXHOJIOIMH U HH(OpMAIIMOHHAsI 0€3011aCHOCTb.
Bpenonocuslie nporpammsl. MicTopusi BOSHUKHOBEHHS BPEIOHOCHBIX ITPOTPaMM.
BpenonocHble mporpaMMbl THIIA «TPOSHCKUI KOHB»: IPU3HAKHU U MeXaHU3M 3apakeHus 1C.
BpemoHoCHBIE POrpaMMbl «4epBb»: MIPU3HAKK U MexaHu3M 3apakenus VC.
Tumnbl KOMIOBIOTEPHBIX BUPYCOB U 3aIIUTA OT HUX.
AHTHBUPYCHBIE IPOIPAMMBI POCCUUCKUX MPOU3BOIUTEIEH.
AHTHBHPYCHBIE IPOTPAMMBI 3apYOEKHBIX IPOU3BOAUTEINEH.

. HopmaTuBHO-TIpaBOBBIE acrieKThl HH(POPMAIIMOHHOMN 0€301TacHOCTH.

3amura y4eTHOM HHPOpPMALUU KOMMEPUYECKUX (PUPM.

. Kimaccudukanms yrpos 6e3omacHOCTH HHPOPMAIIMOHHBIX 00BEKTOB.

CBoiicTBa 5KOHOMHUYECKON UHPOPMALIMH, HapyILIaeMble PH HECAHKI[HOHUPOBAHHOM JIOCTYIIE.

OcHoBHbIE BUIbl KaHAIOB YT€UKHU HH(OPMALINH.

. Mcropuyeckne acreKkTbl KOMIBIOTEPHBIX MPECTYIIIICHUH.

. YMBIIUICHHBIE ¥ HEYMBIIIJICHHBIE YTPO3bl HH(OPMAIIMOHHOH 0€30T1acHOCTH.

DKoHOMHUYEcKass HHPOpMaLUs Kak 00BEKT 0€301MacHOCTH.

. BHemnue yrpo3sl nHopMannoHHONW 6€30MacHOCTH.

. Ilepeuens cBeieHMI, KOTOPbIE HE MOTYT COCTaBJIATh KOMMEPUYECKYIO TalHY.

. MOTHBBI ¥ IEM KOMITBIOTEPHBIX MTPECTYIUIEHUN.

. Buap! TalidH ¥ ux 3amura.

. YpoBHHU 3auThl nHGopManuu (nosepus) no TpedoBanusiM PCTIOK.

Cratbu yrojaoBHOro kojekca P® 0 KOMIBbIOTEPHBIX MPECTYIUICHUSX.

. IlpuunHbl pa3riaameHust KOHGHUISHIMATLHON HHDOpMaIIH.

. KpumuHonoruueckas xapakTepuCTHKa MPECTYIUICHUH B cepe KOMIBIOTEPHOW MHPOPMALUU U HX
peaynpexieHue.

26. Pasrmamienue u yredyka HHPOpPMAIUH.

27. OO6bexThl HHPOPMALMOHHOM 0€30MacCHOCTH Ha PEATPUSITHH.

28. Crparerus 3I0yMBIIIICHHUKA TP HECAHKIIMOHUPOBAHHOM JIOCTYTIE.

29. OpraHu3aioHHbIE METO/IbI 0OecTieueHUs] HHPOPMAITMOHHOMN 0€30MacHOCTH.

30. Opranuzansi KOHQUIACHIIHATHFHOTO JIEJIOMPONU3BOJICTBA.

31. ®wusznyeckas 3ammTa HHOOPMAITMOHHBIX CUCTEM.

32. Crpykrypa ciry)0bl 0€30IMacCHOCTH KOMITaHUH.

33. I[IporpamMMHO - TEXHUYECKHE METO bl oOecrieueH s HH(OPMAIIMOHHON 0€30MacHOCTH.

34. Teopernyeckue acreKThl HHYOPMAITMOHHON 0€301TaCHOCTH YKOHOMUYECKUX CHCTEM.

35. Unentudukanus u ayTeHTU(UKAIINS MTOJIH30BaATES.

36. OCHOBHBIE MMOHATHUS HHPOPMAITHOHHOMN 0€30MTaCHOCTH YKOHOMUYECKUX CHCTEM.

37. JoktpunHa uHGOpMaLnoHHOM 6e3omacHocTH Poccuiickoit denepannu.

CoNoOA~WNE

NNNNNNNRPRPRPRRPRPRRERRRERE
JRONPFPOOONOUAWNEREO
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38. Dxonommueckast vH(OpMAIHS KaK TOBap U 0OBEKT 0€30MaCHOCTH.

39. T'ocymapcTBeHHOE peryaupoBaHue HHGOPMAIIMOHHON Oe3omacHOCTH B Poccum.

40. TonsTus MHPOPMALMOHHBIX YTPO3 U X BUJBIL.

41. HecaHKIMOHUPOBAHHBIM JOCTYI U 3alUTA OT HETO.

42. Tlpobrnema nHpopMaMOHHON 6€30MaCHOCTH B UICTOPUYECKOM aCIEKTE.

43. Kpunrorpadudeckue MeTo1bl 00ECIIeUEHUs 3aUTh HH(OPMAITIH.

44, CymHOCTb KpUNTOTpapHUIECKHX METOI0B.

45. CuMMeTpUYHOE U HECUMMETPUYHOE mudpoBaHre HH(OOPMAIUH.

46. IlpenynpexaeHne KOMIBbIOTEPHBIX IPECTYIUICHUH.

47. TIpuHIUIIBI TOCTPOCHUS CUCTEMbI HH(POPMAIIMOHHOMN 0€30MacHOCTH.

48. Tlonxo/pl, MPUHILIMIIBI, METOIBI U CPEACTBA O0ecTeYeHns1 OE30MaCHOCTH.

49. Yenoseueckue (pakTopbl, 00yCIIaBIMBaIONe HHOOPMAITMOHHBIE YTPO3bI.

50. OpraHu3anMOHHO-TEXHUYECKOE 00eCIIeYeHne KOMITbIOTEPHOM 0€3011acHOCTH.

51. Cnoco6bl BO3IEHCTBHS YIPpo3 HA HHPOPMAIIMOHHBINH O0BEKT.

52. DnekrponHas nudpoBas MOAIUCH K OCOOCHHOCTH €€ TPUMCHECHHSI.

53. Hcnonp3oBaHue TOKeHa aBTopu3anuu npu padore ¢ DLII.

54. Tlpu3Haku BO3ENUCTBUS BUPYCOB Ha KOMIIBIOTEPHYIO CUCTEMY.

55. 3amura undopmanuu B cetu MIHTEpHET.

56. ®parmMeHTapHBIA U CUCTEMHBIH MOIXOBI K 3aIIUTEe WH(OPMAIIHH.

57. Opranusanusi CUCTEMbI 3aLIUTh UH()OPMAIIMM SKOHOMHUYECKUX CHCTEM.

58. VYros0oBHO-TIpaBOBast XapaKTEPUCTHKA KOMIBIOTEPHBIX MTPECTYIICHUN.

59. Dranbl HOCTPOSHUS CUCTEMBI 3aLUThI HH(OPMALHH.

60. CyObeKTHBHAsI CTOPOHA KOMITBIOTEPHBIX MPECTYIICHHH.

61. ITonutrka nHOOPMAITMOHHONW OE301TaCHOCTH.

62. OObeKTHBHAS CTOPOHA KOMITBIOTEPHBIX MPECTYIICHHH.

63. Ouenka 3(pPeKTUBHOCTH UHBECTHUIMI B MHPOPMAIIMOHHYIO 0€30MaCHOCTb.

64. Crioco0Obl COBEpIICHUSI KOMITBIOTEPHBIX MPECTYIUICHUH («3a XBOCT», «MacKapam» u Ip.).

65. Obecnedenue nH(HOPMAIIMOHHON 0€30MaCHOCTH aBTOMAaTU3MPOBAHHBIX OaHKOBCKUX cucteM (ABC).

66. ITpuurHBI 1 yCIOBUS, CIIOCOOCTBYIOIINE COBEPIICHHIO KOMIIBIOTEPHBIX MTPECTYIUICHUH.

67. NudopmannonHas 6e30macHOCTb 1eKTpoHHON KomMepuuu (DK).

68. ObecrnedeHne KOMIBIOTEPHOW OE30MTACHOCTH YUETHON HH(DOPMAITUH.

69. OpraHu3allMOHHO-aIMUHHUCTPATUBHBIE MEPOIIPHUATHS OOECTIEYeHNs] KOMITbIOTEPHOI 0€301MacHOCTH.

70. Opranu3zanus KOHQHICHIHATHHOTO JIEIOTPOU3BO/ICTBA.

71. Tpunuuns!l oOecriedyeHHss WH(POPMALMOHHYIO O€30MIaCHOCTH Ha OCHOBE MHXKEHEPHO-TEXHUYECKOTO
o0ecrniedeHus.

72. Tunbl 1 cyObEKThI HH()OPMAIIMOHHBIX YTPO3.

Hpaxmuuecxue 3a0anus K IK3ameny

bpuranckuit crangapt BS 7799.
bpuranckuii crangapt BS 7799 — 1.
Bpuranckuit crangapt BS 7799 — 2.
bpuranckuii crangapt BS 7799 — 3.
Mexaynapoansiii ctangapt ISO/IEC 17799.
CemeiictBo Mexaynapoaasix ctangapros ISO/IEC 27000.
Mexaynapoansiii ctangapt ISO/IEC 27001.
Mexnynaponnsiii crangapt ISO/IEC 27002.
Hauuonanensiii crangapt FOCT P 50922.

. Hanmonanensiii crangapt P 50.1.053.

. Haumonanensiit crangapt [OCT P 51188.

. Hammmonanenerit crangapt [OCT P 51275.

. Harmonanensiii crangapt 'OCT P UCO/MBK 15408.

HRoOoo~NoOa,rwNE

el el
WN PO
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14. Hammonaneueiii crangapt [OCT P UICO/M3K 15408-1.

15. Hamumonansusiii cranmapt ['OCT P UICO/MOK 15408-2.

16. Hammonanensiii crangapt I'OCT P UICO/M3K 15408-3.

17. Hanmonanwnsiii cranmapt 'OCT P UICO/MOK 17799.

18. Hammonanensiii crangapt I'OCT P MICO/M3K 27001.

19. Ha3znauenue, CTpyKTypa U METOJIMKA MOCTPOEHUS Pa3pelIUTENbHOM CUCTEMBI IOCTyIa IIepcoHala K
cekperam (pupmsl.

20. [Topsimox mpoBeACHUSI IEPETOBOPOB U COBEIIAHMI MO KOH(PUIEHIIUAIBHBIM BOIIPOCAM.

21. Busipl 1 Ha3HAYCHHE TEXHUYECKUX CPEACTB 3AIIMTHI MHPOPMALUMU B MOMEIICHUSIX, HCIIOJIB3YEMBIX
JUIS BEJICHUS TIEPETOBOPOB U COBEILIAHUI.

22. Tlopsimok paboOThl C MOCETUTENSIMU (DUPMBI, OPraHU3AIMOHHBIE U TEXHUYECKHE METOJbl 3aIlUTHI
CEKpEeTOB (YUPMBI.

23. Tlopsiiok 3aIuThl THPOPMAIIUU B PEKIAMHON U BHICTABOYHOM JESATEILHOCTH.

24. OpranusanioHHOe  o0ecriedeHue  3amuThl  uWHOpmaiuu, oO0pabaTeiBaeMOM  CpeIcTBaMU
BBIYMCIIUTEIBHON U OPraHU3allHOHHON TEXHUKH.

Tecmoeswie 3a0anun

1. Kakoe ceMelicTBO (CTEK) MPOTOKOJIOB HAanOOJIee PacpoCTPaHEHO B c(hepe MEKCETEBOTO

B3auMOEUCTBUA?
1. TCP/IP
2. TCP/UDP
3. IP/UDP
4. FTP/UDP

2. JIrobas XapaKTCpHUCTHUKA, UCII0JIb30BAHUC KOTOpOﬁ HapYIIUTEJIEM MOXKET IIPUBCCTU K peain3aluiu

YIpO3bI
1. Ya3BUMOCTH
2. Puck
3. V¥Yrposa

4. Kputuueckuii napamerp

3. [loTeH1IMaabHO BO3MOXKHOE COOBITHE, IEHCTBUE, MPOLIECC WM SBJIEHUE, KOTOPOE MOXET BbI3BATh
HaHeceHue yiepoa (MaTepruaibHOTO, MOPAJILHOTO MJIM MHOTO) pecypcaM CUCTEMBbI

1. VYrposa

2. YaI3BUMOCTH

3. Puck

4. Kputnueckuii napamerp

4. HapymeHnre paboTOCIIOCOOHOCTH 3JIEMEHTA CUCTEMBI, IIPUBO/IAIIEE K HEBOZMOXKHOCTHU BBIITOJHEHUS UM
OCHOBHBIX CBOMX (DYHKIUIT

1. Otka3
2. Coon
3. OmuoOka

4. TloGouHOE BIUAHUE

5. BpeMennoe HapymieHrne paboToCIIOCOOHOCTH 3JIEMEHTA CUCTEMBI, CJIEJICTBHEM Y€T0 MOXKET OBITh
HEMPaBUIILHOE BBHITIOJIHEHUE UM B 3TOT MOMEHT CBOEH (PyHKIIMH

1. Coon
2. OmubOka
3. Ortkas
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4. TloOo4HOE BIIMSIHUE

6. HenpaBuiibHOE BBITIOJIHEHUE 3JIEMEHTOM OJIHOM MITM HECKOJIBKUX (DYHKIIHH, TPOUCXOIAIIEE BCICACTBHE
CHEU(PUIECKOrO €ro COCTOSTHUS

1. Owubka
2. Coon
3. Orkas

4, TloOo4HOE BIIMSIHUE

3aoanun 011 KOHMPOJILHBIX padOm

=

[TpoBecTu OlLIEHKY pUCKOB UH(DOPMALIMOHHONW O€30MaCHOCTH ISl MPEAJIOKEHHOM OpraHu3aluu.

CocTaBuTh TEXHUYECKOE 3aJjaHME HA pa3padOTKy aBTOMAaTH3UPOBAHHOM CHCTEMBI B 3alllUILIEHHOM
WCIIOJIHEHUH.

Jatp onpenenenue nHpopMamoHHONH 0€30MaCHOCTH.

Kakue BUIbI KOMITBIOTEPHBIX MPECTYIJICHUH CYIIECTBYIOT?

Kaxue BUJIbI 37I0YMBINIJIEHHUKOB CYIIECTBYIOT?

Metonomnorus noctpoenus u ouenku C3U.

HaiiTe onpeneneHune yrpo3bl, akTUBa, aTaku, ya3BUMOCTH. OOOCHYHTE UX B3aUMOCBSI3b.

N

No ko

Tema 1. Yrpo3sl uadopmMaIinoHHOM 0€30MacCHOCTH B CETSAX OpraHUu3aIuu
Jliis BBIOpaHHOTO 00BEKTa 3amUThl MHGOpMauu (HApUMeEp, TTOYTOBBIM CepBEp, KOMIBIOTEP B
Oyxrantepuu, TenedoHHas 6aza OrpaHUYEHHOTO MOJIb30BAHMS HA AJIEKTPOHHBIX HOCHTENSAX U JIP)
MPOBECTH AaHAIM3 3alIUIICHHOCTH OO0BEKTa MO CIEAYIONIUM IYHKTaM BHJ YIPO3, XapakTep
MIPOUCXOXKIEHUST YIpo3, KIAcChl KaHAJOB HECAHKIIMOHUPOBAHHOTO TMOJNY4YeHHs] HH(OpMAaI,
WCTOYHUKH TOSIBJICHUS YIpo3, MPUYMHBI HAPYIICHHs 1IETOCTHOCTH MH(OpMAINH, MOTSHIIMAIBHO
BO3MOJKHBIE 3JI0YMBINIJIEHHbIE AeHCTBUsI. ONpenenuTh Ki1acc 3ailuThl HHPOPMAIIIH.

Tema 2. Ynpasnenue uniuaearamu b u o6ecrieueHre HempepbIBHOCTH OU3HECa

PaccmoTpers HOpMmaTHBHYIO ©0a3y ympaBieHuss uHnuaeHtamu Wb u  obecrnedenue
HenpepbiBHOCTH Ou3Heca. Crangaptr I[SO 27035. Wpentuduxanusi, MOpOTOKOIMPOBAHUE,
pearupoBanue Ha uHnuaeHTH WUb. Brausuue unnunentos b na OusnHec-mporeccol. Cpencrsa
ynpanenusi coositusiMu b, SOC-uientpsr b, SIEM-cucremsr ynpasnenus undopmarmeit o
0e30macHOCTH M COOBITHUSIMU HHQOpMalMoHHONW Oe3omnacHoctd, IRP-cucteMbl aBTOMaTH3auu
pearupoBaHus Ha MHIIMIEHTHI UHPOPMAIIMOHHON 6€30MacHOCTH

VYnpapneHue HenpepbIBHOCTHIO OM3HECa OpraHu3aluy.

CTpyKTypa 3K3aMeHANMOHHOI0 O1JieTa

Haumenoeanue oyenounozo cpeocmea Makcumansvhnoe
Koiuuecmeo 0annios
Bonpoc 1 14
Bonpoc 2 14
IIpakxmuueckoe 3a0anue 12
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IToka3aTe/in 1 KPUTEPHH OLICHUBAHUS IVIAHMPYEMBIX Pe3yJbTATOB OCBOCHUS
KOMIIETCHIIUH ¥ pPe3y/1bTATOB 00y4eHusl, IKAJA OLeHUBAHUSA

Tabmuna 5
IlxaJja oneHUBaAHUA ®opmupyembie | HMHaukatop Kpurepuu YpoBeHb
KOMIETEeHIMN | JOCTHKEHHSI OLIEHMBAHUSA OCBOEHHSI
KOMIIeTeHIINI KOMIeTeHImii
85-100| «oramuno» | YK-2.Cnocoben YK-2.1. 3HaeT BepHO M B MoJHOM ob6beme: | [IpoaBuHYTHIH
6a/10B OIIPEETATh KPyT [Tonumaer OCHOBHBIC TPUHLMUIIEI M KOHIENIMU B
3a7a4 B paMKax 0azoBbIe obnacTu IeienojaraHust U IPUHATHA
MOCTaBJICHHOH TPUHIIUTIE] pELICHUH; METOObl T'CHEPHPOBAHUS
LIETTN U BBIOUPATh | TOCTAHOBKM | aJbTEPHATHB PEIICHWH W HPUBEICHHSA
ONTHMAaJIbHbIC 3ama4 u UX K COIIOCTAaBUMOMY BHAY TSI BEIOOpa
CIOCOOBI UX BBIPAOOTKH | ONTHMAJIBHOTO  PELICHUS; HPUPOIY
pELICHUS, UCXOAS pemeHuit. JAHHBIX, HEOOXOMMMBIX AJSI PELICHUS
U3 JEHUCTBYIOIINX YK-2.2. MOCTaBJICHHBIX 3ajad; OCHOBHBIC
MIPaBOBBIX HOPM, Bribupaer METOJBl  NPUHSTHUS PEIICHUH, B TOM
MMEIOIINXCS ONITHMAJIbHBIC | YMCJIE B  YCJIOBUSX  pUCKAa U
pecypcos u CHOCOOBI HEOTpeIeJICHHOCTH; BUJIBI u
OTpaHUYCHUH. pereHus WUCTOYHMKHA BO3HHUKHOBEHHS PHCKOB
OIIK-3. 3a/1a4, UCXOJsl | TIPUHATHUS pelieHu, METOIbI
Cnocoben u3 YIIpaBICHUS UMH; OCHOBHBIE
pemats JECHCTBYIOIINX | HOPMAaTHBHO-TIPABOBBIE  JTOKYMEHTBI,
CTaH/IapTHBIC MPaBOBBIX periIaMeHTHPYIOIIHE TIpoIecc
3a71a4n HOPM, NPUHATHS pEIIeHHH B KOHKPETHOM
npodeccHOHaNBH | MMEIOIUXCS | MPEIMETHOH obactuy;
O IESITENBHOCTH | PECYpPCOB M | METOJOJIOTUYECKHE U TEXHOJIOTHIECKHE
Ha OCHOBE OTpaHWYEHHH. | OCHOBBI KOMIUIEKCHOTO OOecre4eHus
HHPOPMAITUOHHO OIIK-3.2. 0€30MacHOCTH  aBTOMAaTH3MPOBAaHHBIX
uu Pemaer HH(POPMALMOHHBIX CHUCTEM; METOMABI U
oubnuorpaduuec 3a/1a4uu CpelicTBa, COBPEMEHHBIE TMOIXOABl K
KOM KyJbTYpBI ¢ | IpOo(heCCHOHAN | IIOCTPOCHUIO cucTeM 3aIIUTHI
NPUMEHEHHUEM bHOM uHdopmanmy,  KPUTEPUH  OLEHKH
MH()OPMALMOHHO- | AEATEIBHOCTH | 3aIIUIIEHHOCTH uc, TPUHIUTIBI
KOMMYHUKAIOH C y4eToM (dbopMupoBaHus TIOJUTHKH
HBIX TEXHOJIOTHH OCHOBHBIX nH(popMannoHHOH 6e3omacHoCTH
U C y4eTOM TpeboBaHUII | B aBTOMAaTH3MPOBAHHBIX CHCTEMaX;
OCHOBHBIX nH(pOpMaLMOH | HOPMAaTHBHO-TIPABOBBIE JTOKYMEHTHI 110
TpeOoBaHMIA HOM o0ecrieueHHIo WHPOPMAIMOHHOM
nHpOpMaMOHHO | 6e30macHOCTH | 0E30MaCHOCTH, CTaHJAAPTHI MOCTPOCSHHSI
it 6ezomacHOCTH CHCTEM UH(OPMALMOHHOH
0e30IaCHOCTHM ¥ OLIEHKH CTENeHHU
3alIUTBl  CUCTEM  HH(OPMALMOHHOM
0e30MacHOCTH  OOBEKTOB, OCHOBHBIE
METO/Bl  KOHTPONS  3()(HEKTHBHOCTH
obecrieyeHUs WHPOPMAMOHHOM
Oe3omacHOCTH HH(POPMAIIMOHHBIX
CHCTEM.

YMeer BepHO M B HOJHOM O0beme:
CHCTEMHO aHaM3uPOBaTh
MOCTABJICHHBIE LENH, (OPMYyIHPOBAThH
3aJauyl M Npeaiaratb 00OCHOBAaHHbIE
pelIeHus;  KPUTHYECKH  OIICHHBATH
nHPOPMALIMIO O TPEAMETHON 00yacTh
NPUHATUSL  PEUICHUi;  HCIIOIb30BaTh
WHCTPYMEHTAIBHBIE ~ CPEACTBA  JUIA
pa3paboOTKM ¥ NPUHATUS PpEIIeHUH;
MPOBOANTG MHOTO(AKTOPHBIA aHaAIN3
9JIEMEHTOB MpPEAMETHOW 001acTH Ui
BBISIBJICHUS OrpaHHYEeHUH pu
NPUHATUH pElIeHUH; pa3padaTsiBaTh U
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OLICHMBATh AJILTEPHATHBHBIC PEILICHUS C
y4eToM PHCKOB; BBIOMpPATH
ONTHMAJBHBIE pEIICHUs HUCXOAS U3
JEUCTBYIOIINX NPaBOBBIX ~ HOPM,
HMEIOIINXCS PECYPCOB U OTPaHWICHHH;
pa3pabaTbIBaTh MOAETH  yIpo3 U
HapylLurenei HHPOPMATNOHHOM
6e3omacroctun VIC, BBIABIATH YTrpO3HI
WHPOPMAIMOHHOW  0E30IIaCHOCTH U
000CHOBBIBAThH OpTaHHU3aI[IOHHO-
TEXHUYECKHE MEPONPUATHS MO 3alluTe
nndopmarmn B UC;  BBLIBIATH
YSI3BUMOCTH nH(pOpMaLMOHHO-
TEXHOJIOTHYECKHUX pecypcoB
aBTOMATH3MPOBAHHBIX ~ CHCTEM W
MIPOBOANTH MOHHUTOPHHT yrpo3
6esomacroctn  MC;  aHamm3mpoBaTth
puckn  MHGOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3aIUIICHHOCTH
u  obecrieueHnssT  MH(POPMAITMOHHON
6e30macHOCTH nH(OPMaIMOHHBIX
CHUCTEM, BBITIOJIHATH paGOTLI Ha
CTaguAaxX W OTanax CO3JaHHusAd HC B
3allIMIIEHHOM HCIIOJIHEHUH; COCTaBIISATh
aHANMUTUYECKHUEe 0030phI MO BOIMpOCaM
obecrieyeHus nHpopMaMOHHOK
6esomacaoctnt IC u pa3pabartsiBaTh
YacTHHIC MOJHTHKH WH(pOpMAnMOHHOMN
6e3omacaoctu UC.

70 -84
0aJ110B

«XOpOo1Io»

YK-2. Cnocoben
OTIpEeNIeNATh KPyT
3a1a4d B paMKax
MIOCTaBJIEHHOM
LIeJTA ¥ BEIOUPATh
ONTHUMAaJIbHBIE
CIOCOOBI UX
pemeHus, UCX0as
U3 JEUCTBYIOIUX
HPaBOBBIX HOPM,
HNMETOIUXCS
pecypcoB u
OTrpaHUYEHUH.
OIIK-3.
CrocobeH
pemaTh
CTaHJapTHHIE
3a1aun
npodeccroHanbH
01 1eATENBHOCTH
Ha OCHOBE
HHPOPMALIMOHHO
"u
6ubmmorpagpuuec
KOH KyNlbTypBI C
MIPUMEHEHHEM
nHpopManmoHHO-
KOMMYHUKAIMOH
HBIX TEXHOJIOTHH
U C y4EeTOM
OCHOBHBIX
TpeboBaHuUit
HHPOPMALIMOHHO
i 0e30macHOCTH

YK-2.1.
IlonnmaeTt
06a3o0BbIe
TIPAHITHIIBT
IIOCTaHOBKHU
3aJa4 1
BBIPAOOTKH
peuIeHU.
YK-2.2.
Bribupaer
OIITUMAJIbHEIE
CII0COOBI
penreHus
3a71a4, UCXOJIs
u3
JIEUCTBYIOIINX
MIPABOBBIX
HOPM,
HMEIOIINXCS
pecypcoB u
OTpaHUUYEHUM.
OIIK-3.2.
Pemaer
3a1a4n
npodeccroHan
bHOM
JIeSITCIbHOCTH
C YYeTOM
OCHOBHBIX
TpeboBaHUi
HHPOPMAIIHOH
HOH
06e30mMacHOCTH

3Haer c He3HAYHUTEJIbHBIMH
3aMeYaHUsSIMH: OCHOBHBIC TIPHHIIUTIBI
51 KOHIIENIUN B obnactu

LeNenoaaranis U MPUHATHA PELICHUN;
METOIbl T€HEPHUPOBAHMSA aJbTCPHATUB
pelmleHHd W TPUBENEHUS HUX K
COMOCTaBUMOMY BHIYy A BBIOOpa
ONTUMAJILHOTO  DPELUCHUS;  HPUPOAY
JTAaHHBIX, HEOOXOMUMBIX I PELICHUS

IIOCTABJICHHBIX  3a]ady; OCHOBHEIE
METOABl  TPHHATHUS pEIICHUil, B TOM
ygcie B YCIOBHAX  pHCKa H
HEOIPEJEIEHHOCTH; BHJIbI u
HUCTOYHUKUA BO3HUKHOBEHUS PHCKOB
HIPHUHATHUS pELIeHNH, METO/bI
yIpaBJIeHUs UMy, OCHOBHBIE
HOPMATHBHO-TIPaBOBBIE  JOKYMEHTHI,
perilaMeHTHpYoLI1e npoliecc
OPUHATHUS PEIICHUH B KOHKPETHOM
MpeIMETHOM obnacTw;

METOAOJIOTUYCCKHUE U TCXHOJIOTHYCCKUC
OCHOBBI KOMIIJIEKCHOTO 00eCIeueHus
0e30MacHOCTH ABTOMATU3UPOBAHHBIX
I/IHq)OpMaL[I/IOHHBIX CHCTEM, MCTOAbI H

CpelCcTBa, COBPEMEHHBIE MOIXOABI K
[IOCTPOECHHUIO CHCTEM 3aIIUTHI
HHpOpMAaLUH, KPUTEPHH OLIEHKH
3al[UIIEHHOCTH HC, MIPUHLATIBI
(dhopmMupoBaHuS MOJINTUKHA
MHGOPMAITMOHHOU 0e30macHOCTH
B aBTOMAaTH3UPOBAaHHBIX CHCTEMAX;

HOPMAaTUBHO-TIPABOBBIC JOKYMCHTHI I10
obecrieueHnIo nHGOPMAMOHHOM
0€3011aCHOCTH, CTaHIAPThl MTOCTPOCHHUS

IToBBINIEHHDBIH
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cucTeM nH(pOpMaMOHHOH
0e30I1acHOCTH W OLCHKH  CTENEHH
3alIUTBl  CUCTEM  HWH(OPMALMOHHOM
0€30IIaCHOCTH  OOBEKTOB;, OCHOBHEIE
METOABl  KOHTPOIs  3PPEeKTHBHOCTH

obecrieueHUs WHPOPMATNOHHOM
Oe3omacHOCTH WH(POPMAIIMOHHBIX
CHCTEM.

Ymeer c He3HAYUTEIbHBIMHU
3aMeqYaHUsSIMH: CHCTEMHO

aHANM3UPOBATh IOCTABJICHHBIE IIEJH,
(dbopMynHpOBaTh 3a7aYd M OpeAiaraTh
00OCHOBAHHBIC PCICHUS;, KPUTUYCCKU

OLICHUBATb nH}pOpPMAaIHIO 0
MpeAMETHON obmactn MIPUHSTHSL
pelIeHui; HCII0JIb30BAThH

WHCTPYMEHTAIBHBIC  CPEACTBA IS
pa3paboTKM ¥ NPUHATHSA PEIICHUH;
MPOBOANTG MHOTO(AKTOPHBIA aHANN3
3JIEMEHTOB MPEAMETHOW 001acTH Ui
BBISIBJICHUS OrpaHHYEHUI npu
NPUHATUH PELIeHUH; pa3pabaThiBaTh U
OLICHMBATh AILTEPHATHBHBIC PEILICHUS C
y4eToM PUCKOB; BBIOMPATh
ONTHMANbHBIE pEIICHUs HUCXOAS U3
JIEUCTBYIOIIUX MIPaBOBBIX HODM,
HMEIOIINXCS PECYPCOB U OTPaHWICHHH;
pa3pabaTbBaTh  MOAETH  yrpo3 U
Hapylurenei WHPOPMAMOHHOM
6e3omacHoctn MIC, BBISIBIATH YIPO3BI
WHPOPMAIMOHHOW  0E30MaCHOCTH U

000CHOBBIBATb OpraHU3aIOHHO-
TEXHUYECKHE MEPONPUATHS IO 3aluTe
napopmanmy B MC;  BBIABIATH
YSI3BUMOCTH HHPOPMALIMOHHO-
TEXHOJIOTHYECKUX pecypcoB
ABTOMATH3MPOBAHHBIX CUCTEM u
MIPOBOANTD MOHHUTOPHHT yrpo3

oesomacroctn  MC;  aHamm3mpoBath
puckn  MH(GOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3alUIICHHOCTH
u  obecrieueHHss  WH(POPMAIMOHHON
Oe3omacHOCTH HH(POPMAIIMOHHBIX
CHCTEM;  BBINOJHATE  pabOTHl  Ha
cragusax u dTanmax cosganus MC B
3alIMIIEHHOM HCIIOJIHEHUH; COCTaBIISTh
aHANMUTUYECKHE 0030pBI MO BOMpOcCaM
obecrieueHus nHpopMaMOHHOH
6esomacaoctn IC u pa3pabaTsiBaTh
YacTHBIE TOJINTHKA HH(OPMALMOHHOM
6e3onacuoctu MC.

50 -69
0aJ1710B

«YAOBJICTBOPH
TeJIbHO»

YK-2. Cnocoben
ONPEEIATh KPYyT
3a7a4d B paMKax
MOCTABJICHHOM
LIEJIA ¥ BEIOUPATH
OIITHUMAaJbHBIE
CIOCOOBI UX
pENIeHNsT, UCXOIS
U3 IEUCTBYIOIINX
MIPaBOBBIX HOPM,
AMEIOLINXCS
pecypcoB u

YK-2.1.
TlonnmaeTt
0a3oBEIC
TIPUHITHITEL
IIOCTaHOBKH
3a1a4 u
BBIPAOOTKH
peLeHU.
YK-2.2.
Bribupaer
ONTHUMAaJIbHEIE
CIIOCOOBI

3uaer Ha 0a30BOM YpOBHe, ¢
OIMOKAMH: OCHOBHBIE MNPpUHIUIIBI 1
KOHICIIIIUKU B obnactu neJerojaaranus
u HNPUHATHUA peIHCHPlﬁ; METOAbI
TEHEPUPOBAHUs aNbTEPHATHB PELICHUN
U IPUBCJACHHUA HUX K COIIOCTaBUMOMY
BUAY AN BBHIOOpPa  ONTHUMAIBLHOTO

peUICHUSA; mpupony JaHHBbIX,
H€O6X0)II/IMI)IX JUI peuIicHuA
TIOCTaBJICHHBIX 3aaa4, OCHOBHBIC

METOJbl  NPUHATHUS PELIEHUH, B TOM
4yycjle B YCIOBHMAX pHCKA U

ba3oBblii
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OTpaHUYCHUH.
OIIK-3.
Cnocoben
pematsh
CTaH/apTHBIC
3a7a4n
npogeccrnoHaNbH
O IeATENbHOCTU
Ha OCHOBE
nH(OPMaLMOHHO
Wu
6ubmmorpagpuuec
KOH KYJIBTYPBI C
MIPUMEHEHHUEM
HHPOPMALMOHHO-
KOMMYHUKAIHOH
HBIX TEXHOJIOTUH
U C y4EeTOM
OCHOBHBIX
TpeOoBaHMIA
MH(OPMaLMOHHO
it 6e30macHOCTH

pereHus
3aj1a4, UCXOAS
u3
JEUCTBYIOIIUX
IPaBOBBIX
HODM,
HMEIOIIHIXCS
pecypcoB u
OTrpaHUYEHUI.
OIIK-3.2.
Pemaer
3a7a4u
npodeccroHan
bHOU
JesATEIEHOCTH
C y4eToM
OCHOBHBIX
TpeOoBaHMit
HHPOPMAIIIOH
HOH
0e301acHOCTH

HEOIPEeeIEHHOCTH; BUJIBI u
UCTOYHUKUA BO3HUKHOBEHHUS PHCKOB
NPUHSATHUSL peuieHui, METOABI
YIIpaBICHUSA UMH; OCHOBHBIE
HOPMaTHBHO-TIPABOBBIE  JTOKYMEHTBI,
peryIaMEeHTHPYIOIIHE TIpoIIecc
NPUHATHUS PEIIEHUH B KOHKPETHOM
TIPEeIMETHOM obnacry;

MCTOOOJOTUYCCKHEC U TCXHOJIOTUYCCKHE
OCHOBBI KOMIUIEKCHOTO OOeCIeueHus
06e30MacHOCTH ABTOMATU3UPOBAHHBIX
I/IH(i)OpMaHI/IOHHI)IX CHCTEM, MCTOAbI H
CpeaACTBa, COBPEMCHHBLIC MOAXOJblI K

HOCTPOEHUIO cHcTeM 3aIIUTHI
nHGOpPMALUK,  KPUTEPUH  OLECHKHU
sampmensoctn UG, HPUHIHIIBL
bopMHupoBaHHs TIOJIUTUKH
HHPOPMAIMOHHON Oe3omacHOCTH
B aBTOMATH3UPOBaHHBIX CHCTEMax;
HOPMAaTHBHO-TIPaBOBBIC JTOKYMEHTHI IO
00ecreueHHIo nHpopManoHHOH
0€30I1aCHOCTH, CTaHAAPTHI IOCTPOCHUSL
CUCTEM UH(OPMALMOHHOH

0E30MMacHOCTH W OIEHKH  CTCICHU
3alIUTBl  CUCTEM  HWH(OPMALMOHHOM
0e30MacHOCTH  OOBEKTOB, OCHOBHBIC
METObl  KOHTPOIS  3()(HEKTHBHOCTH

obecrieueHUs HHPOPMANOHHOM
Oe3omacHOCTH WH(POPMAIIMOHHBIX
CHCTEM.

Ymeer Ha 0a3oBoM ypoBHe, C
omMOKaMM: CUCTEMHO aHAJIH3HPOBATH
MOCTaBJICHHBIE LENH, (OPMYIHPOBATH
3aJaud M TpeasaraTb 00OCHOBAaHHBIE
pelIeHus;  KPUTHYECKH  OLICHHBATh
“HPOPMALIMIO O MPEAMETHON o0iacTu
NPUHATUSL  PEUICHUi;  HCIIOJIb30BaTh
WHCTPYMEHTAIBHBIE  CPEACTBA  JUIA
pa3paboOTKM ¥ NPUHATHS PpEIICHUi;
MPOBOANTG MHOTO(GAKTOPHBIA aHAIN3
3JIEMEHTOB MPEAMETHOW 001acTH Ui
BBISIBJICHUS OTpaHUYECHUH pu
NPUHATHY PEIICHUH; pa3padaThiBaTh U
OLICHMBATh AJIbTEPHATHBHBIE PEILICHUS C
y4eToM PHCKOB; BBIOMPATh
ONTHMANbHBIE pEIIeHUs HUCXOAS W3
JIEHCTBYIOIINX MIPaBOBBIX HODM,
HUMEIOIUXCS PECYPCOB U OTPaHUYCHUH;
pa3pabaTbIBaTh  MOAETH  yIpo3 H
HapylmuTenei nH}popMannoHHOH
6e3onacHoctn MC, BBISBISTH YIpO3BI
nHdopmanmonHoii  OGe3omacHocTH U

000CHOBBIBATH OpraHU3allIOHHO-
TEXHUYECKHE MEPONPUATHS MO 3aluTe
napopmarmt B MC;  BBIABIATH
YSI3BUMOCTH MHPOPMAITMOHHO-
TEXHOJIOTHYECKUX pecypcoB
ABTOMAaTH3UPOBAHHBIX CUCTEM u
MIPOBOTIUTH MOHHUTOPHHT yrpo3

6esomacroctn  MC;  aHamm3mpoBath
puckn  MHGOPMALMOHHBIX  CHCTEM,
OCYILIECTBIISITh OLEHKY 3alUIIECHHOCTH
u  obecrieueHns  MH(OPMALMOHHOM
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6e3omnacHocTn nH(pOPMAMOHHBIX
CHCTEM;  BBINOJNHATH  pabOTHl  Ha
cramuax ® dTamax cosmanus MC B
3AIMUIICHHOM MCIOJHEHHH; COCTaBIIATh
aHAJIUTHYECKHEe 0030pbl MO BOIPOCAM
obecrieueHUs WHPOPMATNOHHON
6esomacaoctn IC m pa3pabarsiBaTh
YaCTHBIC MOJUTHKH WH(OPMAIMOHHON
6e3omacuoctu MC.

MeHee 50
0aJ1J10B

«HeyJ0BJIETBO
PUTEJIbHO»

YK-2. Cnocoben
OTIPEICTATh KPyT
3a7a4 B paMKax
[IOCTABJIEHHOM
LIeJTU U BEIOUpATh
ONTHMAJIbHBIC
CrocoObl ux
peLIeHusl, UCXOAs
U3 JEHUCTBYIOIINX
TIPaBOBBIX HOPM,
MMEIOIINXCS
pecypcoB u
OTpaHUYCHUH.
OIIK-3.
Cnocoben
pemaThb
CTaH/IapTHBIC
3a1aun
npo¢eCCUOHANBH
OMf 1eSITeTBHOCTH
Ha OCHOBE
HHPOPMAIMOHHO
nu
oubnmorpaduaec
KOH KYJIBTYPBI C
NpUMEHEHHUEM
HHPOPMALMOHHO-
KOMMYHUKaIMOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeOoBaHMIA
HHPOPMAMOHHO
it OezomacHOCTH

YK-2.1.
ITonnmaer
0azoBbIe
MPUHLUIIEI
MIOCTaHOBKH
3ana4 u
BBIPAOOTKHU
peLICHUN.
YK-2.2.
Bribupaer
ONITHMAaJIbHBIE
CrocoO0BI
pemeHus
3a1a4, UCXOsI
u3
JIEACTBYIOIINX
MPaBOBBIX
HODM,
HUMEIOLINXCS
pecypcoB
OTrpaHUYEHUI.
OIIK-3.2.
Pewaer
3a7a4n
mpogeccHoHaN
bHOU
JeSTeIbHOCTH
C y4eToM
OCHOBHBIX
TpeboBaHMit
HHPOPMAIIMOH
HOM
0e3omacHOCTH

He 3nHaer Ha 0a30BOM YpoOBHe:
OCHOBHBIC TPUHLUIBLI ¥ KOHIEHIWU B
obnacTu 1esenojaraHusi U TPUHATHA
pelleHui; METOAbl TeHEepUPOBAHUA
aNbTEepPHATHB PEIIEHUH U NpUBEACHUS
UX K CONOCTaBUMOMY BHJIY JUIS BEIOOpa
ONTUMAJIBHOTO  PELIeHUs; HPUPOAY
JTaHHBIX, HEOOXOJUMBIX I PELICHUS

MOCTaBJIICHHBIX  3a7ad; OCHOBHBIE
METOABl  NPHUHATHUS PELICHUH, B TOM
4yycie B YCIOBHAX  pHCKa H
HEOIPEEIEHHOCTH; BHJBI u
HUCTOYHUKHA BO3HUKHOBEHUS PHCKOB
MIPUHATHUSL peIeHHH, METOIBI
yIpaBJIeHUS UMy, OCHOBHEBIE
HOPMATHBHO-TIPaBOBBIE  JOKYMEHTHI,
periiaMeHTHpYoLI1e npoliecc
OPUHATHUS PEIICHUH B KOHKPETHOM
MpeIMETHOM obnactu;

METOAOJIOTUUCCKHUE U TCXHOJIOIHMYCCKUEC
OCHOBBI KOMILIEKCHOTO 00eCIeUeHHs
0e30IMaCHOCTH ABTOMATU3UPOBAHHBIX
I/IH(I)OpMaI_[I/IOHHBIX CHUCTEM; METOAbI H

CPEACTBa, COBPEMEHHBIE IOJIXOIBI K
MIOCTPOEHHIO cucTeM 3aIINTHI
nHQOPMALMH,  KPUTEPHH  OLEHKHU
3aLUIIEHHOCTH nc, [IPUHLIMIIBL
(dhopMupoBanus TIOJIUTUKA
HHPOPMALMOHHON 6e3o0macHOCTH
B aBTOMAaTH3MPOBAHHBIX CHUCTEMaX;

HOPMAaTUBHO-TIPABOBLIC JOKYMCHTHI I10

o0ecrieueHHIo HHPOPMAIMOHHON
0e30MacHOCTH, CTaHAAPTHI ITOCTPOCHUS
CHCTEM HHOOPMAIIMOHHOM
0e30MacHOCTH M OLECHKM  CTEICHU
3aIUTBl  CHCTEM  HH(POPMALMOHHON
0e30MacHOCTH  OOBEKTOB, OCHOBHBIE
METOIBl  KOHTPOJSL 3D (EKTHBHOCTH
obecrieueHus nHpopMaMOHHOH
Ge3omacHOCTH HWH(POPMAIMOHHBIX
CHCTEM.

He ymeer Ha 6a30BOM YpoBHe:

CHUCTEMHO aHAJIM3UPOBATh
MOCTaBJICHHBIE IIeTH, (OPMYIHPOBATH
3aJaud W Tpeaiaratb 00OCHOBaHHBIC
pelleHHs;  KPUTHYCCKH  OLICHUBATH
HHPOPMALIUIO O TPEAMETHOH ob0iacTu
NPHUHATHS ~ PEIICHUA; HCIOJIh30BATh
HHCTPYMEHTAJbHBIC  CPEACTBA IS
pa3pabOTKH W TPUHSATHS PEIICHHIA;
MPOBOIUTE MHOTO()AKTOPHBINA aHAIH3
9JIEMEHTOB MpPEAMETHOW o00JjacTH Jyis
BBISIBJICHUS OTrpaHUYCHUI npu
MPHUHSATHH PELICHUH; pa3pabaThBaTh U

Komnerenunu
He
copMupoBaHBI
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OLICHMBATh AJILTEPHATHBHBIC PEILICHUS C
y4eToM PHCKOB; BBIOMpPATH
ONTHMAJBHBIE pEIICHUs HUCXOAS U3
JEUCTBYIOIINX NPaBOBBIX ~ HOPM,
MMEIOIINXCS PECYPCOB U OTPaHWICHHH;
pa3pabaTbIBaTh MOAETH  yIpo3 U
HapylLurenei HHPOPMATNOHHOM
6e3omacroctun VIC, BBIABIATH YTrpO3HI
WHPOPMAIMOHHOW  0E30MaCHOCTH U
000CHOBBIBAThH OpTaHHU3aI[IOHHO-
TEXHUYECKHE MEPONPUATHS MO 3alluTe
nndopmarmn B UC;  BBLIBIATH
YSI3BUMOCTH nH(OopMannoHHO-
TEXHOJIOTHYECKHUX pecypcoB
aBTOMATH3MPOBAHHBIX ~ CHCTEM W
MIPOBOANTH MOHHUTOPHHT yrpo3
6esomacroctn  MC;  aHamm3mpoBaTth
puckn  MHGOPMALMOHHBIX  CHCTEM,
OCYIIECTBIISITh OLEHKY 3aIUIICHHOCTH
u  obecrieueHnssT  MH(POPMAITMOHHON
6e30macHOCTH nH(OPMaIMOHHBIX
CHUCTEM, BBITIOJIHATH pa6OTbI Ha
CTaguAaxX W OTanax CO3JaHHusAd HC B
3allIMIIEHHOM HCIIOJIHEHUH; COCTaBIISATh
aHANMUTUYECKHUEe 0030phI MO BOIMpOCaM
obecrieyeHus nHpopMannoHHOH
6esomacaoctnt IC u pa3pabartsiBaTh
YacTHHIC MOJHTHKH WH(pOpMAnMOHHOMN
6e3omacaoctu UC.
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MuHHMCTEPCTBO HAYKH U BbIcIIero oopasosanusi Poccuiickoii ®enepanun

(denepanbHOe rocy1apcTBeHHOE 0K0IKeTHOE 00pa3oBaTesIbHOE YUPeKACHUEe
BbICIIETr0 00pa30BaHUSA
«Poccuiicknii s3xoHoMmuuyeckuii yausepcurer umenu I'.B. Iliiexanosa»

q)aKyJILTeT IKOHOMUKHU, MCHCIKMECHTA 1 TOPIOBJIH

Kadeapa 3xoHOMHKY U HH(PPOBBIX TEXHOJIOT U

AHHOTAIIMSA K PABOYEH ITPOT'PAMME JTUCIUILIAHBI

b1.0.13 HNupopmanuoHHasi 0e30NaACHOCTH

HanpasiieHue noaroToBKm: 09.03.03 IIpukaaaHas nHpopmMaTuKa
Hanpasiennocts (mpoduis) nporpammsbl:  [lpukiaaagnas uagopmMaTnka B 3IKOHOMHUKE

YpoBeHb BbICHIEro 00pa3oBaHuUs bakanaspuar

Kpacnopap — 2024 r.
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1. Heab 1 3a7a4M AU CHUNJIMHBI:

Leab IUCHUILIMHBI 3aKITI04aeTcsl B GOPMUPOBAHUN 3HAaHUN 00 O0BEKTaX U 3a7a4ax
3aIUTHhI, CIOCO0AX U CPEACTBAX HapyLIEHUsI HH(POPMALMOHHON O€3011aCHOCTH, O
OPUHLKIIAX U MOJIX0JaX K PEIICHHUIO 3a/1a4 3allUThl UH(pOpMaLMK; a TaKke POPMUPOBAHUE
YMEHHH 110 MPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTUH, BBIOOpA CPEACTB U UHCTPYMEHTOB
3a1UThl UHQOPMALIMU /1711 IOCTPOEHUSI COBPEMEHHBIX 3aLIUIIEHHBIX JKOHOMUYECKUX
MH(POPMALIMOHHBIX CUCTEM.

3agaum JMCUMILINHBI:

- U3YYHTbH CPeJICTBA oOecrieueHus: HHPOPMAIMOHHON 0€30MacHOCTH SKOHOMHYECKON
WH(GOPMALIMOHHON CUCTEMBbI COBPEMEHHON OpraHU3allHH;

- ¢dopMHupOBaHHE YMEHHS OOCCICUHTh 3amuTy UWHOOpMAIMU © OOBEKTOB
uHpopMaTu3anuy; (HopMHpOBAaHHE YMEHHSI COCTABISATH 3aSBUTENBHYIO JTOKYMEHTAIMIO B
HaJ30pHbIE TOCYAAPCTBEHHBIE OPraHbl HHPOKOMMYHUKAMOHHOM OTPACIIH;

- U3y4YUTh CPEACTBA 3aLIUTHI JAHHBIX OT Pa3pyLIAOMIMX IPOrPaMMHBIX BO3/IEHCTBHIA;

- NOHMMAThb M BHEIPSITh OPraHU3ALMIO0 KOMIUIEKCHOM 3allluThl MHQOpMalUuu Ha
KOMITBIOTEPAX OpraHU3allNH;

- (OopMHpOBaHHME HABBIKOB OOECHEYEHHUs 3aIIUTHl OOBEKTOB HMHTEJUIEKTYalbHON
COOCTBEHHOCTH, pE3yJIbTaTOB HCCIEAOBAaHUN MU pPa3pabOTOK Kak KOMMEPUYECKOH TalHbI
IPEANPUATHS.

2. Coaep:xaHue TUCHHUIIUHBI:

Ne
/i HaumeHoBaHue pa3iesioB / TeM IMCHMILIMHBI
1 Tema 1. CTanmapTsl U HOPMATUBHO-TIPABOBBIC aKThI B 00JaCTH WH()OPMAITMOHHON
' 0€30MMaCHOCTH.
) Tema 2. AHanu3 pUCKOB U yrpo3 HHHOPMAITMOHHON OE30MACHOCTH.
3 Tema 3. [IpoexTupoBanue, pa3padoTka U BHEPEHNE aBTOMATU3UPOBAHHBIX
CUCTEM B 3aIMIIEHHOM HCIOJHEHHUHU.
TpynoemMkocTh JTUCHUILIMHBI cocTaBJsAeT 4 3.e. / 144 yacos.

PdopMa KOHTPOJISA — IK3AMEH

CocraBuren:

acCUCTEHT Kadenpsl MpUKIAAHOW HHPOPMATUKHU U UHPOPMALITUOHHOM
6e3onacHocth [1.A. Ko3bipes

K.T.H, JIOIICHT Kadeapbl MPUKIATHON NHHOPMATUKHU

u undopmarmonnoi 6ezonacuoctu B.B. Kpeonanos

K.T.H., IOIEHT Kaeapbl 5KOHOMUKH U UG POoBbIX TexHonoruii P.H. ®ponos
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