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OLEHOYHBIE MATEPUAJIbI

no aucuuiuinae UudgopmannonHasi 6e30macHoOCTb

MNEPEYEHb KOMIIETEHIIUHI C YKA3AHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX POPMUPOBAHUA 110 JNCIHUIIIMHE

DopMupyemble Nuauxkaropsl Pe3yabTaThl 00yueHUsA HaumeHoBaHue
KOMIIeTeHIIM U HOCTHKEHHSA (3nanun, ymenus) KOHTPOJHMPYEMBIX
(k00 u KOMIeTeHIN i pa3aesioB H TeM
HaumeHosaHue | (KOO U HauMeHO8aHUe
KOMnemeHyuu) UHOUKAmopa)
VYK-2. Cnocoben | YK-2.1. ITonumaer | YK-2.1. 3-1. 3naetr ocHoBHBIe npuHuMIbl | Tema 1. CTangapTel u
OTIpeIETNATh Kpyr | 6a30Bble  MPHUHLMWIBI | 1 KOHIIETIIIMU B OOJIACTH IIENENOJaraHusl | HOpMaTHBHO-

3a7a4 B paMKax
MOCTaBJICHHOH
LIEH U BHIOUPATh
OINTUMAJILHBIC
CIIOCOOBI MX
peLIeHus, UCXOAs
U3 JIENUCTBYIOIINX
MIPaBOBBIX HOPM,
HMEIOIIUXCS
pecypcoB u
OTpaHUYECHUI

[IOCTAaHOBKU 3a/a4 U
BBIpAaOOTKH peLICHUI

Y TIPUHATHS pelIeHUN

VK-2.1. 3-2. 3Haer METOJIBI
TeHEPUPOBaHMsI AIbTEPHATUB PEICHUNA U
MPHUBEJIEHUS] WX K COMOCTaBUMOMY BHIY
IUTSL BBIOOpA ONITUMAJIBHOTO PELICHHUS
VK-2.1. 3-3. 3Haer mnpupody HAaHHBIX,

IIPaBOBBIC AKTHI B
oOmactu
MH(QOPMAITIOHHOM
Oe3omacHoCTH.

Tema 2. Ananuz

HEOOXOIMMBIX JUIS pEIIEeHUs | PUCKOB U YyIpO3
MMOCTABJIEHHBIX 3a7a4 UHGOPMAIHOHHOM
VK-2.1. V-1. VYwmeer CUCTEMHO | 0€30macHOCTH.
AaHAIM3UPOBATh  TOCTaBJICHHBIC  IIEJIH,
dbopmMynupoBaTh 3amaud M npeaiarath | Tema 3.
000CHOBaHHBIC PELICHHUS [IpoekTuposanue,
VK-2.1. V-2. VYmeer KpUTHYECKH | pa3paboTka U
OIICHHMBaTh MH()OPMAILIHMIO O IPEAMETHOH | BHEIPECHHE
00J1aCTH IPUHATHUS PEIICHUI aBTOMAaTHU3UPOBAHHBIX
VK-2.1. V-3. VYmMeer wucnoian3oBaTh | CHCTEM B
WHCTPYMCHTAIbHBIC CpencTBa IUIsL | 3alTUIIICHHOM
pa3pabOTKH M IPUHATHUS PEIICHUN HCIIOJTHCHHH.
YK-2.2. Buidupaer | YK-2.2. 3-1. 3naer ocHoBHBIe MeTOonnl | Tema 1. CtanmapTsl 1
ONTUMAJILHBIE MPUHATUS PEIICHUH, B TOM 4YHCJIEC B | HOPMaTUBHO-
CITOCOOBI pEIIeHUs | YCIOBUSAX PUCKA U HEONPEACICHHOCTH IIPaBOBBIC aKThHI B
3ajgad, ucxoad w3 | YK-2.2. 3-2. 3HaeT BUIABI MU HCTOYHHMKH | 00JaCTH
JEHCTBYIOIIHIX BO3HHKHOBCHUS PpHUCKOB MPUHATUS | UTHPOPMAITMOHHON
MTPaBOBBIX HOpM, | pElICHUI, METOIbI YIIPABICHUS MU 0e30IaCcHOCTH.

HUMEIOIUXCST PECYPCOB
1 OTPaHWYEHHUH

VK-2.2. 3-3. 3Haer OCHOBHBIC
HOPMAaTUBHO-TIPABOBBIC JIOKYMEHTBI,
perJIaMeHTHPYIONIUE TPOIECC MPUHATHS
pelieHnii B KOHKPETHOMW MpeAMETHOMN
obyactu

YK-2.2.  V-1. VYMeer npoBOIUTH
MHOTO(aKTOPHBIH  aHaIM3  3JEMEHTOB
IpeIMEeTHONH O0JacTH JUIA  BBISIBICHUS
OTrpaHUYEHHN TPU PUHATHH PELICHUI
YK-2.2. V-2. VYmeer pa3zpabaTbiBaTh H
OLICHMBATh AIBTCPHATHBHBIC PEIICHUS C
y4EeTOM PHCKOB

VK-2.2. V-3. YMmeer  BbIOMpATh
ONTHMAJIbHbIE  PEIICHUS HUCXOASd W3
JCHCTBYIOITHX IPaBOBBIX HODM,

MMEIOUINXCS] PECYPCOB U OTPAHUYEHHUH

Tema 2. Ananuz
PHUCKOB ¥ yTpo3
UHGOPMAITHOHHOM
0€e30I1aCHOCTH.

Tema 3.
IIpoexkTupoBaHnue,
paspaboTka u
BHE/IpEHUE
ABTOMATU3UPOBAHHBIX
CHCTEM B
3aLIUIEHHOM
HUCIIOJIHCHHUH.




OIIK-3.
Crioco0OeH
pemaThb
CTaHIapTHbIC
3aauu
mpo(heCCHOHATIbH
O JeATEIHLHOCTH
Ha OCHOBE
WH(OPMAITHOHHO
51 u
oubimorpaguuec
KOW KYJBTYpHI C
MPUMEHEHUEM
UHPOPMALITMOHHO
KOMMYHHKAINOH
HBIX TEXHOJIOTUI
U C  Yy4eToM
OCHOBHBIX
TpeOoBaHMIA
MH(OPMAITUOHHO
it 6e3omacHOCTH

OIIK-3.2.
3a7a9u
npodeccuoHaTbHON
JEATEITLHOCTH c
y4eToM OCHOBHBIX
TpeOOBaHMIA
UHPOPMALTUOHHON
0e30macHOCTH

Pemaer

OIIK-3.2. 3-1. 3HaeT METOAOIOTHUECKHUE

n TEXHOJIOTHUECKHE OCHOBEI
KOMILIEKCHOTO obecrnieueHus
0e30macHOCTH aBTOMATU3UPOBAHHBIX
HHGOPMAIMOHHBIX CHCTEM

OIIK-3.2. 3-2. 3Haer METOALI H
CPEICTBA, COBPEMEHHBIC IOAXOIbI K
MOCTPOCHUIO CHCTEM 3aIUATHI
uHbOpMAaIUH, KpUTEPUH OIIEHKH
3aIUIICHHOCTH HcC, MIPUHLIMIIBI
(hopmupoBaHus MOJINTHUKHU
UHPOPMAITUOHHON 0e3omacHOCTH

B aBTOMAaTH3UPOBAHHBIX CUCTEMAaX
OIIK-3.2. 3-3. 3naer HOPMaTHBHO-
NPaBOBBIE JIOKYMEHTHI 10 00ECHECUCHHIO

UHGOPMAITUOHHOM Oe3omacHOCTH,
CTaHIapTHI MOCTPOCHUS cucTeM
MHQOPMAIIMOHHOH  Oe30macHOCTH U
OLICHKK  CTENEHH  3allUThl  CHUCTEM
UH(QOPMATIOHHOM 0e3omacHOCTH
00BEKTOB

OIIK-3.2. 3-4. 3HaeT OCHOBHBIC METOJIBI
KOHTpOJIA 3(G(EKTUBHOCTH 00ECICUEHUs

HHPOPMALMOHHON 0e3omacHOCTH
MH()OPMALIMOHHBIX CUCTEM

OIIK-3.2. V-1. ¥Ymeer pa3pabaThiBaTh
MOJENM  yrpo3 W Hapylmureneu
uHpopmanmoHHoi  OezomacHocT  UC,
BBIBIIATH  YIPO3bl  MH(OPMAIIMOHHON
Oe3omacHoCTH u 00OCHOBBIBATh

OpraHU3aAlMOHHO-TEXHUYECKUE
MEPONPUATHS TI0 3alUTe MHPOPMAINH B
nc
OIIK-3.2.
ySI3BUMOCTHU

V-2.  VYmeer  BBIABIATH
WHPOPMALMOHHO-
TEXHOJOTHUECKUX pecypcoB
ABTOMAaTHU3UPOBAHHBIX CHCTEM n
IIPOBOJINTH MOHHUTOPHHT yrpo3
6e3omacHoctu IC
OIIK-3.2. V-3. YmMeer aHaIM3upOBaTh
pucKH MHGOPMAITUOHHBIX CHCTEM,
OCYIIECTBJIATh OIEHKY 3alUIIEHHOCTH U
o0ecrnevyeHus WH(POPMAITHOHHON
0e30MmacHOCTH HHPOPMAIIMOHHBIX CHCTEM
OIIK-3.2. Y-4. VYmeer BBITIOJHATH
paboOTHl Ha CTaAMAX W 3Talax CO3JAaHUsA
UC B 3anuiieHHoM UCIIOTHEHUN

OIIK-3.2. V-5. VYmeeT cOCTaBIATE
aHAJIUTHYECKHEe 0030pbl IO BOIPOCaM
obecrieueHus nH(pOpMaITMOHHON

6esomacioctu  MIC u  paspabaTbiBath
YacTHBIE TOJUTUKH HMH()OPMAIIMOHHOM
6e3onacHoctu MC

Tema 1. CrangapTsl U
HOPMATUBHO-
MIPABOBEIC aKTHI B
obnactu
UHGOPMAIMOHHOM
0e30MmacHOCTH.

Tema 2. Ananm3
PHCKOB H yTpo3
MHQOPMATIOHHOM
0e30MmacHOCTH.

Tema 3.
[IpoekTuposanue,
paszpaboTka u
BHEJPEHUE
aBTOMATHU3UPOBAHHBIX
CUCTEM B
3aIUIIICHHOM
WCTIOTHEHHU.




METOINYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI

®OPMHUPOBAHUSI KOMIIETEHIIAM

Ilepeuens y4eOHBIX 32 IaHNI HA ayIMTOPHBIX 3AHATHAX

TeMbl IPAKTHYECKUX 3aaHUHI

Tema 1. CTanaapThl 1 HOPMATHBHO-NIPABOBBIE AKTHI B 00J1aCTH HH(POPMALMOHHOI 0€30ITaCHOCTH.

Bomnpochr:

1.

Yto BBI IpeICcTaBIIACTE 110 0€30MaCHOCTHIO0 HH(DOPMAITMOHHBIA CHCTEMBI.

2. YTo OTHOCUTHCS K OCHOBHBIM XapaKTEpPUCTUKAM 3allUIaeMoi HHPOopMauu?
3. Yro BbI OTHECETE K MH(OPMAIIMK OTPAHUYEHHOTO A0CTyMa?
4. Ilo xakuM HampaBJIEHUSM OYJET OCYIICCTBIITHCS NadbHEUIee Pa3BUTHE CHCTEMBI
UHPOPMaLMOHHOM Ge30macHocTH B PD?
3amanmue:

Ompenenure B Kakux GpopMax MpercTaBiIeHa HH(GOPMAIHs Ha BallleM JIOMAIIHEM KOMITBIOTEpE.
Omnumure kak odecneuynBaeTcs HHPOPMALMOHHAsE O€30MaCHOCTh Ha BallleM JIOMAIIIHEM KOMITbIOTEpE
M OTBEYAET JIM COBPEMEHHBIM TPEOOBAaHHSAM Pa3BUTHS CHCTEM OE30IaCHOCTH.

Tema 2. AHAJIN3 PUCKOB U YIPo3 HH(POPMAIMOHHOM §e30NMacHOCTH

3aoanue .

1. 3Barpysute TOCT P UCO/MBK TO 27005

2. Osnakombrtecs ¢ [Ipunoxenusmu C, D u E I'OCTa.

3. BriOepure Tpu pa3nuuHbIX HHGOPMAIIMOHHBIX aKTUBA OpPTraHU3aIiy (CM. BApHUAHT).

4. W3 Ipunoxenuss D 'OCTa noxg0Oepute TpH KOHKPETHBIX YA3BUMOCTH CUCTEMBI 3aIIUTHI
yKa3aHHBIX HH(OPMALIMOHHBIX aKTHBOB.

5. Tlons3yscs [Ipunoxennem C 'OCTa HanumunTe Tpu yrpo3bl, pean3anus KOTOpbIX
BO3MOJKHA [T0OKa B CUCTEME HE YCTPaHEHbI Ha3BaHHBIE B IIYHKTE 4 YS3BHUMOCTH.

6. Ilomb3ysich OHUM U3 METOJOB (CM. BapuaHT) npeiokeHHbIX B [Ipunoxennn E OCTa
MIPOM3BEIUTE OIIEHKY PUCKOB WH()OPMAITMOHHOM 0€301TacHOCTH.

7. OneHky IIeHHOCTH UH(POPMALMOHHOTO aKTHBA MPOU3BOIUTH HA OCHOBAHUH BO3MOKHBIX
NOTEpPb Ul OPraHU3aLMK B CIIydae pealn3alud yrpos3bl.

Bapuantbl
BapuaHT — HOMeEp N0 CIHUCKY B JKypHAaJIe.
MeTo/1 OLIeHKH pHCKa
Homep
papuanTa Opranuzanus (cm. IIpunoxenune E
F'OCTa)

1 OtaeneHre KOMMEPUECKOTO OaHKa 1

2 [MonukIMHUKA 2

3 Komnemx 3




4 Oduc cTpaxoBoii KOMITAHHH 4
5 PeKpyTHHIOBOE areHTCTBO 1
6 HHTepHeT-Mara3uH 2
7 LleHTp OKa3aHus rOCYAapCTBEHHBIX YCIyT 3
8 OteneHne NOJUIUU 4
9 Ayauropckast KOMITaHHsI 1
10 Ju3zaitHepckas pupma 2
11 Od¢uc nuTepHeT-IpOBaiiaepa 3
12 Oduc agBokara 4
13 Komnanus 1o pazpadotke 110 mis cTopoHHHX 1
OpraHu3anuii
14 ATEHTCTBO HEABUKUMOCTH 2
15 Typuctuueckoe areHTCTBO 3
16 Oduc GraroTBopuTeIbHOTO (HOHIA 4
17 U3 narenscTBO 1
18 Koncanrunrosas ¢pupma 2
19 PexraMHOE areHTCTBO 3
20 Ot/ieNieHie HAIOTOBOM CITY>KOBI 4
21 Oduc Horapuyca 1
22 bropo nepeBona (10KyMEHTOB) 2
23 Hay4Ho npoekTHOE mpeanpusTie 3
24 Bpaunoe arenTcTBO 4
25 Penakuus razersl 1
26 T'octuHKLA 2
27 [Ipa3qHUYHOE areHTCTBO 3
28 T'opoacKoii apXuB 4
29 Jlucrieryepckas ciy0a Takcu 1
30 XKenesnogopokHas Kacca 2

Tema 3. IlpoexTHpoBaHuWe, pa3pa6oTka M BHeJAPeHHe aBTOMATH3UPOBAHHBIX CHCTEM B
3aIUINEHHOM HCTIOJTHEHUH.

3aoanue.

Pa3zpabotka yactHoi neranuszupoBanHoi mosmtuku OB

Hean padoThl: 03HAKOMJIEHUE C OCHOBHBIMU YacTHBIMH nojuTukamu OUB.

1. ITopsimok BbIMOJIHEHUsT Pa6oThI: OnpenenuTh TpeOOBaHUS 00ECIICUHBAIOIINC
sapdexruBHOe OUB, KOTOPBIE AOTKHBI BBITOJHITHCS COTPYIHUKAMH OpPTraHU3aIlMU B paMKax
BBITIOJTHCHHS] CBOMX CITY’)KEOHBIX 00S3aHHOCTEH.

Home
P Opranusanus Heranu3upoBannas noautuxka Ub
BapHaHTAa
Otnenenne KOMMEPYECKOTO
1 Opranuzanys pexuMa CEKpETHOCTH
OaHka
2 [TonuknuHuKa ®dusnueckas 3amura
3 Komnemx TparcopTupoBKa HOCUTENIEH HHPOPMAITHH




Ony0nuKoBaHHE MAaTEPHAIOB B OTKPBITHIX

4 Oduc cTpaxoBoii KOMIIAHUH
HMCTOYHHKAX
JlocTyn CTOPOHHMX I0JIB30BATENIEH B
5 PexpyTHHroBO€ areHTCTBO
MH(OPMaLlMOHHBIE CUCTEMbI OPraHU3aluN
6 NuTtepHeT-marazud OLeHKH pUCKOB
Ilentp okazanus
7 VYnpapneHus napoasiMu
rOCYJapCTBEHHBIX YCIIYT
8 Otnenenune noauuuu JlocTyn K KOH(UIeHINAIBHON HHpOpMaLUn
9 AynuTopckasi KOMITaHHs Ucnonb3oBanus UaTEpHET
10 Juzaiinepckas pupma YcranoBka u o6HOBIeHHE [10
. ITonutuka
11 Oduc uaTepHET-TIpOBaiiepa .
MCIIOJIb30BaHUS JIEKTPOHHOMN MOYTHI
Hcnonb3oBanne MOOUIIHHBIX allapaTHBIX CPEJICTB
12 Oduc anBokara
00paboTKK HHPOPMALIUU
Kowmmanus no pazpabotke [10
13 pasp . Pazpabotka u nunensupoanue [10
JUTSL CTOPOHHHUX OpraHu3aIuit
VY nanéHHblii ocTyn K HHOOPMAIlMOHHON
14 ATEeHTCTBO HEABM)KUMOCTH yn Gop
CUCTEME.
Hcnonp3oBanue OTAEIbHBIX YHUBEPCAIBHBIX
15 Typucrrueckoe areHTCTBO MH(POPMAIIMOHHBIX TEXHOJIOTHI B MaciTade
OpraHu3aLuu
Oduc 61aroTBOPUTETHHOTO
16 ¢ p [Iposenenune ayauta b
dbonma
17 N3parenscTBO AHTHUBHpYCHAs 3alIUTA
18 Koncantunrosas ¢pupma PesepBHOE KONMpOBaHUE
19 PexnamHoOe areHTcTBO Wb npu 351eKTpOHHOMAOKYMEHTO000pOTE
20 OTnenenue HaJIOrOBOM CITyKOBI Texuuueckas 3amura HHGOPMAIHH
21 Od¢uc HoTapuyca PearupoBanue Ha uniuaeHTsl Ub
22 bropo nepeBoa (10KyMEHTOR) [IpoBenenue ciykeOHBIX pacciaeaoBaHUN
Hayuno npoexktHOe
23 YHHO TP 3amyTa Hay4HO-TeXHUYECKON MHpOpMauu
NpeAnpUsITHE
KouTpons monp3oBaTeneit npu padbote ¢
24 bpaunoe areHTCcTBO P PP
BHEITHUMH UCTOYHUKAMU WH(OpMALIUU
OnyOiarKoBaHNE MaTEPHATIOB B OTKPBITHIX
25 Penakiug razersl
MCTOYHUKAX
26 T'octununna 3amura nepcoHalbHBIX JAHHBIX
27 IIpa3qHUYHOE areHTCTBO [IporpammHas 3amura
XpaHeHue U JOCTyH K KOH(HUICHIMAIbHON
28 I'oponckoit apxus P . ¢
nHpopmaruu
29 Jucnerdyepckas ciryx0a Takcu AnmnapaTHas 3aluTa
30 KenesnonopoxHas kacca KonduaeHmanpHbIi JOKyMEHTOOOOPOT




Kputepun onenkn (B 0aj1ax):

- 16-20 0an10B BHICTABJsACTCA CTYAEHTY, €CJIM BCE 3aJaHUABBINOIHEHBI HE MEHee ueM Ha 85-95%
U B COOTBETCTBUHM C PEKOMEHJALMAMHU, 3aMEUaHUN U OUIMOOK HET; OH yMeeT BEPHO H B MOJHOM
o0beMe: CHCTEMHO aHAJIM3UPOBATh IOCTABJICHHBIC IIeNH, (OPMYTUpOBaTh 3alaud U TMpeaaraTh
00OCHOBaHHbIE PEICHUS; KPUTUYECKH OILICHUBATh MH(POPMAIMIO O MPEIMETHON 00JacTU MPUHATHS
pEILICHHIi; HCIIONB30BaTh MHCTPYMEHTAIbHBIE CPEICTBA IS Pa3pabOTKUM W TPUHATHS pEIICHUH;
MPOBOAUTh MHOTO(GAKTOPHBIM aHaliM3 dJEMEHTOB TNPEIMETHOW O00JIacTH ISl BBISBICHUS
OTpaHUYEHUN TPH NMPHUHATUU PEIICHHIA; pa3paldaThiBaTh M OICHUBATH AIBTEPHATHBHBIC PEIICHUS C
Y4E€TOM PHCKOB; BBIOMPATh ONTHUMAJbHBIE PEIICHUS MCXOJIs U3 JIEHCTBYIOIIMX IPABOBBIX HOPM,
UMEIOIINXCS PECYpCOB U OrpaHUYEHHH; pa3pabarbiBaTb MOJEIW Yrpo3 M HapyLIUTeNeH
nHpopmanmonHoit O6ezomacHoctu MC, BBIABIAATH yrpo3sl WHOOPMAIMOHHOW OE€30MacHOCTH U
00OCHOBBIBAaTh OPraHU3aIMOHHO-TEXHUYECKHE Meponpuatuss mo 3ammre uHpopmammu B UC;
BBISIBJISITH YSI3BUMOCTH MH(POPMAIIMOHHO-TEXHOJOTHYECKHX PECYPCOB aBTOMATU3HPOBAHHBIX CHCTEM
¥ TPOBOJUTH MOHHUTOPHHI yrpo3 OezomacHoctu MC; aHanmm3upoBaTh PHCKH HH(POPMALMOHHBIX
CUCTEM, OCYIIECTBIISTH OLIEHKY 3alllMIICHHOCTH W obOecrieyeHus MHGOPMAIMOHHON 0€30MacHOCTH
MH()OPMAIIMOHHBIX CUCTEM; BBITIONHATH pa0OTHI HA CTAAMIX U dTanax coznanus MC B 3amuieHHOM
WCIIOJIHEHUH; COCTABJISITh aHAJIMTUYECKHE O0030pbI MO BompocaMm obecredeHuss WHGOPMAaLUOHHON
6e3onacuoctu MIC u pa3zpabaTbiBaTh YacTHBIE OJIUTUKH HH(pOpMaMoHHOM 6e3omacHocTH UC.

- 11-15 6ans10B BBICTABJISAECTCS CTYAEHTY, €CJAMBCE 33/IaHUSBBINIOIHEHBI HE MeHee yeM Ha 70-84% u
B COOTBETCTBHM C PEKOMEHJAIMSMH, €CTh 3aMEYaHHUs M HE3HAUUTENbHbIC OIIMOKH; OH yMeeT ¢
HEe3HAYUTEIbHBIMH  3aMEYaHWUSIMH:  CHCTEMHO  aHaJIM3UpOBaTh  IIOCTABJIEHHbIE  IIEJH,
dopmMynHMpoBaTh 3aJayd W TMpeasaraTb O0OOCHOBaHHBIC pPELICHHS; KPUTUYECKH OLICHUBATh
nH(OPMALIMI0O O MPEeIMETHOW O00JIaCTH TPHUHATHUS PEIICHUN; MCIONb30BaTh HMHCTPYMEHTAIbHbIE
cpeacTBa A pa3pabOTKU M MPUHATHUSA PEIICHHIA; MPOBOJUTh MHOTO(MAKTOPHBIN aHAIH3 3JIEMEHTOB
npeIMeTHOM o0jacTu AJi BBISABICHUS OTPAaHUYEHHUM MpH MPUHIATHM pPELIeHU; pa3pabaThiBaTh U
OLICHUBATh AJIbTEPHATHBHBIC PEUICHUS C YYETOM PUCKOB; BBIOMPATh ONTUMAIIbHBIEC PEIICHUS UCXOAS
U3 JEHCTBYIONUX MPABOBBIX HOPM, UMEIOLIUXCS PECYPCOB M OTpaHUYEHHI; pa3pabaTbiBaTh MOAEIN
yrpo3 u Hapymmreneid napopmanuonHon 6e3onacHoctd UC, BBIABIATH yrpo3bl HHYOPMAITMOHHON
0e30MacHOCTH MU OOOCHOBBIBATH  OPraHM3ALMIOHHO-TEXHUYECKHE MEPOIPHUATHS IO  3alluTe
uHpopmanmu B HMC; BBIBIATH YA3BUMOCTH HMH(DOPMAIIMOHHO-TEXHOJOTHUECKUX PECYpCOB
aBTOMATHU3HPOBAHHBIX CHCTEM U MPOBOAUTH MOHUTOPHUHT yrpo3 Oe3omacHoctu MC; aHanmu3upoBaTh
pUCKM HMH(OPMAIMOHHBIX CHUCTEM, OCYIIECTBJIATH OICHKY 3allMIIEHHOCTH U OO0ecledYeHus
nH(pOpMaMOHHON Oe30macHOCTH WH(GOPMAIIMOHHBIX CHUCTEM; BBITIOJHATH PabOThI Ha CTaAMIX H
sranax co3ganuss MC B 3alIUIIEHHOM HCIOJHEHUH; COCTaBIATh aHAJUTHYECKHE O0030pbHI IO
BorpocaMm obecnieueHuss nHbopmarnronHon 6e3onacHoct UC u pazpabaThiBaTh YaCTHBIC MOJTUTHKA
nHpopmannonHoit 6ezonacHoct MC.

- 6-10 0a/1710B BBICTABJISIETCHA CTYAEHTY, €CJIM BCE 3aJaHUSBBINOIHEHBI HE MeHee yeM Ha 50-69%,
HEKOTOpbIEC 3a/laHUsI HE BBIMOJHEHBI MOJIHOCTHIO, €CTh CYIIECTBEHHBIC 3aMEUaHUs U OLIMOKHU; OH
yMeeT Ha 0a30BOM YpOBHe, ¢ OIIMOKAMHM: CHCTEMHO aHaJM3UPOBaTh IOCTaBJIEHHBIC IIEJIH,
dbopmMynHMpoBaTh 3aJayd W TpeasaraTb O0OOCHOBaHHBIC pPELICHHS; KPUTUYECKH OLICHUBATh
nH(pOPMALIMI0O O MPEeIMETHOM O00JIaCTH TPHUHATHUS PEIICHUN; MCIONb30BaTh HMHCTPYMEHTAJIbHbBIE
cpeacTBa A pa3pabOTKU M MPUHATHUSA PEIICHHIA; MPOBOJUTh MHOTO(MAKTOPHBIN aHAIN3 3JIEMEHTOB
npeIMeTHOM o0JacTu AJi BBISABICHUS OTPAaHUYEHHUI MpH MPUHIATHM pELIeHH; pa3zpabarhiBaTh U
OLICHUBATh AJIbTEPHATHBHBIC PEUICHUS C YYETOM PUCKOB; BBIOMPATh ONTUMAIbHBIC PEIICHUS UCXOAS
U3 JEHCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS PECYPCOB M OTpaHUYEHH; pa3pabaTbiBaTh MOAEIU
yrpo3 u Hapymmrened napopmanonHon 6e3omnacHoctd MC, BBIABIATH yrpo3bl HHYOPMAITMOHHON
0e30MacHOCTH U OOOCHOBBIBATH  OPraHM3ALMIOHHO-TEXHUYECKHE MEPOIpPHUATHS IO  3alluTe
uHpopmanuu B HMC; BBIBIATH YA3BUMOCTH HMH(DOPMAITMOHHO-TEXHOJOTHUECKUX PECYpPCOB
aBTOMATHU3HPOBAHHBIX CHCTEM W MPOBOAUTH MOHUTOPHUHT yrpo3 Oe3omacHoctu MC; aHanmmu3upoBarh
pUCKH HMH(OPMAIMOHHBIX CHUCTEM, OCYIIECTBJIATH OICHKY 3aIlMIIEHHOCTH U OOeCledYeHus
nH(pOpManMOHHON Oe30macHOCTH WH(GOPMAIIMOHHBIX CHUCTEM; BBITIOJHATH PabOThI HA CTaAMIX H

8



sranax co3ganuss VMC B 3alIUIIEHHOM HCIOJHEHUH; COCTaBIATh aHAJUTHYECKHE O0030pbI 0
BoIpocaMm obecnieueHust nHbopmarnronHon 6e3onacHoct C u pazpabaThiBaTh YaCTHBIC MOTUTHKA
uHpopmannoHHoit 6ezonacHoct MC.

- 0-5 0a/uI0B BBICTABJISIETCS CTYAEHTY, €CJM BCE 33aJaHMSMIN HE BBIIOJIHEHBI NOJHOCTHIOMIN
BBINOJIHEHBI MeHee 4eM Ha 49%,IpuCyTCTBYET MHOXKECTBO TIpyObIX OIIMOOK; OH He yMeeT Ha
0230BOM YPOBHE:CUCTEMHO AaHAJIU3UPOBaTh IIOCTABJICHHBIE LeNH, (OPMYIMPOBATH 3alaud U
npeJuiaratb 000CHOBaHHbIE PEIICHUS; KPUTUYECKH OL[CHUBATh HHPOPMALIMIO O TpeAMETHON 001acTi
IPUHATUS PELICHUH; HCHOJIb30BaTh MHCTPYMEHTAJIBHBIE CpEJICTBA A Pa3padOTKU U MPUHATHUSL
peLIeHHIt; TPOBOJUTh MHOTO(GAKTOPHBIA aHAJIN3 3JIEMEHTOB MPEIMETHOM 00JAaCTH il BBISBICHUS
OrpaHUYEHUI NpU NPUHATUU PELICHMI; pa3padaTbiBaTh U OLICHUBATh AlbTEPHATUBHBIC PELICHUS C
YY4ETOM DPHCKOB; BBIOMpPATh ONTHUMAJbHBIC PEIICHUS HCXOJIs M3 JACHCTBYIOUIMX IPAaBOBBIX HOPM,
UMEIOINXCS PECYpCOB U OIPAaHUYEHU; pa3pabaTbiBaTb MOJEIM YIpo3 M HapyLIUTeNeH
uHpopmannoHHoil 6e3onacHoct MC, BBIABIATH Yrpo3sl HHGOPMAIMOHHON O€30MacHOCTH U
00OCHOBBIBaTb OPraHU3allMOHHO-TEXHUUYECKUE Meponpuatus mno 3ammure uHpopmanuu B UC;
BBISIBIISITH YSI3BUMOCTH MH(DOPMAITMOHHO-TEXHOJIOTHUECKUX PECYPCOB aBTOMATH3UPOBAHHBIX CHCTEM
U INPOBOJUTH MOHHUTOPHHI yrpo3 Oe3zomacHoctu MC; aHanmm3umpoBaThb PUCKM HH(DOPMAIMOHHBIX
CHCTEM, OCYLIECTBISATh OLIEHKY 3aIlMIIEHHOCTH U olecreyeHus HH(OPMAIMOHHON Oe30MacHOCTH
MH(GOPMALIMOHHBIX CUCTEM; BBIIOJIHATH paOOThI Ha CTaausaX M dTanax coznanus MC B 3ammieHHOM
WCIIOJIHEHUH; COCTaBJIATh aHATUTHUYECKHEe 0030pbl MO BOMpocaM obecredeHus: WH(GOpMAIMOHHON
6e3onacHoct MIC u pa3zpabarpiBaTh YacTHBIE IOJUTUKH HHGOpMarmoHHon 6e3onacHocTu MC.

3amaHus il TEKYIero KOHTPoJIst

IlepeyeHb BONPOCOB I KOHTPOJIbHOM padoThl

Nuauxkaropsl nocrtuxenusi: YK-2.1., YK-2.2., OIIK-3.2.

TeMbl KOHTPOJIBHBIX PadoOT

KonTposbHasi palora 3aki4yaercss B MOATOTOBKEe IHCbMEHHBIX OTBETOB Ha [Ba
BOINPOCA, CIYy4YaiHO BBIOPAHHBIX CTYJIEHTOM M3 YHCJIA IMPEACTABJICHHBIX BOINPOCOB LI
KOHTPOJIbHBIX PadoT.

KonTtpoabHas padora no Teme 2. AHain3 puCKOB ¥ YIpo3 HH(POPMAINHOHHOI 0€30MaCHOCTH.

WNnentuduxanus 1 oleHKa akTHBOB.

Mogens yrpos.

Nnentndukanus ysa3BUMOCTEH.

OLneHKa pUCKOB.

O6paboTka pUCKOB.

Moenb HapyIIUTENs MOJIUTUKN 0€30aCHOCTH.

Tunuunele yrpo3sl UHPOPMAIMK U YA3BUMOCTH KOPIOPATUBHBIX HH(POPMAIIMOHHBIX

CHUCTEM.

8. AHanu3 omuOOK, YHHUYTOKEHHE, HEaBTOPHU30BaHHAs MoAu(UKALUS WIA HELeJIeBOe
UCIOJIb30BaHNE MHPOPMAITUU B IPUKIIATHBIX POTPAMMAX.

9. Kpunrorpaduyeckue Mepbl U CpeICTBA KOHTPOJIS U yIIPaBICHHUS.

10. Be30macHOCTh CUCTEMHBIX (ailsioB.

11. be3omacHOCTh B mporeccax pa3paboTKU U MOIEPIKKH.

12. Monenu nHPOpPMaLMOHHOM 6€30MacHOCTH.

13. Bunp! 3anmumniaeMoil “”HOpPMaIIUH.

14. OcHOBHBIE HOPMATUBHO-IIPABOBBIE AKThI B 00JIaCTH HH(OPMAITMOHHON 06€30MacHOCTH.

NNk Wb =



15. [IpaBoBeie ~ ocoOeHHOCTH  obOecrieueHUs  0€30MaCHOCTH  KOH(MICHIMATbHOM
nH(pOpMaIUK U TOCYAapCTBEHHOW TalHBI.

16. Pecypcsl npeqnpusTus, ojieKaniie 3amure ¢ Touku 3penust Ub.

17. Acniexktsl b B pamMkax MeHEKMEHTa HEMPEPHIBHOCTH OM3HECA.

Kpurepun ouenku (B 0asiax):

- 5 0a/JI0B BBICTABIIAETCS CTYAEHTY, €CJIM OH BEPHO U IOJHO (C OOOCHOBAHMSAMHU U BBIBOAAMHU)
OTBETHJI Ha BCE BONIPOCHI KOHTPOJIbHON paOboThl. IIpoABHHYTHIN ypOBeHb YCBOECHHSI KOMIETeHIMIi.

- 3-4 6as1a BBICTABIIAETCS CTYJICHTY, €CJIM OH YaCTUYHO BEPHO OTBETHJ Ha 2 BONPOCa KOHTPOJIbHOU
paGOTBI, pu 3TOM JOMYHICHBI HC3HAYHUTCIBbHBIC OH_II/I6KI/I, BBIBOJbBI U O6OCHOBaHI/I$I HYaCTUYHO HE
BepHbL. [10BbINIEHHBI YPOBEHb YCBOEHUSI KOMIIETEH M.

- 1-2 0anna BBICTABISIETCS CTYAEHTY, €CJIM CMOI BEPHO OTBETUTH TOJILKO HA OJUH BONPOC, HO MpHU
OTBETE JIOMYCTHUJI CYIIECTBEHHBIE OLIMOKM, BBIBOABI U OOOCHOBAHUS YACTUYHO HE BEPHBI WM HE
Oobun caenanbl. Ha ocrtanpHble BONpOCH HE TNOJy4deH OTBeT.Ba30Bblii ypoBeHb YCBOEHMA
KOMIIETECHIUIA.

- 0 OayuIoB BBHICTABIIAETCS CTYIAEHTY, €CJIM OH WJM HE Y4acTBOBaJl B HANMCAHUM KOHTPOJIBHOMN
paboThl MM CMOT OTBETUTh TOJILKO Ha OJMH BOMPOC U IMPU OTBETE JOMYCTHJI MHO>KECTBEHHBIE
omrOKH, He OBLI caeNIaH BBIBOJ M OOOCHOBAHUS, MJTM OTBETHJI HA HECKOJIBKO BOIIPOCOB, HO B KaXJIOM
U3 HUX clienall rpyOble U CYIIECTBEHHbIE OLIMOKH, MOJIHOCTbIO HE YCBOWJI 3HAUUTENbHYIO YacTh
Matepuaia rno remaMm. Komnerenuun He cpopMHpOBaHbI.

Koutpoabnasa paGora mno Teme 3. IlpoekTtupoBanme, pa3padoTka ©  BHeJpeHHe
ABTOMATU3UPOBAHHBIX CUCTEM B 3AIIMILICHHOM UCIIOJITHCHHUH.

Bonpochl 1J1s1 KOHTPOJIBHOI PadoThI

1. Kimaccudukamus mep odecnieueHus: 6€30macHOCTH KOMIIBIOTEPHBIX CUCTEM?

2. 3ajauu, KOTOPBIE TOJKHBI PEIIaThCsl CUCTEMOH 3aIuThl HHpOpMaruu?

3. OCHOBHBIE IPUHIIUITBI TOCTPOCHUS cucTeM 3amuThl ACON?

4. OCHOBHBIE MEXAaHMU3MbI 3alIUTHl KOMIBIOTEPHBIX CHCTEM OT IPOHUKHOBEHHS C IEINIBIO
ne3zopranmn3anuu ux padotrsl 1 HCJI k uadopmarnmm?

5. Meronsl oOecrieyenus nHGOPMAIMOHHOM Oe3omacHoCcTH PD?

6. Opraau3anoHHbIE METO 16l HH()OPMAITMOHHON 0€301TacHOCTH?

7. HarpaBneHust 3auThl HTHMOPMAITMOHHON CHCTEMBI?

8. Dramnpl co3aHusl CUCTEMBI 3alIUTHI HHPOpMauu?

9. OcHOBHBIE OPraHU3aLMIOHHBIE MEPOIIPUATHS?

10. CpeacTBa 3a11uThl OT HECAHKIIMOHUPOBAHHOTO JOCTyma?

11. ManaTHOe ynpaBieHHE JOCTYIIOM?

12. 30upaTtenpHOE yIpaBieHUE JOCTYIIOM?

13. YopasieHue 10CTyIoM Ha OCHOBE poJieii?

14. Cuctembl aHaIM3a U MOACIIUPOBAHUS HHPOPMAITMOHHBIX TIOTOKOB?

15. 3amuTa nHbOpMAIMK OT TOOOYHOTO JIEKTPOMArHUTHOTO U3TYYECHUS U HABOJOK?

16. AHanu3atopsl TPOTOKOJIOB?

17. MexceTeBble SKpaHbl?

18. Cuctemsl pe3epBHOI0 KOIMPOBaHUs?

19. Cucremsl 6eciepeOOHHOTO TUTAaHUs?

20. Cucremsl ayTeHTU(DUKATUU?

21. buomMerpruuecKkrue TEXHOIOTHUH?

22. TexHONOTUs €IUHOro BXxoaa?

23. CpeacTBa KOHTpOJIS 1ocTymna’?
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24. Opranu3aius THGOPMAITMOHHOHN 0€30MaCHOCTH KOMIIAaHUH?

25. Be1bop cpeactB nHGOPMAITMOHHONW 0€3011acHOCTH?

26. UnpopmanmoHHoe cTpaxoBaHue?

27. Knaccudukanus mep odecriedeHus 0€301macHOCTH KOMIIBIOTEPHBIX cucTeM?

28. 3amaun, KOTOPBIE JOJKHBI PEIIATHCS CUCTEMOH 3aIuThl HHpopMaruu?

29. OcHOBHBIE TPUHLMIIBI TOCTPOEHUS cucTeM 3amuTel ACON?

30. OcHOBHbIE MEXaHM3MbI 3aIUTHl KOMIIBIOTEPHBIX CHUCTEM OT IMPOHHUKHOBEHHUS C LEJIbIO
ne3zopranmn3anuu ux padorsl 1 HCJI k uadopmanmm?

31. Metoas! obecnieueHust ”HPOpMaMOHHOI Oe3omacHocTH PD?

32. Opranu3aimoHHbIe METO 16l HH(OPMAIIMOHHOMK Oe30macHoCTH?

33. Hanpasnenus 3amuThl HTHGOPMAITMOHHON CUCTEMBI?

34. Drarbl CO31aHMS CUCTEMBI 3aIIUTH HHGOpMAITIH?

35. OcHOBHBIE OpraHU3ALIMOHHBIE MEPOIIPUSITHS?

36. CpencTBa 3alMThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyma?

37. MangaTHOE ynpaBlIeHHUE 10CTYIIOM?

38. N30upaTenpHOE yIpaBJICHHE JOCTYIIOM?

39. YopasieHue 10CTyIOM Ha OCHOBE poJiei?

40. CucTteMbl aHaTM3a U MOJICTTUPOBAHUS HH(DOPMAITMOHHBIX TTOTOKOB?

41. 3amuTa nHpOpPMAIMU OT TOOOYHOTO FNEKTPOMATHUTHOTO U3ITyYEHHSI U HABOJIOK?

Kpurepun ouenku (B 0asiax):

- 5 0a/JI0B BBICTABIIAETCS CTYAEHTY, €CJIM OH BEPHO U IOJHO (C OOOCHOBAHMSAMHU U BBIBOAAMU)
OTBETHJI Ha BCE BONIPOCHI KOHTPOJIbHON paOboThl. IIpoABHHYTHIN ypOBeHb YCBOECHHSI KOMIETEHIMIi.

- 3-4 6as1a BBICTABIIAETCS CTYJICHTY, €CJIM OH YaCTUYHO BEPHO OTBETHJI HA 2 BOIPOCa KOHTPOJIbHOU
paGOTBI, pu 3TOM JOMYHMICHBI HC3HAYHUTCIBHBIC OH_II/I6KI/I, BBIBOJbBI U O6OCHOBaHI/I$I YaCTUYHO HE
BepHbL. [I0BbINIEHHBI YPOBEHb YCBOEHUSI KOMIIETEH M.

- 1-2 0anna BBICTABIISIETCS CTYAEHTY, €CJIM CMOI BEPHO OTBETUTH TOJILKO HA OJUH BONPOC, HO MpHU
OTBETE JIOMYCTHUJI CYIIECTBEHHbIE OLIMOKH, BBIBOABI U OOOCHOBAHUS YACTUYHO HE BEPHBI WM HE
Obutn chenanbl. Ha ocranbHblE BOMPOCHI HE TMONy4YeH OTBeT. bBa30Bblii ypOBeHb YCBOEHMA
KOMIIEeTECHIIUIA.

- 0 OayuIoB BBHICTABIIAETCS CTYIAEHTY, €CJIM OH WJM HE Y4acTBOBaJ B HANMCAHUM KOHTPOJIBHOM
paboThl MJIM CMOT OTBETUTh TOJILKO Ha OJMH BOMPOC U IMPHU OTBETE JOMYCTHJI MHO>KECTBEHHBIE
omrOKH, He OB caesIaH BBIBOJ M OOOCHOBAHUS, MITM OTBETHJI HA HECKOJIBKO BOIIPOCOB, HO B KaXJIOM
U3 HUX clienall rpyOble U CYIIECTBEHHbIE OLIMOKH, MOJIHOCTbIO HE YCBOWJI 3HAUUTENbHYIO YacTh
Matepuaia rno remaMm. Komnerenuuu He cpopMHpOBaHbI.

TecTOBBIE 3aJaHUSA
Tema 1. CTaHgapTHI M HOPMATHBHO-NIPABOBBIE AKTHI B 00J1a¢TH HH(POPMALMOHHOI 0e301TACHOCTH

Bompoc Bapuanrt otBeTa «a» | Bapuant otBerta «b» | Bapuant oTBeTa «c» | Bapmant orBeta «d»
KonTponbHbie OCTIK PD ©Cb PO VYupasnenuem «K» denepanbHOU
(dbyHKIIMY B 00MacTH MB/JI P® CITyx00# 1o
rocyAapCTBEHHOM HaJ30py B cdepe
6€301acHOCTH 110 CBSI3H,

BOIIpOCam UH(POPMAIMOHHBIX
NPEJOTBPALICHUS TEXHOJIOTHH U
HCCAHKIIMOHUPOBAaHH MaCCOBBIX
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Oro JIocTyna K KOMMYHUKaINH
nHpOpMaH
peann3yroTcs:
3amuTa 3alIuTa JEeATEIBHOCTD, 3amuTa 3ammTa
HHPOPMALIIH OT uHpOpMAaIUH, HalpaBJICHHas Ha nHpOpMaNNH, HHPOPMAITUH C
HECAaHKIIMOHUPOBAHH | HANPABJIEHHAS HA IpeoTBpalleHe 3aKJTIOYAoIIascs B MIOMOIIIBIO €€
Oro JIOCTYHa - 3TO: npeIoTBpalIeHne yTEUKH obecrieueHnn KpunTorpaduueckor
MOJTy4eHHsI 3alIMIIAeMO HeKpunrorpapuyeck | o peodpazoBaHUs
3alINIIAeM O uHdopmanuu, UMM METOJaMHU
nHpopmanun HECAaHKIIMOHUPOBaH | Oe30macHOCTH
3aMHTEPECOBAHHBI | HBIX U nHdopmannu
MH CyObEeKTaMu ¢ HETIpeTHAMEPEHHBIX | (TaHHBIX),
HapylLIeHHeM BO3CHCTBUI Ha noJIexXalen
YCTaHOBJIEHHBIX 3aMUIAEMYIO (mommesxammux)
HOpPMATUBHbIMHM M | HH(OpMaLHIO 3aIuTe B
NMPaBOBbIMHI COOTBETCTBHH C
AOKYMeHTaMH JIEUCTBYIOIINM
(akTammu) win 3aKOHO/ATEJIbCTBOM,
o0JagaTe M1 C IpUMEHEHHEM
uH(popmanuu npas TEXHHUYECKHUX,
WJIH MPaBUJI MPOrPaMMHBIX U
pasrpaHuyeHust POrpaMMHO-
aocTyna K TEXHHUYECKUX
3amumaeMou CpENCTB
uHdopmanun
HecanknuonnpoBas | AocTynm K HEKOHTPOJIMPYEMOE | HEMPaBOMEPHOE U3MCHEHHE,
HBII JOCTYM K uHpopmanun pacnpocTpaHeHHe MOJTy4eHHe YHUYTOXCHUE WIIN
HHQOPMALIUH - 3TO: pecypcam HHPOPMALIIH OT nHpOPMAILINH C KOIIUPOBAaHUE
uHGpoOpMalUOHHOMH | HOCUTENS HACIIOIb30BAHUEM nHpOpMaIH
CHCTEMBI, 3alIMIIAeMOM TEXHHUYECKOTO (pecypcoB
OCyIIeCTBJIsIeMbIii ¢ | MHpOpPMAIMU Yepe3 | CpeAcTBa, nH(OopMaMOHHOM
HapyleHneMm (u3MYECKYIO CpEeAy | OCYIIECTBIAIOLIEro CHCTEMBI),
YCTaHOBJIEHHBIX JI0 TEXHUYECKOTO oOHapyxeHue, OCYLIECTBIISIEMOE C
npaB W/Wiau CpeICTBa, npueM ¥ 00paboTKy | HapylleHHeM
NMPaBWJI IOCTYNA K | OCYILECTBIAIONIEr0 | MH()OPMAaTUBHBIX YCTaHOBIJICHHBIX
uHopManuu nepexsar npaB U (WJIN) TIPaBIIT
pecypcam uHbopManuH
HH(OPMALIMOHHOMH
CHCTEMBI C
NMpUMeHeHHueM
IITATHBIX CPEJCTB
HH(OPMALITOHHOMH
cHCTeMBbI WIN
Cpe/acCTB,
aHAJOTHYHBIX UM
10 CBOUM
(pyHkunoHaabHOMY
NpeHA3HAYEHHIO U
TeXHHYeCKHM
XapaKTepUCTHKAM
CpeznctBa KOHTPOJIL | MeXaHMYeCKHe, COBOKYITHOCTb annapaTHbIE amnmapaTHOe
Y yIPaBIICHUS 3JIeKTPOMEXaHUYeC | CPEICTB KOHTPOJIS M | CPEACTBA YCTPOHCTBO B
JOCTYIIOM - 3TO: KHe YCTPoiicTBa U yTIpaBIECHUS (yctpoiicTa) n COCTaBE CPEJICTB
KOHCTPYKUMH, JIOCTYIIOM, IIPOrPaMMHBIE ynpasnenust CKY /|
JJIeKTPUYeCcKHe, o0J1aiaronmx CpeAacTBa,
3J1eKTPOHHBIE, TEeXHUYECKOM, obecrieunBaronue
3J1eKTPOHHBIE MH()OPMALMOHHOM, | YCTAaHOBKY PEKHMOB
nporpaMMupyemMble | IPOrpaMMHON U JIOCTYTA, IPHEM U
ycTpoiicTBa, 9KCIUTyaTallMOHHOH | 00paboTKy
NMporpaMMHbIe COBMECTHMOCTBIO nHpopmanuu co
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cpeacTBa, CUNTHIBATEIICH,
o0ecneynBaloIme MIPOBEJCHHUE
peaju3anuio uAeHTH(UKANNT U
KOHTPOJIS 1 ayTeHTU(HUKAIIH,
ynpasJieHus! yTpaBicHHE
AOCTYNOM UCTIOTHUTENIBHBIMHU U
Mperpak ar0IUMHA
yCTpOHCTBaMH,
0TOOpakeHUE U
PETUCTPALIO
nHdopmannu
Juckpenmonsoe pasrpaHuveHmne KOHLETILS COBOKYITHOCTh pasrpaHuueHHE
yIpaBJIeHUE AOCTYNA MEKIY yIpaBIeHUS TIpaByJI, JIOCTyIa CyOBEKTOB
JOCTYIIOM - 9TO NMOMMEHOBAHHBIMHU | JIOCTYIIOM, periaMeHTHpYIoIuX | K 00beKTaMm,
cy0obeKkTaMu u OTHOCSIIAsACS K IpaBa JOCTYyTa OCHOBaHHOE Ha
00beKTaMHu; abcTpakTHOH CyOBEKTOB JIOCTYTIAa K | XapaKTepHu3yeMoit
cyObeKT ¢ MallnHe, KOTopast 00BEKTaM JAocTyma METKOH
omnpe/eaeHHbIM MOCPEAHUYACT MPH KOH(HUIEHINATBHOC

NPaBOM J0CTYIAa
MO:KeT nepeaTb

BCEX OOpaIICHUIX
CyOBEKTOB K

TH HH)OPMAITHH,
cozeprkauieics B

3TO MpaBo JwdoMy | oObeKTam 00BEKTax, U
APYroMy cyobeKTy odunmansHOM
paspeueHuu
(momycke)
CcyOBEKTOB
oOpamartbecs K
HHPOPMALIIN TaKOTO
YpOBHS
KOH(HICHIIHATEHOC
™H
IenocTHOCTS - 3TO: COCTOSTHHE COCTOSIHHE o0s13aTeNpHOE IS COBOKYITHOCTh
uHopmanmu, npu | uHPOPMAUN BBITIOJTHEHUS JIMIIOM, | CBOWCTB CITy>KeOHOMH
KOTOPOM (pecypcoB MOJYYHMBIIUM JIOCTYI | WH(GOPMAIINHY,
OTCYTCTBYeT J1l000€e | MHPOPMALMOHHON K ONpe/IeNeHHON 00YCIJIOBIIMBAIOIINX
ee H3MEHEHHe JINO0 | CUCTEMBI), IPU UHpOpMaIUH, €€ NMPUTroJHOCTh
U3MeHeHue KOTOPOM CYOBEKTHI, | TpeOoBaHME HE YIOBJIETBOPATH
ocylecTBIseTCs UMeEIoIIUe NpaBa nepeaaBaTh TaKylo OIpeieNIeHHbIE
TOJbKO JIOCTyIIa, MOTYT nHdopmanuio NOTPeOHOCTH B
npexHAMEpPEHHO peann3oBaTh UX TPETHUM ITUIaM 0e3 COOTBETCTBHH C €€
cy0bekTamu, OecpenaTCTBEHHO coriacus ee Ha3HauYCHHEM
HMEIOUIUMH Ha
HEero npaBo
Kpunrorpaduieckoe | cpeacTBo 3amuThI TEXHUYECKOe, MIPOTPaMMHOE WIIH IPOTPaMMHOE,
CPEICTBO 3aLUTHI undopmanmu, IPOTPaMMHOE, MIPOTPaMMHO- TEXHUYECKOE WIIH
UHPOPMALIUY - 3TO: peanu3syoinee IpOTrpaMMHO- TEXHUYECKOe IpOTrpaMMHO-
AJITOPUTMBI TE€XHUYECKOe CPEeICTBO, KOTOPOE TE€XHUYECKOe
KpunTorpajpuyeck | CpeliCTBO, BELIECTBO | aBTOMATH3UPYET CpPEeICTBO,
oro U (W1K) MaTepua, IpoIiecc KOHTPOIIS IpeJHa3HauYeHHOe
npeodpa3oBaHus IpeHa3HaYeHHbIE COOBITHH, JUIS
HHpOpPMAIITH WK UCTIONIb3yEeMbIe | MPOTEKAIOIIUX B MpeJOTBPALCHUS
JUTS 3aIATHI KOMIBIOTEPHOH WJIH CYIIECTBEHHOTO
nHPOpPMATTH CHCTEME WITH CeTH, a | 3aTPyIOHEHHUS
TaKxKe HECAHKIIMOHUPOBAaHH
CaMOCTOSATEIEHO oro JOCTyna

aHAIN3UPYET ITH
COOBITHSA B IOUCKAX
MPU3HAKOB
HHITHICHTA
nHpopMaMOHHOH
0e301acHOCTH
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DneKTpoHHAs CTpOKa OuT, CTpoka Owr, CTpOKa OuT CTpoka Owr,
poBast MOANHKCH - | MOJIyYeHHasl B SABJISTFOLIASACS MIPOU3BOJILHOM ¢hopmupyemas u3
370! pe3yJibTare BBIXO/IHBIM KOHEYHO! JITHHBI poBoi moAIICH
npoiecca PE3yJIbTaTOM X3III- Y TIPOM3BOJIEHOTO
dhopmupoBanus ¢byHKINH TEKCTOBOTO MOJIA
NOANNCH
Kirou moxnucn - 3J1eMeHT 3JIEMEHT JaHHBIX, JJIEMEHT JaHHBIX, Ha0Op 3JIEMEHTOB
370! CeKPETHBIX MaTeMaTHYECKH oOmwuit 1715t Beex JAHHBIX, COCTOSAIINI
JAHHBIX, CBSI3aHHBIN € CyOBEKTOB CXEMBI U3 COOOLICHUS U
cnenuUYHBINA 11 | KIIOYOM IOJNHUCU U | UN(POBOI MONUCH, | JOTOTHEHHS,
cy0beKTa n UCIIOJIb3YEMBIH W3BECTHBIH WIN SIBJISTIOLIET OCSt
HCTO0JIb3YeMBIii HpoBepsIONIeH JIOCTYIHBIN BCeM YacThIO0 COOOILCHHUS
TOJIBKO JAHHBIM CTOPOHOH B 3TUM cyOBbeKTaM
Cy0bEeKTOM B nporecce MPOBEPKU
npoiecce nuQpoBoH OATHUCH
(opmupoBanus
un¢poBoii moanmucu
Axkpenuranus NpU3HAHUE HOTy4CHHE nepenada IpoLece, B KA4eCTBE
YIOCTOBEPSIOIIETO YIOJHOMOYEHHbIM | yIOCTOBEPSIOIINM JIOBEPEHHBIM JINIIOM | MCXOJHBIX JaHHBIX
LEHTpA - 3TO: (enepaabHbIM LEHTPOM, YIOCTOBEPSIOIIETO KOTOpOTO
opraHom YTIOJTHOMOYEHHBIM LEHTpa HCTIOJNB3YIOTCS
COOTBETCTBUS (enepanbHBIM N3rOTOBJICHHOTO HOANUCAHHOE
YI0CTOBEPSIOLIEr0 | OPraHOM TUM coo01eHne, KoY
HeHTpa JIOKa3aTeJIbCTB TOTO, | YAOCTOBEPSIOLINM MPOBEPKH HOANUCH
TpeboBaHUAM 4TO JINILO, LEHTPOM Y [TapaMeTpPhl CXEMBI
HACTOSIIIIEr0 oOpaTuBIIICeCs 3a ceprudukara kmoua | DI, pesynbraTom
®@enepaJbHOro HOTy4YCHHEM MIPOBEPKH KOTOPOTO SIBIISIETCS
3aKOHA cepTH(UKaTa KJII04a | 3JIEKTPOHHON 3aKIFOYCHHUE O
MPOBEPKH MIOJITTHCH €TO NPaBHIBLHOCTH WIN
3JIEKTPOHHOMN BIAJICTIbITY OIMO0YHOCTH
MOATNCH, BIIAJICET (poBOH IMOAIICH
KITFOYOM
3JIEKTPOHHOUN
MOJIHUCH, KOTOPBIN
COOTBETCTBYET
KJII0YY TIPOBEPKU
3JIEKTPOHHOU
MOJIMKUCH,
YKa3aHHOMY TaKUM
JIMLIOM /IS
HOTy4CHHS
ceprudurara
CpencrBa mudpoBaIbHbIE HpOTpaMMHBIE U CPEACTBO 3aIHUTHI TEXHHYECKOE,
3JIEKTPOHHOMN (kpunrorpaduyeck | (WIM) anmapaTHbIe nHpopmannumy, HpOTpaMMHOE,
HOAIHUCH - 3TO: ue) cpeicTBa, CpencTBa, peanuzyrouiee pOrpaMMHO-
UCMOJIb3yeMblIe JUIsl | UCIIONb3yeMble ISl | aJlTOPUTMBI TEXHUYECKOE
peaju3aluu XoTs peanuzanuu KpurTorpaguueckor | CpeacTBo, BEIIECTBO
OBl ogHOI1 13 GbyHKIMiH 0 npeoOpa3oBaHus U (WIM) MaTepuad,
CJIeTYIOIIMX yIOCTOBEPSIOIIEro | MH(MOPMALUH npesHa3HaYeHHbIE
$yHKuuii - LEeHTpa WJTU UCTIOJIb3yEeMBbIE
co3iaHue JUTSL 3aIATHI
3J1eKTPOHHOM uHpopManuH
MOANUCH, TPOBEPKa
3JIEKTPOHHOM

NOANUCH, CO3JAHUE
KJII04a
3JIEKTPOHHOI
MOANKCH U KJII0Ya
NPOBEPKHU
3JIEKTPOHHOI
NOANUCH
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IIpunnnom BO3MOKHOCThH MPaBO YYaCTHUKOB BO3MOXHOCTb HEAOMYyCTUMOCTh
HCIOJIb30BaHUS HCIOJIb30BAHUSA 3JIEKTPOHHOTO HCIOJIb30BaHUs MIPU3HAHUSA
3JIEKTPOHHOU YYACTHHMKAMM B3aUMOJENCTBUS Y4aCTHUKAMHU 3JIEKTPOHHOM
HOJIHCH HE 3JIEKTPOHHOTO HCIOJIb30BaTh 3JIEKTPOHHOTO TIOJIHCH 1 (WITN)
SIBJIIETCS] IPUHLIMIL: B3aUMO/IelCTBHUS 3JIEKTPOHHYIO B3aUMOJEHCTBUSA IO | NOAIUCAHHOIO €10
10 CBOEMY TIOJIITHCH JIF000TO CBOEMY YCMOTPEHMIO | 3JIEKTPOHHOTO
YCMOTpPEHUIO BHJIA TI0 CBOEMY mo60it JIOKyMEHTa He
J100bIX YCMOTPEHHIO, €CIIU UHPOPMAIMOHHOM UMEIOLIUMU
undopManHOHHBIX | TpeOoBaHue 00 TEXHOJIOTUU U (WIH) | IOPUAUYECKON CHIIBI
CHUCTEM, HUCII0JIb30BAaHUHU TEXHUYCCKUX TOJIBKO Ha
MO3BOJISIIOIIUX KOHKpPETHOT'O BHJa CPE/CTB, OCHOBaHHUH TOTO, UTO
BBINOJIHUTH 3IEKTPOHHOU MO3BOJISFOIIUX Takas 3JeKTPOHHAs
Tpeﬁonamm IIoAIIMCHU B BBIIIOJIHUTH IIOAIIMCH CO3/laHa HE
(denepaabHbIX COOTBETCTBUHU C TpeOoBaHUs COOCTBEHHOPYYHO, a
3aKOHOB WJIH LENSIMU €€ HACTOSILLETO C UCHOJIb30BAaHUEM
NPUHIMAEeMbIX B HCIIOJIb30BaHUS HE ®denepabHOTO CpEICTB
COOTBETCTBHH C MIPEAYCMOTPEHO 3aKOHa AIEKTPOHHOU
HUMU (heneparsHBIMU MIPUMEHUTEIBHO K MOJAINUCH AJIs
HOPMATHBHBIX 3aKOHAMHU WU HCIOJIb30BaHHUIO ABTOMaTHYECKOT O
NMPaBOBLIX AKTOB MIPUHUMAEMBIMU B KOHKPETHBIX BHJ0B CO3/1aHUs U (MIIH)
COOTBETCTBUU C OJICKTPOHHBIX aBTOMAaTHYECKOM
HUMH nojanucen IIPOBEPKHU
HOpMaTHBHBIMU SJICKTPOHHBIX
IIpaBOBBIMU aKTaMH HOHHHCCﬁ B
00 coraneHueM UHPOPMAIMOHHON
MEXAY cucTeme
Y4aCTHUKaMHU
3IEKTPOHHOTO
B3aUMOJIEUCTBHS
Bunom snekTpoHHOH | mpocTast pocras YCUJIEHHAs YCWJIECHHAas
HNOJIHCH HE KBAJIU(QUIUPOBAHH | 3JIEKTPOHHAs HEKBATH()HUIIUPOBAHH | KBAUTH(UIIMPOBAHHA
SIBIISIETCSI: asi 3JIEeKTPOHHAasI HOJINCH asi QJIEKTPOHHAS sI DJIEKTPOHHAs
MOANUCH MOJITHUCh MOJTNHUCH
O0513aHHOCTBIO HMCIO0Jb30BATh obecrieunBaTh HE UCMOJb30BaTh YBEIOMJISITh
Y4aCTHUKOB YCHJIEHHY 10 KOH(QHIICHIIMATBHOC | KITFOY 3JICKTPOHHOM YIOCTOBEPSIOLIUH
3IEKTPOHHOTO 3JIEKTPOHHYIO Tb KIIIOYEH MOAINUCH TIPU LUEHTp, BbIIABIINN
B3aUMOJIEHCTBUS NOANUCH IS 9JIEKTPOHHBIX HAJIMYMY OCHOBAHUH | cepTU(UKAT KIItoYa
MIPU UCIIOJIb30BAHUU | MOANMMCAHUS noJjmnuceil, B oJiaraThb, 4YTo MIPOBEPKHU
YCHIIEHHBIX 3J1eKTPOHHBIX YaCTHOCTH HE KOH(HUISHIINATBHOCT | 3JIEKTPOHHOU
3JIEKTPOHHBIX JOKYMEHTOB, JIOITYCKaTh b JAHHOT'O KJII04a MOJIKNCH, U UHBIX
TOoANKCEN HE coiep:KaIuX HCII0JIb30BaHNE HapyuieHa Y4aCTHUKOB
SIBIIIETCSL: CBeJIeHUs], TIpUHAAJIEKALUX UM 3JIEKTPOHHOTO
cocTaBJjsIoONIHe KIIo4ei B3aUMOJEHCTBUS O
rocyapcTBeHHYI0 3IEeKTPOHHBIX HapyUICHUH
TaliHy noanuce 6e3 ux KOH(HICHIIHATBHOC
corJiacus TH KJIO4a
3JIEKTPOHHOU

MOAIKUCH B TEUCHHE
He 6onee yeM
OJJHOTO paboyero
IS CO JHS
HOJTyYeHHS
HHPOPMALIIH O
TaKOM HapyLIeHHH
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Cpeacrtaa €031aBaTh YCTaHOBHTH (haKT 00ecrneynTh co31aThb
3JIEKTPOHHON cepTuduKaThI W3MEHECHUS MIPAKTUIECKYIO 3JIEKTPOHHYIO
TIOJITIHCH HE KJII0Yeil MPOBEePKH | TIOAMHCAHHOTO HEBO3MOXHOCTb MOJIHCE B popmare,
MIO3BOJISIIOT: JIeKTPOHHBIX 3JIEKTPOHHOTO BBIUMCIICHUS KJIIOYa | YCTaHABIMBAEMOM
noanuce JIOKYMEHTAa [OCJe 3JIEKTPOHHOU (henepambHBIM
MOMEHTA €ro TIOJIIHICH U3 OpraHoM
MOJAINUCAHUS 3JIEKTPOHHOU WCIIOJIHUTEIbHON
TIOJIITHCH UITH U3 BJIACTH,
KJFOYa €€ MPOBEPKH | OCYIICCTBIISIFOIIUM
¢GbyHKIMH IO
BbIpaboTKe U
peanu3aiuu
rocyJ1lapCTBEHHOM
TIOJIUTUKH U
HOPMAaTHUBHO-
TIPaBOBOMY
PETYIUPOBAHUIO B
coepe
HHPOPMAIMOHHBIX
TEXHOJIOTUH, U
obecneunBaronem
BO3MOJKHOCTb €€
IIPOBEPKU BCEMU
CpeaCTBaMu
3JIEKTPOHHOM
TOJIIHACH
Kaxnmu cBoficTBaMH | KamKIblil HH OJTHA CTOPOHA, BCEMHU HU OJHUM W3
obnanmaer M0JIb30BaTe b, TIOMHMO MIEPEYHUCICHHBIMA TIePEYHCIICHHBIX
ceprudurar HMEIOLIUI A0CTYN CertificationAuthori | BblIlre cBOiicTBaMHU CBOWCTB
OTKPBITOTO KJF04Ua? K OTKPBITOMY ty, HEe MOXXET
KJIIO1Y W3MEHHTH
CertificationAutho | cepruduxkar Tak,
rity, Mmoz:keT 9TOOBI 3TO HE OBLIO
H3BJIEYD oOHapyxeHO

OTKPBITHI KJII0Y,
BKJIIOYEHHBIH B
ceprudukar

Kaknm crioco6om
MOXET
OCYIIECTBIISTHCS
npouenypa
TeHepaluu KIouen B
XOZI€ CO3MaHUS
cepTudukara
OTKPBITOTO KJroua?

CertificationAutho
rity cozgaer mapy
KJIIOYeH.
OTKpBITHIH KII0Y
3aHOCHTCH B
ceprudukar, a
NMapHBIA eMy
CEeKPeTHBIN K04

MOJIb30BATENb CaM
CO3/1aeT mapy
KIIIOYEH.
CeKpeTHBIH KoY
COXpaHseTcs y
TIOJIH30BATEIS, &
OTKPBITBIN KITFOY
TepeaeTCsl 1Mo

obouMH ciocodamu
YKa3aHHBIMH BBIIIE

HH OJHUM U3
YKa3aHHBIX bBBIIIIC
croco0oB

nepenaercs 3aIUIICHHOMY

T0JIb30BATEJIIO C KaHaJy B

obecreyeHneM CertificationAuthori

ayTeHTU(pUKAINH ty

MoJIb30BaTess U

KOH(UAEeHINATBHO

CTH Nepeaavyu

KJII04a
Kakwne 6a30Bb1e Hepapxuueckast MOJENb Kpocc- ceTteBad (THOpUAHAS) | BCE MEPEUHCICHHBIC
MOJIeNn MoJeb, cepTUHUKAIIH MOJIeIb, BBIIIIE
cepTUHUKAIIH OCHOBaHHAsI Ha (mompa3ymeBaeT BKJIIOYAIOLIAs
cymectBytoT B PKI? | mepapxuueckoii B3aUMHYIO 3JIEMEHTBL

nenu CePTUPUKAIIHIO) HEPapXUUCCKON U

cepTH(PHUKATOB B3aMMHOH

cepTudUKaIIH
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Uudpactpykrypa Ha0O0p areHToB M JIOKaJbHOE mnppoBabHbIE o0benHEHNE
OTKPBITHIX KIIIOYeH npaBuI, (OMHOKOMITOHEHTHO | (Kpunrorpaduyeckd | JOKaJbHBIX CeTed U
PKI NpeIHA3HAYEHHBIX | €) WiH €) CpeacTBa, OTIENbHBIX
(PublicKeylInfrastruc | nisi ynpasiieHus (yHKIIHOHATBHO- HCTIONB3yEMBIE IS KOMIIBIOTEPOB Yepe3
ture) — 370! KJII0YaMH, pacnpeneseHHoe peanm3anuy XOTS OBl | OTKPBITYIO
NOJIMTHKOMI IIPOrpaMMHOE OJIHOM U3 BHELIHIOIO Cpey
0e30macHOCTH U (mporpamMmHoO- CJIEIYIOIIIX nepenavu
c00CTBEHHO anmapaTHoe) GbyHKIUH - co3manue | WHpOpMAIUHU B
o0MeHOM Cpe/ACTBO AJIEKTPOHHOM e/INHYIO
3alMIIEHHbIMH (xomIueKc), MOAIICH, TIPOBEPKA | BHPTYaIbHYIO
COO00IIeHNAIMH peanuzyloiee JIEKTPOHHOM KOPIOPATHBHYIO
KOHTPOJIb 32 TIOJIITUCH, CO3/1aHHe CeTh,
uHpopmanuei, KJIF04a AJIEKTPOHHOH | 00ecrednBaronyo
HOCTYMAOIIeH B HOAIHCH U K04 0e30macHOCTh
ABTOMATU3MPOBAHHY | MPOBEPKU LUPKYITHPYIOLIHX
10 CUCTeMY U (WJIM) | 3JEKTPOHHOU JaHHBIX
BBIXOJISILEH 13 TOATHCH
ABTOMATU3HPOBAHHO
1 CUCTEMBI
Kpurepun ouenku (B 0asiax):
- 8-10 OayuioB BBICTABISETCS CTYACHTY, €CIU JaHbl mOpaBwibHble oTBeThl Ha 80-100%

BOIPOCOB; IIpoABMHYTHIN YPOBEHb YCBOCHUS KOMIIETCH M.

- 5-7 Oamua BbICTaBIsA€TCA CTYACHTY, €CIM JaHbl IpaBuibHble OTBEeTBI Ha 60-79%
BOIIPOCOB; I10BbIIEHHBI YPOBEHb YCBOCHUS KOMIIETEHLM.
- 2-4 Oamia BBICTaBIECTCA CTYACHTY, €CIM JaHbl IpaBuibHble oOTBeTBI Ha 50-59%

BOIIPOCOB;ba30BbIil YPOBEHDb YCBOCHHS KOMIIETEHIUI.

- 0-1 6aJ1 BBICTABIIAECTCS CTYACHTY, €CIIM JaHbl IPaBUJIbHbBIE OTBETHI MeHee 4eM Ha 49% BOIpocoB;
Komnerennumn He copMupoBaHbl.

3aoanus 013 meopuecKozo peiumunza

Tembl pedepatoB
Nuaukaropsl goctuxenns: YK-1.1. OIIK-1.2, OIIK-2.1., OIIK-2.2
TemaTnka pedeparon

Haubonee pacipocTpaHeHHBIE CETEBBIE aTaKH.

OTtansl NOCTPOEHUS CUCTEMBI 3aIUThl HHPOPMALIUH.

[lepcnieKTUBHBIE METO/IBI Ay TEHTH(PUKALHIH.

bruomerpuueckue cucteMbl HACHTU(DUKALUY U ayTeHTH()UKALINN.
Mertoabl pe3epBUpOBaHUS HH(POPMAITUH.

Tumnbl MexceTeBbIX SKPAaHOB U MX KpaTKas XapaKTepUCTHKA.
OteyecTBEHHBIC aHTUBHUPYCHBIE IPOIPAaMMHBIE CpeICTBa, cepTudumpoBanubie PCTIK
Poccun.

8. Creranorpadus u cteraHorpaguuecKue METOIbI 3aUThI HH(OPMAIIHH.
9. CpencrtBa 3alMTHI IEpeIaBaeMbIX JaHHBIX B [P-ceTsx.

10. Crangapt Ipsec.

11. Yrpo3sl 1 yI3BUMOCTH OECIIPOBOIHBIX CETEH.

Nk =
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12. TpebGoBaHus K BEIOOPY U UCIIOIB30BaHUIO MTAPOJICH.

13. Tlepenmaua mapoJist IO CETH B MpoOIecce ayTeHTHU(UKAIIH.

14. JluueH3upoBaHUE AEATEIBHOCTH, CBSI3aHHOMN ¢ KPUNTOTpahUuecKMMHU CPECTBAMU 3AIIUTHI
nHpopMaIuu.

15. Ceprudukanus kpuntorpaduuecKux CpeCTB 3alUThl HHPOpMAIUH.

16. CrangapTtu3anus KpUnTorpa@uiecKux CpeICTB 3alUThl HH()OPMAITUH.

17. Mopnens koHTposs HenoctHocTu Knapka-Buiicona.

18. Iudpoas (31meKTpOHHAS) TIOANMKUCH, KAK MEXaHW3M KOHTPOJIS IIETOCTHOCTH.

19. 3ammuTa 0T c60EB MPOrpaMMHO-ANIAPATHOMN CPEIbL.

20. IMopsmok mombopa nmepconana st paboThl ¢ KOH(DUACHIIMATbHON HH(OpMaIeH.

21. Metoauka TECTHPOBAHUS M IMPOBEICHUS COOECEIOBAaHUS C MPETEHAEHTaMU Ha JOJDKHOCTD,
CBSI3aHHYIO C CEKpeTaMu (DUPMBEI.

22. AHanu3 HMCTOYHUKOB, KaHAJIOB pACHpPOCTPAHEHUS W KaHAJIOB YTeUKW HH(popMmanuu (Ha
npuMepe KOHKPETHON (GUPMBI).

23. AmnHanu3 KOHKPETHOH aBTOMAaTH3MPOBAHHOW CHCTEMBI, MpeaHa3HaueHHON Uit 00paboTKH U
XpaHeHus: nHHOpMaIuU 0 KOHPUACHIIMAIBHBIX JOKYMEHTaX (DUPMBI.

24. OCHOBBI TEXHOJOTHUH OOpabOTKM W XpaHEHHA KOH(MUICHUUAIBHBIX JOKYMEHTOB (IO
3apyOeKHOU JTUTEPATYPE).

25. Ha3znayeHue, BUIBI, CTPYKTYpa M TEXHOJOTUS (YHKIMOHHUPOBAHUS CHCTEMBI 3allUThI
nHpopmanuu.

26. IloBenenue nepcoHana v oxpaHa GUPMBI B 3KCTPEMaIbHBIX CUTYAIUAX PAa3IMUHBIX TUIIOB.

27. AmnamuTuyeckas pa0doTa Mo BBISIBICHUIO KaHAJIOB YTeUKH WHPopManuu GupMsl.

Kpurepun ouenku (B 0asiax):

- 17-20 6anjoB — BBHICTABISETCS OOYYAIOIIEMYCs, €CIM TeMa OblIa pacKphiTa BEPHO, SICHO U
JOCTaTO4HO, paboTa HOCKIIA CAaMOCTOSITENIbHBIA XapakTep W 00J1aJaeT OPUTHHAIBHOCTBIO, Ka4eCTBO
0(hOpMIICHHS OTYETAa COOTBETCTBYET TPEOOBAHMSM M TIPH 3AIIUTE O0OYUJArOIINICS MPOSBII OTIMYHOE
BJaJICHUE MaTepuajoM pPabOThl M CIIOCOOHOCTh apryMEHTHPOBAHO OTBEYaTh HA IIOCTABIICHHBIC
BOINIPOCHI TI0 TeMe pPabOTHI, a TaKKe CTYAEHT 3HAeT BEPHO M B MOJHOM 00BbeMe: OCHOBHBIC
MPUHIUIIBI U KOHIIETIIIMY B O0JIACTH LIEJICTIONaraHus U MPUHATHS PEIIEHU; METOIbI TeHEPUPOBAHUS
aNbTEPHATHB PEIICHWH W TPHUBEICHHUS MX K COMOCTAaBUMOMY BHIY JUIS BBIOOpa ONTHMAIbHOTO
peLIeHH s, TPUPOIY NaHHBIX, HEOOXOIUMBIX ISl pEIICHUs MMOCTABICHHBIX 3a/1a4; OCHOBHBIE METOJIbI
NPUHATHS PEHICHHUH, B TOM YHWCIE B YCIOBHAX PUCKA M HEONPEAETICHHOCTH; BHUABI M MCTOYHUKH
BO3HUKHOBEHHUSI PHCKOB MPHUHATUS PELUICHUN, METOABI YIpPaBICHHUS MMH; OCHOBHBIE HOPMAaTHBHO-
IPaBOBBIC JIOKYMEHTBI, PETJIAMEHTHPYIOIIME TMPOIECC MPHUHATHA pEIeHHH B KOHKPETHOM
MPEIMETHOM 00JIACTH; METOIOIOTHYECKUE U TEXHOJOTHUECKUE OCHOBBI KOMIUIEKCHOTO 0OecreueHust
0€30MacHOCTH aBTOMAaTU3NPOBAHHBIX HH(OPMAIIMOHHBIX CHCTEM; METO/BI U CPEACTBA, COBPEMEHHBIC
MOJXOABl K MOCTPOCHHIO CHUCTEM 3alluThl MH(OpMAIuu, KpUTepuu OLEeHKH 3amuineHHocTH HC,
NPUHONIBE (OPMUPOBAHUS TIOJUTHKA HMH()OPMAIMOHHON O€30MacHOCTH B aBTOMAaTH3MPOBAHHBIX
cucTeMax; HOPMAaTHBHO-TIPABOBbBIE JJOKYMEHTHI 110 oOecneueHro HH(OpMAIIMOHHON 0e301acHOCTH,
CTaH/JapThl MOCTPOCHUSI CHUCTEM HH(MOPMALMOHHON OE€30MMaCHOCTM M OIEHKU CTEICHU 3allUThI
cucteM MH(POPMAIMOHHON 0€30MacHOCTH OOBEKTOB; OCHOBHBIC METO/ABI KOHTPOJS 3(PPEKTUBHOCTH
obecrieueHrst ”HPOPMAIIMOHHON 0€30MacCHOCTH HH(POPMAIIMOHHBIX CHCTEM.

- 12-16 6anna — BBICTaBISECTCS OOydYaroIIeMycCs, €clid Tema Oblla pacKpbiTa BEPHO, SICHO U
JOCTaTOYHO, paboTa HOCHIJIA CaMOCTOSITENbHBIA XapaKTep, HO HET OPHUTHHAJIbHOCTH pEeIleHUs,
KauecTBO OOPMIICHHS OTYETa COOTBETCTBYET TPEOOBAHUSM U TIPU 3aIIUTE O0YYAFOIIMIACS TTPOSBIIT
Xopolee BiIaJeHue MaTepuaioM padoThl W CHOCOOHOCTh apryMEHTHPOBAHO OTBeYaTh Ha
MOCTABIIEHHBIE BOIMPOCHI 1O TeMe paboOThl, a TaKkKe CTYAEeHT 3HaeT ¢ He3HAYUTEeIbHBIMH
3aMe4YaHUsIMU: OCHOBHBIC TNPUHIUIBI M KOHLUENIUU B OOJAcCTH IIeJICTIONIaraHusl W TMPUHATHUS
pelieHuit; MeToAbl FTEHEPUPOBAHUS AIbTEPHATUB PEUICHUN U MPUBEICHUS UX K COIIOCTAaBUMOMY BUY
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IUIs  BBHIOOpAa ONTUMAIBHOTO pEILICHUS; MPHUPOAY [aHHBIX, HEOOXOAMMBIX [UIS pEIICHHS
MOCTABJICHHBIX 3a/1a4; OCHOBHBIC METOJbl PUHSTHS PEIICHUI, B TOM YHCIIE B YCIOBUSAX PUCKA H
HEOIPECIEHHOCTH; BHUIbl M HCTOYHUKH BO3HHUKHOBEHHUS PHUCKOB MPUHATHS PEIICHUH, METO/bI
VIIpaBJICHUS MMH; OCHOBHBIE HOPMAaTHBHO-TIPABOBBIC JOKYMEHTHI, PETJIAMEHTHPYIOUIHE IPOIEeCC
NPUHATUS PEIICHUI B KOHKPETHOM MpPEIMETHOW O00JIACTH; METOAOJIOTUYECKUE M TEXHOJOTHUECKHUE
OCHOBBI KOMITJICKCHOTO oO0OecriedeHus O0e30MacHOCTH aBTOMATH3MPOBAHHBIX HH(DOPMAITMOHHBIX
CHCTEM; METOIbl U CPENICTBA, COBPEMEHHBIE MOIX0/Ibl K IOCTPOCHHUIO CHCTEM 3aIlMThl HHPOPMALIUH,
KpUTEepUH olueHkH 3ammiieHHoctd MC, mpuHImMnel GopMHUPOBaHUS TMOJMTHKU HWHGOPMAIIMOHHOMN
0€30MaCHOCTH B aBTOMATH3UPOBAHHBIX CHCTEMaXx; HOPMAaTHUBHO-TIPABOBBIC  JTOKYMEHTHI  TIO
obecrieueHNI0 HHPOPMAIIMOHHON 0€30MacHOCTH, CTAaHAAPTHl TOCTPOSHUSI CUCTEM MH(GOPMAITMOHHON
0€30MaCHOCTH M OLEHKH CTENEHHU 3alIUThl CHCTEM HH(POPMALMOHHON O0€30MacHOCTH OOBEKTOB;
OCHOBHBIC METONbI KOHTpoysi 3(hdexkTuBHOCTH obecnedeHus: WHPOPMAIMOHHONW 0€30MmacHOCTH
MH(POPMALIMOHHBIX CHCTEM.

- 8-11 Oanna — BeicTaBIsACTCS OOydYarolIeMycsi, €CId TeMa Oblla pacKphiTa, padoTa HOCHIA
CaMOCTOSITENTbHBIM XapaKTep, HO HET OPUTHHAIILHOCTH PEIICHUs, Ka4yecTBO OQOPMIICHHUS OTYeTa B
OCHOBHOM  COOTBETCTBYeT  TpeOOBaHHSM W  TpU  3al(UTe  OOYYArOIIUHCS  MPOSBUI
YIIOBJICTBOPUTEIHHOE BIaJICHUE MaTepHaioM pabOThl U CIIOCOOHOCTH OTBEYATh HA OOJBIIMHCTBO
MOCTABJICHHBIX BOIIPOCOB MO TeMe paloThl, , a TakKe CTyAeHT 3HaeT Ha (0a30BOM YpOBHe, C
OIMOKAMM: OCHOBHBIC MPUHITUIBI M KOHIICTIIIUK B O0JIACTH IIENICNIONIAaTaHUs U TIPUHATHS PEIICHU;
METOBl TEHEPUPOBAHMS ATBTEPHATUB PEIICHUH W TPUBEACHUS MX K COMOCTABUMOMY BHUAY IS
BBIOOpA ONTUMAIBHOTO PEIICHUS; MPUPOAY JAaHHBIX, HEOOXOAMMBIX JJIsi PEIICHUS MOCTABICHHBIX
3aja4; OCHOBHBIC METOJIBI NPUHATUS PEIICHWHA, B TOM YHCIE B VYCIOBHUAX pHCKA W
HEOMPEACIEHHOCTH, BHUIbl W WCTOYHHKH BO3HUKHOBEHHUS PHUCKOB TPHUHATHUS PEIICHUN, METOMbI
VIIpaBJIICHUS MMH; OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE JOKYMEHTHI, PETJIAMEHTHPYIOUIHE TMPOIEeCC
NPUHATUS PEIICHUH B KOHKPETHOM MpPEIMETHOW O00JIAaCTH; METOAOJIOTHYECKHE M TEXHOJOTHUYECKHUE
OCHOBBI KOMITJICKCHOTO oO0OecriedueHus O0e30MacHOCTH aBTOMATH3MPOBAHHBIX HH(DOPMAITMOHHBIX
CHCTEM; METOIbl U CPEJICTBA, COBPEMEHHBIE MOIX0/Ibl K IOCTPOCHHUIO CHCTEM 3aIlMThl HHPOPMALIUH,
KpUTEepUH oleHkH 3ammiieHHoctd MC, mpuHImMnel GopMHUPOBaHUS TMOJUTHKU HHGOPMAIIMOHHOMH
0€30MacHOCTH B aBTOMATH3UPOBAHHBIX CHCTEMaXx; HOPMAaTUBHO-TIPABOBBIC  JTOKYMEHTHI  TIO
obecrieueHNI0 HHPOPMAIIMOHHON 0€30MacHOCTH, CTAaHIAAPTHI TTOCTPOSHUSI CUCTEM HMH(GOPMAIIMOHHON
0€30MaCHOCTH M OLEHKH CTENEHHU 3alIUThl CHCTEM HH(POPMALMOHHOM 0€30macHOCTH OOBEKTOB;
OCHOBHBIC METONbI KOHTpoysi 3(hdexkTuBHOCTH oOecriedeHus: WHEPOPMAIMOHHONW O0€30MmacHOCTH
MH()OPMAIIMOHHBIX CHCTEM.

- 0-7 danaa — BpICTABIsECTCA OOydYarOIIEMycCsl, €clii pa0oTa Oblja BBITIOJIHEHA B COOTBETCTBUU C
¢dopmanbHBIMU TpeOOBaHUSMH M TeMa ObUIa B IEJIOM pacKpelTa, HO pabora He oOnamaer
JOCTaTOYHOM ITyOMHON MCCIIE0BaHUS BONIPOCA U HE COACPKUT OPUTMHAIBHOTO PEIIEHUs, , a TAKXKe
CTYIeHT He 3HaeT Ha 0a30BOM YpPOBHe: OCHOBHBIC MNPHUHIMIIBI M KOHLENIMU B OO0JIACTH
LEJICNIONIaraHusl W TNPUHATUSA PEIIEeHWH; METOAbl T'€HEPUPOBAaHUS albTEPHATUB pEIIEHUH U
NPUBEICHUS UX K COMOCTaBUMOMY BHJY Ui BBIOOpa ONTUMAJILHOTO PELICHHUs; MPUPOAY JTaHHBIX,
HEOOXOAMMBIX Ul PELICHUs TOCTABICHHBIX 3a/1a4; OCHOBHBIC METOJbl TMPUHATHUS PELICHUH, B TOM
qucie B YCIOBHSX PHUCKA W HEONPEIENCHHOCTH; BHUIbl M HCTOUYHUKM BO3HHKHOBEHHUS PHCKOB
INPUHATUS PELICHUH, METOJbl YIPAaBIEHHS HMMH; OCHOBHBIE HOPMATHBHO-IIPABOBBIE JIOKYMEHTHI,
periIaMeHTHPYIONe TPOLECC TNPUHATHS pEIIeHUH B KOHKPETHOM mpeaMeTHOH oO0nacTy;
METOAOJIOTMYECKHE M TEXHOJIOIMYECKHE OCHOBBI KOMIUIEKCHOTO oOecredeHus O0e30MacHOCTH
aBTOMAaTH3MPOBAHHBIX MH()OPMAIIMOHHBIX CHUCTEM; METOJBl M CPEICTBA, COBPEMEHHBIE MOIXOMABI K
IIOCTPOCHHUIO CHUCTEM 3alUThl MHPOPMALUHU, KpUTEpUU oOLeHKH 3amuiieHHoctn WC, npuHIMIELL
¢dbopMHUpOBaHUS TONUTUKK HH(POPMAIIMOHHON OE30MaCHOCTH B aBTOMATH3HPOBAHHBIX CHUCTEMax;
HOpPMAaTHBHO-IIPABOBbIE JOKYMEHTHI 110 00ecreueHnIo HH(OPMAIIMOHHON 0€30MacHOCTH, CTaHAAPTHI
MOCTPOCHHSI CHUCTEeM MH(OPMAIIMOHHONW O€30MaCHOCTH M OIIGHKM CTEMEeHM 3allUThl CHCTEM
nHpOpManMOHHON 0e30MacHOCTH OOBEKTOB; OCHOBHBIE METOJbI KOHTPOIS 3(PPEeKTHBHOCTH
obecrieyeHrs: THPOPMALMOHHOM 6€30MacHOCTH UH(OPMAIIMOHHBIX CUCTEM.
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METOANYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMUPOBAHUS KOMIIETEHIIUI BO BPEMS ITPOBEJIEHUS
MMPOMEXXYTOUYHOM ATTECTAIIUA

CTpyKTypa 3K3aMeHAMOHHOI0 OnJieTa

Haumenosanue ouenounozo cpeocmea Maxkcumansvhoe
KoJiuuecmeo 0anios
Bonpoc 1 14
Bonpoc 2 14
IIpakxmuuecxoe 3a0anue 12

3a11a1mﬂ, BKJIIOYAa€MbI€ B JK3aMCHAIIMOHHOC 3a/I1aHHC

Bonpocwt k sx3ameny:

Heo6xoaumMocth obecriedennst 6e30MacHOCTH B MHPOPMALMOHHBIX CUCTEMAX.
Mepsl ipeaynpexaeHus MPECTYIUICHU B cepe KOMIBIOTEPHON HHGOPMAITHH.
[Tporpecc nHGOPMAITMOHHBIX TEXHOJOTHI 1 HH(pOpMaMOHHAs 6€30MaCHOCTb.
HcTopust Bpe1I0HOCHBIX TPOIPaMM.
HopMmaTtuBHo-11paBoBbIe aclieKThl HHPOPMAIIOHHOM 0€301aCHOCTH.
3ammra y4yeTHoi nH(popMaMi KOMMEPUYECKUX GpUpMm.
Knaccudukamnms yrpos 6e3omacHocTd HHPOPMAITMOHHBIX 00BEKTOB.
CBoiicTBa 5KOHOMHYECKOW HHPOPMALINH, HapyIlIaeMble P HECAHKIIMOHUPOBAHHOM JIOCTYTIE.
OcHoBHbIE BU/Ibl KaHAIOB YTEUKHU HH(OPMALINH.

. Mcropuueckue acrieKTbl KOMIIBIOTEPHBIX IIPECTYIIICHUN.

. YMBIIUICHHBIE U HEYMBILIUIEHHbIE YTPO3bl HH()OPMALIMOHHON OE30MacCHOCTH.

. DKoHOMHYecKas HHpopMaLus Kak 00BEKT 0€301MacHOCTH.

. Buemamne yrpo3sl nHpOpMannoHHO# 6€30MacCHOCTH.

. Ilepeuenp cBeneHNI, KOTOPBIE HE MOT'YT COCTaBISATh KOMMEPUYECKYIO TalHY.

. MOTHBBI ¥ LIETTH KOMIIBIOTEPHBIX MPECTYIIICHHIA.

. Buapl TallH U KaK UX COXPaHUTb.

. Crarpu yroioBHOTO KOJIEKCa O KOMITBIOTEPHBIX MPECTYIIICHUSX.

. [IpuuauHbI pasriameHus KOHPUICHINATHFHOW HHPOPMAIUH.

. Kpumunonmorndeckas xapakTepuCcTHKA MPECTYIUICHUH B chepe KOMITBIOTEPHOM MHGOPMAITIU U
UX NpeAYNpeKICHHE.

20. Pasrmamenue u yreuka HHGOpMAIIUH.

21. OO6bekThl HH(YOPMAIIMOHHOH 0€30MacHOCTH Ha MPEAIPUSTHH.

22. Crparerus 3J10yMbIIUIEHHUKA MPU HECAHKIIMOHUPOBAHHOM JIOCTYIIE.

23. OpraHu3aimoHHBIE METOBI O0ecTieueHUsT HH(POPMAITMOHHON 0E€30MaCHOCTH.

24. Opraau3zanusi KOHGUICHIIMATHLHOTO JISIONPOU3BOICTBA.

25. ®usnyeckas 3anmTa HHPOPMAITMOHHBIX CUCTEM.

26. CtpykTypa ciyX0bl 6€301aCHOCTH KOMIIaHUH.

27. TIporpaMMHO - TEXHUYECKHE METO bl 00ecrieueHus HH(OPMAIIMOHHON 0€301acHOCTH.

28. Teopernueckue acTeKThl HHGOPMAIIMOHHON O€30MaCHOCTH YKOHOMHYECKUX CHUCTEM.

29. Unentudukanus 1 ayTeHTHPHUKALINA.

30. OcHoBHBIE MOHATHS HHHOPMAITMOHHONW 0€301TaCHOCTH YIKOHOMHUYECKHUX CUCTEM.

31. Joxrtpuna unpopmannonHoi 6e3omnacuoctu Poccuiickoit deneparuu.

32. DxoHoMHuecKas HHGOpMAIIUs KaK TOBap U 00BEKT O€30MacHOCTH.
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

59.
60.
61.
62.
63.

64.
65.

66.

I'ocynapcTBeHHOE perynupoBaHie HHPOPMaLMOHHOM Oe3omacHocTH B Poccun.
IToHATHS MHPOPMALIMOHHBIX YTPO3 U UX BUBI.

HecaHKkimoHMpOBaHHBIN JOCTYII U 3aIUATA OT HETO.

BpenoHocHbie mporpamMMsl.

[Tpobnema nHpOpMaIMOHHOM 0€30MaCHOCTH B HICTOPUYECKOM ACIIEKTE.
KomnbroTepHble IpecTymiIeHus 1 HaKka3aHMsl.

[IpenynpexacHue KOMIBIOTEPHBIX MPECTYIUICHUM.

ITpuHIMIIBI TOCTPOEHUS CUCTEMBI HH(POPMALIMOHHOM 0€30M1aCHOCTH.

Turbl KOMOBIOTEPHBIX BUPYCOB U 3aIIUTA OT HUX.

IToxxoas!l, MPUHLUIIBI, METOJIBI U CPEICTBA OOEcIIeYeHUs1 0€30I1aCHOCTH.

Yenoseueckue (pakToOpsl, 00ycIaBIMBaIONIIe HHPOPMAIIMOHHBIE YTPO3HI.
OpraHu3alnOHHO-TEXHNYECKOe 00ecreueHue KOMIIBIOTEPHONU O€30I1aCHOCTH.

CriocoOb1 Bo3aeiicTBHSA yrpo3 Ha HH(POPMAIIMOHHBII 0OBEKT.

OnexkTpoHHas U(POoBas NOJIUCH U OCOOEHHOCTH €€ IPUMEHEHUS.

IIpu3Haky BO3IEUCTBUS BUPYCOB Ha KOMIIBIOTEPHYIO CUCTEMY.

3ammra napopmannu B IHTEpHETE.

@parMeHTapHBIN U CUCTEMHBIH MOJIXOABI K 3aIUTe WH(OPMAIIHH.

Opranu3anus cUCTeMbI 3alIUThl HHPOPMALUU SKOHOMUYECKHX CHCTEM.
VYT0JI0BHO-TIPAaBOBAst XapaKTEPUCTHKA KOMITBIOTEPHBIX MPECTYIIICHHUMA.

OTtansl NOCTPOECHUS CUCTEMBI 3aIUThl HHPOPMALIUU.

CyOBeKTHBHAs CTOPOHA KOMITBIOTEPHBIX MPECTYIICHUH.

[TonuTuka 6e30macHOCTH.

OOBeKTUBHAsI CTOPOHA KOMITBIOTEPHBIX MPECTYIICHUH.

Orenka 3¢ (heKTUBHOCTH MHBECTULINNA B HH(OPMAIIMOHHYIO 0€3011aCHOCTb.

CriocoObl coBepIIeHUsI KOMITBIOTEPHBIX PECTYIUICHUH («3a XBOCT», «MacKapaa» u Jp.).
Obecnevyenne MHPOPMAITMOHHON OE€30MACHOCTH aBTOMATU3WPOBAHHBIX OAHKOBCKHUX CHCTEM
(ABC).

[TpuunHbI U ycI0BUS, CIOCOOCTBYIOIINE COBEPIIEHUIO KOMIIBIOTEPHBIX MPECTYIIICHUM.
WNudopmannonnas 6e30macHoCTb 1eKTpoHHor komMmepunu (OK).

ObecneyeHre KOMIBIOTEPHON O€30MaCHOCTH YYETHON MH(POPMAITIH.

CymurHocTh KpUnTorpadu4eckux METOI0B.

OpraHu3annoOHHO-aJMUHUCTPATUBHbBIE MEPONPHUATHS o0ecrieueHus KOMIIbIOTEPHOI
0€30MacCHOCTH.

Opranu3anus KOHQUIECHIHAIBHOTO J1EJIO0IPOU3BOCTBA.

[Mpunmunsl  obecnieueHust HMHMOPMAIMOHHYIO 0€30MaCHOCTH HA OCHOBE HHXKEHEPHO-
TEXHUYECKOIo 00ecredeHusl.

Tunbl 1 cyObeKTH HHPOPMALIMOHHBIX YIPO3.

Hpaxmuttecxue 3a0anus K IK3ameny

e A ol

9.

Bbputanckuii crannapt BS 7799.

bpuranckuii cranmapt BS 7799 — 1.

Bpuranckuii crannapt BS 7799 — 2.

bpuranckuii cranmapt BS 7799 — 3.

Mexaynapoansriii ctannapt ISO/IEC 17799.

CewmeiictBo Mexnynaponubix crannaptoB ISO/IEC 27000.
Mexaynapoansiii ctannapt ISO/IEC 27001.
Mexnynaponnsiii ctangapt ISO/IEC 27002.
Hauuonanensiii crangapt 'OCT P 50922.

10. Hanumonanensiii crangapt P 50.1.053.
11. Haunonanensiit crangapt 'OCT P 51188.
12. Hanumounanensiii crangapt 'OCT P 51275.
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13. Hammonansnseii ctanaapt ['OCT P UCO/MDK 15408.
14. Hammonanwhuerit cranaapt [[OCT P UICO/MBK 15408-1.
15. Harmmonanensii ctanaapt ['OCT P UCO/MDK 15408-2.
16. Hammonanwshuerit cranaapt 'OCT P UICO/MBK 15408-3.
17. Harmmonanenseii ctanaapt 'OCT P UCO/MDK 17799.
18. Hammonanwnsrit crangapt '[OCT P MICO/MDK 27001.
19. HaznaueHue, CTpyKTypa W METOJUKA MOCTPOCHHS Pa3pEIIUTEIbHON CHCTEMBI JIOCTYIA

MepcoHalia K CeKpeTam (pUPMBI.

20. Iopsiiok mpoBeIeH s IEPErOBOPOB U COBEUIAHUN 10 KOH(PHICHIIMATIHHBIM BOIIPOCAM.
21.Bunsl m Ha3HAaYCHHME TEXHUYECKUX CPEACTB 3aAIIUTHl HMHGOPMAIUMU B IIOMELICHUSX,
UCTOJIBb3YEMBIX JUIS BEJICHUS IIEPETOBOPOB U COBEIIAHUH.
22.Tlopsimok paboThl C TMOCETHTENSAMH (DUPMBI, OPTaHU3AIMOHHBIE M TEXHHYECKHE METOIbI
3alIUTHI CEKPETOB (PUPMBI.
23. Tlopsimok 3amuThl HTHGOPMAIIMHN B PEKIAMHOW M BBICTABOYHOM NEATEIHHOCTH.
24. OpraHu3anMoHHOEe o0OecreueHne 3amuThl HHpOpManuu, o0pabaTeiBaeMON CpeACTBaMU
BBIYHCIUTEIBHON H OPraHN3allMOHHON TEXHUKHU.

IToka3aTe/in U KPUTEPUHU OLIEHUBAHNS IVIAHUPYEMbIX Pe3yJIbTATOB OCBOECHHS
KOMIIETEHIIUH 1 Pe3yJIbTATOB 00y4YeHUsl, IKAJIa OlleHNBAHUSA

Ixana ouennBanus | ®opmupyemsbie | UHaukarop Kpurepun YpoBeHb
KOMIIETEHIIUH | AOCTHKEHUS OlleHUBAHUSA 0CBOEHHUS
KOMIIeTeHIH KOMIIeTeHI Ui
"
85-100| «oTaM4YHO» YK-2. YK-2.1. 3HaeT BepHO M B MOJHOM o0beme: |[IpoaBUHYTHINH

0ayI0B CriocobeH ITonuMaeT | OCHOBHBIC MPHUHIUIIBI ¥ KOHIICTIIIUH B
ONPEENATD 0a30BbIC 00JacTH LeNenojaraHusl U MPUHITUS
KpYT 3a/1a4 B NPUHIUIEL | PEIICHUA; METOAbl TCHEPHPOBAHUS
pamkax MMOCTAHOBKH | aJbTCPHATHB pelIeHuiA u
MOCTaBJICHHON 3amad u MPUBEJICHUS HMX K COMOCTAaBUMOMY
UEIU U BBIPAaOOTKU | BHIY JJs BbIOOpa ONTUMAIILHOTO
BEIOMpATH PpeIIeHHIA. peleHus; TIPUPOTY JTaHHBIX,
ONTUMAIbHBIC YK-2.2. HEOOXOIUMBIX s peeHns
CIIOCOOBI X Brioupaer IIOCTABJICHHBIX  3aJa4; OCHOBHEIE
pemeHus, ONTUMAINIFHBIE | METOIBI TPHUHATHS PEIICHUH, B TOM
UCXOIS U3 CTIIOCOOBI 4pciIe B YCIOBHAX  pHCKAa H
IleﬁCTByIOL[IHX peuicHus HEONPECACTICHHOCTH, BH/bI u
MPaBOBBIX HOPM, 3amad, HUCTOYHUKA BO3HUKHOBEHHS DPHCKOB
HUMCIOIIUXCS UCXOJS U3 TIPUHSATHUS PEIICHHIA, METO/IbI
pecypcoB u JIEWCTBYIOIM | YIpaBJCHUS UMY, OCHOBHBIE
OTpPaHUYEHUI. X IIPABOBBIX | HOPMATHUBHO-IIPABOBBIE JTOKYMEHTEI,
OIIK-3. HOPM, periaMeHTHPYIOIHe mpoiiecc
Crocoben UMCIOIIUXCS | MPUHATHS PEIICHHA B KOHKPETHOM
pemaTh pecypcoB U | IpeAMETHOM obxacry;
CTaHOApTHBIE | OTPAaHWYCHHUH | METOJOIIOTHICCKUE u
3amaan . TEXHOJIOTHYCCKUE OCHOBBI
npo¢eccruoHaIb OIIK-3.2. KOMIIJIEKCHOT'O obecricueHHs
HOM Pemraer 0€30MMaCHOCTH aBTOMATH3HPOBAHHBIX
JIESITeIIBHOCTH 3aaun HH(POPMAIIMOHHBIX CHCTEM; METOIBI
Ha OCHOBE npo)eCCUOHa | M CPEACTBA, COBPEMEHHBIC MOIXOIBI
UH(POPMALMOHH JTBHON K T[OCTPOCHHIO CHCTEM  3alllUThI
oii u NESITeIBHOCT | MH(POPMAIIMK, KPUTEPUH  OLCHKH
oubnuorpaduye | uc yuetom | 3ammiienHoctd  WC,  OpUHIMIGL
CKO¥1 KyJIbTYpBI OCHOBHBIX | (pOpMHUPOBaHUA TOJIUTHKA
C IpUMEHEHHEM | TpeOoBaHW | WHMOPMAITMOHHON 0e30MmacHOCTH
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nH(OpMaLMOHH
0_
KOMMYHHUKAIIHOH
HBIX TEXHOJIOTUH
1 C YU4ETOM
OCHOBHBIX
TpeboBaHUH
MHPOPMAITMOHH
oit
0e30macHoOCTU

nHdopmauno
HHOM
0e30IaCHOCT
u

B aBTOMATH3UPOBAaHHBIX  CHCTEMaX;
HOPMATHBHO-NIPABOBBIC  JTOKYMEHTBI
1o obecrneyeHn0 MHHOPMALMOHHOM
0€30MacHOCTH, CTaHIaPTHI
HOCTPOCHHS CHCTEM
nHPOPMAIMOHHON 0E30MacHOCTH U
OLCHKU CTENeHU 3allUThl CHCTEM
HHPOPMAITMOHHON 0e3omacHOCTH
0OBEKTOB; OCHOBHBIE METOMBI
KOHTPOJIS 3¢ peKTUBHOCTH
obecrieueHus nH(popMaLMOHHO
Oe3onacHoCTH  MH(OPMAIMOHHBIX
CHCTEM.

YMmeer BE€PHO U B MOJHOM o0obeMme:

CHCTEMHO AHAITN3UPOBATh
[I0CTaBJIEHHEIE LENH,
(dbopmMynHpoOBaTH 3a1aqu u
mpearaTh 000CHOBaHHBIE
pelLlICHUs; KPUTHYECKU OLICHHBAThH
HHPOPMALIUIO 0 MPEIMETHOM

obmnactn TIPUHSTHUS peleHuii;
UCIIONIb30BaTh ~ MHCTPYMEHTAJIbHbIE
cpenctea  uis  pa3paboTKu U
NPUHSTUS  pelleHWH;  TPOBOAUTH
MHOTO()aKTOPHBIN aHAJIHU3 3JIEMEHTOB
MIPeAMETHON obmactu TUIs
BBIABICHUSI ~ OTPAaHUYCHHH  TIpH
NPUHSTHH PEIICHHH; pa3padaThIBaTh
W OLUCHMWBaTh  aJbTEpHATHUBHEIC
pemIeHus ¢ y4eTOM  PHCKOB;
BBIOMpATh ONTHMAJIbHBIE pPELICHHS
UCXOJIsl U3 JISHCTBYIOIIMX IPABOBBIX
HOpPM, WMEIOIIUXCS PpEecypcoB U
OTpaHUYEHUl; paspabaTbIBaTh
MOJEIM yrpo3 U  Hapylmurenen
nHpopMaMOHHOH 6e3omacHoCTH
nc, BBIABJIATH YIpo3bl
WHPOPMALIMOHHON 0E30MacHOCTH U
000CHOBBIBATh OpraHU3alUOHHO-
TEXHUYECKHE  MEpOIpPHUATHI  II0
3aluTe uapopmanmu B UC;

BBISIBIISITH YS3BUMOCTH
NH(OPMAIMOHHO-TEXHOIOTHYECKIX
pecypcoB ABTOMATH3UPOBaHHBIX
CHCTEM M IPOBOAWUTH MOHHUTOPHHT
yrpo3 0e30MmacHOCTH nc,
AQHAJIN3MPOBATh PHCKH
UH(POPMALMOHHBIX CHCTEM,
OCYIIECTBIIAT OLICHKY
3AIMUIICHHOCTH ©  obecredYeHus
nH}popMaMOHHOH 6e3omacHoOCTH
HH(OPMAIHOHHBIX CHCTEM;

BBHIMIOJIHATh PabOThI HA CTaUiIX |
stanax co3ganus MC B 3alIuIeHHOM

HUCIIOJIHCHHUH, COCTaBJIATH
AHAJTUTHYCCKUC O630pBI 10
BOIpocaM obecrneyeHUs

nHpopMannoHHO# 6e3omacHOCcTH C
U pa3pabaThiBaTh YaCTHBIC TOJHTHKH
nHpopMaMOHHOH
6e3zomacuoctu MC.
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70 — 84
0aJs1I0B

«XOpPOLIO0»

YK-2.
Cnocoben
OIIpEeNesATh
KpYT 3a/1a4 B
paMKax
[IOCTABJIEHHOM
end u
BEIOMpATH
ONTHUMAJIEHBIE
Croco0bI UX
peueHus,
UCXOJsl U3
JIEHUCTBYIOIIUX
MPaBOBBIX HOPM,
AMEIOIINXCS
pecypcoB u
OrpaHUYCHUMN.
OIIK-3.
Crocoben
pemarpb
CTaH/IapTHBIE
3aJa4uu
npogecCuoHaNb
HOM
JIeSITEIEHOCTH
Ha OCHOBE
WHPOPMALMOHH
oilu
oubnmorpaduue
CKOM KYJIBTYpbI
C IpUMCHEHUEM
uH(OpMaLMOHH
0_
KOMMYHHUKAINOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeboBaHUH
MHPOPMAITMOHH
oit
6e3omacHOCTH

VK-2.1.
ITonnmaeTr
0a3oBEIC
TTPUHIIHATIBI
IMOCTAHOBKHU
3a1a4 1
BEIPAOOTKH
peLIeHH.
YK-2.2.
Bribupaer
ONTHMAJIbHEIE
CITIOCOOBI
peleHus
3ajad4,
HCXOJIs U3
JIEHCTBYIOIIU
X IIPaBOBBIX
HOPM,
MMEFOIIUXCS
pecypcoB u
OrpaHUYEHUN

OIIK-3.2.
Pewmaer
3a71a4u
npodeccrona
JILHOM
JesATENEHOCT
U C yY4eTOM
OCHOBHBIX
TpeOoBaHMit
nHpopmanno
HHOM
6e30macHoOCT
u

3Haer c HE3HAYNTEILHLIMHA
3aMeYaHUSIMM: OCHOBHBIE
MPUHIUIE ¥ KOHIICTIIUK B 00JacTh
LIeJIETIOJIaT aHUST i TIPUHSITHS
pEIIeHNH; METOIbl TEHEPHUPOBAHHS
aJbTEpHATUB peLeHui u
MPUBEJICHUS HMX K COIIOCTaBUMOMY
BHAY JUIAI BBIOOpa ONTHUMAIHHOTO

pelIeHus; TIPAPOLY JTaHHBIX,
HEOOXOIUMBIX Ut pereHus
MIOCTaBJIEHHBIX  3aj[a4; OCHOBHBIE
METOJbl MPUHSITHUS PELICHHH, B TOM
yycie B YCIOBHUSAX pHCKa U
HEOIIPEeIeIEHHOCTH; BUJIBI u
UCTOYHWKH BO3HUKHOBEHHS PHCKOB
TIPUHSATHS pereHnH, METOJIBI
YTIpaBICHUS UMH; OCHOBHBIE
HOPMAaTHBHO-TIPAaBOBBIC JIOKYMEHTBI,
periaMeHTHPYIOIINe Ipo1Iecc
NPUHATHUSL PELIEHUH B KOHKPETHOM
MIpeIMETHO I obnacTu;
METOJI0JIOTUIECKHe u
TEXHOJIOTHYECKHE OCHOBBI
KOMIUIEKCHOT'O obecrieueHHs

0€30IaCHOCTH aBTOMAaTH3MPOBAHHBIX
MH(OPMAIMOHHBIX CUCTEM; METOJIbI
U CPEJCTBA, COBPEMEHHBIE ITOJIXO0JIBI
K TOCTPOCHHIO CHCTEM  3allUThI
nHpopManny, KpPUTEPUH  OLECHKH
samumenHocty  UC,  npuHUUIBL
(dbopmupoBaHus HOJUTHKH
nHHOPMAITMOHHOM 0e30MmacHOCTH
B aBTOMaTH3MPOBAHHBIX  CHCTEMax;
HOPMAaTHBHO-IIPAaBOBBIE  JOKYMEHTBI
o obecrneyeHno MHHOPMALMOHHOM
Ge3omacHocTH, CTaHAapTHI
MOCTPOCHHS cHcTeM
WHPOPMAMOHHON 0E30MacHOCTH U
OLECHKU CTENeHU 3allUThl CHCTEM
HHPOPMAITMOHHON Oe3omacHOCTH
0OBEKTOB; OCHOBHBIE METOMBI
KOHTPOJIS 3¢ heKTHBHOCTH
obecrnieueHus “H(POPMAITHOHHOM
Oe3onacHoCTH  MH(OPMAIMOHHBIX
CHUCTEM.

YmMmeer c He3HAYHMTeIbHBIMH
3aMe4YaHUsIMH: CUCTEMHO
aHAJIM3MPOBATh IIOCTABJICHHBIE IIEJIH,
(dbopmMyIHpoBaTh 3a71a49u u
mpearaTh 000CHOBaHHBIE
pelIeHns; KPUTHYECKH OLICHHBATh
nHPOPMALIHIO 0 TIPEeIMETHOM
obnactu TPUHATHS pelIeHnit;
UCIIONB30BaTh  MHCTPYMEHTAJILHBIC
cpenctea  uis  pa3paboTku U
NPUHATYUS ~ PELICHUH; IPOBOJUTH
MHOTO()aKTOPHBIN aHAJIHU3 3JIEMEHTOB
npeAMETHON obnactu JUIst
BBIABJICHUS OrpaHUYCHUN pu
NPUHSTUM PELICHHI; pa3pabaThiBaTh
W OLCHMBATH  aJbTCPHATHUBHBIC
pElICHUsI C  y4YETOM  PHCKOB;

IToBBIMIEHHBIH
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BHIOMpATh ONTHUMAJbHBIC pEIICHUS
UCXOJsl U3 JICHCTBYIOIINX IPaBOBBIX
HOPM, HMEIOIUXCS PECYpCcoB H
OTpaHUYCHUH; pa3pabaTbIBaTh
MOJENM Yrpo3 U  HapyUIUTeNleH
HHPOPMATMOHHON Oe3omacHOCTH
nc, BBISIBIIATH YTpO3bl
WHPOPMAMOHHON 0E30MacHOCTH |
000CHOBBIBAThH OpTaHU3aLHOHHO-
TEXHHUYCCKUC MEPOIPUATHUAL 10
sammre  uHpopmammu B UC;
BBISABIISITH YA3BUMOCTH
nH(pOPMALMOHHO-TEXHOJIOTHIECKUX
pecypcos aBTOMAaTU3UPOBAHHBIX
CHCTEM M NPOBOAUTH MOHHTOPHHT
yrpo3 Oe3omacHOCTH uc;
aHAJIM3UPOBATH pHCcKH
nH(pOpMaMOHHBIX CHCTEM,
OCYIIECTBIISATH OLICHKY
3alIMIIEHHOCTH W olecrieyeHus
nHpopMaMOHHOH 6e30macHOCTH
nH(pOpMaMOHHBIX CHCTEM;
BBIIIOJIHATH paGOTI)I Ha CcTaguiax Hu
stanax co3ganus M C B 3auuimeHHOM

HCIIOJTHCHUU, COCTAaBJIATH
aHATUTHYECKUE 0030p5I 1o
BOTIpOCaM obecrieueHHs

nHdopmannonHoii 6esonacnocta C
1 pa3padaThiBaTh YaCTHBIC MOJIUTHKH
nH(popMannoHHON
6e3zomacuoctu MC.

50 — 69
0aJ110B

«YIA0BJIETBOP
HTEJIBbHO»

YK-2.
Crocoben
OTIpeNIeNATh
KpYT 3a]1a4 B
pamkax
MIOCTaBJICHHOM
UEIU U
BBIOMpATh
ONTUMAIILHBIE
crocoOBI UX
pereHus,
UCXOIS U3
JIEHCTBYIOIINX
MIPaBOBBIX HOPM,
HUMCIOIIUXCS
pecypcoB u
OTrpaHUYCHUH.
OIIK-3.
Cnocoben
pemaTh
CTaHJapTHHIE
3amaan
po¢eccHoHaIh
HOI
eI TeTTFHOCTH
Ha OCHOBE
uH(OpMaLMOHH
or u
oubmuorpaduue
CKOH KYyJIBTYPBI
C IPUMCHECHUEM

YK-2.1.
ITonnmaer
6a3oBble
TPUHIUIIEI
MIOCTaHOBKH
3aj1a4 u
BBIPaOOTKH
pELICHUMN.
YK-2.2.
Bribupaer
ONITHMAaJIbHbIC
CIIOCOOBI
peLIeHus
3ajad,
UCXOJIS U3
JIEUCTBYIOILHU
X MPaBOBBIX
HODPM,
MMEIOIINXCS
pecypcoB U
OrpaHUyYEeHUI

OIIK-3.2.
Pewaer
3amaun
npodeccrona
JILHOHU
JeSITeIBHOCT
U C YUCTOM
OCHOBHBIX
TpeOoBaHUit

3naer Ha 0a30BOM YpOBHe, C
OMIMOKAMU: OCHOBHbBIC MPUHIIMIBI U

KOHIIEIIIINHA B obmacTi
LIeJIEOJIaraHus U MIPUHSITUS
pEIICHHIA; METOAbl TCHEPHUPOBAHUS
aNbTCPHATHB PpelIeHMiA u

NMpUBCACHUA HUX K COIIOCTaBUMOMY
BUAY JIA BI)I60pa OIITUMAJIBHOI'O

peLIcHus; IpUpOAY JIaHHBIX,
HEOOXOANMBIX Ui peleHus
MOCTaBJICHHBIX  337a4; OCHOBHBIE
METOJBl IPHUHATHS PELICHHN, B TOM
yyciae B YCIOBMSIX pDHCKa U
HEOIPEIEICHHOCTH; BUIBI 51
HACTOYHUKHA BO3HUKHOBEHMSI PHUCKOB
HIPUHATUSL pELICHUH, METOJIbI
yIpaBICHUSL HMUY; OCHOBHBIE
HOPMAaTUBHO-IIPABOBBIE [JOKYMEHTHI,
PETIaMEHTUPYIOLIHE Ipouece
HOPUHATHUS PELIEHUII B KOHKPETHOM
IpeIMETHOM obuacruy;
METOJ0JIOTMYECKHE u
TEXHOJIOTUYECKUE OCHOBBI
KOMILIEKCHOTO obecrieueHus

0C30MMaCHOCTH aBTOMATH3UPOBAHHBIX
HH(POPMAIMOHHBIX CUCTEM; METOJBI
U CpEeICTBA, COBPEMEHHBIE MOAXO0/bI

K TIOCTPOCHHIO CHCTEM 3alllUThI
nHpOpMaNUK, KPUTEPUU  OICHKH
samumieHHoctTn  VIC,  MpUHITUIIBL
(dhopmMupoBaHus MOJINTUKU

ba3oBbIit
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nH(OpMaLMOHH
0_
KOMMYHHUKAIIHOH
HBIX TEXHOJIOTUH
1 C YU4ETOM
OCHOBHBIX
TpeboBaHUH
MHPOPMAITMOHH
oit
0e30macHoOCTU

nHdopmauno
HHOM
0e30IaCHOCT
u

nHpopMannoHHOH 6e3omacHoCTH
B aBTOMaTH3MPOBAHHBIX  CHCTEMaX;
HOPMAaTHBHO-IIPAaBOBBIE  JOKYMEHTBI
mo obecriedyeHN0 HHPOPMAITMOHHON
0€30MacHOCTH, CTaHIaPTHI
HOCTPOCHHS CHCTEM
nHPOPMAMOHHON 0E30MacHOCTH U
OLCHKM CTENeHU 3allUThl CHCTEM
HHPOPMAITMOHHON Oe3omacHOCTH
00BEKTOB; OCHOBHBIE METOJIBI
KOHTPOJIS 3¢ peKTUBHOCTH
obecrieueHus nH(}popMaLMOHHO
Oe3onacHoCTH  MH(OPMAIMOHHBIX
CHUCTEM.

YMmeer Ha 6a30BoM YpOBHe, C

OIMOKAMM: CHCTEMHO
aHAJIM3UPOBATh MMOCTABJICHHBIC IICIIH,
(dhopMynHpOBaTH 3a1aqu u
mpearaTh 000CHOBaHHBIE
pelLICHUS; KPUTHYSCKU OILICHHBATH
HHPOPMALIUIO 0 MPEIMETHOM

obnactn TIPUHSTHUS peueHuii;
UCTIONB30BaTh  MHCTPYMEHTAJIbHBIE
cpenctea  uis  pa3paboTku U
NPUHSTUS  pelleHWH; IPOBOIUTH
MHOTO()aKTOPHBINA aHAJIHU3 2JIEMEHTOB
MIPeAMETHON obmacTu JUIs
BBIABICHUSI ~ OTpPaHWMYCHHH  TIpH
NPUHATHH PEIICHUH; pa3padaThIBaTh
W OLUCHMWBaTh  aJbTEpHATHUBHEIC
pemIeHust ¢ y4eTOM  PHCKOB;
BBIOMpATh ONTHMAJbHBIE pPELICHHS
UCXOMd U3 NEHCTBYIOIIMX IPaBOBBIX
HOpPM, WMEIOIIUXCS PpECypcoB U
OTrpaHUYECHUN; pa3pabartbIBaTh
MOJEIM yrpo3 U  Hapylmurenen
nH(popMaMOHHOH 6e30macHOCTH
nc, BBIABJIATH YIpo3bl
WHPOPMALIMOHHON 0E30MacHOCTH |
000CHOBBIBAThH OpraHU3alMOHHO-
TEXHUYECKHE  MEpOIpPUATHI  II0
sammre  wHQopMarmmum B UC;

BBISIBIISITH YSA3BUMOCTH
NH(OPMAIMOHHO-TEXHOIOTHYECKIX
pecypcoB ABTOMATH3UPOBaHHBIX
CHCTEM M IPOBOAUTH MOHUTOPHHT
yrpo3 0e30MmacHOCTH nc,
AQHAJINU3MPOBATh PHCKH
UH(POPMALMOHHBIX CHCTEM,
OCYIIECTBIIAT OLICHKY
3AIMUIICHHOCTH W 00ecredYeHus
nH}opMannoHHOH Oe3omacHoCTH
HH(OPMAIHOHHBIX CHCTEM;

BBHIMIOJIHATh PabOThI HA CTAIUIX |
stanax co3fganus MC B 3aluIeHHOM

HUCIIOJIHCHHUU, COCTaBJIATH
AHAJTUTHYCCKUEC 0630pBI 10
BOIpocaM obecricyeHUs

nHpopMannoHHO# 6e3omacHOCcTH C
U pa3pabaThIBaTh YaCTHBIC MOJHTHKU
nHpopMaMOHHOH
6e3zomacuoctu MC.
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MeHee 50
0aJs1I0B

«HEYAOBJIETB
OPHUTEJIBHO»

YK-2.
Cnocoben
OIIpEeNesATh
KpYT 3a/1a4 B
paMKax
[IOCTABJIEHHOM
end u
BEIOMpATH
ONTHUMAJIEHBIE
Croco0bI UX
peueHus,
UCXOJsl U3
JIEHUCTBYIOIIUX
MPaBOBBIX HOPM,
AMEIOIINXCS
pecypcoB u
OrpaHUYCHUMN.
OIIK-3.
Crocoben
pemarpb
CTaH/IapTHBIE
3aJa4uu
npogecCuoHaNb
HOM
JIeSITEIEHOCTH
Ha OCHOBE
WHPOPMALMOHH
oilu
oubnmorpaduue
CKOM KYJIBTYpbI
C IpUMCHEHUEM
uH(OpMaLMOHH
0_
KOMMYHHUKAINOH
HBIX TEXHOJIOTHI
U C y4eTOM
OCHOBHBIX
TpeboBaHUH
MHPOPMAITMOHH
oit
6e3omacHOCTH

VK-2.1.
ITonnmaeTr
0a3oBEIC
TTPUHIIHATIBI
IMOCTAHOBKHU
3a1a4 1
BEIPAOOTKH
peLIeHH.
YK-2.2.
Bribupaer
ONTHMAJIbHEIE
CITIOCOOBI
peleHus
3ajad4,
HCXOJIs U3
JIEHCTBYIOIIU
X IIPaBOBBIX
HOPM,
MMEFOIIUXCS
pecypcoB u
OrpaHUYEHUN

OIIK-3.2.
Pewmaer
3a71a4u
npodeccrona
JILHOM
JesATENEHOCT
U C yY4eTOM
OCHOBHBIX
TpeOoBaHMit
nHpopmanno
HHOM
6e30macHoOCT
u

He 3Haer Ha 0a30BOM YpOBHe:
OCHOBHBIE TIPUHIUIIBI U KOHIIETILIH B
00JacTH LeNenojiaraHusl U MPUHITUS
pemeHnd; METOAbl TeHEePHPOBAHUS
abTepHATUB pereHui u
MPUBEICHUS HMX K COIIOCTAaBUMOMY
BHAY JUIA BBIOOpa ONTHUMAJIHHOTO

peLIeHuS; islinsleding JTaHHBIX,
HEOOXOANMBIX ULt pemeHust
MIOCTaBJIEHHBIX  3af7la4; OCHOBHbBIE
METOJbl MPUHSITHUS PELICHUH, B TOM
yycie B YCIOBHUSAX pHCKa U
HEOIPeIeIEHHOCTH; BUJIBI u
HUCTOYHUKM BO3HHUKHOBEHHUS DPHUCKOB
TIPUHSATHSL pereHnH, METOJIBI
YIIpaBICHUS UMH; OCHOBHBIE
HOPMAaTHBHO-TIPAaBOBBIC JTOKYMEHTBI,
perIlaMeHTHPYIOIINE Ipo1ecc
NPUHATHUSL PELIEHUH B KOHKPETHOM
MIpeAMETHON obactuy;
METOJI0JIOTHYECKHE u
TEXHOJIOTHYECKUE OCHOBBI
KOMIUIEKCHOT'O obecrieueHUs

6e30MacCHOCTH aBTOMAaTH3UPOBAHHBIX
MH()OPMALIMOHHBIX CHCTEM; METOJIBI
U CpEJCTBA, COBPEMEHHBIE MOJIXO0JIbI
K TOCTPOCHHIO CHCTEM  3allUThI
WHPOpPMALUK, KPUTEPHH  OLCHKH
samumenHocty  UC,  npuHUUIIBL
(opMupoBaHus TTOJTUTHKH
nH}popMannoHHOH 6e3omacHoOCTH
B aBTOMaTH3MPOBAHHBIX  CHCTEMax;
HOPMAaTHBHO-IIPAaBOBBIE  JOKYMEHTBI
1o obecrnevyeHno MHYOPMALMOHHOM
Ge3ormacHocCTH, CTaHAapTHI
MOCTPOCHHS cHCTEM
MHPOPMAIIMOHHON 0E30MacHOCTH U

OLCHKU CTENeHU 3allUThl CHCTEM
HHPOPMATMOHHON Oe3omacHOCTH
00OBEKTOB; OCHOBHBIC METOMBI
KOHTPOJIS 3¢ heKTHBHOCTH
obecrnieueHHs “H(POPMAITMOHHOM
0e30macHOCTH HHPOPMAITMOHHBIX
CHCTEM.

He ymeer Ha 0a30BOM YypoOBHe:
CHUCTEMHO aHaJIM3UPOBAThH
MIOCTaBJICHHBIE eIy,
(dbopMyIHpoBaTh 3a71a49u u
npeasaraTh 000CHOBaHHBIE
pelIeHNs; KPUTHUYECKH OLICHHBATh
nHPOPMALIHIO 0 TPEIMETHON
obnactu NPUHATHS pelIeHnit;
UCIIONB30BaTh  MHCTPYMEHTAJILHBIC
cpenctBa s pa3paboTKH W
HNPUHATYUS ~ PELICHUH; IPOBOJUTH
MHOTO()aKTOPHBIN aHAJIHU3 3JIEMEHTOB
NpeAMETHON obnacTtu JUIst
BBIABJICHUS OrpaHUYCHUN pu
NPUHITUH PELICHHI; pa3padaThiBaTh
u OLICHUBATh AJIbTCPHATUBHBIC
pelieHnss ¢ YY4eTOM  PHCKOB;

BLI6I/IpaTB OINITUMAJIBHBIC PCIICHUA

KomMmnerennun
He
copmupoBaH
bl
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HCXOJs U3 JICHCTBYIOIIMX IMPAaBOBBIX
HOPM, HMEIOIIUXCS PECYpCcOB H
OTpPaHUYCHUN; pa3pabaTbIBaTh
MOJENM Yrpo3 U  HapyUIHTelei
nH()OPMAITMOHHOM 0e30MMacHOCTH
Uc, BBISIBIIATH Yrpo3sl
WHPOPMAIMOHHON 0E30MacHOCTH |
000CHOBBIBATh OpraHU3alUOHHO-
TEXHHYECKHE  MEPOINpPHUSATHS  TI0
sammre  uHGopmammu B UC;

BBISIBJIATH YSI3BUMOCTH
nH(OPMALMOHHO-TEXHOJIOTHIECKUX
pecypcos aBTOMATU3UPOBAHHBIX
CHUCTEM M NPOBOAUTH MOHHTOPHHT
yrpo3 Oe3omacHOCTH uc;
aHAJTM3UPOBATH pHCKH
nH(pOpMaMOHHBIX CHCTEM,
OCYIIECTBIISATH OLICHKY
3alIMIIEHHOCTH W olecriedeHus
HHPOPMAIMOHHON 0e30MmacHOCTH
nH(OpMaMOHHBIX CHUCTEM;

BBIIIOJIHATH pa6OTI)I HaA cTagudax #u
sramnax co3gauus MC B 3aIuIeHHOM

HCIIOJTHCHUU, COCTaBJIATH
aHATUTHYECKUE 0030p5I o
BOIpOcCam obecrieyeHus

nHdopmannonHoii 6esonacnocta MC
1 pa3padaTbiBaTh YaCTHBIC MOJUTHKH
nH}popMannoHHOH
6e3zomacuoctu MC.
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