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OLHEHOYHBIE MATEPHUAJIbI

no aucHuIuinHe «OCHOBBI HHPOPMAMOHHOW 0€30MACHOCTID)

NEPEYEHb KOMIIETEHIIUH C YKA3AHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX POPMUPOBAHUA 110 JNCIUAIIIMHE

®opmupyeMble Nupuxarops! nocTuxkenusi | Pe3yabtarbl 00yueHus (3nanus,
KOMIIeTeHIM U KOMIIeTeHIUi yMeHus)
(k00 u Haumenosanue (k00 u Haumenosanue
Komnemenuyuu) UHOUKamopa)
YK-1. CnocodeH ocyniecTBIsATh VYK-1.2. Pa3zpabaTsIBacT BAPHAHTEI YK-1.2.3-1. 3naer KpUTEPHH
NOWCK, KpUTHYECKHIi aHATIN3 U peleHus MPOOIEMHOM CUTYal[Mi HA | CONIOCTABJICHMS pa3IMYHBIX BAapUAHTOB

CHHTE3 an)opMamm, NpUMEHATD
CHCTEMHBIH MOAXO0 JJIs1 pemeHust
MMOCTABJICHHBIX 3a1a4

OCHOBE KPUTHUYECKOT0 aHAIH3a
JOCTYITHBIX UCTOYHHKOB
nHdopmanuu

peLIeHUs TOCTABJICHHON 3a1a4l

YK-1.2.V-1. YMeer  oCyLIECTBIATH
KPUTHYECKHUI aHau3 coOpaHHOH
nHdopmManm  Ha  COOTBETCTBHE €€
YCIOBUSAM U KPUTEPUAM  PELICHUSA

MOCTaBJICHHOM 3aJ1a4yu

YK-1.2.YV-2. ¥Ymeer ornuyark (akThl OT
MHCHHI, MHTEpIpEeTalHii U OLEHOK NpU
aHanmm3e coOpaHHO# nHpopMaHU

VK-1.2.V-3. ¥Ymeer COIOCTaBJIATH U
OLICHUBATH pa3nuyHbIe BapUAHTBI
petieHust [IOCTaBJIEHHOMN 3a1a4y,

OIMpeaAciiaa UX JOCTOMHCTBA U HEJOCTATKHU

OIIK-2. Cnioco0eH ocyuiecTBJISITh
cOop, 00padoTKy U aHAIU3
AAHHBIX, HEOOXOAUMBIX I
pellleHNsI MOCTABJIEHHBIX
ynpaBJeHYecKHX 32124, C
HCI0JIb30BAHHEM COBPEMEHHOT0
HHCTPYMEHTapus M
HHTeNIeKTyaJbHbIX
HH(GOPMALIMOHHO-AHAJIUTHYECKUX
cucTeM

OIIK-2.1. OnpenensieT ICTOYHUKH
WHPOPMAIIUU H OCYIIECTBIISIECT HX
IIOMCK Ha OCHOBE ITOCTaBJIEHHBIX
meseit sl pereHHs
npodeccroHaNbHbIX 3a/1a4

OIIK-2.1. 3-1. 3mnaer wmeromsl cbopa
HHPOPMALIMU, CIOCOOBI H BUA €€
MPE/ICTABICHUSI, MPUMEHSSI COBPEMEHHOE
POrpaMMHOE 00eCIeUeHUE

OIIK-2.1. V-1. ¥YMeeT UCTIONB30BaTh
COBPEMEHHBIN HHCTPYMEHTapUi U
MHTEJIEKTyalbHbIe HH(OPMAIIMOHHO-
AQHATUTHYECKHE CUCTEMBI

OIIK-5. Cnoco0eH ucnojinL30BaTh
NpH peleHnn
npogeccnoHaNbHbIX 33124
coBpeMeHHbIe HHPOPMAIHOHHBIE
TEXHOJIOTHH H MPOrpaMMHBbIe
CpeacTBa, BKIIOYas ypaBJeHne
KPYIMHBIMH MaCCHBaMU JaAHHBIX H
UX HHTEJJIEKTYAJIbHBINH aHAIU3

OIIK-5.2. ITpumensiet
COBpeMEeHHbIC HHDOPMALMOHHBIE
TEXHOJIOTUH M CHCTEMBI IS
MIOCTAHOBKHM U PEICHUS 3a1a4
yIIpaBIICHUs], BKIIFOYas yIpaBJcHHE
KPYITHBIMHA MaCCUBAMH JIAHHBIX H UX
MHTEJJIEKTyaJ bHBIN aHATU3

OIIK-5.2. 3-1. 0COOEHHOCTH
HCIIOIB30BaHUSL COBPEMEHHBIX
MH()OPMAIMOHHBIX TEXHOJIOTHI M CHUCTEM
JUli  TIOCTAHOBKM ¥  pEIeHHs 3a1a4
yIpaBICHUS, BKJIFOYas yIpaBieHUE
KPYIHBIMH MAacCHBaMHU JIAaHHBIX M WX
WHTEJUICKTYaJIbHBIN aHAIIN3

3uaer

OIIK-5.2. V-1. ¥YMmeeT pemars 3a1auu
YIpaBJICHUS Ha OCHOBE HCIIOJIb30BaAHHS
COBPEMECHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHI U CUCTEM

OIIK-6. Cioco0eH moHUMATh
NPUHIHUIBI PA00THI COBpPEMEHHBIX
UHGOPMAIHOHHBIX TEXHOJOTUH U
HCIOJIB30BATH UX ISl pellleHust
3a1a4 NpodecCHOHATBHOI
AeAITeJIbHOCTH

OIIK-6.1. Ucnons3yet
COOTBETCTBYIOIINE COJICPIKAHHIO
po¢eCCHOHATBHBIX 3a7a4
COBpEMEHHBIE IN(POBHIC
nH(pOpMaNNOHHBIE TEXHOJIOTHH,
OCHOBBIBAsICh HA MPUHLUMAX HX
paboTsI

OIIK-6.1. 3-1. 3HaTh: XapaKTepUCTUKU
COOTBETCTBYIOIINX COACPIKAHUIO
npodeccHoHABHBIX 3a/1a4 COBPEMEHHBIX
1 (poBIX HHPOPMAMOHHBIX
TEXHOJIOTHI

OIIK-6.1. V-1. YMerb: HUCIIOJIL30BaTh




COBpEMEHHBIE LIN(PPOBbIE
nH()OpMALMOHHBIE TEXHOIOTHH AT
pemIeHus 3a1a4 MpogecCHOHaNbHON
JIESITEIIbHOCTH

OIIK-6.2. IToHMaeT NPHHINTIHI OIIK-6.2. 3-1. 3HaTh: IPUHIHITEL PaOOTHI
paboThI COBPEMEHHBIX IIU(PPOBBIX COOTBETCTBYIOIINX COACPIKAHHIO
HH(OPMAIMOHHBIX TEXHOJIOTHHH, npoecCHOHANBHBIX 3a/1ad COBPEMEHHBIX
COOTBETCTBYIOLIHUX COACPKAHUIO U (POBEIX NHOOPMAITMOHHBIX
npodecCHOHANBHBIX 33/1a4 TEXHOJIOTHH

OIIK-6.2.Y-1.

YMeeT IpUMEHATH IPUHINIBI paOOTHI
COOTBETCTBYIOIINX COAEPIKAHUIO
npodeccHOHANBHBIX 33/1a4 COBPEMEHHBIX
1 (poBEIX HHPOPMALMOHHBIX
TEXHOJIOTUi

METOAUYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOHINUE JTAIIbI

®OPMHPOBAHUS KOMIIETEHIIUM

HepequL y‘leﬁﬂbIX 33H3HI/II7[ Ha ayAUTOPHBIX 3aHATUAX

Tembl rpynnoBbIX AMCKYCCHH

Tema 1. Undopmanus kKak o0bexkT 3amurbl. IIpaBoBoe olOecmedenue
HHGopMaALMOHHOI 0€30I1aCHOCTH
Nupukaropsl nocrmkenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OITK-6.2.
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HNudopmanmonnas 6e3onacHOCTb. OCHOBHBIE OHSTHSL.

Mopenu nHdopMauoHHON O€30MaCHOCTH.

Bunp! 3anmiiaemoii nHGopManuu.

OCHOBHbIE HOPMATHUBHO-IIPABOBBIE aKThI B 00JACTH HH(POPMAIMOHHON
0€30I1aCHOCTH.

[IpaBoBBIC O0COOEHHOCTH oOecrieueHus 0€30MacHOCTH
KOH(DUIeHIINaTBbHON HHGOPMAIIMK U TOCYJaPCTBEHHOM TalHBI.

Pecypcel npeanpusitus, mouiexaruye 3amunre ¢ Touku 3penus Ub.
Acniextsl b B pamMkax MeHeKMEHTa HETPEPHIBHOCTU OM3HECa
KubepOe3onacHOCTh U KUOEPIPOCTPAHCTBO..

3anaun kuOepOe30nacHOCTH B aBTOMATU3MPOBAHHBIX CUCTEMAX.

[Tonsitue nndopmanuu 1 UHGOPMATU3ALUKU, CBOMCTBA UHPOPMALIUKA KaK
00BEKTa 3allUThl OT KUOEpYyrpo3.

Tema 2. OpranunzaunonHoe odecredyeHue HHGOPMAIMOHHOM 0€30MIACHOCTH

Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

1. OcHoBHBIE cTaHAApTBI B oOOmacTH obecrieueHUss HHGOPMAITMOHHOMN

0€30I1aCHOCTH.




[TonuTuka 6€30MacHOCTH.

DKoHOMHYECKast 0€30MaCHOCTh MPEAIPUSITHUS.

WNuxeHepHas 3anmra 00beKTOB.

3amuTa nHGOpPMAIHK OT YTEUKH 110 TEXHUISCKUM KaHaJIaM.
Hcnonp3oBanne 6a3 JaHHBIX IS HAXOXKICHHUS M U3yUeHUS] HOPMATHBHBIX
JOKYMEHTOB B 00JIaCTH MH(POPMAITMOHHON 0€3011aCHOCTH.

7. nentudukanus v olieHKa aKTHBOB.

8. Mogemu yrpos.

9. Unentuduxarnus ysa3BUMOCTEH.

10.01meHKa pUCKOB.

11.06paboTKa pUCKOB.

12.Mopenb HapyIIUTENs TOJUTHKU O€30MMaCHOCTH.

13. Tunuyabie yrpo3sl HWHGOPMANMA U YSI3BUMOCTH  KOPIOPATHBHBIX
MH(POPMAIIMOHHBIX CUCTEM.

ok ow

Tema 3. IIporpaMMHo-annapaTHbie cpeacrBa o0ecrevyeHust
HHGpOPMALMOHHO 0€301ACHOCTH B MH()OPMAIMOHHBIX CETAX
Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

OCHOBHBIE BU/IBI CETEBBIX U KOMIIBIOTEPHBIX YIPO3.

CpencTBa U METOJIbI 3aLIUTHI OT CETEBBIX KOMITBIOTEPHBIX YIPO3.

CHUMMETpUYHBIE U ACCUMETPUYHBIE CUCTEMBI IIU(PPOBAHMS.

[upposbie noanucu (IAEKTPOHHBIE TOANHKCH).

HNHudpacTpyKkTypa OTKPBITHIX KIFOUEH.

Kpunrorpaduueckue npoToKOJIbI.

XouI-pyHKUIMA M AJEKTPOHHAs MOJANUCH M MPOTOKOJbI 3JIEKTPOHHBIX

JTAHHBIX.

8. MeTonbl paboThI ¢ TPOTrPAMMHBIMH CPEJICTBAMHU.

9. duHaHCOBBIE  aBTOMATU3UPOBAHHbIE  MH(OPMALMOHHBIE  CHUCTEMBI
YIPABJICHUS POLECCAMU.

10.C6op sKOHOMUYECKOH pa3BebIBATEIHLHOM HHPOPMAIIUH.

11.Tomonorus KuOGEPIPOCTPAHCTBA

12 . TTpuHIUTIBI TOCTPOCHHUS APXUTEKTYPhI (PUHAHCOBOUN KHOEPOE30MacCHOCTH.

13.AnmapatHoe obecliedeHHe | XpaHEHHE TNEepeJaBaeMbIX U TMOTYyYaeMBbIX
JTaHHBIX.

14.TTpoTokosabl U MIATHOPMBI.

15.ApxutekTypa ceTeBOoM 0€30MacCHOCTH M YIpaBIEHUE MPOLIECCOM
oOecrieueHus: 6€30MaCHOCTH.

16.TpeboBaHuUsI K CUCTEMaM 3alUThl HHPOpMALTIH.

NoabkowdE

Tema 4. Cranaaprel u cneuupukanmu B 00JacTu HHPOPMANMOHHOI
0e30macHOCTH
Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.



1. Cranpaptuzamuss B cdepe  ymnpaBiaeHUS  HHPOPMAIMOHHON
0e30macHOCThIO (HAa OCHOBE MekIyHapoAHbix crannaptoB I[SO/IEC
17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC 15408).

2. Coznmanue 3amu@poBaHHBIX (ailIoOB U KPUNTOKOHTEHHEPOB U UX
pacmpoBbIBaHUE.

3. CootBercTBUE TpeOOBaHMUAM 3aKOHOJATENHCTBA IO HH(POPMAIMOHHOM
0e301acHOCTH OpraHU3aIHH.

4. CooTBeTCTBUE MOJUTUKAM OE30MAaCHOCTH M CTaHAapTaM, TEXHUYECKOE
COOTBETCTBHUE.

5. Co3maHue yIOCTOBEPSIOLIErO ILIEHTpa, TEHepauusi OTKPBITBIX U

CEKPETHBIX KIIOUEH, CO3JAaHHE CEePTHU(PHUKATOB OTKPBITHIX KIIOUEH,

CO3/IaHUE AJIEKTPOHHOM MOIUCH, TPOBEPKA ANEKTPOHHON TOITHUCH.

[IpoTokobl ceTeBoil 0€30MacHOCTH.

Bupryanu3zanus ceTeBbIX YCTPONCTB.

8. VYmnpaBneHuWe S5KOHOMHYECKMMHM OOBEKTaMH Ha OCHOBE CTaHJApTOB
nH(GOPMAITMOHHON O€30ITaCHOCTH.

~N o

Kpurepuu ouenku (B 0a/1ax):

20 O0amuoB BbICTaBIsIeTCA OOydYaroOUIEMyCsl, €CIU OH JEMOHCTPUPYET BBICOKUMN
YpOBEHb BJIAQJICHHUS MaTE€pHaJIOM MO BCEM TeMaM IUCKYCCUH,ITPEBOCXOJHOE YMEHHUE
(GbopMynupoBaTh CBOK TNO3ULHMIO, OTCTauBaTh €€ B CIOpE, 3aJaBaThb BOIPOCHI,
o0CYy)XIaTh JUCKYCCHOHHBIC TIOJIO)KCHUS, BBICOKMH YPOBEHb JOTHUKH BEICHUS
JTUCKYCCUU.  YPOBEHb  C(OPMHUPOBAHHOCTH  KOMIIETCHIIMH  COOTBETCTBYET
MIPOJIBUHYTOMY YPOBHIO;

15- 0anoB BBICTaBISIETCS OOy4YalOIIEMYCs, €CIM OH JEMOHCTPUPYET BIaJCHUE
MaTepuajioM I0 BCEM TeMaM JHCKYCCMH Ha YypOBHE BBIIIE CPEIHET0, YMEHHUE
OoTCTaWBaTh €€ B CIIOpPE, 3a/1aBaTh BOMPOCHI, 0OCYKIaTh JUCKYCCUOHHBIC MOJIOKEHUS,
3HAaHWE OSTHUKU BEACHHUS IWCKYCCHH. YPOBEHb C(HOPMHUPOBAHHOCTH KOMITCTCHIIUN
COOTBETCTBYET MOBBLIIICHHOMY YPOBHIO;

10 6asnoB BBICTABISIETCA OOYy4YaKOIMIEMYCs, €CIM OH JIEMOHCTPUPYET BIaJCHUE
MaTepuajioM IO BCEM TeMaM JUCKYCCHW HE B TMOJHOM o0ObeMe, yMEHHE 3aJaBaTb
BOIIPOCHI, OOCYXJIaTb JHUCKYCCUOHHBIC TIOJIOKCHUS, 3HAHUE OJTHUKUA BEJICHUSA
JTUCKYCCUHU. YPOBEHb CHOPMHUPOBAHHOCTH KOMIIETEHIIMH COOTBETCTBYET 0a30BOMY
YPOBHIO.

KonTpoabnas padora

IIo Teme 4. Crannaprsl U cnenupukanuu B o0jacTu UMHGPOPMAUMOHHOM
0e30macHOCTH
Nuaukatopsl goctuxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.
1. Knaccudukauus mep obecrieueHus 6€30MacCHOCTH KOMITbIOTEPHBIX
cucrem?
2. 3amauu, KOTOPbHIE JOJKHBI PEIIATHCS CUCTEMOM 3aIUThl HHGOpMAITIH?



3. OCHOBHbBIE IPUHIUIIBI TOCTpOEHUs cucteM 3amuTel ACON?

4. OCHOBHbIE MEXaHU3MBbI 3aLIUThl KOMIIBIOTEPHBIX CUCTEM OT
MPOHUKHOBEHUS C 1eJbloie3oprann3anuu ux padorsl u HC/I
nHopmaruu?

5. Metoasl obecniedeHus nHpopMaImoHHo 6e3onacHoctu PD?

6. OpraHu3anroHHbIE METObI MH(DOPMAITMOHHON O€301TaCHOCTH?

7. Hanpasnienus 3amuTbl ”HPOPMAIIMOHHON CUCTEMBI?

8. DTanbl CO3/1aHUs CUCTEMBI 3alIUThI MH(pOpMaUn?

9. OCHOBHBIE OpPraHU3aLHOHHBIE MEPOTIPUSITHS?

10. CpencTBa 3allUTHl OT HECAHKIIMOHUPOBAHHOTO J1OCTYMA?

11. MaH1aTHOE yIIpaBJIEHUE JOCTYIOM?

12. U30uparenpHOE yIpaBiIeHUE JOCTYIIOM?

13. YnpaBneHue J0CTyIIOM Ha OCHOBE pOJICi?

14. CucTeMbl aHalU3a U MOJICTUPOBAHMS HH(POPMAIIMOHHBIX TOTOKOB?

15. 3amuTa uHGOpPMaLIUU OT MOOOYHOTO JIEKTPOMATHUTHOTO U3TYyUEHUS U
HaBOJOK?

16. AHanM3aToOpbl NPOTOKOJIOB?

17. MexceTeBbI€ SKpaHbl?

18. CucTeMsbl pe3epBHOIO KOIMPOBaHUA?

19. CucteMsbl 6ecriepeOOHHOTO TUTaHUs?

20. CucreMsbl ayTeHTU(UKAUN?

21. bBUOMETPHUYECKNE TEXHOJIOT UM ?

22. TexHoyorusg egMHOTO BXoaa?

23. CpeacTBa KOHTPOIS JocTyna?

24. Opraunu3zanus “HQOPMAITMOHHOM 6€30MTaCHOCTH KOMITaHUU?

25. Beibop cpencTB nHbopMaIimoHHON 6€301macHOCTH?

26. lndopmaiimoHHOE cTpaxoBaHUe?

27. Cranpaptuzaius B cepe ynpapiieHrus HHOOpMaIMOHHOM
0e30macHOCThIO (Ha OCHOBE MexayHapoaHbiX ctanaapToB [SO/TEC
17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC 15408).

28. Cozganue 3amppoBaHHbIX (HANUIOB U KPUIITOKOHTEHHEPOB U UX
pacuppoBbIBaHUE.

29. CooTBETCTBHE TPEOOBAHUSAM 3aKOHOAATEIHCTBA 110 NHPOPMALIMOHHOM
0€30MMacCHOCTH OpraHU3al1H.

30. CooTBETCTBHE MOJUTHUKAM O€30MACHOCTU M CTaHJapTaM, TEXHUYECKOE
COOTBETCTBHE.

31. [lepeuncaute KpUTEprU KIACCUDUKAIIUN YSI3BUMOCTEH.

32. JlatiTe onpeneneHue MOTUTHKA OE30MACHOCTH.

33. Kak BBIMISAUT LEMNOYKA peaKUuid JIJIsi MOCTPOCHUSI CUCTEMBI 3aIlUThl OT
aTak?

34. Jlaiite onpeesieHne KOMIIbIOTEPHOTO BUPYCa.

35. CopMynupyiTe OCHOBHBIE YTPO3bI JIJIs1 IEPCOHATLHOTO KOMITBIOTEPA.

36. JlaiiTe onpenenenue uaeHTU(GUKAITIN U ayTeHTU(DUKAIINN.

37. B yeM cyTh yreuku no kanairy IIDMUH?



38. B uem cyTh yT€UKH MO LEMAM MUTAHMS U 3a3€MJICHUA?

Kpurtepuu onenku (B 0a/iax):

10 6amsoB BhICTaBISIETCS OOy4YaroIIEeMyCs, €ClId OH MpaBUJbHO OTBeTHJ Ha 80%
BOIIPOCOB (KOMIIETEHIUs chOpMUpPOBAHA HA MTPOJIBUHYTOM YPOBHE);

9 0a)I0B BBICTABISIETCS OOYyYalOIMIEMYyCsl, €CIM OH MpaBWiIbHO oTBeTHI Ha 70%
BOITPOCOB (KOMITETEHLIUS CPOPMUPOBAHA HA POJABUHYTOM YPOBHE);

8 0annoB BeICTaBISIETCS O0YyYaloIIEeMYyCsl, €CIM OH MpaBWIbHO OoTBeTWS Ha 60%
BOIIPOCOB TeCTa (KOMMETEHIMS C(hOPMHUPOBAHA HA TTOBBIIIEHHOM YPOBHE);

7 0an0B BBICTABISIETCS OOYy4alolIEMYyCsl, €CIM OH MPaBWIbHO OTBETHI Ha 55%
BOIIPOCOB TeCTa (KOMMETEHIMS C(hOpMHUPOBAHA HA TTOBBIIIEHHOM YPOBHE);

6 0annoB BBICTABISIETCS OOYyYalolIEMYyCsl, €CIM OH MpaBWIbHO oTBeTWI Ha 50%
BOITPOCOB TecTa (KoMITeTeHIUs chopMHUpoBaHa Ha GA30BOM YPOBHE)

3ajanus 11 TEKyIero KOHTPOJIs
KoMIL1eKT TeCTOBBIX 3aJJaHUH 10 JUCHUILJINHE

Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

1. KoHTposibHbIE (PYHKIIMK B 00JaCTH rOCYJapCTBEHHON O€30MaCHOCTH O
BOIIPOCAM TMPEIOTBPAIICHUS] ~ HECAaHKIMOHMPOB aHHOTO J0CTyna K HH(POpMALMH
pean3yroTCs:

a. DCTOK PO

0. ®Ch PO

B. YnpasnenueM «K» MBJ[ PO
r. denepanbHON CIyx)00i MO HAA30py B cdepe cBsi3u, MHDOPMAIMOHHBI X
TEXHOJIOTUH ¥ MAaCCOBBIX KOMMYHUKAIIAN

2. 3amura nHQOPMAIIUK OT HECAHKITMOHUPOBAHHOTO JOCTYyTA -3TO:

a. 3ammTa HUHQOpPMAIlMK, HANpaBJICHHAs Ha TMPEAOTBpAIICHUE TMOTYYCHUS
3amuiaeMo  MHGOPMAIMKM  3aMHTEPECOBAHHBIMU CYOBEKTaMU C HapyIICHUEM
YCTAaHOBJICHHHIMA HOPMATHUBHBIMU U TIPAaBOBBIMH JOKYMEHTAMH (aKTaMu) WIH
oOnmamatensMu  WHPOPMANMKA TIpaB WM TPaBUJ  pasTpaHUUYCHHUS JOCTyNa K
3amuInaeMo nHpopMam

0. JesATeNbHOCTb, HANpaBJEHHAs Ha MPEIOTBpaIlCHUE YTEUKH 3allulaeMoin
nH(OpMAIMK, HECAHKIIMOHUPOBAHHBIX U HENPEIHAMEPEHHBIX BO3IACHCTBUI Ha
3alUIIaeMy0 HHPOPMAIUIO

B. 3amunTa nH(popmarmu, 3aKJIFOYAIOIIAsICs B o0ecrieueHun
HEKpUNTOTpahUIeCKUMHU METOTaMH

6e3onacHocTH MHGOPMAIMH (JIaHHBIX ), MOJUIeKaIIEH (TIoIIeKaIINX) 3alluTe B
COOTBETCTBUH C JICHCTBYIOIINM 3aKOHOJATEIHCTB OM, C MPUMEHEHUEM TEXHUYECKUX,
MPOTPAMMHBIX U MTPOTPAMMHO- TEXHUYECKUX CPEJICTB



I. 3a1uTa HTHPOPMAIIHH C TOMOIIBIO €€ KpUNTOrpadhudecKoro npeodpasoBanus

3. HecaHKIIMOHMPOBAHHBIH AOCTYI KUH(OPMAIHH — 3TO. ..

a. goctyn K uHbopMamuu pecypcaMm  HMHGOPMAIMOHHONW  CHCTEMBI,
OCYILIECTBIISIEM b C HAapyIICHHEM YCTAaHOBJICHHBIX MpaB W/WIM MPAaBUJI JOCTYIA K
uHpOpMaLMu pecypcaM HHGOPMAIMOHHONW CHUCTEMbl C MPUMEHEHHEM IITaTHBIX
cpeacTB WMHGOPMAIMOHHONM CHUCTEMbl WM CPEICTB, AHAJIOTWYHBIX WM IO CBOUM
(GYHKIIMOHATFHOMY MPEIHA3HAYCHUIO U TEXHUYECKUM XapaKTePUCTUKAM

0. HEKOHTPOJHpPYEeMOE pacnpocTpaHeHue € UHGOpMaluu OT HOCUTENS
3amuiaeMoil nHpopManuu depe3 (PU3NYECKYIO Cpely OO0 TEXHUYECKOTO CPE/ICTBa,
OCYILECTBIISIIONIETO MepexBaT HHpopmauu

B. HEMPaBOMEPHOE MOJyuyeHnEe MHPOPMAIMU C HCIOJIb30BAHHEM TEXHUYECKOTO
CPEICTBA, OCYIIECTBIISIONIETO OOHAPYKEHHE, IPHUeM U 00paboTKy HH(GOPMATUBHBIX

I. W3MEHEHHE, YHUYTOKEHHE WM KOoNMpoBaHHE HHpopMauuu (pecypcos
MH(POPMALIMOHHON CHUCTEMBI), OCYIIECTBIISIEMOE C HapYLUICHUEM YCTaHOBJICHHBIX MpaB
1 (WIK) TIpaBuiI

4. npopMaliMOHHOE MPABO COCTABJISET:

- HOpMaTUBHYIO 0a3y HHGOPMAIIMOHHOTO 00II1eCTBA

- TOCYJJaPCTBEHHYIO TOJIUTUKY

- HOPMaTHUBHYIO 0a3zy arpapHoro oOiiecTBa

- HOpMaTUBHYIO 06a3y 10 HHAYCTPHAIHLHOTO 00IIIEeCTBa

5. Kto Takue "kubepckBorTepnl"?

- CETEBBIC JIEATEIN, TBITAIONINECS BECTH Mapa3uTHUIECKOE CYIIIECTBOBAHNE
- BUPYCBI

- poOOTHI B CETH

- CETEeBbIE IPYMIIBI IO HHTEPECAM

6. Ha ueM ocHOBaH NpuHUUI paOOThl AHTUBUPYCHBIX UMMYHH3aTOPOB?

- Ha 3amuTe cuctemMsl OT OPAKEHUsI BUPYCOM KaKOT0-TO OIPENEIEHHOTO BH/IA.
@aiinpl HA JUCKaX MOAU(ULMPYIOTCA TaKUM 00pa3oM, YTO BUPYC MPUHMMAET MX 3a
YK€ 3apaKCHHbIE

- Ha mpoBepke (ailyioB, CEKTOPOB M CHCTEMHON MaMATU W TOUCKE B HUX
M3BECTHBIX M HOBBIX (HEM3BECTHBIX CKaHepy) BHpycoB. i1 TOHMCKa H3BECTHBIX
BHUPYCOB MCHOJB3YIOTCSI MaCKU

- Ha nmoacyere KOHTPOJIBHBIX CyMM [JIsl IPUCYTCTBYIOLIMX Ha AHCKe (aisioB
WIM CHCTEMHBIX CEKTOPOB. OTH CYMMBbl 3aT€M COXpaHSIOTCS B 0a3ze JaHHBIX
aHTUBUpYyCa, a Takxke Jpyras uHbopmaius: anuHa ¢(aiaoB, JaTa MX MOCIETHEH
MOU(DHKAIIY | T.]I.

- Ha mepexBaTbiBaHMM BHUPYCOONACHBIX CHUTyallMii M COOOLIEHHMH 00 3TOM
MIOJIb30BATENIO

7. Yto HE0OX0IMMO cAeNaTh Mpu oOHapyKeHuu (paitioBoro Bupyca?



- KommberoTep HEOOXOAUMO OTKIIOYUTH OT CE€TH H TPOUH(DOPMUPOBATH
CHUCTEMHOI'0 aJMUHUCTPATOPA

- KoMIproTep OT CeTH OTKJII0YaTh HE CIEAYET, TAK KaK BUPYChI 3TOTO THUIA IO
CETH HE PaCIIPOCTPAHSIOTCS

- BMecTo OTKIIIOUEHHMSI KOMIIBIOTEpPA OT CETH JOCTATOYHO HA IEPUOJ JICYCHMS
yOeIUThCS B TOM, YTO COOTBETCTBYIOIIMI PEJAKTOP HEAKTUBEH

29. Yto HEoOX0IMMO CIeNIaTh MPU OOHAPYKEHUHU 3arpy309HOTO BUpyca?

- KoMmibtoTep OT CeTH OTKJIIOYaTh HE CIENYET, TaK KaK BUPYCHI 3TOTO THUIIA IO
CETH HE paclpOCTPAHSIIOTCS

- KommberoTep HEOOXOAUMO OTKIIOYUTH OT CE€TH H TPOUH(DOPMUPOBATH
CHUCTEMHOT0 aJJMUHUCTPATOPA

- BmecTo OTKIIIOYEHUS KOMIBIOTEpA OT CETU JOCTATOYHO Ha MEPUO]] JICUCHUS
yOeIUThCS B TOM, YTO COOTBETCTBYIOIIHMI PEAKTOP HEAKTUBEH

8. Uto HeoOxoauMO cienaTh npu 0OHAPY>KEHUU MaKpoBHUpyca?

- BMecTo OTKIIIOUE€HHSI KOMITBIOTEPA OT CETH JIOCTATOYHO HAa MEePUOJ JICUCHHUS
yOeIUThCS B TOM, YTO COOTBETCTBYIOIIHMM PEAKTOP HEAKTUBEH

- KommbroTtep HEOOXOIMMO OTKIIOYUTh OT CETH W MNpOMHGOPMHPABATH
CUCTEMHOTO aJIMUHUCTpATOPa

- KoMmibroTep OT CeTH OTKJII0YaTh HE CJIEAYET, TaK KaK BUPYCHI 3TOTO THUIA IO
CETH HE paclpOCTPAHSIIOTCS

9. B yem 3akiroyaeTcss METOT 3alUThHI - OTPaHUYEHUE JOCTyma?

- B co3nanun HEKOTOpOoH (U3HUECKOW 3aMKHYTOW Mperpaibsl BOKPYr oObEKTa
3alMTHl C OpraHu3alueld KOHTPOJIUPYEMOTO JIOCTYIA JIMI, CBA3AHHBIX C OOBEKTOM
3aIIUATHI IO CBOUM (DYHKIIMOHATEHBIM 00S3aHHOCTAM

- B paznenennn nndopmannu, HUPKYIUPYIOMIEH B 00bEKTE 3aIUThI, HA YaCTU U
OpraHu3alMd J0CTyna K HEW JOJDKHOCTHBIX JIMI B COOTBETCTBUHM C HX
(GYHKIIMOHATBHBIMU 00S3aHHOCTSMU U MOJTHOMOYHUSMU

- B ToM, 4TO M3 4yMcClla TONYIIEHHBIX K HEW JTOJDKHOCTHBIX JIML[ BBIIEISIETCS
rpynmna, KOTOPOW NPENOCTaBIsAETCA JOCTYyN TOJBKO IIPU  OJAHOBPEMEHHOM
IIPEABSBICHUH TOJTHOMOYUI BCEX YJIEHOB IPYIIIbI

- B npeoOpazoBanun HHGOPMALMK C MOMOUIBIO CHEIUATbHBIX AJITOPUTMOB
100 anmapaTHbIX PEIICHUN U KOJOB KIIIOYEH, T.€. IPUBEIACHUU €€ K HEIBHOMY BUIY

10. B uem 3akiouaercs METOJ 3allUThl MHPOpPMALUU - pa3TpaHUUYECHHUE
nocrtyna?

- B pazaenennn napopManyu, MUPKYJIUPYIONICH B 00bEKTE 3alTUThI, HA YaCTH H
OpraHu3alMi JOCTyna K HEeW JODKHOCTHBIX JIMII B COOTBETCTBHH C HX
(YHKIMOHATBLHBIMH 00S3aHHOCTSMH U TTOJTHOMOYHSIMU

- B co3manuu HekoTOpo# (U3MUECKOW 3aMKHYTOM TMperpajbl BOKPYT 0O0BbEKTa
3alUTHl C OpraHu3aIleld KOHTPOIUPYEMOTO JIOCTYIA JIMI, CBS3aHHBIX C OOBEKTOM
3aIIUTHI IO CBOMM (DYHKIIMOHAIIEHBIM O0S3aHHOCTSIM
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-B TOM, YTO M3 4YHMCJIa AOIMYHICHHBIX K HEH JOJDKHOCTHBIX JIMI BBIACIACTCA
rpyiia, KOTOpOﬁ nNpeaoCTaBLICTCA  JOCTYII  TOJBKO IIpH  OJHOBPEMCHHOM
IMpCaABbABICHUU MMOJTHOMOYHMM BCEX YJICHOB TI'PYIIIIBI

- B Hp@O6p&30BaHI/II/I I/IH(bOpMaIII/II/I C IIOMOIIbIO CIICHHAJIBHBIX aJII'OPUTMOB
b 1% (e10) allIIapaTHbIX pGIHGHHﬁ N KOJOB KHIO‘iCﬁ, T.C. B IpUBCACHNUU e€ K HCABHOMY BUIY

11.B yem 3axirodaercs METOJ 3allUThl MHPOpPMALUHU - pa3JelIeHHE I0CTyIa
(mpuBUIIETHI)

- B TOM, 4TO M3 4unciaa JONYIIEHHBIX K HEW JOJDKHOCTHBIX JIML[ BBIIEISACTCA
IpyIIa, KOTOPOM MPENOCTaBIIETCA JOCTYIl TOJBKO NIPU  OJHOBPEMEHHOM
IIPEABABICHUH MIOJJHOMOYUI BCEX YIECHOB I'PYIIIBI

- B co3ganuu HexoTOpOW (U3NYECKON 3aMKHYTOM Mperpaabl BOKPYT OOBbEKTa
3aIIMATHl C OpraHU3alueldl KOHTPOJIMPYEMOTO JIOCTYIA JIMI, CBA3aHHBIX C OOBEKTOM
3aIUTHI IO CBOUMM (YHKIIMOHAJIBHBIM O0S3aHHOCTSIM

- B paznenennn nndopmannu, HUPKYIUPYIOIIEH B 00bEKTE 3aIUThI, HA YaCTU U
OpraHM3alMd JOCTylna K HEW JOJDKHOCTHBIX JIMII B COOTBEICTBUU C HX
(GYHKIIMOHATBHBIMU O0S3aHHOCTSIMU U ITOJIHOMOYUSIMU

- B mnpeoOpazoBanuu uHGOpMauu € MOMOIIBIO CHELHMAIBHBIX aJTOPUTMOB
100 anmapaTHBIX PELIEHUN U KOAOB KIIIOUYEH, T.€. B IPUBEACHUH €€ K HEIBHOMY BUJLY

12. B uem 3akioyaeTcst Kpunrorpapuieckoe mpeodpazoBanue HHPOpMaIu?

- B npeoOpa3zoBaHun HHPOPMALHMH C MOMOIIBI CIEHHAIBHBIX aJITOPUTMOB
MO0 anmapaTHbIX PEIICHUA U KOJOB KIIIOUYEH, T.€. B IPUBEICHUU €€ K HEABHOMY BUIY

- B co3nannu HEKOTOpOH (U3HUECKOW 3aMKHYTOW Mperpagsl BOKPYr 0ObEKTa
3alMTHl C OpraHu3alueldl KOHTPOJIMPYEMOTO JIOCTYIA JIMI, CBA3aHHBIX C OOBEKTOM
3aIIUTHI 1O CBOUM (DYHKIIMOHAJIBHBIM O0S3aHHOCTAM

- B paznenenun nndopmannu, HUPKYyIUPYIOMIEH B 00bEKTE 3aIUThI, HA YaCTU U
OpraHu3alMd J0CTyna K HEW JOJDKHOCTHBIX JIMI B COOTBETCTBUHM C HX
(GYHKIIMOHATBHBIMU O0S3aHHOCTSIMHU U ITOJIHOMOYUSIMU

- B ToM, 4TO M3 4yMcClla TONYIIEHHBIX K HEW JTOJKHOCTHBIX JIML BBIIEISIETCS
rpynmna, KOTOPOW NpPENOCTaBIsAETCA JOCTYyN TOJBKO IIPU  OJAHOBPEMEHHOM
IIPEABSBICHUH TOJTHOMOYUHI BCEX YJIEHOB TPYMIIBI

13. Yro o3znauaet Tepmud BE3OITACHOCTb UHOOPMAILINN

- IloTreHnuanbHO BO3MOXKHOE COOBITHE, IEWCTBUE, MPOLECC WU SBJICHUE,
KOTOpPO€ MOKET MNPUBECTH K HAPYIICHUIO KOH(PUACHIIMAIbHOCTH, IIEJIOCTHOCTH,
JOCTYITHOCTH UH(POPMALIMH, a TAK)KE HEIIPABOMEPHOMY €€ TUPAXKUPOBAHUIO.

- CpoiicTBO  cucTeMbl, B  KOTOpOHl  UUpKyJIupyeT  uHboOpmalus,
XapaKTepu3yroIeecs CIOCOOHOCTHIO obecreunBaTh CBOEBPEMEHHBIN
OecrpensTCTBEHHbI JOCTYN K HHQOpMaluu CyObEKTOB, HMEIOIIUX Ha 3TO
HaJUIeKaIMe TOJTHOMOYHS.

- 3amuieHHocTs MHGOpPMAllMM OT HEXeNaTelbHOro e€ pasrJalleHus,
MCKQXEHUS, YTPaThl WJIM CHW)KCHUS CTENEeHHM JOCTYIMHOCTH HWH(OpMAalUU, a TaKkKe
HE3aKOHHOT'O €€ TUPAXUPOBAHUSA
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14. Ko sBisieTcst xakepom?

- DTO JlMla, TPOSBISIONIME YPE3MEPHBIA HHTEPEC K YCTPOMCTBY CIIOKHBIX
CUCTEM U 00J1afjaro1re OOJIbIIMMHU MO3HAHUSIMU 10 YaCTH apXUTEKTYPhl U MPUHIIAIIOB
YCTPONCTBA BBIYUCIUTEIBHON Cpelbl WIM TEXHOJOTMH TEJICKOMMYHHUKAIIUN, YTO
UCIOJIb3YETCS JIJIsl TOXUIIEHUSI HH(OpMAIUH.

- DTO IMla, U3ydarllre CUCTeMY ¢ I1enbio e€ B3ioMa. OHU peaan3yloT CBOU
KpUMHUHAJIGHBIE HAKJIOHHOCTH B TOXWIICHWH WHPOpPMAUd W  HAMMCAHHUH
pa3pyIIaIIero MPOrpaMMHOTO OOECIICYCHHSI W BUPYCOB, HCIOIL3YIOT TPHHITUIIHI
MIOCTPOEHUS TPOTOKOJIOB CETEBOT0 OOMEHA.

- DOTo nuIa, KOTOpble "B3laMbIBas'' HMHTPACETH, MOJYYArOT HH(POPMAIHUIO O
TOIOJIOTUU ATUX CETEH, UCIOJIb3yEMbIX B HUX MPOTrpaMMHO-aNNapaTHbIX CPEACTBAX U
WH()OPMAITMOHHBIX pecypcax. DTH CBEICHUS OHU MPOJIAIOT 3aMHTEPECOBAHHBIM JIUIIAM

15. Yto o3nauaet Tepmud Y AZBUMOCTb UHOOPMALINN?

- DTO  MOJABEPKEHHOCTh  HMH(POpPMAIMKM  BO3JCUCTBUIO  PA3IUUYHBIX
JecTabmIM3upyIomux (GakTopoB, KOTOpPblE MOTYT TMPUBECTH K HApYHICHUIO €&
KOH()UICHIIMAIBHOCTH, IIEJIOCTHOCTH, JOCTYIHOCTH, WM HENpPaBOMEPHOMY €€

TUPAKUPOBAHUIO.
- DTO CBOWCTBO CHCTEMBI, B KOTOpPOH IIUPKYyJIUpyeT uHDOpMaIwus,
XapaKkTepu3yromieecs CITIOCOOHOCTHIO obecreunBaTh CBOEBPEMEHHBII

OecHpensITCTBEHHBIM JOCTYNl K HH(pOpManuum CyObEKTOB, HUMEIIIHUX Ha 3TO
HaJIeKaIue OJTHOMOYHS.

- D10 cBoiicTBO HHpOpMaIMHU, 3aKiIoyvarolieecss B €€ CYIIECTBOBAaHUU B
HEHCKa)KEHHOM BHJI€ (HEM3MEHHOM I10 OTHOUIEHUIO K HEKOTOPOMY (DUKCUPOBAHHOMY
€€ COCTOSTHUIO)

16. yeMm 3axiroyaeTcsi KOH(OUIEHIIUATEHOCTh KOMITOHEHTA CHCTEMBI?

- B TOM, 4TO OH JOCTYyHEH TOJILKO TeM CyObeKTaM JocTyna (T0Jb30BaTENsIM,
nporpaMMamM, MpoleccaMm), KOTOPbIM TIPEJOCTaBI€Hbl HAa TO COOTBETCTBYIOILIWE
MOJTHOMOYHSL.

- B Tom, 94TO OH MOXET OBITh MOAU(PHUIIUPOBAH TOJIHKO CYOBEKTOM, UMEIOIINM
IUISL 3TOTO COOTBETCTBYIOIIME ITPaBa.

- B Tom, 4TO MMerommMii COOTBETCTBYIOIIME MOJHOMOYHUSI CYOBEKT MOXKET B
mo00e BpeMst 6e3 0COOBbIX MPOOJIEM MOTYYUTh TOCTYN K HEOOXOAUMOMY KOMITOHEHTY
CUCTEMBI.

17. B yem 3axiroyaeTcs LETOCTHOCTh KOMIIOHEHTA CUCTEMBI?

- B ToM, 4TO OH MOXET ObITh MOAU(PUIMPOBAH TOJBKO CYOBEKTOM, UMEIOIIUM
JUISL 3TOTO COOTBETCTBYIOIIME MPaBa.

- B TOM, 4TO OH JOCTYyNEH TOJILKO TeM CyOBeKTaM JOCTyMa (MOJIb30BaTEelsM,
mporpammamM, mpoLeccaMm), KOTOPbIM HPEIOCTaBIEHbl HAa TO COOTBETCTBYIOILIHE
ITOJITHOMOYHSI.
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- B ToM, 4TO MMeromuii COOTBETCTBYIOIIME IMOTHOMOYHS CYOBEKT MOXKET B
mr000e BpeMst 6e3 0coObIX POoOJIeM MOIYYUTh JTOCTYI K HEOOXOAUMOMY KOMITIOHEHTY
CUCTEMBI.

40. B yem 3akiro4aeTcs JOCTYITHOCTh KOMIIOHEHTa CHCTEMBbI?

- B Tom, 9TO WMeErOmMiA COOTBETCTBYIOIINE MOJTHOMOYHS CyOBEKT MOXKET B
mo00e BpeMst 6e3 0coObIX POoOJIeM MOIYYUTh JOCTYN K HEOOXO0AMMOMY KOMIIOHEHTY
CUCTEMBI.

- B ToM, 4TO OH JOCTyNHEH TOJBKO TeM CyOBEKTaM J0CTyma ( MOJIb30BaTEIsIM,
mporpaMMaM, TpoIeccaMm), KOTOPBIM TIPEJOCTaBIE€Hbl HAa TO COOTBETCTBYIOIIWE
MOJTHOMOYHS.

- B ToM, 4T0 OH MOXeET ObITH MOIU(MUIIMPOBAH TOJIBKO CYOBEKTOM, UMEIOIIUM
JUIS 3TOTO COOTBETCTBYIOIIHE MPaBa.

18. Uro o3nauaet repmud [IPABOBBIE MEPBI 3AIIIUTHI MHO®OPMAILININ?

- OTO JEWUCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U JIPyr€ HOPMATHBHBIE AKTHI,
peraaMeHTUpYIoIIKe IpaBuiia oOpalleHusi ¢ UH(popMalMe 1 OTBETCTBEHHOCTb 3a UX
HapyILIEHUS.

- OTO TpaJULIMOHHO CJIOKMBILKECS B CTPAHE WUJIM OOILECTBE HOPMBI MIOBEICHUS
U TipaBUiIa 0OpaleHus ¢ uHGopMaluen.

- DOTO Mephl, PErjaMeHTUPYIOIIME MPOLECChl (PYHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKM JTaHHBIX, UCIIOJIb30BaHUSA €€ PECYPCOB.

19. Yro oszmawaer tepmun MOPAJIBHO-OTUYECKHWE MEPBI 3AIUTHI
NHO®OPMAILINN?

- DTO TPaJULIMOHHO CJIOKUBIIUECS B CTPAHE WUJIM OOIIECTBE HOPMbBI MOBEACHUS
U TIpaBuUIIa oOpaieHus ¢ nHdopmamen.

- DTO JEUCTBYIOIIME B CTpaHE 3aKOHBI, YKa3bl U JPYyrue€ HOPMATUBHBIC AKTHI,
perjiaMeHTUPYIOIINE MpaBuiia oOpamieHus: ¢ HHGOpMaIMel 1 OTBETCTBEHHOCTD 3a MX
HapyIIEHUS.

- DTO Mephl, PErIaMEHTUPYIOIINE MPOIECChl (PYHKIIMOHUPOBAHUS CHUCTEMBbI
00pabOTKM TaHHBIX, UCTIOIB30BaHUE €€ PECYPCOB.

20. UYto o3mawaer tepmuH OPTAHU3AIIMOHHBIE MEPBI 3AIIWUTHI
NMHOOPMAILIIN?

- DTO Mephl, periaMeHTUPYIOUIHUE MPOIEecChl (YHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKM JaHHBIX, UCIIOIB30BaHUE €€ PECYpPCOB, ACATEILHOCTh MEPCOHANA, & TaK JKE
MOPSIAOK B3aUMOJECHUCTBHUSA MOJIb30BATENIEN C CUCTEMOM.

- OTO JEHUCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U IPYTU€ HOPMATUBHBIC AKTHI.

- DTO TPagUIIMOHHO CJIOKHUBIIHECS B CTpaHE MM OOIIECTBE HOPMBI ITOBEICHHUS
Y TIpaBuUIIa oOpaieHus ¢ nHpopmarmen.

21. UYro osnasaer TtepmuH OU3NYECKUE MEPHI 3AHUIUTHI
NHOOPMAILINN?
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- DTO Pa3HOro po/ia MEXaHWYECKHUE WITM AIEKTPOHHO-MEXaHUYECKUE YCTPOICTBA
U COOPYXEHHUs, CHEUUaIbHO TMpeAHa3HAYEHHBbIE [UIsi CO3JaHUsl  Pa3IMYHBIX
OPEnsITCTBUA HAa BO3MOXKHBIX NYTSIX MPOHUKHOBEHUS JOCTYIA MOTEHIIMATBHBIX
HapyUIuTeNeH K KOMIIOHEHTaM 3aliiiaeMoil nHpopMaluu.

- OTO JEUCTBYIOIIME B CTpaHE 3aKOHBI, YKa3bl U JIPyrM€ HOPMATUBHBIC AKTHI,
perjiaMeHTUPYIOIINE MpaBuiia odpamieHus: ¢ nHpopMalrel 1 OTBETCTBEHHOCTh 3a MX
HapyILICHUS.

- DTO Mephl, PErjIaMEeHTHUPYIOIIME MpoIecchl (YHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKHU TaHHBIX, UCTIOJIb30BAaHUE €€ PECYPCOB.

22. Uto o3nauaet tepmuH AYTEHTUOUKALUA?

- DTO MPOBEPKA MOTTMHHOCTH 00HEKTA UK CYOBEKTa

- DTO MpoBepKa EeTOCTHOCTH UH(OPMALINU, TPOrPAMMBI, TOKYMEHTa
- DTO MPUCBOCHUE UMEHU CYOBEKTY WIIH OOBEKTY

23. Yto o3nauvaet tepmuH BEPUDOUKAIA?

- DTO MpoBEpKa IEJIOCTHOCTH HH(POPMAIIMH, TPOTPAMMBI, TOKYMEHTA.
- DTO MpoBEpKa MOJTTMHHOCTH CYObEKTa WIH 00BEKTA.

- DTO NMPUCBOEHUE UMEHU CYOBEKTY WIH OOBEKTY.

24. Uto o3nauaet tepmud UJIEHTUOUKALIUA?

- DTO MPUCBOEHUE UMEHU CYOBEKTY WIIH OOBEKTY.

- DTO MpOBEPKA MOJJIMHHOCTH CYObEKTa WIH OOBEKTA.

- DTO MpOBEPKA LEITOCTHOCTH HHPOPMALIMH, TPOrPAMMBI, TOKYMEHTA.

25. Uto o3nauaet repmund KPUIITOI'PADUA?

- DTO METOJ CHeHAIbHOTO MpeoOpa3oBaHusi UHPOPMAILIUU C TETbI0 COKPBITHS
OT MOCTOPOHHUX JIUI]

- D10 mpeobOpazoBaHre MHGOPMAIMK B BUJE YCIOBHBIX CHUTHAJOB C IICJIBIO
aBTOMATHU3AIMK €€ XpaHEeHHs, 00pabOTKH, TIepeIaur U BBOJIa-BbIBOIA

- Oto mnpeobpazoBaHue MHpopMaIuu npu e€ mepenaye Mmo KaHajiaMm CBA3U OT
OJIHOTO AJIEMEHTA BBIYUCIUTEIILHON CETH K APYrOMYy

26. Uto o3nauvaet repmun KOJJMPOBAHUE NHOOPMAILINN?

- D10 mpeoOpa3oBaHWe HHPOPMALMH B BUAEC YCIOBHBIX CHUTHAJIOB C LIEJbIO
aBTOMAaTH3aIMu € XpaHeHwusl, 00pabOoTKH, TIepejadun U BBOIa-BBIBO/IA.

- DTO METOJ CHelHaIbHOrO MpeoOpa3oBaHusi MHPOPMALIUU C LETbIO COKPBITHS
OT MTOCTOPOHHUX JIUII.

- O10 kpunrorpaduyeckoe npeodpazoBanue HHGOPMALIMK MPU €€ nepegade mno
KaHajiaM CBSI3U OT OJIHOTO 3JIEMEHTA B BHIYMCIUTEIBHON CETH K IPYTOMY.

27. Yro o3xauaer tepmur JUHEMHOE IIMOPOBAHUE?
- D10 kpunrorpadpuyeckoe npeodpazoBanue HHGHOPMAINH TPU €€ mepeaade Mo
KaHaJIaM CBSI3U OT OJTHOTO JIEMEHTA BHIYUCIUTEILHON CETH K IPYTOMY.
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- DTO METOJ CIeUUaIbHOro Mpeodpa3oBaHusa MH(GOPMALIUU C LETBI0 COKPBITUS
OT TIOCTOPOHHUX JIULI.

- D10 mpeoOpazoBaHuEe MHPOpPMAIMU B BHUJAE YCIOBHBIX CUTHAJIOB C LEJIbIO
aBTOMaTH3alMU e€ XpaHeHus, 00paboTKH, Iepeaayd U BBOIa-BbIBOIA.

28. Kak xmaccupuuupyroTcss BHABI yIpo3 HHPOpMaNMu 10 MPUPOJC
BO3HUKHOBEHUS?

- Cruxuiiple O€ICTBUSI, HECUACTHBIC CIlyd4aW, OIIMOKK OOCITY>KHBAIOIIETO
NepcoHana M TMOJIb30BaTelel, 3710ynoTpeOiaeHust OOCTYKUBAIOIIErO IepcoHana |
MOJIb30BATENEH, 3JIOyMBILUIEHHbIE JCHCTBUA HapyluuTeneil, cOOM H  OTKa3bl
000py10BaHUSI.

- VYrpo3sl mepcoHanmy, uHPopManuK, UHGOPMAIMOHHBIM  CHCTEMaM,
MaTepUaIbHbIM, (PUHAHCOBBIM, HHPOPMAIIIOHHBIM TAHHBIM.

- VYrpo3sl HMHQOPMAIIMOHHBIM CHCTEMAaM, MAaTE€pUAIbHBIM, (PHHAHCOBBIM,
MH(GOPMALIMOHHBIM JAaHHBIM, 3JIOYMBIIUICHHbIE NEHCTBUS Hapylurene, coou u
OTKa3bl 000PYAOBAHHUS.

29. Kak xmaccuuuupyrorcss BUIbI yrpo3 HH(OpMAIMK MO OPHUEHTAIMH Ha
pecypcsi?

- ¥Yrpo3sl mepcoHany, wuHpopmanuu, HHPOPMAIMOHHBIM  CHCTEMaM,
MaTepuaTbHBIM, (PUHAHCOBBIM, HH()OPMAITMOHHBIM JaHHBIM.

- CruxuiiHple O€ICTBUSI, HECUACTHBIC Cly4aW, OIIMOKK OOCTYKHBAIOIIETO
NepcoHana ¥ TMOJIb30BaTelel, 3710ymoTpeOiaeHus] 0OCTYXKUBAIOIIETO IEepCoHana |
MOJIb30BATENEH, 3JIOyMBILUIEHHbIE JEHUCTBUA Hapylmurenedl, cOOM M OTKa3bl
000pynoBaHus.

- Yrpo3sl WHPOPMAIMOHHBEIM CHCTEMaM, MaTepUalbHBIM, ()UHAHCOBBIM,
WH()OPMAIIMOHHBIM JIAHHBIM, 3JIOYMBIIUICHHbIE JCHCTBUSA HapylmuTened, coou u
OTKa3bl 000PYOBaHUS.

30. Kakue yrpo3sl OTHOCSTCS K €CTECTBEHHBIM?

- Otkasbl u cOou ammaparypsl; [loMexu Ha JTUHUAX CBA3U OT BO3JICHUCTBHIMA
BHEIIIHEW CpeJibl; aBapUHHBIC CUTYAIlUU; CTUXUNHBIE O€/ICTBUA.

- OmmOKM yenoBeKa Kak 3BEHAa CUCTEMbI; CXEMHBIE M CHUCTEMOTEXHHUYECKHE
OIIMOKH Pa3pabOTUYMKOB CTPYKTYpPHbIE, aITOPUTMUYECKHE U MPOTrpaMMHBIE OIIHOKH;
JNEUCTBUS

YeJlOBEeKa, HalpaBJCHHbIE HA HECAHKIMOHMPOBAHHBIE BO3JCUCTBHUS Ha
HH(}OpMaIHIO.

- ABapuiiHble CUTyallMM; CTUXWUHHbIE O€JICTBUS; OUIMOKM 4YesIoBEKa Kak 3BEHa
CUCTEMbI; CXEMHbIE U CUCTEMOTEXHUYECKHE OIMOKHN pa3pabOTUUKOB

31. Kakue yrpo3sl nH()OpMAIIUU OTHOCATCS K HCKYCCTBEHHBIM?

- OmmbKkM1 YenoBeKa KaK 3BEHA CHCTEMbI; CXEMHBIE U CHCTEMOTEXHHYECKHE
OIMUOKKA Pa3pabOTIYNKOB; CTPYKTYPHBIC, AITOPUTMHUECKUE U TPOTPAMMHbBIC OIIMOKH;
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JICUCTBUS 4YEJOBEKAa, HANpPaBJICHHBICE HA HECAHKIIMOHUPOBAHHBIC BO3IACHCTBUS Ha
uHdopMaIuio

- Ortkasbl U cOoM ammaparypbl; MOMEXH Ha JMHHUSIX CBSI3U OT BO3JIEHCTBHIA
BHEITHEH CpeJibl; aBapUHHBIC CUTYallUN; CTUXUUHBIC OSICTBHSI

- ABapuifHbIC CUTYyaIluu; CTUXHUIHbIC OCICTBHUS; OIMMOKHA YeIOBEeKa KaK 3BEHA
CUCTEMBI; CXEMHBIC U CUCTEMOTEXHHUECKHE OITUOKHU pa3padOTIHKOB

32. Kakue yrpo3sl HHPOpPMAIUH OTHOCATCA K CITy4ailHbIM?

- IIposBnenne  ommMOOK  mporpaMMHO-ammapaTHeix  cpeactB  AC;
HEKOMIIETEHTHOE HCIOJIb30BaHHWE, HACTPOIlKa WM HENpPaBOMEPHOE OTKIIOYECHUE
CPEACTB 3aIlUThl IMEPCOHAIOM CIy)KObl 0€30IacHOCTH; HEYMBIIIJICHHAs Iopya
HOCHUTENeH nHpopMaLnu.

- HecankumonupoBanHoe uTeHHE HWHPOpPMAIUH; HECAHKIMOHUPOBAHHOE
U3MEHEHUE UWH(POpMallMY; HECAaHKIMOHUPOBAHHOE YHHUUYTOKEHHE HWH(POpMAIUY;
MOJIHOE MJIM YACTUYHOE pa3pyLIEHUE ONEPAllMOHHON CUCTEMBI.

- Ilepecplika JaHHBIX MO OLIMOOYHOMY ajapecy aOOHEHTa; BBOJ OIIMOOYHBIX
JaHHBIX; HECAHKIITUOHUPOBAHHOE YHUUYTOKEHUE MH(OPMALIUK; [TOJHOE WM YaCTUYHOE
pa3pylIieHHe ONEePalMOHHON CUCTEMBI.

33. Kakue yrpo3sl ”HPOpMaAIUU OTHOCATCA K NIPEAHAMEPEHHBIM ?

- HecanknmonupoBanHoe uTeHHe WHGOPMAIMK; HECAHKIMOHHUPOBAHHOE
U3MEHeHne WHGOpMallMK; HECAaHKIMOHUPOBAHHOE YHHUYTOXKEHHE WH(POpMAINH;
MOJIHOE WJIM YACTUYHOE Pa3pylICHUE ONEPAIIHOHHON CHCTEMBI.

- IIposBnenne  ommMOOK  MporpaMMHO-ammapaTHeix  cpeactB  AC;
HEKOMIIETEHTHOE HCIIOJIb30BaHWE, HACTPOMKAa WM HENPaBOMEPHOE OTKIIOYEHUE
CPEICTB 3alllUThl MEPCOHAIOM CIYX)Obl 0€30MacHOCTH; HEMPaBOMEPHOE BKIIIOUCHHE
000py10BaHUs WM U3MEHEHUE PEKUMOB pabOThI YCTPOICTB U MIPOTPAMM.

- Ilepecbliika aHHBIX TIO OIIMOOYHOMY aapecy a0OHEHTa; BBOJ OMIMOOYHBIX
JaHHBIX; HECAHKIIMOHHPOBAHHOE YHUUYTOKEHNE UH(OPMALIUY; TIOJTHOE WM YaCTUIHOE
pa3pylLieHle ONepaluoOHHON CUCTEMbI

34. KakuMu OCHOBHBIMHU CBOMCTBaMHM 00J1aaeT KOMITbIOTEPHBIN BUpPYC?

- CrocoOHOCTBIO K CO3JIaHUIO COOCTBEHHBLIX KOITMH; HaJIMYHMEM MEXaHW3Ma,
00eCIeunBaIIeT0 BHEAPEHUE CO3/1aBaCMBIX KOMHH B HCIOJHSIEMBIC OOBEKTHI
BBIYMCIIUTEILHON CHCTEMBI.

-  CmocoOHOCTBIO K CO3JAHHUIO COOCTBEHHBIX KOIIHMH, CIOCOOHOCTBIO
YHUYTOXATh WH(OpMAIMI0O Ha JHCKaX; CIHOCOOHOCTBHIO CO37aBaTh BCEBO3MOXKHBIC
BHJICO U 3BYKOBBIC Y(DPEKTHI.

- Hannumem mMexaHn3ma, 00CCIICUMBAIONIETO BHEIPCHHUE CO3/1aBACMBIX KOTIHM B
HCIIOJHSAEMBIC OOBCKTHl BBIYMCIUTEIBHON CHCTEMBI; CIIOCOOHOCTBIO OCTaBIIATH B
OTIEPAaTUBHON MaMSTH CBOIO PE3UJICHTHYIO YaCTh; CIIOCOOHOCTHIO BHUPYCA MOTHOCTHIO
WJIM YaCTUYIHO CKPBITH CEOS B CHCTEME.

35. Kak knaccuunupyroTcsi BUPYChl B 3aBUCUMOCTH OT Cpeibl OOUTaHUS?
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- DainoBkle; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE.
- 3apaxaroneDOS, Windows, Word, Excel,Office.
- be3BpeaHbie; HEONAaCHBIE; OTIACHBIE.

- TO4EeHb ONacHBIE.

36. Kak kimaccupuuupyroTcsi BUPYChl B 3aBUCUMOCTH OT 3apaxaemoit OC?

- 3apaxaronie DOS, Windows, Word, Excel, Office

- DainoBkIe; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE.

- be3BpenHbie; HEOMACHBIE; OMACHBIE; OYEHb OINACHBIE.

- Ucnionp30BaHKEe pe3UIEHTHOCTH, HCIIOJIb30BAHKE "CTENC" -aJrOPUTMOB;

- Hcnonp3oBanue camomuppoBaHue U MOIUMOPPUUHOCTh; HCHOJIB30BAHUE
HECTaHJAPTHBIX IPUEMOB

37. Kaxk knaccuuuupyrorcs BHUPYChHI B 3aBUCUMOCTH OT OCOOCHHOCTEH
anroputTMma padoThI?

- Hcnonwp3oBaHue pe3uIEHTHOCTh; MCIOJb30BaHUE ''cTesc"-aJropuTMOB;
UCIIOJIb30BaHUWE  caMOmM(pPOBaHHE W MOJUMOPPHUYHOCTH;  HCIOIH30BAHUE
HECTaHJapTHBIX PUEMOB.

- DaiinoBbIe; 3arpy304YHbIC; MAKPOBUPYCHI; CETEBBIC

- 3apaxaromne DOS, Windows, ,Word, Excel, Office

- be3BpenHbic; HEOMTACHBIE; OMMACHBIC; OYCHD OMACHBIC

38. Kakue mporpaMMbl OTHOCATCS K TporpamMmMaM KoHCTpyKTOpBI BUpYCOB?

- OTO yTUIWTa, NMpeAHa3HAYeHHAsl JUIsl U3TOTOBJIEHHUS HOBBIX KOMITBIOTEPHBIX
BUpycoB. OHU MO3BOJISIOT T€HEPUPOBATH UCXOAHBIE TEKCThI BUPYCOB (ASM-daiinbl),
0OBEKTHBIE MOAYJIN W/WIJIH HETIOCPEACTBEHHO 3apa’KEHHbIE (halJIbI.

- DTO mporpaMMbl, HAHOCSIINE KaKue-In0O pa3pylIUTeNbHbIe TEHCTBUS, T.€. B
3aBUCUMOCTH OT ONPEIEICHHBIX YCIOBUN WM MPU KAKIOM 3aIyCKE YHUUTOXKAIOIIUE
nH(pOpPMaLIMIO HA AUCKaX, IPUBOISIINE CUCTEMY K 3aBUCAHMIO U T.II.

- OTO mporpamMmsbl, KOTOpbI€ Ha NEPBBIM B3IV SBISIOTCA CTONPOLEHHBIMU
BHUpYCaMH, HO HECIIOCOOHBI pa3MHOKaThCs MO MpuuuHe omubok. Hanpumep, Bupyc,
KOTOpBIA TpU 3apakeHUW '"3a0bIBaeT" MOMECTUTh B Hadajao (HailaoB KOMaHIY
nepeaaydr yupaBJIeHHs Ha KOJI BUpyca.

- 'maBHOM QyHKUMEN TOKOOHOTO poAa MporpaMM sIBJISETCs MK(poBaHUE Tena
BHpYCa U F'eHepalusi COOTBETCTBYIOIIETO pacInpoBIIMKa

Kpurepuu ouenku (B 0a/1ax):

10 0annoB BeICTaBIseTCS OOy4arOIEMyCs, €CIM OH MpaBWIbHO oTBeTWa Ha 30
BOIIPOCOB TecTa (KoMIeTeHIusl chOpMUPOBaHa Ha MPOJABUHYTOM YPOBHE);

9 0a/uI0B BBICTABISETCS OOYyYaroIIEMYCsl, €CIM OH MpPaBUIbHO OTBETUI Ha 27
BOITPOCOB TecTa (KoMIeTeHMs c(pOpMUPOBAHA HA IPOIBUHYTOM YPOBHE);
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8 0GaioB BhICTaBISIETCS OOYyYalONIEMYCs, €CIM OH TMPaBUIbLHO OTBETW]I Ha 23
BOIPOCOB TeCTa (KOMIIETEHIUS CPOPMHUPOBAHA HA MTOBBIILIEHHOM YPOBHE);

7 06a/uI0B BBICTABISIETCS OOydYaroIeMycsl, €Cld OH MpaBWIbHO OTBETWI Ha 20
BOIPOCOB TeCTa (KOMIIETEHIIUS CPOPMHUPOBAHA HA MMOBBIILIEHHOM YPOBHE);

6 0ayuI0B BBICTABISIETCS OOYyYarOLIEMYCs, €CJIM OH IMPaBUIbHO OTBETHI Ha 18
BOITPOCOB TecTa (KOMITeTeHIUs chopMHUpoBaHa Ha 6A30BOM YPOBHE)

S 6aJs10B BHICTaBIISIETCS 00YYaIOIIEMYCsl, €CIIM OH IPAaBUIIBHO OTBETHJ Ha 15
BOIPOCOB TecTa (KoMIeTeHIus chopMupoBaHa Ha 0a30BOM YPOBHE).

TunoBble NpaKkTHYECKHE 3aMaHUS
Nupukaropsl nocrmwskenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

3aoanue 1.

[Touck mcrounukoB MH(POpMAIUM B ceTH VHTEpPHET: OTKPHITBIC W 3aKPBITHIC
UCTOYHMKU JaHHbIX. [loptanm oTkpbiThix naHHbiXx P®. CoxpaHeHue JaHHBIX B
nporpamme Excel. [Ipeobpa3zoBanue u nepBudHas 00pabOTKa JaHHBIX.

3aoanue 2.

be3onacHocTh HHPOPMAITMOHHBIX CUCTEM

Bompocsr:

1. Yro BbI npeacTaBisieTe no1 0€300aCHOCTbI0 HH(OPMALIMOHHBINA CUCTEMBI.

2. Uro OTHOCHUTBCS K OCHOBHBIM XapaKTEPUCTUKAM  3alUIIAaeMOM
uHpopmanuu?

3. Uro BbI OTHECETE K MH(OpPMALIMK OTPAaHUYEHHOTO JOCTyMa?

4. Tlo xakuM HampaBJeHHUSIM OyJeT OCYUIECTBIATHCSA JalbHEHIlIee pa3BUTHE
cucteMblnH(popMaloHHoM 0e30macHOCTU B PD?

3aganue:

Onpenenure B Kakux ¢Gopmax mpeacTaBieHa HWHPOpMalMs Ha BaileM
JOMalIHEM KOMITbIOTEpE.

OnummTe Kak obecneynBaeTcss WHGOpMaIMOHHas O€30MacHOCTh Ha BallleM
JIOMAIlIHEM KOMIBIOTEPE M OTBEYAET JIM COBPEMEHHBIM TPEOOBAHUSAM PA3BUTHSI CHCTEM
0€30MacHOCTH.

3aoanue Ne 3

AHaM3 pucKOB MHPOPMAITMOHHOM 0€30MacCHOCTH

1. 3arpysure [OCT P UICO/M3K TO 27005

2. Osnakombrech ¢ [Ipunoxenusamu C, D u E I'OCT.

3. BeiOepute Tpu pa3nuyHBIX HHMOPMAIMOHHBIX AaKTHBA OpraHU3alUU (CM.
BApPUAHT).

4. U3z Tlpunoxennss D T'OCT mnombepute TpU KOHKPETHBIX YSI3BUMOCTHU
CUCTEMBI 3alUThl yKa3aHHBIX HH()OPMALIMOHHBIX aKTUBOB.

5. IMonw3ysice [lpunoxennem C I'OCT Hanumute Tpu Yrpo3bl, peanu3aius
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KOTOPBIX BO3MO’KHA IIOKa B CHCTCMC HC YCTPAHCHbI HA3BAHHLIC B IIYHKTC 4
YA3BUMOCTH.

6. Ilomp3ysicb OMHUM U3 METOJOB (CM.

BApUAHT) TMpPEIJIOKEHHBIX B

[Mpunoxenun E 'OCTnpoussenure olieHKY pUCKOB HHPOPMAIMOHHONM 0€3011acCHOCTH.
7. O1eHKy IEeHHOCTH MH(GOPMAIIMOHHOTO aKTHUBA MPOU3BOAUTH HA OCHOBAHUU
BO3MOKHBIXIIOTEPH JIJI1 OPTraHU3ALMH B CIIy4ae peaau3aluu yrpo3bl.

Howmep Meton oneHku
BApUAHTA Opranuzanus pucKa
(cwm. [Tpunoxenue
ET'OCT)
1 OTaeneHre KoMMepueckoro 0aHka 1
2 [TonuknuHuKa 2
3 Konemx 3
4 Oduc cTpaxoBoit KOMITAHUN 4
5 PexpyTHHTOBOE areHTCTBO 1
6 WHTepHeT-Mara3ut 2
7 LleHTp OKa3aHUs rOCYyJapPCTBEHHBIX YCIYT 3
8 OTnenenue NoIUIAN 4
9 AynuTopcKasi KOMIIaHUs 1
10 JluzaitHepckas ¢pupma 2
11 Oduc naTepHET-TIpOBAiiNEpa 3
12 Oduc angBokara 4
13 Komnanus no paspadotke [10 ans ctopoHHHX 1
OpraHu3auu
14 ATEHTCTBO HEABMKIUMOCTU 2
15 TypucTiaeckoe areHTCTBO 3
16 Oduc 6maroTBopuTenbHOTO hoHIa 4
17 31aTeNbCTBO 1
18 KoHcantunrosas ¢pupma 2
19 PexiamHO€ areHTCTBO 3
20 OTneneHue HaOTOBOU CITY>KOBI 4
21 Oduc HoTapuyca 1
22 bropo nepeBojia (I0KYMEHTOB) 2
23 HayuHo npoeKkTHOe npeanpusTue 3
24 bpauHoe areHTCTBO 4
25 Penaknus ra3eTsl 1
26 I"ocTrHHIa 2
27 [Tpa3mHUYHOE areHTCTBO 3
28 I"opoackoii apxus 4
29 JlucrieTuepckas ciyx0a Takcu 1
30 JKenesnomoposkHas kacca 2

3aoanue Ne 4.
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Pazpabotka yactHoOM neranuzupoBanHon nomutuku OB

[ens paboThI: 03HAKOMIJIEHHE C OCHOBHBIMH YacTHBIMU TtosiuTkamu OUB.

[Topsimox BbimonHeHUs: paboTsl: Onpenenuts TpeOoBaHus obecrneynBaromye 3PQPeKTHBHOES
OWUDB, KOTOpbIE NOKHBI BBIIOJIHATHCA COTPYAHHKAaMHM OPraHW3alMd B PAMKAaxX BBIIIOJHEHUS CBOMX
CITy’)kKeOHBIX 00s13aHHOCTEH

Howmep Opranuzanus HeranusupoBanHas noimruka b
BapHUaHTa

1 OTaeneHne KOMMEpPUECKOro OaHka Opranuzanys pexuMa CEKpeTHOCTH

2 IMonmuknuanka Ddusnueckas 3anmra

3 Komnemx TpaHcriopTUpOBKa HOCUTENEH
nH(pOpMaIIN

4 Oduc cTpaxoBoil KOMIaHUN OnyOnuKoBaHHE MaTEpPHajIOB B
OTKPBITBIX MCTOUYHUKAX
JlocTynl CTOpPOHHMX IMOJb30BaTEIEH B

5 PexpyTHHIOBOE areHTCTBO MH(POPMAaLIMOHHbIE CHCTEMBbI
OpTaHU3aIIH

6 HTepHeT-Mara3ux O1eHKH PHCKOB

7 EHTp OKa3aHUs rOCyJapCTBEHHBIX YCAYTr  |YIIpaBJIeHUs MaposIMU

8 OTneneHue noJuIuu JlocTyn K KOH(UACHIUATBHON
UHPOpMALIUU

9 AyauTOpCKasi KOMIAHUS Hcnonb3zoBanust UHTepHET

10 Jluzaiinepckas Gpupma YcranoBka u ooHoBiienue [10

11 Oduc uHTEpHET-TIpOBaiiiepa [TonuTHKa UCIIOJIB30BAHUS YJIEKTPOHHOM]
OYTHI
Vcnonp30BaHne MOOUIIBHBIX

12 Oduc anBokara anmnapaTHbIX CpEICTB 00paboTKy|
MHpOpMaLIUU

13 Kommnanus no paszpadotke 110 s Pazpabotka u nunensuposanue [10

CTOPOHHUX OpraHU3alun

14 IATEHTCTBO HEIBMKUMOCTH 'Y najnéHHbIi JTOCTYT K
MH(POPMALIMOHHOM
CUCTEME.
Vcnonb3oBaHue OTJeNIbHBIX|

15 TypucTudeckoe areHTCTBO [YHHUBEpCAITbHBIX HHPOPMAIIMOHHBIX
TEeXHOJIOTUH B MaciTabe opraHu3aiuu

16 Od¢uc 6raroTBopuTeNnbHOrO PoHIA [Tpoenenue aynurta b

17 31arenbcTBO AHTHBUpPYCHAs 3aI1Ta

18 Koncantunrosas pupma PesepBHOE KONMpPOBaHKE

19 PexiaMHO€E areHTCTBO Wb npu 351eKTpOHHOM
TOKYMEHTO000poTE

20 OTneneHne HaloroBOU CITy>KObI TexHuueckas 3amuTa HHPOpMaLuu

21 Oduc HOTapHyca PearupoBanue Ha uniuaeHTsl b

22 bropo nepeBoa (I0KyMEHTOB) [IpoBenenue CITyeOHBIX
[pacciieToBaHu

23 CtpoutenbHOe NpeAnpusTue 3amuTa Hay4HO-TEXHUYECKOM
nHbopManuu
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24 bpauHoe areHTCTBO KonTtposb monbs3oBareneit mpu padote ¢
BHCITHUMU UCTOYHUKaAMHN I/IH(bOpMaI_[I/II/I

25 Penaxius raseTsl Ony0iMKoBaHUE MaTEPUATIOB B
OTKPBITHIX HCTOUHUKAX

26 ["ocTuHuIa 3amuTa nepcoHAIbHBIX JIAHHBIX

Kpurtepuu onenku (B 0aiax):

S 6ayu10B BBICTABIISIETCS OOYyYalOUIEMYCs, €CJIM OH B IOJHOM OOBEME M MPABHIBHO
BBIIIOJIHWJI 33J1aHue (KoMIeTeHIMs ¢(hOpMUpPOBaHA HA MPOJIBUHYTOM YPOBHE);

4 Oasna BbICTaBIsIETCd OOYy4YaloIIEMyCsl, €CIM OH B IOJHOM oOBeME M C
HE3HAYUTEIbHBIMUA 3aMEUaHUSIMU BBINOJHUI 337aHue (KOMIIETEHIUS C(POpMHUpPOBaHA
Ha MOBBIIIEHHOM YPOBHE);

3 0assia BhICTaBIIETCS OOydYarolmeMycsi, €ciii OH Ha 0a30BOM YpOBHE, OLIMOKaMU
BBITIOJTHUII 3a/laHie(KOMITETeHIIUS c(popMUpOBaHa Ha OA30BOM YPOBHE).

3amaHus 1JI TBOPYECKOI0 PeHTHHIA

TemaTHuka 10KJI210B

Nuaukatopsl goctmxenusi: YK-1.2., OIIK-2.1., OIIK-5.2., OIIK-6.1., OIIK-6.2.

1 UndopmannonHoe npaBo U HHPOPMAIIMOHHAsE OE30MIaCHOCTb.

2 Konneniust uHGOPMAIMOHHON O€30MaCHOCTH.

3 AHanu3 3aKOHOJATENIbHBIX aKTOB 00 OXpaHe WH(POPMAIMOHHBIX PECYPCOB
OTKPBITOT'O JAOCTYTIA.

4 AHanmu3 3aKOHOJATENbHBIX AKTOB O 3alUTe HH(POPMALMOHHBIX PECYPCOB
OrPaHUYEHHOTO JIOCTYTIA.

5 CooTHolleHHe TOHATUN: WH(GOPMALMOHHBIE pecypchl, HH(GOPMAIMOHHbIE
CUCTEMBbI U UH(POpPMaLMOHHAsE 0€3011aCHOCTb.

6 NUndopmanmonnas 6e30macHOCTh (10 Marepuaiam 3apyO0eKHbIX HICTOYHUKOB U
JUTEPATYPHI).

7 IIpaBoBbIE OCHOBBI 3alTUTHI KOHPUACHIIMAIBHON HH(DOpMAIUH.

8 DKOHOMHMYECKHE OCHOBBI 3aIIUTHI KOH(DHUICHIINATEHON NH(GOPMAIIHH.

9 OpraHu3anvoHHbIE OCHOBBI 3aIIUTHI KOH(DUIEHIIMAIBHON HHPOPMAIIIH.

10 Ctpyktypa, coiepXxaHUE€ W METOAUKA COCTABJICHUS IEpPEYHS CBEIACHUH,
OTHOCAIIMXCS K NPEANPUHUMATEIIbCKON TAHE.

11 CocraBneHne WHCTPYKIIMH MO 00pabOTKEe M XPaHEHHIO KOH(MUICHIIMATBHBIX
JOKYMEHTOB.

12 HampaBneHust 1 METOJIbI 3aLIUThI JOKYMEHTOB Ha OyMa)KHBIX HOCUTEIISIX.

13 HampaBneHust 1 METO/IbI 3alIUThl MAIIMHOYUTAEMbBIX TOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOHPUACHIIMATbHBIX JTOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3alIUTHI AyANO- U BU3YaJbHBIX TOKYMEHTOB.

16 TIlopsmox mombopa mepcoHana g paboThl ¢  KOH(PUACHIMATBbHOU
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uH(popMaluen.

17 Metoauka TECTUPOBAaHUS U MIPOBEACHUS COOECEeI0BaHUs C MIPETEHACHTAMH Ha
JOJIKHOCTb, CBSI3aHHYIO C CEKpeTaMu (PUpPMBI.

18 AHanmu3 HCTOYHHMKOB, KAaHAJOB pACIPOCTPAHEHMS] M KaHAJIOB YTEUYKHU
uHopManmu (Ha mpuMepe KOHKPETHOU (PUPMBI).

19 Ananu3 KOHKPETHON aBTOMAaTH3UPOBAHHOW CHCTEMBI, MPEAHA3HAYCHHOM IS
00paboTKH U XpaHeHUs] THHOPMAIIUKA O KOHPUISHIIUAIBHBIX JOKYMEHTaxX (DUPMBL.

20 OcHOBBI TEXHOJOTMH OOpabOOTKM U XpaHEHHS KOH(PHUICHIUATHHBIX
JIOKYMEHTOB (110 3apyOexKHOM IUTEpaType).

21 HasznaueHue, BUJBI, CTPYKTYpa U TEXHOJOTHS (DPYHKIMOHHUPOBAHHUS CHUCTEMBI
3amuTHl HTHGOPMAIIHH.

22 lloBeneHuwe nepcoHaga W OXpaHa (UPMBI B SKCTPEMAIBHBIX CHUTYaLHSIX
Pa3IMYHBIX THUIIOB.

23 Amnanuthyeckas paOoTa IO BBISBICHHUIO KAHAJIOB YTEUKU HHGMOpManuu
(bupMBI.

24 HanpaiieHust 1 METO/BI 3aLIUTHI IPOPECCUOHATBHON TallHBbI.

25 HampaBieHus 1 METOJIBI 3aIUTHI CITYKEOHOM TaHBI.

27 HampaBneHus: 1 METO/Ibl 3aIIUThI IEPCOHATBHBIX IAHHBIX O TpaXKaHax.

27 IloctpoeHune U pyHKIIMOHUPOBAHUE 3ALIUILIEHHOTO JOKyMEHTOO00pOTa

28. Hanbonee pacrpocTpaHEeHHbIE CETEBbIC aTaKH.

29. DTarbl MOCTPOCHUS CHCTEMBI 3alTUTHI HH(POpMAITHH.

30.I1epcriekTUBHBIE METOABI Ay TEHTU(UKAIIUH.

31.buomerpudeckne CUCTEMBI HACHTU(UKALINY U ayTeHTU(DUKAIIHH.

32.MeTozsl pe3epBUpOBaHUs HHGOPMAITUH.

33. Tumbl MeKCeTEeBBIX HKPAHOB M X KpaTKask XapaKTEepPHUCTHKA.

34. OTeuecTBEHHBIC AaHTHUBUPYCHBIC IPOrpaMMHBIE CpeICTBa,
ceptudunupoanubie PCTIKPoccun.

35. Creranorpadus u creraHorpaduyecKre MEeTOAbI 3aIUTh HHPOPMAIIUH.

36. CpeacTsa 3amuThI IepeiaBacMbIX TaHHBIX B IP-ceTsx.

37. Crannapr Ipsec.

38. YTpo3bl U yA3BUMOCTH OECIPOBOIHBIX CETEH.

39. TpeboBanus K BEIOOPY M UCTIOJIB30BAHUIO TTAPOJIEH.

40. ITepenava mapoJis 1Mo CETH B MPOIECCe ayTeHTU(PUKAIINH.

41. JluueH3upoBaHue JESATENBHOCTH, CBA3aHHOM C  KpUNTOTrpaduyecKUMHU
CpeICTBaMU3AIIUTHI HH(OpPMAIIHH.

42. Ceprudukanus Kpunrorpapuueckux cpeAcTB 3aluThl HHPOpMaUK.

43. Cranaaptu3aius KpunTorpaguyeckux CpesICTB 3allUThl HHPOPMALIUH.

44, Mopenb KOHTpoJIA LeraocTHocTy Knapka-Buiicona.

45. udposas (31eKTpOHHAS ) MOANKCH, KAK MEXaHU3M KOHTPOJISI LIEJTOCTHOCTH.

46. 3ammTa oT cO0€B MPOrpaMMHO-ANIAPATHON CPEIbI.

Kpurepuu ouenku (B 6a/1ax):
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20 GaymIoB BBICTABIACTCS OOYdYaIOIIEMYCs, €Cu OH 0e3 OmMOOK MOATOTOBUII
noknan. Conepikanue u 0pOpMIICHHE JTOKJIala COOTBETCTBYET TPEOOBAHUSAM B TIOJTHOM
o0bemMe. YpoBeHb C(HOPMHUPOBAHHOCTH KOMIIETEHIIUH COOTBETCTBYET MPOJBHHYTOMY
YPOBHIO;

19-14 OGanna BeICTaBISECTCS OOYy4YarOIMIEMYCsl, €CIM OH C HE3HAYUTEIbHBIMU
3aMEUaHUSIMHU TIO COJIEPKaHWIO0 WM O(OPMIICHHIO TIOJATOTOBHI OTYET MO pedepary.
YpoBeHb c(hOPMUPOBAHHOCTH KOMITETEHITUH COOTBETCTBYET MOBHIIIICHHOMY YPOBHIO;

13-10 Gamra BeICTaBIsIETCS OOYYAIOIIIEMYCsI, €CJI OH C OIMTMOKAMHU TIOITOTOBUII
oruer mo pedepary. Conmepxanue wu odopmieHue pedepara COOTBETCTBYET
TpeOoBaHUsIM He MeHee, 4eM Ha 50 MpoueHTOB. YpOBEHb CHOPMUPOBAHHOCTU
KOMITETCHIIMA COOTBETCTBYET 0230BOMY YPOBHIO.

METOAUYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOLINUE JTAIIbI
®OPMHUPOBAHUSI KOMIIETEHIIMI BO BPEMS ITPOBEJEHUA
MNPOMEXYTOUHOM ATTECTALIUU

CTpyKTYypa 3a4€THOI0 3a/IaHUSA

Haumenoeanue oyenounozo mamepuana Maxkcumanvhoe
KoJuuecmeo 041108
Bonpoc 1 15
Bonpoc 2 15
Ilpakmuueckoe 3a0anue 1 10

3aJIaHl/Iﬂ, BRJIKYAa€MbI€ B 3a4YC€THOC 3alaHUE
Hepeuenb 60NpPOCO6 K 3auemy.

1. Lenu rocynapcTBa B 00sactu odecnedeHnss HHPOPMalMOHHOM 0€30MacHOCTH.

2. OCHOBHbIE HOpPMaTHBHBIE aKThl P®, cBsA3aHHBIE C TMPABOBOM 3aIIUTON
uHdopmaIuu.

3. Bujibl KOMITBIOTEPHBIX MPECTYTUICHHM.

4. CnocoObl M MEXaHW3Mbl COBEpPUICHHS HHPOPMAIMOHHBIX KOMIBIOTEPHBIX
IIPECTYIUICHUN.

5. OcHOBHBIE TapaMeTpbl M  YepThl HHPOPMAIMOHHON  KOMIIBIOTEPHOU
npectynHocty B Poccun.

6. KomnbrorepHsiii Bupyc. OCHOBHbBIE BUJIbI KOMIIBIOTEPHBIX BUPYCOB.

/. MeTtoapl 3alIUThI OT KOMITBIOTEPHBIX BUPYCOB.

8. Tumbl aHTUBUPYCHBIX MPOrPAMM.

9. 3ammTel  OT  HECAaHKUMOHUPOBAaHHOTO  jAoctyna. MpaeHtudukauus u
ayTeHTU(PUKaLUS TOJIb30BATES.
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10. OcHOBHBIE YTPO3bl KOMIBIOTEPHON O€30MacHOCTH MpH paboTe B CETH
HNnTepner.

11. Buasl 3amnuiiaeMoit nHGopMarmm.

12. I'ocynapcTBeHHas TaliHa Kak 0COOBIN BHUJI 3allIUIIIAeMON HH(OPMAIIUH.

13. KondunenunanpHas uaGopmarus.

14. Cucrema 3aIuThl TOCYIapCTBEHHOMN TallHBI.

15. [IpaBoOBOM peKUM 3alTUTHI TOCYAAPCTBEHHON TalHBI.

16. 3ammTa WHTEIEKTyaJIbHOM COOCTBEHHOCTHM CpEICTBaMU MATEHTHOTO U
aBTOPCKOTO TpaBa.

17. MexnyHapoJHOE 3aKOHOAATENBCTBO B 00JIACTH 3aIUTHI HHPOPMALIMH.

18. IlporpammHO-anmapaTHele  CpeAcTBa  obOecreyeHUs  WHGOPMALMOHHON
0e30macHOCTH B UHPOPMAITMOHHBIX CETSX.

19. CummeTpryHbIe MUDPHI.

20. AccumeTtpuuHbie MU PHI.

21. Kpunrorpaduueckue mpoTOKOJIbI.

22. Kpunirorpaduueckue xen-GhyHKIUU.

23. DNeKTpOHHAas OIMUCH.

24. OpranuzainonHoe odecredeHrne HHPOpMaIMOHHON 0€301aCHOCTH.

25. Ciyx0a 6€301acHOCTH OpTraHU3aIUH.

26. MeToibl 3a1uThl UH(POPMAIIUK OT YTEYKH B TEXHUYECKUX KaHasax.

27. VImxeHepHas 3aIIMTa U OXpaHa 0OHEKTOB.

28.Yto Takoe nHGOpMAIMOHHAS 0€30TTaCHOCTh?

29.TlepeunciuTe OCHOBHBIC YTPO3bl HHPOPMAIITMOHHOHN 0€30MaCHOCTH.

30. Kakwue cymecTByIOT MOJICIH U METOIbI HH(OOPMAIIMOHHOW O€30MacHOCTH?

31. Yto Takoe mpaBOBBIC METOIBI 3AIUTH HHPOPMAITHH?

32. Yto Takoe opraHU3alMOHHBIC METO I 3aIUTHI HH(OPMAITUH?

33. UTo Takoe TeXHUYECKHE METO/IbI 3aIUThI HH(pOpMAITun?

34. Yto Takoe mporpaMMHO-aIapaTHbie METObI 3aIUTHI HHpOpMauu?

35. Urto Takoe kpuntorpadhuyecKkue METO bl 3aUThl HHPOpMAITUH?

36. Kakume TnaBHbIE TOCYAapCTBEHHBbIE OpraHbl B oOjacTtu obecreueHus
nH(OpMaAITMOHHOM 6€301TacHOCTH?

37. TlepeuncnuTe BUIBI 3aIIAIIAEMON HH(HOPMAIIIH.

38. Kakue oCHOBHBIE 3aKOHBI B 00J1aCTH 3a1uThl uHPopMaiuu B PO?

39. IlepeuncnuTe OCHOBHBIE IeMW W 3amadn PD B oOmactu obecrieueHus
MH(}OpPMAIMOHHOW 0€30MaCHOCTH

40. Yo Takoe KoHIENIMs HHPOpMAITMOHHON O6e30macHOCTU?

41. Yro Takoe KoHGUAEHIMATbHAS HH(OpMALIH?

42. UYrto Takoe nepcoHaNbHBIC TaHHbIC?

43. B kakux ciydasx BO3MOXKHO HCIOJb30BaTh TNEPCOHATbHBIC JaHHBIC Oe€3
cornacusi obnmaaarens?

44, OxapakTepu3yite OMOMETPHUUECKHIE TaHHBIE KaK MIEPCOHATBHBIC TaHHBIC.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. Yto Takoe peKuM KOMMEPUYECKON TailHbI?

47. Yro Takoe rocy1apcTBEHHas TaiiHa?
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48. OnuiuTe MpaBOBOM PEKUM TOCYIapCTBEHHON TailHBbI.

49. Kakue rocyJdapCTBEHHbIE OpraHbl 3aHUMAlOTCS cepTudukanuend u
JUIEH3UPOBAHUEM CPEJICTB 3alIUThI HHPOpMaIun?

50. Kak cBsizaHbl MEXAYHApPOIHbIE CTAHAAPTHI U cTaHIapThl PD?

51. Kakme ocHoBHble cTaHgaptel P® B oOmactu wuHGOpPMAIIMOHHOM
0€30MacHOCTH CYIIECTBYIOT?

52. Oxapakrtepusyiite crangapt [[OCT P UCO/M3K 27002-2014.

53. Uro Takoe moiuTuka 6€30MacHOCTH?

54. Kakoe xoIM4ecTBO CpencTB OrokeTa opraHusanuu 3(G(EKTUBHO TPaTHUTh
TSt obecniedeHust THPOPMAITMOHHON 0€301acCHOCTH?

55. Uro Takoe nHX)eHepHas 3alIuTa 00bEKTOB?

56. IlepeuncnuTe OCHOBHBIC MEPONPHITHS TI0 OOCCICUCHUIO  3aIlUThI
“H(OpPMAITUHU OT YTEUKHU M0 TEXHUICCKUM KaHAJIaM.

57. Kaxkwue BB KOMIBIOTEPHBIX YTIPO3 CYIIECTBYIOT?

58. Uro Ttakoe 6panamaysp?

59. UYto Takoe aHTUBHpPYCHAs IIporpamma?

60. UYto Takoe 3BPUCTUYECKUN aJITOPUTM MOUCKA BUPYCOB?

61. UYto Takoe CUTHATYpHBII MOUCK BUPYCOB?

62. Meroasl MpoTUBOACHCTBUS CHUPHUHTY?

63. Kakue mnporpaMMHble peanu3aliy MPOTPAMMHO-ANMAPATHBIX CPEJICTB
3alUThl UHPOpPMAIUU Bbl 3HaETE?

64. UYto Takoe MEXaHW3M KOHTPOJISI i pa3TpaHUICHHS TOCTyma?

65. Kakyro pois HeceT )KypHaTupOBaHUE ACHCTBUN B TPOrPaMMHO-aITapaTHBIX
CpelCTBax 3alUThl HHPOpMALIUH?

66. Yto Takoe cpeacTBa cTeraHOTrpaPUUecKOl 3aUThl HHPOpMAITIH?

67. Yro takoe kpuntorpadus?

68. Kakwue ucronb3yroTcss CHMMETPUYHBIE AITOPUTMBI U(ppoBaHus?

69. Kakwue ucronp3yroTcst aCCUMETPUYHBIE AITOPUTMBI mudpoBanus?

70. UYto Takoe kpunrorpaduyueckas xem-QyHKIus?

71. Kakwue ucnonb3yroTcs Kpuntorpaguaeckue xem-QyHKiumu?

72. UYto Ttakoe nudposas MoAmucCs?

73. UYto Takoe UH(PPACTPYKTypa OTKPHITHIX KIIIOUECH?

74. Kakuwe poccuiickue W MEXIyHapOJHbIE CTaHAApThl Ha (POPMUPOBAHUE
1M (poBOIl MOAMUCH CYILIECTBYIOT?

75. Kakue ocHOBHbIE KpUNITOrpapuiyecKre MPOTOKOIbI UCIIOIb3YIOTCS B CETAX?

Ilpakmuueckue 3a0anus K 3auemy:

1 Obecrieunth  KHOEpOE30MacCHOCTh YAAJIEHHOW paboOThl COTPYIHUKOB BO BpeMs
MaHAEMHUH

OrnpenenuTh ySI3BUMOCTH CEPBHCOB ISl BUICOKOH(EpEeHIH, HeHaAEKHOCTh VPN,
yeoBeyeckrii (pakTop M He Bcerja KBAIM(UIUPOBAHHbIE COTPYJHHUKH — CO BCEM
TUM HEU30€KHO CTAJIKUBAeTCS KaXKJash KOMIIaHUS, BBIHYXJEHHAas OpraHu3oBaTh
yIIEHHYIO paboTy.
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[Ipoananu3upoBaTh CHUTyalMl0 M paccka3aTh, KaK CBECTM K MHUHUMYMY PHUCKH U
yYCTPaHUTh MOCIIEICTBUS HU3KOTO YPOBHS KHOEPIrPaMOTHOCTH

Hacrpoiika aynura B Windows aiist mostHonieHHoro SOC-MOHUTOpUHTA

Onucarh HacTpOHKy MOMUTHKY ayauta Windows Takum 00pa3oM, 4ToObI OXBAT
MouuTopuara SOC ObLIT MOJHOIIEHHBIM. PaccMOTpeTh ONTUMAIBHBIN CIIMCOK MOJUTHK,
a TaK)Ke BBIJCIUTh CAMOE HEOOXOUMOE, OTCESB JIUIIHCE.

Kak npoBoanuTE KOHTPOJIb MPOLYKTUBHOCTH, 3aIIUTA OT MOILIEHHUYECTBA U YTEYECK
JTAHHBIX TPU YAAIEHHOH paboTe COTPYIHUKOB?

OnacHOCTh yTE€YKU JAHHBIX U BO3MOKHOCTh KOPIIOPaTUBHOTO MOLICHHUYECTBA —
HEN30eKHbIE CIIYTHUKU BBIHY)KJCHHOH yian€HHOM paboThl. PaccMOTpeTh, Kak MOKHO
MUHUMU3HPOBATh PUCKU U CIIPABUTHCS C AKTYaIbHBIMU 33Ja4aMU KOHTPOJIS
COTPYJHMKOB Ha «YHAIECHKEY.

Omnwucath 1mecTh maros Jyisg o0ecrneyeHus JOKHOTO YPOBHS O€3011aCHOCTH
YIAIEHHBIX COTPYIHUKOB

OmnepaTUBHO NEPEBOS COTPYTHUKOB Ha IUCTAHLMOHHYIO padoTy, HY’)KHO y4ecTb
COIPSIKEHHBIE C TUM CII0)KHOCTH U HE 3a0BITh IIPO MOIBITKU KHOEPIIPECTYITHUKOB
HCII0JIb30BaTh yA3BUMBbIE MecTa. [IpeayiokuTh mecTh Maros, KOTOPbIE O3BOJIAT
IIOJOWUTH K 3TOMY BOIPOCY IMOATOTOBJIECHHBIMM.

Omnucarp TpeboBanus ['OCT 34-ii cepuu B mpoekTax 1mo HHGOPMaIMOHHOM
0e30IMacHOCTH

Uro noapasymeBaet TpeboBanue «npoektupoBath mo ['OCTy», cTaHOBUTCS I OHO
MeHee 00s3aTenbHbBIM? UTO JeNaTh, €ClIi TOCYIapCTBEHHBIN PEryisITOp HE Mpeaiaraet
3ameny st 'OCToB 34-i cepun? Kakumu ctangapTaMu CTOUT PYKOBOJCTBOBATHCS
1pu 0()OPMIICHUH MMPOCKTHON JOKYMEHTAIIMH?

Kak BBIIBUTH aTaky 3710yMBIIUIEHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JelcTBUSA KMOEPIPECTYITHUKOB B KOPIIOPATUBHON CETH U
knaccuduupyem ux B cootBerctBuu ¢ marpuiieit MITRE ATT&CK, xotopas
MTOKA3bIBAET, KAKHE TAKTHKHU M TEXHUKHU MPUMEHSIJINCH B X0€ KHOepaTaKH.

Omucatp Microsoft Security Compliance Toolkit: 3amura Windows rpymnmoBsiMu
IIOJINTUKaMHN

PaCCMOTpeTB noaxona K I/IH(I)OpMaI_II/IOHHOI\/'I 0€e30IMacHOCTH KOMILTIEKCHO. OnucaTh
MHCTPYMEHTBI, KOTOPbIE 3aKpbLIN ObI BCE «IBIPBI» U cO37alIi HOBBIE. Onucarh
O3TAaJIOHHBIC HaCTpOﬁKH MMOJINTHK 0€30MMacHOCTH U HHCTPYMCHTBI JJIs1 pa6OTLI C HUMMU.

Omnwucats npolecc HaCTPOMKHU yIaJIEHKH ISl COTPYAHMKOB: bricTpo, be3onacHo,
becrutatno

Uto HeoOX0oauMO NIl OpraHU3alMK YAAJIEHHON paboThl cCOTpyIHUKOB. Kakue
CYIIECTBYIOT MHOKECTBA PEIICHUH CLIOCOOHBIX TOMOYb B Pean3aluy 3TOH LEeNH.
unTepHer-1u103 MKC. C ero noMoIpio MOXHO OpraHu30BaTh 0€30MacHbIN JOCTYI K
CEeTH KOMITaHUH, 3aLIUTUTHCS OT BUPYCOB U HACTPOUTH BEO-(HIIBTPALIUIO.

Kak opranuzoBats 6e30macHy0 yaal€HHYIO paboTy BO BpeMsi KapaHTHHA?

Onucats npoliecc nepexo/ia Ha yAaIEHHYI0 padoTy, pacCMOTPETh OYEBH/IHbIE PUCKU
Ui nHGOpMaIMOHHON Oe30macHOCTH: MoauduKalus Tpaduka, nepexpar napoyiei u
KOH(UIEHIMATBHBIX JAHHBIX, @ TAK)KE B3JIOM MapLIPyTH3aTOPOB U MepeHanpaBieHIe
MOJIb30BaTENIEN Ha BPEIOHOCHBIE CallThl. [IpoaHamn3npoBaTh KOHTPMEPHI; B KAUECTBE
OJIHOTO U3 BaPUAHTOB PACCMOTPETh UCITOIb30BaHNE BUPTYAJIbHOM YaCTHOM CETH
(Virtual Private Network, VPN).

10.

Kak moctpouts kpuntotyHHens 1o 'OCTy ¢ MUHUMaTbHBIMH 3aTpaTaMu?
Obecneuenne 6€30MaCHOCTH MPH MTOMOIIU CPEACTB KPUITOrpapuyuecKoi 3aIuThl
nnpopmanuu (CK31) — He oueHb clioKHas 3a/1a4a, €CIIM BCE TEXHOJIOTHYECKHe
Y4YaCTKH HaxosTcs Ha XxocT-MannHe. OIHaKo Ui TOro 4ToObl NepeaaBaTh U
mudpoBaTh HHOOPMAITHIO OJHOBPEMEHHO, HEOOXOMMO IMTOCTPOUTH TPAMOTHBIN
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TEXHOJIOTUYECKHI MPOIIecC MPOrpaMMHOr0 0OecTieyeHUsl.

11.

Kak obecnieunts 6e3omacHocTh loT-ycrpoiicT?

Nutepuer Bemeit (Internet of Things) — yxke oueBuHAsA peanbHOCTh JJIs1 OM3HEC-
MPOIIECCOB KOMITAaHUH M KOPIOPATUBHBIX HH(PpacTpykTyp. O HAKO, HECMOTPS HA
OTPOMHOE KOJIMUECTBO «yMHBIX» YCTPOUCTB, pabOTAIONINX Ha MPEIIPUATHIX U B
MPOMBIIIICHHBIX CETSX, Oe3omacHocTh [0T 3agactyro ocrapnser xenaTs ayqmero. Kak
WCIIPABUTh MOJIOKEHHE, ¥ paccKa3aTh O METOJaX 3alllUThl MHTEPHETA BEIICH.

12.

Kak opranu3oBarh NpakTHKy OpraHu3alii 0€30MacHOro yIaJIEHHOTO JOCTya?
YTo mpoHUCXOAUT Ha PhIHKE O€30MACHOT0 YAAJIEHHOIO TOCTYIA U KaK MPaBUIbHO
3aLUTUTH OAKIIOYEHNE COTPYIHUKA K KOPIOpAaTUBHBIM pecypcam n3BHe? Kak
PEryJISATOPHI BIUSIOT Ha MPOIIECC TUCTAHIIMOHHON pabOThl U HYXKHO JIU CIICUTH 3a
COTPYJTHUKOM, pabOTAIONINM K3 JoMa?

13.

PaccmotpeTs npouecce npeaoTBpameHus BTOPKEHUH C HOMOLIBIO MEKCETEBOIO
sKpaHa HoBoro nokosienust UserGate

B cocrase MexcereBoro 3kpana HoBoro nokojeHus: UserGate mpuMeHsieTcs: cuctema
obuapyxenust Bropskenuii (COB) coOcTBeHHOM pa3pabOTKH, cO3IaHHAS BHYTPH
KOMIIaHUU 0€3 UCIO0Ib30BaHUS OTKPBITOro Kojia. CUTHATYpPbl CUCTEMBI OOHAPYKEHUS
BTOP)KEHUH pa3pabaThIBAIOTCS U BEpUPUIIUPYIOTCS COOCTBEHHON KOMaH/I0M
aHAJIMTUKOB LIEHTpa MOHUTOpHHra U pearnposanus UserGate.

14,

Kak co3nmate KOMIUIEKCHYIO CUCTeMY Oe30macHOCTH Ha ocHOBe Fortinet Security Fabric
API?

OTkpbITHIN 1 00menocTyHbIN API, npegHazHaueHHbIHN 1715 MHTErpaluy IPOAYKTOB
Fortinet ¢ BHEIIHUMU peLLICHUSIMU, TIO3BOJISIET MOJIb30BATENIAM PACIIUPSTh
BO3MO>XHOCTH UMEIOIINXCSI KOMIIOHEHTOB, a TaKXKe rMOKO UHTEIPUPOBATh CTOPOHHUE
IPOAYKTHI B €IMHYIO KOMIUIEKCHYIO Cpely HH(POPMAallMOHHON 0€301MacHOCTH
IIpENPUSATHSL.

15.

Kak ¢pynkuuronupyet mexcereBoii skpan UserGate X1: undopmarinonnast
0€30MacHOCTh B AKCTPEMAIbHBIX (PU3HMUECKUX YCIOBUSIX

Kopnoparusnsiii MexxcereBoid skpan UserGate X1 BolaensieTcst 3 JMHEHKH
npoaykroB UserGate yHUKaJIbHBIMH (PU3UKO-TEXHUYECKUMH XapaKTePUCTUKAMHU.
JlanHblii nporpaMMHo-annapaTHbiii koMiuieke (ITAK) apdextrBen u HanéxeH B
CaMbIX CYPOBBIX YCIOBUSX SKCILTyaTallMu: Ha MPOMBIIUIEHHBIX 00BEKTaX, OTKPHITOM
BO3/yX€, TPAaHCIIOPTE, COXPAHSs IPU ATOM BCE PEUMYIIECTBA MIAaTGOPMbI
obecrnieuenus npodeccuoHanbHou kubepzammrsl UserGate.

16.

Onucath npolecc UCIOTHEHUs TPeOOBaHUI POCCUIICKUX PETYIATOPOB 11O KOHTPOIIO
COTPYJHUKOB

@duHaHCOBbIE OPraHN3aLMHU 00s13aHbI COOI0ATh TPeOOBaHU MosIoKeHUH banka
Poccun u nmpukazoB @CTIOK Poccun. [lockonbky Ha3BaTh CIUCOK 3TUX TPEOOBaHUMN
MaJICHbKUM SI3bIK HE IIOBOPAYMBAETCSI, MBI PELIMIIA PACCMOTPETH IIPEAIUCaHU
PYKOBOJSIIMX JOKYMEHTOB U MPEJJIOKUTH CBOM BapHaHT — KaK MOYKHO PEIINUTh T
WJIN UHBIE TPOOJIEMBI WM XOTsI Ob 00JIETYUTh CBOIO YUaCTh.

17.

Kak npeoTBpaTuTh CIUB 0a3bI JAHHBIX CYIIEPIIOIH30BATEIISIME ?
[TpuBuIerNpOBaHHBIC MOJIL30BATENH 0a3 JTAaHHBIX HEPEIKO CTAHOBITCS 00BEKTaMU
aTak XaKepoB WJIM CaMH, MOJIb3YsICh PAaCIIMPEHHBIMHU MTpaBaMu, YKCILTYaTHPYIOT
MH(OPMAIIHIO HE TOJIBKO B CIIYKeOHBIX 11eNsaX. CyIecTByeT HECKOIBKO 3 (HEeKTUBHBIX
CIOCOOO0B 3aKPBITUS ITUX YA3BUMOCTEHN, CPEI KOTOPHIX MOKHO BBIICIIUTH YCTAHOBKY
DLP-cuctemsl, pa3srpaniueHue A0CTYIIA, a TAK)Ke OTpaHHYEHUE TIPaB
Cyleprojb3oBaTesielt 10 HEOOXOJUMBIX U JOCTaTOYHBIX, HO yI00HEee BCEro
ABTOMATHU3HPOBATH 3aAIIUTY OT BO3MOXKHBIX yTeueK HH(pOpMaIluy U3 0a3 TaHHBIX C
MTOMOIIIbI0 KOpoOOUHBIX penieHui, Hampumep CYB]] Jatoba ot koMmannn

18.

Kak npaBuiipHO 3anonHATE kypHa yuéra CK3U?
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[TpakTryecku qr00ast OpraHu3aIisi OOMEHUBACTCS KOH(PHICHIIMATHHBIMHI JAHHBIMH CO
CBOMIMH MApPTHEPAMU U CTPYKTYPHBIMU TOApa3AeIeHUSIMU. [[71s1 TOrO 4T00bI
00eCIeYnTh COXPaHHOCTh MepeaBacMoil HH(OpMaIliH, TPEOYIOTCS CPEICTBA
kpunrorpaduuaeckoit 3ammutsl (CK3U). Ho paboTa ¢ HUMU periiaMeHTUPYETCS
WHCTPYKIIHEH, KoTopas Hanucana 20 JIeT Ha3aj U y)Ke He OTBEYaeT COBPEMECHHBIM
peayiisiM, a HEKOTOPBIE €€ MyHKTHI BBHI3BIBAIOT COMHEHUS y CIICITUAIHNCTOB.

19.

Kax Bb1OpaTh cepBuc-mpoBaiaepa s nocrpoenus SOC?

Crnpoc Ha ycayru KOMMEPUYECKHX LIEHTPOB MOHUTOPUHTA U pearupoBaHus Ha
HHIMIEHTHI B 001acTu nHopMalmonHoii 6e3onacuoctu (Security Operations Center,
SOC) pacTét npsimo nponopuroHaIbHO nobieHuto Nb-3penoctu poccuiickoro
6usHeca. Kak crneacrBue, yBeIMUMBACTCS YUCIIO CEPBUCHBIX IIPOBAMIEPOB,
OKa3bIBAIOIINX YCIYTH MO CO3/IaHUIO M COMTPOBOXKJICHUIO IIEHTPOB MOHUTOPUHTA U
pearvpoBaHUs Ha UHIIMACHTHI. BiOupaTh mpoBaiiziepa OCHOBBIBAsICh HA TPOMKUX
obenranusix noctpoutb SOC «C HyJs» B CYMTaHbIC THU — TUIOXas UJesl.

20.

Be3omacHOCTh B OZIHOM OKHE: KaK ONTUMH3UPOBATh pearnpoBaHue ¢ momorpio IRP?
[TnaTrdopma aBTOMATH3ALMK PearipOBaHKs Ha HHIIUIECHTHI B HH(POPMAIIMOHHOM
6e3onmacuoctr — Incident Response Platform (IRP) — 5To oTHOCHTEIEHO HOBBIH ISt
HAIIIETO PHIHKA HHCTPYMEHT, KOTOPHBIH IMO3BOJISIET aBTOMATH3MPOBATH MIPOLIECCHI
MOHHUTOPHHTA U TIOBBICUTH 3Q(PEKTUBHOCTD pearnpoBaHus Ha Kuoeparaku. Hike
pacckaxeMm o ToM, kak uMeHHO IRP nomoraer cnenuanucram no b u kak eé
MOJIKJIFOYHTH.
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Iloka3aTe/in U KPpUTEPHH OLIEHUBAHUS IJIAHUPYEMBIX Pe3yJbTATOB OCBOCHNSI KOMIIETEHIIHII U Pe3yJIbTATOB 00y4eHHUs,
IIKAJIA OLleHUBAHUS

HNuaukarop Yposenn
IIIxaJjia oeHUBAHUA @opmupyembie NOCTHIKEHHU S Kpurepuu OCBOCHUSA

KOMITeTEHIIUH OLICHUBAHMSA .

KOMIIeTCHIMHU KOMIIeTeHIH I
YK-1. Cniocoden YK-1.2. 3HaeT BepHO W B TOJHOM oOObeMme:
OCYLIECTBJIATH MOUCK, PazpabaTbiBaeT KPUTEpUU  COIIOCTABJICHMS  PA3JIMYHBIX
KPUTHYECKHI AHAJIN3 U BAPUAHTHI PELICHNUS |[BADUAHTOB  PEIICHUS  IIOCTaBJICHHON

CUHTe3 HHopMaLuH, poOIEeMHOMN 3aj1a4u

NMPUMCHATD CHCTEeMHBIH CUTyallMd Ha OCHOBE |YmeeT BEPHO M B IOJHOM odoeMe:
MOAXO0X IJIst peIICHUS KPUTUICCKOI0O OCYILIECTBIIATh ~ KPUTUYECKUH  aHAJIN3
MOCTABJICHHBIX 32124 aHaIM3a JJOCTYIHBIX |(cOOpaHHON uHpOpMALMH HA
MCTOTHUKOB COOTBETCTBHE €€ YCIOBUSAM M KpUTECPHUSIM
1H(popMaLun [peIICHUS MOCTaBJICHHON 3aJ1a4u,;
OTJINYaTh (bakThI oT MHEHHH,
MHTEPIPETALNM M OLEHOK IIPH aHAJIM3e
coOpaHHON WH(OPMALIMU; COTIOCTABIIATH
U OLICHWBATb pA3JIM4YHBIC BapHUAHTHI
?L%C; PEIICHUS HIOCTaBJIEHHON 3a/1a4H,
6 «32YTEHO» onpeensis UX JOCTOMHCTBA U HEAOCTATKU
ALI0B OIIK-2. Cniocoden OIIK-2.1. 3HaeT BepHO M B MNOJHOM o0beme:
0CYIIeCTBJISATH COOP, Ornpenenser MeToAbl cOopa MHMOpPMAIUHU, CIOCOOBI U

00padoTKy M aHATIN3 MCTOYHHUKHU BUI €€  MpeJCTaBleHMs, mnpuMeHss IIPOABHHYTHIH

MTAaHHBIX, HEOOXOTUMBIX JIJIsI
pelIeHns MOCTABIEeHHBIX
yIpaBJieHYeCKHX 32124, C

nHpopManuy u
OCYILIECTBISIET UX
MOUCK HA OCHOBE

COBpPEMEHHOE POrpaMMHOE 00eCIIeueHHe

'YMeeT BEpHO U B IOJTHOM O0beMme:
MCIIOJIb30BaTh COBPEMEHHBIN

HCII0JIb30BAHUEM MOCTABJICHHBIX 1EJICH I/IHCprMeHTapI/Iﬁ U MHTCIJICKTYaJIbHbIC
COBPEMEHHOTI0 JULL PCHICHUA H(pOPMALIMOHHO-AHATUTUYECKUE
HHCTPYMCHTApPUA U HpO(bCCCI/IOHaJ'IBHBIX CUCTEMBI

HHTEJJIEKTYAJIbHBIX 3agaq

HHGpOPMALHOHHO-

AHAJTHTHYECKHX CHCTEM

OIIK-5. CnocoGen OI1K-5.2. 3HaeT BepHO M B NOJHOM o0beme:




HCI0JIL30BATH NPH
peunieHnu

COBpPEeMEHHbIE
HH(OPMAIUOHHBIE
TEeXHOJIOTUM U

BKJIIOYAs yIIpaBJeHue
KPYNHBIMH MacCMBaMU
TAHHBIX U UX

npogdeccuoHAIbHBIX 32124

NMporpaMMHBbI€ CPeJICTBA,

[Ipumenser
COBPEMEHHEIE
MH(OpMaLIMOHHbBIE
TCXHOJIOTHU U
CUCTEMBI JJIs1
IOCTAHOBKU U
pelIeHus 3a1a4
YIIpaBICHUS,
BKJIIOYAsl yIIpaBJieHUE
KPYITHBIMU

0COOCHHOCTH HCIIOIL30BaHUs
COBPEMEHHBIX MH(POPMALMOHHBIX
TEXHOJIOTMI M CHUCTEM JIJI IOCTAHOBKHU U
peHleHI/ISI 3a1a4 ynpaBJIeHI/ISI, BKJIFOY A
VIpaBJIeHUE  KPYIHBIMH  MAacCHBaMH
JTAHHBIX U UX HHTeJIJIeKTyaHBHBIfI aHaJIn3

'YMeeT BepHO H B IOJTHOM o0beMe:
[peraTh 3a/1a4n yIpaBJICHUS HA OCHOBE
IMCITI0JIb30BaHHWA COBPCMCHHBIX
MH()OPMAIIMOHHBIX TEXHOJIOTHI U CHCTEM

PadoThI COBPEeMEHHBIX
MHPOPMAIHOHHBIX
TEeXHOJIOTUI U
HCIOJb30BATH X IS
pelieHus 3a1a4
npogeccuoHAIbHOU
neATeJbHOCTH

COOTBETCTBYIOIINE
COJICPKAHUIO
podeccnoHaTbHBIX
3a/1a4 COBPEMEHHBIE
1udpoBbIe
WH(pOPMAIIMOHHBIC
TEXHOJIOTHH,
OCHOBBIBAsICh Ha
[IPUHITATIAX HX
a0O0THI

HHTEJIEKTYAJIbHBIN MacCHUBaMU JIaHHBIX
aHaaIu3 1 X
WHTCIUICKTYaIbHBIN
QHAIIN3
OIIK-6. CniocodeH OITK-6.1. 3HaeT BEPHO U B MOJIHOM O0beMme::
MOHUMATH MPUHIHIIBI Vcnonb3yer XapaKTEPUCTHKH COOTBETCTBYIOIINX

CoJiep>KaHuIo MTPO(heCcCHOHABHBIX 331a9
COBPEMEHHBIX U(PPOBBIX
MH(GOPMALMOHHBIX TEXHOJIOTUI

'YMeeT BepHO M B OJIHOM 00beMe:
MCIIONIb30BaTh COBPEMEHHBIE ITU(POBHIE
I/IH(l)OpMaIII/IOHHI)IG TEXHOJOI'nu 1J1d
pelIeHus 3a1a4 npodeccuoHanbHON

e TeTbHOCTH

OI1K-6.2. [Tonumaer
MPUHIIUITBI Pa0OTHI
COBPEMEHHBIX

11 (HPOBBIX
H(OPMAaLIMOHHBIX
TEXHOJIOTUH,
COOTBETCTBYIOIINX
COJIEPKAHUIO

3HaeT BEPHO U B MOJIHOM 00beMe:
MPUHIIUIIBI pAa0OTHI COOTBETCTBYIOIINX
coJiepaHuI0 MPOGECCHOHATHHBIX 3a71a4
COBPEMEHHBIX ITU(PPOBHIX
MH(OPMAIIMOHHBIX TEXHOJIOTHI

'YMeeT BEpHO U B IIOJTHOM
o0beme: IPUMEHATh IPUHIUIIBI PaOOTHI
COOTBETCTBYIOILUX COAEPKAHUIO
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po¢eCcCuOHATBHBIX
3agau

MpoeCCHOHATBHBIX 3a]1a4 COBPEMEHHBIX
1 HPOBBIX HHPOPMAITMOHHBIX

TEXHOJIOTHI
YK-1. Cnnocoden VK-1.2. 3HaeT c He3HAYNTEIbHBIMH
OCYLLEeCTBJISATH IOUCK, PazpabaTbiBaeT 3aMeYaHUSIMU: KpUTEpUY
70 84 KPUTHYECKHI aHAJIN3 U BAPUAHTBHI PELICHHS |[COIIOCTABICHUS pPa3jIUYHBIX BapHaHTOB
6 - CUHTe3 HHpopMaLuH, poOIeMHOM [pEeLIEHUS ITOCTaBICHHON 3a1a4n
108 NPUMEHSATH CUCTEMHBI  (CUTyallul HAa OCHOBE
MOAXO0/ AJIsl peleHusl KPUTHUYECKOIO
MOCTABJICHHBIX 32124 aHaJIN3a JOCTYITHBIX
HMCTOYHHUKOB 'YMeer c HE3HAYMTEJIbHBIMU
uH(pOpMaLUN 3aMEeYaHUSAMM: OCYIICCTBJIATH|
KPUTHYECKUM aHaJIN3 coOpaHHOH
MHpOpPMALlMM  HAa  COOTBETCTBHE €€
YCIOBUSAM M KpuTepusM  penrcHus|I10BbIIIEHHBIH
[IOCTaBJICHHOW 3a7audl; OTJIMYaTh (aKThl
OT MHEHMI, MHTEpPIPETALMM M OLEHOK
Opy aHainu3e COOpaHHOM HH(pOpMAaLNH;
GAUTEHO» CONOCTAB/ATh M OLEHMBATH PasIHiHbIC
BapUaHTbl  PEIIEHUS  IIOCTaBJICHHOMN
3ajayM, ONpEeNeNss HX JOCTOMHCTBA WU
HEI0CTaTKU
OIIK-2. Cniocoden OIIK-2.1. 3HaeT c He3HAYNTeJIbHbIMH
OCYLLEeCTBJIATH cOOp, Omnpenenser 3aMe4aHUsIMU METO/IbI coopal
00padoTKy M aHAIU3 MCTOYHUKU nHpopmanuy, crnocoObl W BUA €€

NAHHBIX, HEOOXOAMMBIX A5
pelieHHs MOCTABJIEHHBIX
yIpaBJIeHYeCKHX 3a1a4, ¢
HCI0/1b30BAHHEM
COBPEMEHHOI0
HHCTPYMEHTAPUA U
HHTELIEKTYaIbHBIX
HH(OopMaNMOHHO-
AHAJTUTHYECKHX CHCTEM

nHGbOpMauU U
OCYIIECTBIISIET UX
[MOMCK Ha OCHOBE
MIOCTaBJICHHEIX 1IeIel
TS peleHust
Mpo¢eCCUOHATBHBIX
3ajay

[pEeJCTABICHUS, PUMEHAS COBPEMEHHOE
MporpaMMHOE obecreyeHue

YMmeer ¢ He3HAYUTEJIbHBIMHU
3aMeYaHUAMHU : UCIIOJIb30BaTh
COBPEMEHHBIN HHCTPYMEHTApUI U
MHTEIUIEKTyaJIbHble HH()OPMAIIHOHHO-
QHATTUTUYECKUE CUCTEMBI
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OIIK-5. Cnnocoben
HCIO0Jb30BATH NIPH
penieHuu

COBpPEMEHHbIe
HH(POPMAIIMOHHbIE
TeXHOJIOTHH H

BKJIIOYAs yIIPaBJIeHUe
KPYNHBIMH MACCHBAMU
MAHHBIX U X

npogecCHOHANBbHBIX 32124

MnmporpamMmHbI€ Cpe€acCTBa,

OIIK-5.2.
[Ipumensier
COBpPEMEHHBIE
H(pOPMAaIOHHbIE
TEXHOJIOTUH U
CHCTEMBI JIJIs
MMOCTAaHOBKH U
pereHwus 3a1a4
yIIpaBJICHUs,
BKJIIOYAsl yIIpaBJICHUE
KpPYIHBIMU

3HaeT C HE3HAYUTECJIBbHBIMH
3aME€4YaHUAMM. 0COOEHHOCTH
M CIIOJIb30BaHUA COBPCMCHHBIX|

MH(POPMAIIMOHHBIX TEXHOJOTHI U CUCTEM
JUIs  IIOCTAaHOBKM W pEUICHMs  3anay
yIpaBlICHUS,  BKJIKOYAas  YIPABICHUE
KPYIIHBIMM MacCUBaMHU JaHHBIX M HX]
MHTEJUICKTYAJIbHBIN aHAJIU3

'YMeeT ¢ He3HAYHUTEIbHbIMHA
3aMEeYaHUSAMMU: pelIaTh 3aJa4u
YIIpaBJICHHUA HAa OCHOBEC UCIIOJIb30BaHUA

pPadoThI COBPEeMEHHBIX
HHGpOpPMAIMOHHBIX
TEeXHOJIOTUH H
HUCMO0JIb30BATH UX JJIs1
peuieHus 3a1a4
Mpo¢ecCHOHATBLHOM
nesATeIbHOCTH

COOTBETCTBYIOIINE
COJZIePKAHUIO
mpodeccnoHamTbHBIX
3a]1a4 COBPEMEHHBIC
1 pOBbIE
MH(}OpPMaLIMOHHBIE
TEXHOJIOTHH,
OCHOBBIBAsICh Ha
MPUHIIAIIAX X
paboThI

I/IHTeJIJIeKTyaﬂbHLIﬁ MaCCHBAMH JTAHHBIX \COBPEMEHHBIX HHQ)OpMaI_[I/IOHHLIX
aHaJIMu3 1 UX TEXHOJIOTHI B CUCTEM
MHTEJUIEKTYyAJIbHBIN
aHaJIN3
OIIK-6. Cniocoden OIIK-6.1. 3HaeT ¢ He3HAYUTEJIbHBIMH
MOHUMATH MPUHUIMIIBI Hcnosb3yer 3aMeYaHMSIMHU . XapaAKTEPUCTUKU

COOTBETCTBYIOLUX COJACPHKAHUIO
NpoQeCcCHOHATIBHBIX 33]]a4 COBPEMEHHBIX
U(PPOBBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI

'YMeeT ¢ He3HAUNTEAbHBIMU
3aMeYaHHSIMH: HCIT0Jb30BaTh
COBpeMeHHbIe IU(pOBBIE
I/IH(l)OpMaIII/IOHHI)IG TCXHOJIOTUN OJI1
pelIeHus 3a1a4 npodeccuoHanbHON
eI TENLHOCTH

OIIK-6.2. Ilonumaer
MPUHIIUIIBI paOOThI
COBPEMEHHBIX

1 poBHIX
MH(OPMAIIMOHHBIX
TEXHOJIOTHH,

3HaeT ¢ He3HAYMTEIbHBIMHU
3aMeYaHUsIMH: TIPUHITAITEI pabOTHI
COOTBETCTBYIOIUX COJAEPHKAHUIO
MpoeCCHOHATTFHBIX 33/1a4 COBPEMEHHBIX
1U(GPOBBIX MH(OOPMAITHOHHBIX
TEXHOJIOTHI
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COOTBETCTBYIOIIUX |[YMeeT ¢ He3HAYNTeJIbHbIMH
COJIEP/KAHUIO 3aMeYaAHUSIMU: IPUMEHSATH MPUHIIUITBI
rpodeccnoHaNbHBIX [PaOOTHI COOTBETCTBYIOIIMX COJIEPIKAHUIO
3araqy rpodeccHnoHABHBIX 337]a4 COBPEMEHHBIX
111 (pOBBIX HHPOPMAITHOHHBIX
TEXHOJIOTHI
YK-1. Cniocoden VK-1.2. 3naer Ha  0a30BOM YpOBHe, ¢
OCYLLECTBJISATH MOUCK, Pa3pabatbiBaeT OIIMOKAMM: KPUTEPHUH CONOCTaBICHUS]
KPUTHYECKHA aHAJIN3 U BApUAHTHI PEIICHUS  [PA3JIMYHBIX BApUAHTOB pernieHus
cuHTe3 HHpopMauHu, poGIeMHOI MMOCTaBJICHHOM 3a/1a4u
NMPUMEHATH CUCTEMHBIH CUTYyaIlMy Ha OCHOBE
MmoaAXoa AJs peIHICHUSA KPUTHYCCKOI'O 'YMeeT Ha 0a30BOM YpOBHeE, C
IOCTAaBJICHHBIX 3a1a4 AQHAIM3a NOCTYIHBIX |omMOKAMM: OCYIIECTBIISTh KPUTUUECKUN
MCTOYHHUKOB aHam3 coOpanHHOW wHOpMammMu Ha|
MH(opMauu COOTBETCTBUE €€ YCIOBUSAM U KPUTEPUSIM
[pEIICHUS MOCTaBJICHHON 3a7a4H;
OTJINYATh (bakTbI oT MHEHH,
MHTEPIPETALNM M OLEHOK IIPH aHAJIM3e
coOpaHHON WH(OPMALIMU; COMOCTABIATH
50-69 M OIICHWBAaTh pa3NIMYHBIE BapHAHTHI
0aJ1J10B «3aUTEHO» [pereHus MIOCTaBJIEHHOM 3a/1auu,
ompeessisi UX JOCTOMHCTBA M HEJOCTATKHU
OIIK-2. Crioco6en OIIK-2.1. 3Haer Ha  0a30BOM  YpPOBHe, ¢ basoBbrii
OCYLLEeCTBJIATH cHop, Onpenensier ommoOKamMu: MeTo bl cOopa uHpopMaluy,
00paldoTKy M aHAIN3 MCTOYHUKU CrocoObl W BHJ €€ MpeAcTaBlIeHUS,

NAHHBIX, HEOOXOAUMBIX Il
peleHus MoCTaBJIeHHBIX
YIpaBJeHYeCKHUX 32124, C
HCI0/1b30BAHUEM
COBPEMEHHOI'0
HHCTPYMEHTApHUs U
MHTC/UICEKTYAJIbHBIX
HHGpOPMALHOHHO-
AHAJIUTHYECCKHUX CUCTEM

nHpopManuy u
OCYILECTBIISET UX
MOMCK HA OCHOBE
MOCTaBJICHHBIX LIeIeH
TUTST peIeHUS
mpodeccnoHaTbHBIX
3agad

[PUMEHSST COBPEMEHHOE MPOTPaMMHOE
oOecIieueHne

YMeeT Ha 6a30BOM YPOBHE, €
OIIMOKAMM . UCTIOJIH30BAaTh COBPEMEHHBIN
I/IHCprMeHTapI/II\/’I N MHTCIICKTYAJIbHBIC
MHGOPMAIIMOHHO-aHATTUTHIECKUE
CUCTEMBbI
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OIIK-5. Cnnocoben
HCIO0Jb30BATH NIPH
penieHuu

COBpPEMEHHbIe
HH(POPMAIIMOHHbIE
TeXHOJIOTHH H

BKJIIOYAs yIIPaBJIeHUe
KPYNHBIMH MACCHBAMU
MAHHBIX U X

npogecCHOHANBbHBIX 32124

MnmporpamMmHbI€ Cpe€acCTBa,

OIIK-5.2.
[Ipumensier
COBpPEMEHHBIE
H(pOPMAaIOHHbIE
TEXHOJIOTUH U
CHCTEMBI JIJIs
MMOCTAaHOBKH U
pereHwus 3a1a4
yIIpaBJICHUs,
BKJIIOYAsl yIIpaBJICHUE
KpPYIHBIMU

3Haer Ha  0a30BOM  ypOBHe, ¢
OIIHOKAMM: 0COOEHHOCTH
HCIIOJIL30BAHUS COBPEMEHHBIX

MH(POPMAIIMOHHBIX TEXHOJOTHI U CUCTEM
JUIs  IIOCTAaHOBKM W pEUICHMs  3anay
yIpaBICHUS,  BKJIOYAas  YIPABJICHUE
KPYIIHBIMM MacCUBaMHU JaHHBIX M HX]
MHTEJUICKTYAJIbHBIN aHAJIU3

'YMeeT Ha 6a30BOM ypOBHe, C
OIIMOKAMM: pelliaTh 3aa41 YIIPaBICHUS
Ha OCHOBE HCIIOJIb30BAHMSI COBPEMEHHBIX

OCHOBBIBASICh HA
MPUHIAITIAX UX
a00TEI

PIHTeJIJIeKTyaJ'IbHLIﬁ MacCruBaMu JaHHBIX I/IH(I)OpMaLII/IOHHBIX TEXHOJIOTHHN U CUCTEM
aHaJIN3 1 UX

MHTEJUIEKTYyAJIbHBIN

aHaIn3
OIIK-6. Cnioco0en OIIK-6.1. 3HaeT Ha 0a30BOM ypOBHe, €
MOHUMATh NPUHIIUIIbI Vcnons3yer OIIMOKAMM:: XapaKTEPUCTUKU
PadoThI COBPEMEHHBIX COOTBETCTBYIOIIIUE  (COOTBETCTBYIOLIUX COACPIKAHUIO
UHGpOpMALMOHHBIX COZIEPXKAHUIO NpoQeCcCHOHATIBHBIX 33]]a4 COBPEMEHHBIX
TEeXHOJIOTUH U MpodecCHOHATBHBIX [IM(PPOBBIX HHPOPMALMOHHBIX
HCII0/1b30BATh UX I 3a/1a4 COBPEMEHHBIE [T€XHOJIOTHI
pemeHusd 3a1a4 ndpoBbIe YMeer Ha 0a30BOM YPOBHe, €
npodeccHoHaILHOI MHQPOPMAIIMOHHBIE  (OUIMOKAMM: MCIIOJIb30BaTh COBPEMEHHBIE
neATeTbHOCTH TCXHOJIOTHH, (G poBbIe HHPOPMAITMIOHHBIE

TEXHOJIOTHU JIJIA PEIICHUS 3a1a4
npohecCuOHANBHOM NesITeNbHOCTH

OIIK-6.2. Ilonumaer
MPUHIIUIIBI pabOThI
COBPEMEHHBIX

1 poBHIX
MH()OPMAIIMOHHBIX
TEXHOJIOTHH,

3HaeT Ha 0a30BOM YpPOBHe, ¢
OIIMOKAMM: TIPUHIIAITEI PAOOTHI
COOTBETCTBYIOIUX COJEPKAHUIO
MpodeCCHOHATBFHBIX 33/1a4 COBPEMEHHBIX
UG POBBIX MH(OPMAITIOHHBIX

TEXHOJIOTHU
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COOTBETCTBYIOLIMX |YMeeT Ha 0a30BOM ypPOBHe, €
COJIEP/KAHUIO OIIMOKAMM: IPUMEHSTh MPUHIIUIIBI
rpodeccnoHaNbHBIX [PaOOTHI COOTBETCTBYIOIIMX COJIEPIKAHUIO
3a1a4 npoeCCHOHATBHBIX 3a/1a4 COBPEMEHHBIX
111 (pOBBIX HHPOPMAITHOHHBIX
TEXHOJIOTHI
YK-1. Cniocoden VK-1.2. He 3nHaer Ha 0a3oBoM YypoOBHe:
OCYIIECTBJISATH MOUCK, PazpabaTbiBaeT KPUTEPUU  COIOCTABJIECHUS  Pa3JIMYHBIX
KPUTHYECKHA aHAJIN3 U BApUAHTHI PELICHUS] |[BADUAHTOB  PEIIEHUS  IOCTaBICHHON
cuHTe3 HHGopMaunu, poGIeMHOI 3ajgayun
NMPUMECHATD CHCTEMHBIHI CUTyallild Ha OCHOBC He ymMeer Ha 0230BOM YPOBHE
MOAXO0M Jisl PEIICHUS KPUTHYCCKOI'0 OCYILIECTBIIATh ~ KPUTUYECKHH  aHAJIN3
MOCTABJECHHBIX 3a/1a1 AHaJIN3a JOCTYITHBIX c06paHH0f/’1 I/IH(l)OpMaIII/II/I Ha|
MCTOYHUKOB COOTBETCTBHUE €€ YCJIOBHUSM M KPUTEPUSIM
MHpOpMaLKH [peIIeHUA IIOCTaBJICHHOMN 3a7a4u,
OTJINYATh (bakTbI oT MHEHH,
MHTEPIPETALNM M OLEHOK IIPH aHAJIM3E
coOpaHHON WH(OPMALIMU; COMOCTABIATH
U OLCHMBATb pa3jM4YHblE BapHUAHTHI
Me5}(l)ee [pelIeHns IIOCTaBJIEHHON 3aJ1a4H,
6 «HE 324YTEHO0» ornpezensis uX JTOCTOMHCTBA U HEJJOCTaTKU
ALnon OIIK-2. Cniocoden OIIK-2.1. He 3naeT Ha 6a3oBoM ypoBHe: Meronnr] KoMnerenuun e
0CYIIeCTBJIATH COOP, Ornpenenser c6opa MH(pOpMAIHH, crocoOsl U BHA ee CPOPMHPOBAHBI
00padoTKy M aHAIN3 MCTOYHUKU [IPEICTaBICHNs, IPUMEHSASI COBPEMEHHOE]

MTAaHHBIX, HEOOXOTUMBIX JIJIsI
pelIeHns MOCTABIEeHHBIX
ypaBJieHYeCKHX 32124, C

nHpopManuy u
OCYILIECTBISIET UX
MOUCK HA OCHOBE

MporpaMMHOE obecreyeHue

He ymeer Ha 6a30BoM ypoBHe:
MICTIOJIb30BaTh COBPEMEHHBIH

MCIMOJIB30BAHHUECM IMOCTABJICHHBIX ueneﬁ I/IHCprMeHTapI/Iﬁ Y UHTEIUICKTYAJILHBIC
COBPEMEHHOI'0 IS pCIICHU A I/IH(bOpMaLII/IOHHO-aHaJ'II/ITI/I‘-IeCKI/IC
MHCTPYMEHTapus 1 MpodecCHOHANBHBIX |cHCTEMBI

HHTENIeKTYAJIbHBIX 3a/1a4

UHGpOPMALHOHHO-

AHAJIUTHYECKUX CUCTEM

OIIK-5. Cniocoden OI1K-5.2. He 3naer Ha 0a30BOM  YpPOBHe:
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HCI0JIL30BATH NPH
peunieHnu

COBpPEeMEHHbIE
HH(OPMAIUOHHBIE
TEeXHOJIOTUM U

BKJIIOYAs yIIpaBJeHue
KPYNHBIMH MacCMBaMU
TAHHBIX U UX

npogdeccuoHAIbHBIX 32124

NMporpaMMHBbI€ CPeJICTBA,

[Ipumenser
COBPEMEHHEIE
MH(OpMaLIMOHHbBIE
TCXHOJIOTHU U
CUCTEMBI JJIs1
IOCTAHOBKU U
pelIeHus 3a1a4
YIIpaBICHUS,
BKJIIOYAsl yIIpaBJieHUE
KPYITHBIMU

0COOCHHOCTH HCIIOIL30BaHUs
COBPEMEHHBIX MH(POPMALMOHHBIX
TEXHOJIOTMI M CHUCTEM JIJI IOCTAHOBKHU U
peHleHI/ISI 3a1a4 ynpaBJIeHI/ISI, BKJIFOY A
VIpaBJIeHUE  KPYIHBIMH  MAacCHBaMH
JTAHHBIX U UX I/IHTGHHCKTyaHBHBIfI aHaJIn3

He ymeer Ha 0a30BOM ypOBHe: peLiaTh
3aJauu YIpaBJIeHUs HAa OCHOBE
MCII0JIb30BAaHUSI COBPEMEHHBIX
MH(QOPMALMOHHBIX TEXHOJIOTUH U CUCTEM

OCHOBBIBASICh HA
[IPUHITATIAX HX
a00TEI

HHTEJJIEKTYaIbHbII MacCHUBaMH JaHHBIX
aHaJIN3 U UX

MHTEJUIEKTyaJIbHbII

aHaIN3
OIIK-6. Cniocoden OIIK-6.1. He 3naer Ha 6a30BOM ypoBHe::
MOHUMATH NPUHUHUIIBI Hcnons3yer XapaKTEpUCTUKU COOTBETCTBYIOILINX
PadoThI COBPEeMEHHBIX COOTBETCTBYIOIIIME  |COJEPIKAHHIO MPO(HECCHOHATBHBIX 3a/1a4
MH(OPMALHOHHBIX COJICPIKaHUIO COBPEMEHHBIX IIU(PPOBHIX
TEXHOJIOTHH U poheCCHOHATBHBIX [MH()OPMAITMOHHBIX TEXHOJIOTHIA
HMCIIOJIb30BAaTh UX JAJIA 3ala4 COBPEMCHHLIC He yMeeT Ha 0a30BOM yp()BHe:
pelieHuda 3aaay4 1 (poBLIE KCIIOIb30BaTh COBPEMEHHBIE ITU(POBHIC
leO(l)eCCI/IOHaJILHOﬁ I/IH(I)OpMaI_[I/IOHHBIe I/IH(I)OpMaLII/IOHHBIe TEXHOJIOTUM OJI
eI TEJIbHOCTH TCXHOJIOI'NH, [peIeHUA 3a1a4 HpO(beccpIOHaanOﬁ

JCATCIIBHOCTH

OI1K-6.2. [Tonumaer
MPUHIIUITBI Pa0OTHI
COBPEMEHHBIX

11 (HPOBBIX
H(OPMAaLIMOHHBIX
TEXHOJIOTUH,
COOTBETCTBYIOIINX
COJIEPKAHUIO

He 3naet Ha 6a30BOM ypoBHe:
MPUHIIUIIBI pAa0OTHI COOTBETCTBYIOIINX
coJiepaHuI0 MPOGECCHOHATHHBIX 3a71a4
COBPEMEHHBIX ITU(PPOBHIX
MH(OPMAIIMOHHBIX TEXHOJIOTHI

He ymeer Ha 6a30BOM
YPOBHE: IPUMEHSATH MPUHITUATIBI pa0OTHI
COOTBETCTBYIOIIMX COACPKAHUIO
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MpodeCcCHOHATBHBIX
3agau

MpoeCCHOHATBHBIX 3a]1a4 COBPEMEHHBIX
1 HPOBBIX HHPOPMAITMOHHBIX
TEXHOJIOTHI

37




