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I. OPTAHU3AIIMOHHO-METOJUYECKHAI PA3IEJ

IICJ'IL H 3aJJa9Y1 OCBOCHHUA JTUCIHHUIIIMHbI

Heas nucHMIVIMHBI 3aKio4aeTcss B (OPMUPOBAHMM 3HAHMK 00 OOBEKTax H
3a/layax 3allluThl, CIOco0ax M CPeJCTBaX HapylleHUs WH(OPMAIIMOHHON 0€30MacHOCTH,
O TpPUHIMMIAX M TOJAXO0JaXx K PEIICHUIO 3aJad 3allldThl WHOOpPMAIUU; a TaKxKe
dbopMHpoBaHrE YMEHUH IO IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTHIA, BHIOOpA CPEICTB U
WHCTPYMEHTOB 3alIUThl MH(POPMALUKU JII MOCTPOCHHS COBPEMEHHBIX 3alUIIEHHbBIX
HKOHOMUYECKUX HH(POPMAIIMOHHBIX CUCTEM.

3axauyu AUCUMILIUHBI:

- U3y4UTh CpelIcTBa  obecnedeHUss  MHMOPMAUMOHHOW  0€30MacCHOCTH
AKOHOMUYECKON MH(POPMALIMOHHON CUCTEMBI COBPEMEHHOM OpraHU3aluu;

- (dopMupoBaHHE yMEHHUS O0OECHEUYUTh 3alUTy HHPOpMAIUu U OOBEKTOB
nHpopmaTuzanuu; (GOpPMUPOBAHUE YMEHHUS COCTABIISITh 3aIBUTEIBHYIO JTOKYMEHTAIUIO
B HAQ/I30PHbBIC TOCY/IAPCTBEHHBIE OpraHbl UH(HOKOMMYHUKAITMOHHOMN OTpaciu;

- U3Y4YUTh CpEACTBAa 3alllUTHl JAHHBIX OT Pa3pPYyLIAIONIUX MTPOTPAMMHBIX
BO3CHCTBUH;

- IOHUMAaTh ¥ BHEJAPSATHh OPraHU3allMI0 KOMILUIEKCHOW 3aluThl HHGOpMAIIMKM Ha
KOMITBIOTEPAX OpTraHU3alUN

- opMHUpOBaHNE HABBIKOB 00ECTICUCHUS 3aIUTHI 00BEKTOB HHTEIUICKTYaIbHOM
COOCTBEHHOCTHU, PE3YJIbTATOB UCCIEAOBAHUI U Pa3padOTOK KaK KOMMEPUYECKOHN TailHbI
MPEIPUSATHUS.

2.Coaep:xaHue TUCHUIJIMHBI:

MecT0 JTUCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM NMPOrpaMMbl
Huctunnraa «OcHOBBI MH(GOPMAIIMOHHON 0€30MaCHOCTH», OTHOCUTCA K 00A3aTeNbHOM
4acTy y4eOHOro TiaHa.

O0beM AMCHMIVIMHBI U BUABI Y4eOHOM padoThl

Tab6muma 1
Bcero yacos no ¢gopmam o0yuyeHust \
IMoxka3aTenyn 00beMa JUCHHUIIINHDI
ounas \ OYHO-3A04UHAA

O0beM OUCIHIINHEI B 3aY€THBIX €IUHULIAX 33ET
O0beM QUCIAIUIMHEL B aKajl.dacax 108
[TpomexyTouHas aTTecTaIus:
opma 3a4er 3auer
KonTakTHasi pabora o0y4yawmmxcs ¢ 30 14
npenoaasareneM (KoHTakr.uachl), Bcero:

1. KontakTHas paboTa Ha MPOBEACHUE 28 12

3aHSITHI JICKIIMOHHOTO M CEMUHAPCKOTO




THIIOB, BCET'O 4aCOB, B TOM YHUCJIC.

e JIEKLUU 12 6

® [IPAKTUYCCKUEC 3aHATHUS 16 6

L4 na60paT0pHLIe 3aHATHA - -

B TOM YHUCJIC IPAKTUYCCKAs ITOATOTOBKA - -

2. aauBuayalibHbIE KOHCYJIBTAUN
(UK)** (3anornsemcs npu nanuyuu no - -
OUCYUNIUHE KYPCOBbIX pAOOM/NPOEKmos)

3. KonrakrtHas paboTa o npoMeKyTouHOU
arrectanuu (Karr) (3anoansemces npu
HAnIu4uy no OUCYUNIUHe Kypcogblx
pabom/npoexmos)

4. Koncynpsranus nepen 3x3ameHom (KJ) - -

5. KoHrakTHas paboTa 1o mpoMeKyTOYHOU
aTTeCTAlllU B TIEPHOJ] 9K3. CECCUU / CECCHH - -
3a04yHUKOB (KaTT?3K)

Camocrontesnnnas pa6ora (CP), Bcero: 78 94

B TOM 4HUCJIC:

® CaMOCTOSITENIbHAS PaboTa B MEPUOJT IK3.
ceccuu (CPak) (sanoansemes npu nanuvuu - -
9K3AMEHA NO OUCYUNTIUHE)

e camocrosTenbHas pabota B cemectpe(CPc) 78 94

B TOM 4YHCIIE, CAMOCTOSITeNIbHAst paboTa Ha
KYPCOBYIO paOOTy(3anonHsemcs npu Haiuvuu - -
1o oucyuniuHe Kypcogulx pabom/npoexkmos)

e msyuenue DOP (npu nanuuuu) - -

® M3YUCHHUC OHJIaI\/'IH'KprB. nin €ro 4aCtu - -

®  BBINOJIHEHHE UHAUBUIYAIBHOTO WIH
IPYNIOBOTrO IPOEKTa

® 1y Opyeue 6U0bl 78 94

Hepequb IVIAHUPYEMBIX PE3YyJbTaTOB oﬁyqenml o JIUCIMIIIMHE

Tabmumna 2
dopmupyemMble Nupuxarops! noctuxenus | Pesyabtarbl 00yueHus (3nanus,
KOMIIETEHIINH KOMIIeTEeHIM I yMeHus)
(k00 u naumenosanue (k00 u naumenosanue
Komnemenyuu) UHOUKAmMopa)
YK-1. Cnioco0eH ocymecTBJISITh VK-1.2. Pa3zpabaTsiBaeT BAPHAHTEI YK-1.2.3-1. 3naer KpUTEpHH

MOHMCK, KPpUTHYECKU aHAIN3 H
cHHTe3 HH(popManumu, NPUMEHATH
CHCTEMHBII IOXO0A A5 pelleHns
MOCTABJICHHBIX 32124

pelIeHus MpoOJIeMHO CUTYaIK Ha
OCHOBE KPUTHYCCKOTO aHAJIHM3a
JIOCTYITHBIX UCTOYHHKOB
nH(pOpMAITHH

COIIOCTABJICHUA  pA3JIMYHBIX BApPHUAHTOB
peuICHUA MOCTaBJICHHOMU 3aJa4yu

YK-1.2.Y-1. YMeer  oCyLIECTBIATH
KPUTHUYECKUH aHaIu3 cobpaHHOH
nHpopManmuym  Ha  COOTBETCTBHE €€
YCIOBUSIM M KPUTEPHAM  PEIICHUS

MOCTaBJICHHOH 3a1a9H




YK-1.2.¥-2. ¥Ymeer ornuyarh (akTbl OT
MHEHUH, MHTEpIpeTauuil U OLEHOK MpHU
aHanm3e coOpaHHOW HHPOPMALINU

VK-1.2.V-3. ¥YMeer COINOCTaBIATh W
OIIEHMBATD pas3nuyHbIe BapUAHTBI
peLieHust MTOCTABIIEHHOM 3a/1a4H,
OTIpE/IeIsAs UX TOCTOMHCTBA U HEOCTATKH

OIIK-2. Cnoco0eH ocymecTBIATH
cOop, 00padoTKy U aHAIU3
JaHHBIX, HEOOXOAUMBIX 15
pellleHHs MOCTABJICHHBIX
ynpaBJeH4ecKHX 3a71a4, ¢
HCTO0JIb30BaHHEM COBPEMEHHOT0
HHCTPYMeHTapusi U
HHTEJIEKTYATbHBIX
HH(pOPMANIMOHHO-aHATUTHYECKUX
cHUCTEM

OIIK-2.1. OmpenensieT HCTOYHUKH
WHPOPMALIUN H OCYIIECTBIISIET X
IIOMCK Ha OCHOBE ITOCTaBJICHHBIX
neneu 1uist pereHus
po¢eCCHOHATBHBIX 3a7ad

OIIK-2.1. 3-1. 3naer w™eromsl cOopa
nHpOpMaNUK, CHOCOOBI ¥ BHO €€
NPENICTaBICHUS, IPUMEHSS COBPEMEHHOE
MporpaMMHOE 0OecTieueHre

OIIK-2.1. Y-1. YMeeT UCTIONB30BAThH
COBPEMEHHBIM HHCTPYMEHTapui U
HUHTCJIJICKTYaJIbHbIC I/IH(I)OpMaHI/IOHHO-
AHAJIUTHYCCKHUEC CUCTCMbI

OIIK-5. Cnnoco0eH ncnojib30BaTh
MpH pereHnn
npogeccHoHaNbHbIX 33124
coBpeMeHHbIe HHpOPMAHOHHBIE
TeXHOJIOTHH H MPOrpaMMHBbIe
cpelIcTBa, BKJIIOYAs yIpaBjieHNe
KPYIMHBIMH MAaCCHBAaMU JaHHBIX H
HX HHTEJUIEKTYATBHBIA aHAIH3

OIIK-5.2. [Tpumenset
COBpEeMEHHBIC HHPOPMALMOHHBIC
TEXHOJIOTUH M CHCTEMBI IS
TIOCTAHOBKH W PEIICHUS 3a1a4
VIIPaBIICHHUS, BKIIIOYAs YIIPABICHUE
KPYITHBIMH MaCCUBAaMH JAHHBIX U UX
WHTEIUICKTYyalbHBIH aHaIH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HCIOJIb30BAHHUS COBPEMEHHBIX
HHOOPMAIIMOHHBIX TEXHOJIOTHH M CHCTEM
JUISL  TIOCTAHOBKM M pElIeHHs 3ajad
YIIPABIICHUS, BKJIFOYAs yIIpaBJIcHHE
KPYIIHBIMA MAaCCHBaMH J@HHBIX M WX
WHTEJUICKTYAIbHBIH aHaATH3

3naer

OIIK-5.2. YV-1. ¥YMmeeT pemats 3a1a4n
yIpaBJICHUS Ha OCHOBE HCIIOJIb30BaHHUS
COBPEMEHHBIX MH(GOPMAIIMOHHBIX
TEXHOJIOTUH U CUCTEM

OIIK-6. Cnioco6eH moHuMaTh
NPUHIUIIBI PA00THI COBPeMEHHbIX
HH(OPMALMOHHBIX TEXHOJIOTHIl U
HCII0JIb30BATh UX UIA pelleHust
3aja4 npogeccCHOHAILHOM
AeATeTbHOCTH

OIIK-6.1. cnions3yet
COOTBETCTBYIOIIUE COJICPIKAHHIO
npodeccHoHaNbHBIX 3a1a4
COBpEMEHHbIE LIU(POBbIC
UH(OPMALMOHHBIC TEXHOJIOTUH,
OCHOBBIBAsICh HA MMPUHLUIMAX HX
paboTh

OIIK-6.1. 3-1. 3HaTh: XapaKTePUCTUKU
COOTBETCTBYIOIIUX COACPIKAHUIO
npodeccroHaNBHBIX 3a/1a4 COBPEMEHHBIX
dpoBbIX HHPOPMALIMOHHBIX
TEXHOJIOT U

OIIK-6.1. V-1. YMeTh: UCIIOJIE30BaTh
COBpPEMCEHHBIC I (PPOBEIE
WH(POPMAIMOHHBIC TEXHOJIOTHHA JIJIS
penreHus 3a1a9 npoQecCHOHATBHOM
JIeATEeILHOCTU

OIIK-6.2. IloHuMaeT NpUHIHIIbI
paboTBI COBPEMEHHBIX IIU(POBBIX
HnH(pOPMAIMOHHBIX TEXHOJIOTUH,
COOTBETCTBYIOIIUX COAEPIKAHHUIO
po¢eCCHOHATBHBIX 3a71a4

OIIK-6.2. 3-1. 3HaTh: TPUHIMITE paOOTHI
COOTBETCTBYIOIINX COAEPIKAHUIO
podeCcCHOHANBHBIX 33/1a4 COBPEMEHHBIX
IU(pPOBHIX HHPOPMAITMOHHBIX
TEXHOJIOTHil

OIIK-6.2.V-1.

YMeeT IpUMEHSTh PUHIMITBI PAOOTHI
COOTBETCTBYIOIIUX COACPIKAHUIO

PO eCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
1 (poBEIX HHPOPMATMOHHBIX
TEXHOJOTHH




Il. COAEPKAHUE JJUCIUITJINHBI

Tanbl GOPMUPOBAHNS U KPUTEPUH OLIECHUBAHUA C(POPMUPOBAHHOCTH KOMIIETEHIIHI
JIS 00Y4aIoIUXCsl OYHOM (popMBbI 00yUeHUs

Tab6muna 3.1

HaumenoBanue pa3aesia, TEMbI

pr}IOCMKOCTL, AKAACMHUYICCKHUE
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Cemectp 4
Pa3zoen 1. Ocnosnule onpedenenus u NOHAMUA UHPOPMAYUOHHOIL De30nacHocmu
1 Tema 1. Uudopmanusi Kak 00beKT 2 | 4 18 YK-1.2. YK-1.2.3-1 0. -
3amuThl. [IpaBoBoe o0ecnieuenne OLIK-2.1. YK-12.¥-1.
il 6e30MaCHOCTH OIIK-5.2. . YK-1.2.V-2.
HH(OPMALHOHHOH OIK-6.1 | VYK-12.V-3.
WudopmanmonHas 6€301acHOCTb. OIIK-6.2. OIK-2.1. 3-1.
OcHoBHbIe NOHATHS. Monenn OIK-2.1. Y-1.
UHQOPMAaIMOHHOH Oe30MacHOCTH. Buipl OIIK-5.2. 3-1.
3amnuinaeMoi nHpopmaru. OCHOBHBIC OIIK-5.2. V-1.
HOPMaTHUBHO-TIPABOBBIC aKThI B 00JIaCTH OIIK-6.1. 3-1
MH()OPMAIMOHHON G€30MacHOCTH. OIK-6.1. V-1.
[IpaBoBbICc 0COOEHHOCTH O0ECIICUCHHMS OIIK-6.2. 3-1.
OIIK-6.2.V-1.

0e30macHOCTH KOH(DHIEHIIMATLHOM
WHGOPMAIUH U TOCYITAPCTBEHHOW TaifHbI.
Pecypcs! npeanpusTus, NoJyIeKaIye 3auTe
¢ Touku 3perus Ub. Acmextsr b B pamkax
MeHEHKMEHTa HEeIPEPhIBHOCTH OU3HEca.




Tema 2. Opranu3auuoHHOe oGecrieyeHue 4 4 18 YK-1.2. VK-1.2.3-1 0. K. .
HHPOPMALMOHHOI 0€30I1aCHOCTH OIIK-2.1. YK-1.2.V-1.
OCHOBHBIE CTaHAAPTHI B 001aCcTH 0OecreueHs OIIK-5.2. . VK-1.2.V-2.
nHpopMannoHHOH 6e3onmacHocT. [TonmuTHka OIIK-6.1 YK-1.2.Y-3.
0e3omacHOCTH. JKOHOMUYECKas 0€30I1acHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npennpustus. UHxeHepHas 3aiuTa 00bEKTOB. OIIK-2.1. V-1.
3ammta nHGOPMAIMH OT YTEUKH I10 OIIK-5.2. 3-1.
TEXHUYECKUM KaHanaMm. Vcnonp3oBanue 6a3 OIIK-5.2. V-1.
JIAHHBIX JIJIS1 HAXOXKJCHUS U U3yUYESHUSI OIIK-6.1. 3-1
HOPMaTHBHBIX JOKYMEHTOB B 00JI1aCTH OIIK-6.1. Y-1.
UHPOPMAITMOHHON 0€30I1aCHOCTH. OIIK-6.2. 3-1.
Wnentudukaims u oreHKa akTuBoB. MoJens OIIK-6.2.V-1.
yrpos. Unentudukanus yszsumocteil. OnieHKa
puckoB. OOpabOTKa PHUCKOB.
Monens HapyIIATENS TOTUTHKH
Oe3omacHOCTH. THITHYHBIC YTPO3BI
HHPOPMALIUHU U YSI3BUMOCTH
KOPITOPATUBHBIX HHPOPMAITHOHHBIX
CHCTEM.
Pazoen 2. Ilpozpammno-annapammusie cpedcmea u Memoowvl 00ecnedeHus UHGOPpMayuoHHOU 0e30naAcHOCmU

Tema 3. IIporpaMmMHo-annapaTHbIe 2 4 21 YK-1.2. YK-1.2.3-1 I'p.o. K. An.O.
cpeAcTBa o0ecneyeHHs OIIK-2.1. YK-1.2.y-1.

. OIIK-5.2. . YK-1.2.V-2.
l/lH(l)OpMalH/IOHHOI/I 0€e301macHOCTH B OIIK-6.1 VK-1.2.Y-3.
HH(OPMAIHOHHBIX CeTHAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIE BUJIBI CETEBBIX U KOMITBIOTEPHBIX OIK-2.1. V-1.
yrpo3. CpeacTBa U METOIBI 3aIUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX YTPO3. OIIK-5.2. V-1.
CHUMMETPHYHBIC i ACCUMETPUYHBIC CHCTEMBI OTIK-6.1. 3-1
mudposanus. [ludpossie moanucu OIIK-6.1. V-1.
(DnexTponnsie noanuck). Madpactpykrypa OIIK-6.2. 3-1.
OTKPBITHIX KiTtouei. Kpunrorpaduueckue OIIK-6.2.V-1.
MPOTOKOJIBL




4, Tema 4. Cranaaptel U cienuuKanum B 4 4 21 YK-1.2. VK-1.2.3-1 0. K.p.

o0JacTu nHGpoOpManHOHHOH 06e30MACHOCTH OIIK-2.1. YK-1.2.V-1.

Crannmaptuzamus B chepe yrnpaBlIeHHUs OIIK-5.2. . YK-1.2.Y-2,
MHPOPMAIMOHHON 0€30MacHOCTEIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.

MeXIyHapoaHbix cranaaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Coznanue 3ammppoBaHHBIX (aiIoB U OIIK-5.2. 3-1.
KPUINTOKOHTCHHEPOB M UX paclIu(poBaHUE. OIIK-5.2. V-1.
CooTBeTCcTBHE TPEOOBAHHSIM 3aKOHOIATEIILCTBRA. OIIK-6.1. 3-1
COOTBETCTBHUE MOJUTHKAM 0C30IIACHOCTH U OIIK-6.1. V-1.
CTaHAapTaM, TEXHUYECKOE COOTBETCTBUE. OIIK-6.2. 3-1.
Co3znianue yJoCTOBEPSIIOIIETO LIEHTPA, OIIK-6.2.V-1.

TeHEpald OTKPBITBIX U CCKPECTHBIX KJIIO‘Ieﬁ,
CO3a1aHUC CepTI/I(I)I/IKaTOB OTKPBITBIX KJIlO‘IeI;‘I,
CO3aaHHUC BHGKTPOHHOP‘I MOAIHnCH, IPOBEPKa

SHGKTPOHHOﬁ ITOAITHUCH.

Koumaxmmnasi paboma no npomesicymounou ) ) ) ) 2 2
ammecmayuu (Kamm)
Hroro 12 | 16 - - 78/2 108

Jrtansl GOpMHUPOBAHNA M KPUTEPHH OLICHUBAHHUA C)OPMHUPOBAHHOCTH KOMIICTCHIHI
AJ1s1 00y4arouXxcsl 04HO-3204HOMH GopMbl 00yYeHH

Tabmuua 3.2
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VB R E| &ad| 28 Q9 2 3 =2 > 2 o s 5 8=
SRIESRS EE|Jz | A | &g O > = = M 2aa
Cemectp 4
Pazoen 1. Ocnoenvie onpeodenenus u NOHAMUA UHPOPMAYUOHHOU De3onacHocmu




Tema 1. Undopmanus kak 06 beKT 23 27 YK-1.2. YK-1.2.3-1
3amuthl. [IpaBoBoe o0ecnieuenne OIK-2.1. YK-1.2.y-1.
. OIIK-5.2. . YK-1.2.Y-2,
I/IH(l)OpMaIII/IOHHOI/I 0e30macHOCTH OIIK-6.1 VK-1.2.Y-3.
I/IH(bOpMaI_II/IOHHaH 0€30IaCHOCTD. OI1K-6.2. OIIK-2.1. 3-1.
OcHoBHbIe noHATUA. Monaenu OIIK-2.1. V-1.
nH(GOPMAITMOHHOM Oe30macHoCTH. Buabt OIIK-5.2. 3-1.
3amuinaeMoit napopmarui. OCHOBHBIC OIIK-5.2. V-1.
HOPMATUBHO-TIPABOBBIC aKThI B 00JIaCTH OIIK-6.1. 3-1
MH(OPMAIIMOHHOH 6E30MaCHOCTH. OIIK-6.1. V-1.
[IpaBoBbIe 0OCOOEHHOCTH OOECTICUSHHS OIIK-6.2. 3-1.
0e30MacHOCTH KOH(HIECHIIMATBLHOM OlIK-6.2.Y-1.
UHQOPMAIUH U TOCYIaPCTBEHHOW TalHBI.
Pecypcrl mpennpusTus, mouieKantie 3auTe
¢ Touku 3penust Ub. Acnextsl b B pamkax
MeHEHDKMEHTa HeIPEPhIBHOCTH OM3HECA.
Tema 2. Oprann3zanuoHHoe odecnedeHue 23 27 VK-1.2. VK-1.2.3-1 .
HHPOPMALMOHHOI 0€30I1aCHOCTH OIIK-2.1. YK-1.2.Y-1.
OCHOBHBIE CTaHAAPTHI B 00JaCTH 0OECIICUCHUS OIIK-5.2. . YK-1.2.Y-2.
uHpopManmoHHO# 6e3omacHocTy. [TonuTrka OIIK-6.1 YK-1.2.Y-3.
0e30macHOCTH. JKOHOMUYECKas 0€30I1acCHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npennpusitst. UHxeHepHas 3aiuTa 00beKTOB. OIIK-2.1. V-1.
3amura HHGOPMAIMK OT YTEUKH I10 OIIK-5.2. 3-1.
TEeXHUYECKUM KaHanaM. Vcnonp3oBanue 6a3 OIIK-5.2. V-1.
JIAHHBIX JIJIS1 HAXOXKJICHUS U U3yUECHUS OIIK-6.1. 3-1
HOPMATHUBHBIX JOKYMEHTOB B 00JIacTH OIIK-6.1. V-1.
HHPOPMAITMOHHON 0€30T1aCHOCTH. OIIK-6.2. 3-1.
Wnentudukaims u oreHKa akTuBoB. Mojens OIIK-6.2.V-1.

yrpos. Unentudukanus yszsumocteil. OnieHKa
puckoB. O6paboTKa pUCKOB.

Mojaens HapymuTens NOJIUTUKU
6e3omacHocTH. TUITHYHBIE YTPO3BI
HHPOPMALIUHN U YI3BUMOCTH

KOpHOPaTUBHBIX HHPOPMAIIMOHHBIX

CHCTEM.

Paszoen 2. Ilpocpammno-annapamnsle cpeocmea u Memoovl 06ecneueHus UHPOPMAyUuOHHOU 6e30nacHoCmu
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Tema 3. HporpaMMno-aﬂnapaTHLIe 24 26 YK-1.2. YK-1.2.3-1 I'p.o. K. AH.O.
cpeacrsa odecrnedeHus OIIK-2.1. YK-12.Y-1.
. OIIK-5.2. . YK-1.2.Y-2,
uHGopMaAMOHHOI 6€30IIACHOCTH B OIIK-6 1 VK-12.Y-3.
HH(POPMALMOHHBIX CETSX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIE BHJIBI CETEBBIX U KOMITBIOTEPHBIX OIK-2.1. V-1.
yrpo3. CpeacTsa u METOIBI 3aIUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX YTPO3. OIIK-5.2. V-1.
CHMMETpHYHBIE H aCCUMETPUYHBIE CHCTEMBI OIIK-6.1. 3-1
mudposanus. Linppossie moamucu OIIK-6.1. V-1.
(OnexrporHble noanucu). Mudpactpykrypa OI1K-6.2. 3-1.
OTKpBITHIX Kimtoueil. Kpunrorpapuueckue OIIK-6.2.V-1.
MPOTOKOJIBL
Tema 4. CTangapThl 4 ciequpuKanuu B 24 26 VK-1.2. VK-1.2.3-1 0. K.p.
obsiacTu nHGOPMANMOHHOI 6e30MacHOCTH OIIK-2.1. YVK-1.2.¥-1.
Cranpaprusaius B chepe yrnpaBIeHHUsI OIIK-5.2. . YK-1.2.Y-2.
MHPOPMAIMOHHON 0€30MacHOCTEIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXayHapoaHsIx cranaaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Cozmanne 3ammppoBaHHBIX (ailioB 1 OIIK-5.2. 3-1.
KPUIITOKOHTEHHEPOB M UX pacuIn(poBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHSIM 3aKOHOIATEIILCTBRA. OIIK-6.1. 3-1
CoOTBEeTCTBHE MOJUTHKAM 0€30I1aCHOCTH U OIIK-6.1. V-1.
CTaHAapTaM, TEXHHYECKOE COOTBETCTBHUE. OIIK-6.2. 3-1.
Co3znanue yJoCTOBEPSIIONIETO IEHTPA, OIIK-6.2.Y-1.
reHepalus OTKPBITHIX U CEKPETHBIX KITHOUEH,
CO3J]aHuE CEePTH(UKATOB OTKPBITHIX KIIIOYEH,
CO3/IaHHE AIIEKTPOHHOH IOAIUCH, IPOBEpPKa
SJIEKTPOHHOHN TOMAIHUCH.
Konmaxmmnas paboma no npomesicymounou 2 2
ammecmayuu (Kamm)
Hroro 94/2 108
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I1l. YHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHME JUCIUITJINHbI

PEKOMEHAYEMAS JINTEPATYPA

OcHoBHasl J1uTEpaTypa

1.  Bapanosa, E. K. Undopmanronnas 6e30macHOCTb U 3amuTa HHGOpMaIuy : yaedHoe mocodue /
E.K. bapanosa, A.B. ba6am. — 4-¢ u3z., nepepad. u mon. — Mocksa : PUOP : UHOPA-M, 2021.
— 336 ¢. — (Bsicmiee o6paszosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr: snexkrpounsiii. - URL: https://znanium.com/read?id=364911

2. Kimmenko, 1. C. MHpopManimoHHas 0€3011aCHOCTD U 3allliTa HH(POPMAIIMHK: MOJICINA U METO/IbI
ynpasnenus : MmoHorpadus / M.C. Knumenko. — Mocksa : UHOPA-M, 2021. — 180 c. — (Hayunas
Mmbicias). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. -
Texkct: anextponnsiii. - URL: https://znanium.com/read?id=360289

3. Cprues, 0. H. 3amura uadopmanyu 1 nHGOpMalmoHHas 0€30IaCHOCTh : yueOHOe mocodue /
FO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c. — (Bsicmiee obpazoBanue: bakanaBpuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekct: osnekrponnsni. - URL:
https://znanium.com/read?id=388766

JlonoJIHUTeIbHAS JINTEpaTypa:

1. Mexnynapoanas ua(GOpMaLHOHHAS 6€30MIACHOCTh: TEOPHUs U MPAKTUKA : B TpeX ToMax. Tom 1 :
yuebHuk / mox obm. pen A. B. Kpyrckux. - 2-e usn., mon. - Mocksa : M3garenbcTBO «ACHEKT
IMpece», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekcr : osnekrponHsid. - URL:
https://znanium.com/read?id=373117

2. Ba6am, A. B. MojenupoBanue ciucTeMsbl 3amuTsl nHGopmanuu. [IpakTukyM : yuebHOE mocodue
/ E.K. bapanoBa, A.B. babam. — 3-e uzja., nepepad. u gon. — Mocksa : PUOP : UH®PA-M, 2021.
— 320 c¢. + Jlon. Marepuansl [DnekTpoHHBI pecypc]. — (Bricmiee obpazoBanme). — DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr : smektponHbid. - URL:
https://znanium.com/read?id=371348

3. 3epesa, B. II. YuacTue B MIaHMPOBAHMH U OPraHU3alUM PabOT MO OOECHEUEHHIO 3aIUTHI
obonekra : yuebnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa : KYPC : MHOPA-M, 2020. — 320 c.
- ISBN 978-5-906818-92-8. - Tekcr: anexkrponnsiid. - URL: https://znanium.com/read?id=347024

4. Kubep6e30macHOCTh B YCIOBHUAX DIEKTPOHHOIO OAHKHMHIA : MPAKTHYECKOE MOCOOME / MO pel.
I1. B. PeBenkoBa. - Mocksa: I[Ipomereii, 2020. - 522 c. - ISBN 978-5-907244-61-0. - Tekcr:
anekTpoHHsbIi. - URL: https://znanium.com/read?id=374846

HopMmaTuBHbIE IPaBOBbIE JOKYMEHTbI:

1. ®enepanbublil 3ak0oH OoT 31 urons 2020 r. Ne 258-D3 «O0 sKkcriepuMeHTaIbHBIX
NpaBOBBIX pexuMax B cdepe 1udpoBbix MHHOBaMK B Poccuiickoit depepannm»
[DnexTpoH.pecypc]. — Pexxum JIOCTyTIa
http://www.consultant.ru/document/cons doc LAW 358738/

2. "Crparerust pa3BuTusi HHPOpPMaIMOHHOTO 001mIecTBa B Poccuiickoit deneparum
Ha 2017-2030 rojapr" [DnekTpoH.pecypc]. — Pexxum JIoCTymna
http://www.consultant.ru/document/cons_doc LAW 216363/
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HEPEYEHb UTHOOPMAIINOHHO-CITPABOYHbBIX CUCTEM

1. CmnpaBouno-npaBoBas cucrema «KoncymnsrantlLmrocy http://www.consultant.ru/
2. HudopmanmonHo-npaBoBas cucrema «[ apant» http://garant.ru

HHEPEYEHDB ITPO®ECCHOHAJIBHBIX BA3 TAHHBIX

1. https://rosmintrud.ru/opendata - ba3za oTKpbITBIX JaHHBIX MuHTpYIa Poccun

2. http://www.fedsfm.ru/opendata - ba3a oTKpbITBIX JaHHBIX PochrHMOHUTOPHHTA

3. https://www.polpred.com - Diuekrponnas 6a3a manHbiXx "Polpred.com O0630p
cMn"

4. https://fstec.ru/ - denepanbHas ciy:k0a MO TEXHHYECKOMY H DKCIIOPTHOMY
KOHTPOJTIO
INEPEYEHDb PECYPCOB NHP®OPMAIIMOHHO-

TEJEKOMMYHUKALIMOHHON CETH "UHTEPHET", HEOBXO/JUMBIX 15
OCBOEHUA JTUCLHHUIIJIMHBI

1. https://digital.gov.ru/ru/ - uHpOpPMAIMOHHBIH pecypc MHHHCTEPCTBA IHUPPOBOTO
Pa3BUTHS, CBSA3M U MAaCCOBBIX KOMMYHMKanii Poccuiickont denepanyun

2. http://citforum.ru/-«CepBep nHGOPMAIIMOHHBIX TEXHOJIOTHII» - ON-line 6ubIMoTeKa
MH(POPMAITMOHHBIX MAaTEPHAJIOB 10 KOMITBIOTEPHBIM TEXHOJIOTHSIM.

3. http://www.intuit.ru/-O0pa3oBaresbHblil MOPTaJT AUCTAHIIMOHHOTO O0YUYCHHS.

4. www.coursera.org-Ilnarpopma s OecIUIaTHBIX OHJIAWH-JIEKIIUN (MPOEKT 10
nyOnukanuu oOpa3oBaTeNbHBIX MaTepuajoB B MHTEpHETE, B BHUAE Habopa
OecIuIaTHBIX OHJIANH-KYpPCOB).

NEPEYEHb UWH®OPMAIIMOHHBIX TEXHOJIOT'UMH, UCIOJb3YEMBIX
NP OCYHECTBJIEHUN OBPA3OBATEJIBHOI'O MHNPOLHECCA 11O
JAUCIHHUIIJIMHE, BKJIIOYASA HHEPEYEHDb IHPOI'PAMMHOI'O
OBECIIEYEHUA

Onepanuonnascucrema Windows 10, Microsoft Office Professional Plus: 2019 rox
(MS Word, MS Excel, MS Power Point, MS Access)

AntusupycDr.Web Desktop Security Suite Komriekcnaszamnmra

Bpayzep Google Chrome

Adobe Premiere

Power DVD

MediaPlayerClassic

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE TUCIHUIIJIMHbI

Hucuunnuna «OcHOBBI HHGOPMAIIMOHHOM 0€30MacHOCTHY O0ecreyueHa!
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JUISL IPOBEACHUS 3aHITUN JICKIMOHHOTO THMA!
— yueOHOU ayauTopuel, o0opyJoBaHHON y4eOHOW MeOeablo, MYJIbTUMEIUNHBIMU
cpelncTBamMu O0y4eHHUs JIJIsl AEMOHCTPAIUU JICKIIUN-TTPE3eHTallUK;
JUTSI IPOBEJICHUS 3aHITHN CEMUHAPCKOTO THUMA (IPAKTUYECKUE 3aHSITHS);
— KOMIIBIOTEPHBIM KJIACCOM,;
— TIOMEUIEHHUEM [JIi CaMOCTOSITEIbHOM palbOThl, OCHAIIEHHBIM KOMIIBIOTEPHOM
TEXHUKON C BO3MOXXKHOCTBIO MOJIKIItOUEHUs K ceTu «MHTepHeT» u obecrnieueHrem
JOCTYIAK JEKTPOHHOU MH(POPMAITMOHHO-00pa30BaTEIbHON Cpe/ie YHUBEPCUTETA.

IV. METOAMYECKHME YKA3ZAHUS JJISI OBYUAIOIIMXCS 1O
OCBOEHMIO JTUCHUMIAHBI

» Meronnyeckne peKOMEHIAINN M0 OpraHU3allMd U BBHITOJHEHUIO BHEAYAUTOPHON
CaMOCTOSITENIbHON pabOoThI.
» Metoaudeckue yKa3aHus 10 BBITMOJIHEHUIO MMPAKTUIECKUX paldoT.

V. METOAUYECKHUE MATEPHAJIbL, ONPEAEJISIIOINUAE ITPOUENYPBI
OHEHUBAHWS 3HAHUW UYMEHUW, XAPAKTEPU3YIOIIUX 3TAIIbI
OOPMUNPOBAHUA KOMIIETEHIINA

Pe3ynbTaThl TEKyIiero KOHTPOJSI M MPOMEXKYTOYHOU aTTecTaruu (GOpMHUPYIOT
PEeUTHHTOBYIO OIIEHKY paboThl oOyudaromierocs. Pacmpenenenue OamioB Ipu
dbopMUpPOBAaHUM PEUTHHTOBOM OIIGHKHM PadOThl OOYYArOIIErocs OCYIIECTBIISETCS B
cooTBeTCTBUM C «llomoxkeHneM O PEUTHHIOBOM CHUCTEME OLIEHKH YCIEBAEMOCTH M
KauecTBa 3HAHUW CTYACHTOB B TMPOIECCE OCBOCHUS AUCHUIIIUHBI «OCHOBBI
nH(popManMoHHOW Oe3omacHOCTU» B (erepaibHOM TOCYAApPCTBEHHOM OFOIXKETHOM
00pa3oBaTEIbHOM YUPEXKICHUU BhICIIETO 00pa3zoBanus «PocCUiCKU SKOHOMUYECKUIM
yHuBepcuteT uMenu ['.B. [limexanosay.

Tabmauma 4
Buasl pador MakcuMaJibHOE KOJTHYeCTBO 0217108

Brinmonnenue y4eOHbIX 3ajaHUI Ha ayTUTOPHBIX 20
3aHATHUSIX

Texyuuit KOHTPOJIb 20
TBopueckuil pedTHHT 20
ITpomesxyTouHas arrectanus (3auem) 40
NTOTI'O 100

B coorBerctBun ¢ llonmokeHnemM O PpPEUTMHIOBOM CHUCTEME  OLICHKHU
yCIIEBAEMOCTH M KayecTBa 3HAHUN OOy4YaroIIMXCS «IpernojaBaTeslb Kadeapsl,
HEMOCPEACTBEHHO  BENyIIMHA 3aHATHUS CO  CTYJCHYECKOM TIpynmod, o0s3aH
nporH(OPMUPOBATH TPYIIY O pacCHpeleIeHUH PEUTUHIOBBIX OajsIOB MO BCEM BHUIAM
paboT Ha MEpPBOM 3aHATUU YYEOHOrO MOIYJNA (CeMEecTpa), KOJIWYECTBE MOIYJEH Mo
yueOHOM JMCUMIUIMHE, CpoKax # (opMax KOHTPOJIS HUX OCBOCHUSA, ¢dopMme
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MPOMEKYTOUYHON aTTECTAIlMH, CHIDKCHHH OaJlyIoB 32 HECBOEBPEMEHHOE BBHITIOJHEHUE
BbIaHHBIX 3ajaHui. OOyuaromuecss B TeYeHUE Y4yeOHOro Moaynis (cemecTpa)
MOJIy4ar0T UHPOPMAIIKMIO O TEKYIIEM KOJIMYECTBE HAOpaHHBIX MO JUCIUIUIMHE 0aIOB
4yepe3 JIMYHBIN KaOMHET CTYICHTA.

VI. OHEHOYHBIE MATEPHAJIBI U151 IPOBETEHUA
TEKYIIET'OKOHTPOJIAA U TIPOMEXYTOYHOU ATTECTAIIUN

OueHouHble MaTepualibl MO JUCHUIUIMHE pa3paboTaHbl B COOTBETCTBUHM C
[TonoxxenneM 00 OILIGHOYHBIX Marepuajax B (eaepaJbHOM TOCYIapCTBEHHOM
OI0JDKETHOM 00pa30BaTEIbHOM YYPEXKJICHUH BBICIIETO oOpa3oBaHus «Poccuiickmii
SKOHOMHWYECKHNM yHUBepcuTeT uMeHu [.B. [limexanosay.

Temamuka Kypcoewvix pabom/npoeKkmoes

«KypcoBas  pabora/mpoekt mo  gucnuiuimHe  «OcHOBBI  MHGOPMAIMOHHOMN
0€30I1acCHOCTH» YYCOHBIM IUIAHOM HE TPEeTyCMOTPEHA.

Ilepeuens eéonpocos k 3auemy:

1. lenu rocynapctBa B 00s1acTu 0oecnedeHnss HHPOPMalUOHHON 0€30MacHOCTH.

2. OcHOBHBIE HOpMaTHBHBIE aKkThl P®, cBs3aHHBIE C TPABOBOM 3alTUTON
uH(popmanuu.

3. Buzibl KOMIBIOTEPHBIX PECTYTICHUH.

4. CriocoObl M MEXaHU3Mbl COBEPIICHHUS HH(POPMALMOHHBIX KOMIBIOTEPHBIX
IIPECTYILICHUMN.

5. OcHOBHBIE TapaMeTpbl M  4YepThl HMHPOPMAIMOHHON  KOMIIBIOTEPHOU
pecTynHocTu B Poccuu.

6. Komnerorepuslit Bupyc. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTobl 3a1UThl OT KOMITBIOTEPHBIX BUPYCOB.

8. Tunel aHTUBUPYCHBIX IPOrPaMM.

0. 3amuTel  OT HECAHKIMOHUPOBAHHOTO  JocTyna. Mnentudukauus u
ayTeHTU(PUKALUS MTOJIb30BaATEIS.

10. OcHOBHBIE YIpO3bl KOMIBIOTEPHOW O€30MaCHOCTU TpH paboTe B CETH
HNnTepner.

11. Buae! 3amuinaemMoi nHdopManuu.

12. T'ocynapcTBeHHas TaliHa Kak 0COOBIN BUJI 3allldIllaeMOi MH(POPMAITUH.

13. KondunenuuansHas napopmanus.

14. Cucrema 3a1mUThl TOCY1TapCTBEHHOM TallHBI.

15. [IpaBOBO# peKKUM 3aITUTHI TOCYAAPCTBEHHOW TaHBI.

16. 3ammra WHTEIEKTyaJIbHOM COOCTBEHHOCTH CpPEICTBAaMH MATEHTHOTO U
aBTOPCKOIO Mpasa.

17. MexayHapoJHO€ 3aKOHOAATEIbCTBO B 00JACTH 3aIUThHI HH()OPMALIUH.
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18. IlporpammHoO-anmapaTHele  CpeAcTBa  obOecriedeHus  MHGOPMALMOHHON
0e30macHOCTH B UHPOPMAIIMOHHBIX CETSX.

19. CumMeTpuyHbIe MHUPPHI.

20. AccumeTpuyHbIe MHUQPHI.

21. Kpunrorpaduieckue mpoTOKOJIBI.

22. Kpunrtorpaduueckue xemi-QyHKIUH.

23. DIEKTpOHHAs MOIHNCH.

24. Opranu3aimoHHOe oOecTieueHre HHPOPMAITMOHHON 0€30MMacHOCTH.

25. Cnyx0a 6€30MacHOCTH OpraHu3aluu.

26. MeTtoap! 3aMUThl HHPOPMAIMH OT YTECUYKH B TEXHUYECKHUX KaHaax.

27. VImxeHepHas 3aIIMTa U OXpaHa 0OHEKTOB.

28.Yt0 Takoe nHPOpMAIOHHAsT 6€30MacCHOCTh?

29.1TlepeuniciuTe OCHOBHBIE YTPO3bl HHPOPMAITMOHHOHN 0€30MaCHOCTH.

30. Kakue cyiiecTByIOT MOJIEIN U METO bl HH(POPMAITMOHHOM 0€3011acHOCTH?

31. Yrto Takoe mpaBOBbIE METO/bI 3ALIUTH HHPOPMAIIH?

32. Yto Takoe OpraHn3allMOHHbIE METO/IbI 3aIUThl HHOpMaunu?

33. UTo Takoe TEXHUYECKHE METO/IbI 3aIUThl HHPOpMaIu?

34. Yto Takoe mporpaMMHO-aInapaTHble METO/bI 3aIUTh HHPOpMaIK?

35. Uro Takoe kpuntorpadhuyecKkue METO bl 3allUThl HHPOpMAIUK?

36. Kakume TnaBHbIE TOCYAapCTBEHHBbIE OpraHbl B oOjactu obecreueHus
MH(}OpMaIMOHHOM 0€301acHOCTH?

37. Tlepeuncnute BUIBI 3aIIUIIIAEMON HH(POPMAITUH.

38. Kaxkue ocHOBHBIE 3aKOHBI B 00JIaCTH 3alIUTH HHPopMauu B PO?

39. IlepeuncnuTe OCHOBHBIE IenW W 3amadn PD B oOmactu obecrieueHus
MH(}OpMAIMOHHOW 0€30MaCHOCTH

40. Yro Takoe KoHueMIUs HHGOPMAITMOHHON Oe30macHoCTH?

41. Yro Takoe koHUAEHITMATbHAS HHGOpMAIIHS?

42. Yro Takoe nmepcoHaIbHbIC JaHHBIEC?

43. B kakux ciydasx BO3MOXKHO HCIOJb30BaTh IE€pPCOHAJbHBbIC JaHHBbIE O€3
cornacusi obnagarens?

44, OxapakTepu3yite OMOMETPUUECKHIE TaHHBIE KaK TIEPCOHATBHBIC TaHHBIC.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. Yto Takoe peKuM KOMMEPUYECKON TailHbI?

47. Yro Takoe rocynapcTBeHHas TaiiHa?

48. OnummTe NpaBOBOK PEXKUM rOCYJAPCTBEHHOMN TailHBI.

49. Kakue rocydapCTBEHHbIE OpraHbl 3aHUMAIOTCAd cepTudukanuendn u
JUICH3UPOBAHUEM CPEJICTB 3aIUTH HHPOpMAaIiu?

50. Kaxk cBsi3aHbI MEXTyHAPOIHBIE CTAHAAPTHI U CTAaHAAPTH PD?

51. Kakme ocHoBHble cTaHmapTel P® B obOnactu wuHGOpPMAIIMOHHON
0€30MacCHOCTH CYILIECTBYIOT?

52. Oxapakrepusyiite crangapt [[OCT P UCO/M3K 27002-2014.

53. Uro Takoe moiuTuka 6e30macHOCTH?
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o4,

Kakoe konmmuecTBO cpeiacTB Orofpkera opraHu3anud 3PGEKTUBHO TPATUTh

U1 obecrieueHus: MHPpopMaImoHHOM 0e30macHOCTH?

55.
56.

Yro Takoe HHXXCHCPHAA 3alllUTa 00BEKTOB?
HGpC‘II/ICJII/ITC OCHOBHBIC  MCPOIIpUATHA 11O 00eCIICUCHHIO 3aIIUThI

I/IH(i)OpMaHI/II/I OT YTCUYKHU 11O TCXHUYCCKHUM KaHaJIaM.

57,
58.
59.
60.
61.
62.
63.

Kaxune BHIbI KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

Yro Takoe Opanamaysp?

Yro Takoe aHTUBHUPYCHAs MporpamMma?

YTo Takoe IBPUCTUYECKUI aITOPUTM ITOMCKA BUPYCOB?

YTo Takoe CUTHATYPHBIN MOUCK BUPYCOB?

MeTtonabl IpOTUBOAEHCTBUSA CHUDPUHTY?

Kakue mnporpammubie peanu3alud OpOrpaMMHO-ANIMAPATHBIX CPEACTB

3alUThl UHPOPMAIUU Bbl 3HaeTE?

64.
65.

UTo Takoe MEeXaHW3M KOHTPOJISI M pa3rpaHUdeHus JoCTyna?
Kakyto poiib HeceT XxypHaIMpOBaHUE IEUCTBUM B MPOrpaMMHO-aNapaTHBIX

CpeACTBax 3aluThl HHPopMaruu?

66.
67.
68.
69.
70.
71.
72,
73.
74,

Yro Takoe cpencTBa cTeraHorpapuueckoi 3auuTsl HHGopMauu?

Yro Takoe kpunrorpadus?

Kakue ncnonb3yrorcs CMHMMETPUYHBIE arOPUTMBI IIUGPOBAaHUsA?

Kakue ncrnonb3yrorcs acCUMETpUYHbIE alrOPUTMBbI NP POBaHUs?

Yro Takoe kpunrorpapuyeckas xem-pyHKuus?

Kaxkue ucnonb3yrorcst kpunrorpaduueckue xem-pyHKiuuu?

Yro Takoe nudpoBasi OANUCH?

Yro Takoe uH(PPACTPYKTypa OTKPBITHIX KIFOUEH?

Kakue poccuiickue M MeXIyHapoJHble CTaHAAPTHI Ha (opMUpOBaHHE

1M (ppoBOIl NOAMUCH CYILIECTBYIOT?

75.

Kaxue ocHoBHBIE KpUIiTOrpaduueckre mMpoTOKOIIbI HCTIOIB3YIOTCS B CETIX?

Tunoegwie npakmuueckue 3a0aHus.

ObGecrieunTth  KHOEPOE30MACHOCTh YAANEHHOW pabOThl COTPYIHUKOB BO BpeMs
MMaHAEeMUHU

Onpenenuth ysS3BUMOCTH CEPBHUCOB Jis BUICOKOH(DepeHIwi, HeHaaé)HoCcTh VPN,
yeoBeuecknii (pakTop W He Bcerga KBATH(HUIIMPOBAHHBIE COTPYAHHKHA — CO BCEM
TUM HEU30€)KHO CTANIKUBACTCS KaXK[as KOMIAHUS, BBIHYXKJIEHHAs OPraHu30BaTh
yAIEHHYIO paboTy.

[Ipoananu3upoBaTh CHUTYallMI0 M paccKas3aTb, KaK CBECTM K MHUHUMYMY DPHUCKH U
YCTPaHUTh MOCJEICTBUS HU3KOTO YPOBHSI KUOEPrpaMOTHOCTH

Hacrtpoiika aynuta B8 Windows aiis nonHoneHHoro SOC-MOHUTOpPHHTA

Onucarh HacTPOWKY MOAUTUKH ayauTa Windows Takum 00pa3om, 4TOOBI OXBAT
MonrutoprHra SOC ObLT MOTHOIEHHBIM. PacCMOTpEeTh ONTUMANIBHBIN CIIHCOK MOJIUTHK,
a TaK)Ke BBIICIMTH CaMOe HEOOXOIMMOE, OTCESIB JIMIITHEE.
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Kak npoBoanTE KOHTPOJIb MPOLYKTUBHOCTH, 3aIIUTA OT MOILIEHHUYECTBA U yTEYECK
JTaHHBIX TPU YAAIEHHOH paboTe COTPYIHUKOB?

OnacHOCTh yTE€YKH JAHHBIX U BO3MOKHOCTh KOPIIOPATUBHOTO MOLICHHUYECTBA —
HEeN30eKHbIE CITYTHUKU BBIHYKJCHHOH yian€HHOM paboThl. PaccMOTpeTh, Kak MOKHO
MUHUMU3HPOBATh PUCKU U CIIPABUTHCS C AKTYaIbHBIMU 33Ja4aMU KOHTPOJIS
COTPYHMKOB Ha «YHAIECHKEY.

Omnucath 1mecTh maros Jyisg o0ecrneyeHus JOKHOTO YPOBHS 0€3011aCHOCTH
YAAIEHHBIX COTPYIHUKOB

OmnepaTUBHO NEPEBOS COTPYJTHUKOB HA IUCTAHLMOHHYIO padoTy, HY’KHO y4ecTb
CONPSDKEHHBIE C ATUM CJIOKHOCTHU M HE 3a0bITh PO MONBITKHA KHOEPIPECTYITHUKOB
UCIIOJIb30BaTh yA3BUMBIE MecTa. [IpeayIoKuTh eCTh Maros, KOTOPbIE MO3BOJIAT
IIOZOWUTH K 3TOMY BOIIPOCY NOATOTOBICHHBIMH.

Omnucarp Tpe6oBanust ['OCT 34-ii cepuu B mpoekTax 1mo HHGOPMaIMOHHON
0e30IMacHOCTH

Uro noapaszymeBaet TpedoBanue «npoektupoBath mo ['OCTy», cTaHOBUTCS I OHO
MeHee 00s3aTenbHpIM? UTO J1eNnaTh, €ClIM TOCYIapCTBEHHBIN PEryJIsaTop HE Mpeiaract
3ameny st 'OCToB 34-i cepun? Kakumu ctanaapTaMyu CTOUT PyKOBOJCTBOBATHCS
pu 0()OPMIICHUH NMPOCKTHON JOKYMEHTAIIMH?

Kak BIABUTH aTaky 3710YMBILIUIEHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JelcTBUSA KMOEPIPECTYITHUKOB B KOPIIOPATUBHON CETH U
knaccudunupyem ux B cootBerctBuu ¢ marpuiieit MITRE ATT&CK, xotopas
MTOKA3bIBAET, KAKHE TAKTHKHU M TEXHUKHU MPUMEHSJINCH B X0€ KHOepaTaKH.

Omucatp Microsoft Security Compliance Toolkit: 3amura Windows rpymnmoBsiMu
IIOJINTUKaMHN

PaCCMOTpeTB moaxona K I/IH(I)OpMaI_II/IOHHOI\/'I 0€e30IMacHOCTH KOMILTIEKCHO. OnucaTh
MHCTPYMEHTBI, KOTOPbIE 3aKpbUIN ObI BCE «IBIPBI» U cO37alIi HOBbIE. OnHcaTh
O3TAaJIOHHBIC HaCTpOﬁKH MOJINTHK 0€30MacHOCTH U HHCTPYMCHTBI JJIs1 pa6OTLI C HUMMU.

Omnwucathb npoliecc HaCTPOMKHU yJaJIeHKH JIJIsl COTpYAHMKOB: bricTpo, besonacHo,
becninatHo

Uto HeoOX0aUMO JIJIsi OpraHU3alMK YAAJIGHHON paboThl cOTpynHUKOB. Kakue
CYIIECTBYIOT MHOKECTBA PEIICHUH CLIOCOOHBIX TOMOYb B Pean3aluy 3TOH LEeNH.
untepHer-1u103 MKC. C ero noMopio MOXHO OpraHu30BaTh 0€30MacHbIN JOCTYI K
CeTH KOMITaHUH, 3aLIUTUTHCS OT BUPYCOB U HACTPOUTH BEO-(HIIBTPALIUIO.

Kak oprann3oBaTh 0€30MacHy0 yIaléHHYy0 padoTy BO BpeMsi KapaHTHHA?

Omnucath npolecc nepexojia Ha yAanEHHYI0 paboTy, paCCMOTPETh OYEBHIHBIE PUCKU
U1 nHopMaoHHON 6e30macHoCTH: MoauduKalus Tpaduka, nepexsar napoyuen u
KOH(HICHIIMATIbHBIX JJAHHBIX, a TAKXKE B3JIOM MapLIpyTU3aTOPOB U NepeHanpaBiieHUe
0JIb30BaTeseil Ha BpeloHOCHbIE calfThl. [IpoaHan3npoBaTh KOHTPMEpPHI; B KAUECTBE
OJTHOT'O U3 BapUAHTOB PACCMOTPETh MCIIOJIb30BaHUE BUPTYaJIbHON YaCTHOM ceTH
(Virtual Private Network, VPN).

10.

Kak nmoctpouts kpuntotyHHens no I'OCTy ¢ MUHUMaNbHBIMU 3aTpaTaMu?
Obecneuenre 6€30MaCHOCTH MPU MOMOIIH CPEACTB KPUNITOTPahUUECKON 3alUThI
uHpopmanuu (CK3M) — He o4eHb clioXKHas 33/1a4a, €CIIU BCe TEXHOJIOTHYECKUE
Y4aCTKH HaxoJATCs Ha XocT-MamuHe. OHAKO Ui TOro 4TOObI Iepe1aBaTh U
mmdpoBaTe HHPOPMALIUIO OJJHOBPEMEHHO, HEOOXOJMMO TIOCTPOUTH TPAMOTHBIHN
TEXHOJIOTHYECKHUH IPOLIECC MPOrPaMMHOI0 00ECIIEYEHHUS.

11.

Kaxk obecnieunts 6e3omacHocts loT-ycTporicTs?
Wutepner Bemeit (Internet of Things) — yxe oueBuaHas peallbHOCTH A7 OU3HEC-
IPOLIECCOB KOMIIAHUI W KOPIOPATHBHBIX HHPpacTpyKTyp. OHAKO, HECMOTPSI HA
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OTPOMHOE KOJIMYECTBO «YMHBIX» YCTPOUCTB, pa0OTAIOIINX Ha MPEATNPUATHSIX U B
MIPOMBIIIIJICHHBIX CeTAX, Oe3onmacHocTh [0T 3avacTyro ocraBiser xenarhb aydirero. Kak
HCIPABUTH MOJIOKEHHE, U PACCKA3aTh O METO/AX 3allUThl HHTEPHETA BelleH.

12.

Kak opranu3oBarh NpakTHKy OpraHu3alii 0€30IMacHOro yIJIEHHOTO JOCTyIa?
YTo mpOoHUCXOAUT Ha PHIHKE O€30MACHOr0 YAaJIEHHOIO TOCTYIA U KaK MPaBUIbHO
3aLUTUTH OAKIOYEHNE COTPYIHUKA K KOPIIOpAaTUBHBIM pecypcam n3BHe? Kak
PEryJISATOPHI BIUSIOT HA MPOIIECC TUCTAHIIMOHHON pabOThI U HYXKHO JIU CIICUTH 3a
COTPYJTHUKOM, pabOTAIONINM K3 JoMa?

13.

PaccmotpeTs nporece nperoTBpaleHus: BTOPKEHUM ¢ TOMOLIbI0 MEKCETEBOTO
sKpaHa HoBoro nokonenus UserGate

B cocraBe MexceTeBoro skpana HoBoro nokosieHust UserGate npumensercs cucrema
obnapyxenus sropxkenuii (COB) coOcTBeHHOI pa3paboTKH, CO3JaHHasi BHYTPU
KOMIIaHWU 0€3 UCIO0Ib30BAHUS OTKPBITOro Kojia. CUTHATYpPhl CUCTEMbI OOHAPYKEHUS
BTOP)KEHUH pa3pabaThIBAIOTCS U BEpUDUIIUPYIOTCS COOCTBEHHON KOMaH/I0M
aHAJIMTUKOB LIEHTpa MOHUTOpUHra U pearnposanus UserGate.

14,

Kak co3nmate KOMIUIEKCHYIO CUCTeMY Oe30macHOCTH Ha ocHOBe Fortinet Security Fabric
API?

OTkpbITHIN 1 00menocTynHbIN API, npegHasHaueHHbIHN 17151 MHTErpaluy IPOAYKTOB
Fortinet ¢ BHEIIHUMU peLLICHUSIMU, TIO3BOJISIET MOJIb30BATENISAM PACIIUPSTh
BO3MO>KHOCTH UMEIOIINUXCSI KOMIIOHEHTOB, a TaKe T'MOKO NHTErpUpPOBAaTh CTOPOHHUE
IPOAYKTHI B €IMHYIO0 KOMIUIEKCHYIO Cpelly HH(POPMaLMOHHON 0€30MacHOCTH
IIpENPUSITHSL.

15.

Kak ¢ynxuuonupyer mexcereBoit a3kpan UserGate X1: nndopmaronHast
0€30MMacCHOCTh B OKCTPEMAIbHBIX (PU3MUECKUX YCIOBUSIX

Kopnoparusnslii MexxcereBoid skpan UserGate X1 BoiaensieTcst 3 JMHEHKH
npoayktoB UserGate yHUKaJIbHBIMH (PU3UKO-TEXHUYECKUMH XapaKTePUCTUKAMHU.
JlanHblii nporpaMMHo-annapaTHbiil koMiuieke (ITAK) apdextrBen u HanéxeH B
CaMbIX CYPOBBIX YCIOBUSX 3KCILTyaTalliu: HA MPOMBILIUIEHHBIX 00BEKTaX, OTKPHITOM
BO3/yX€, TPAaHCIIOPTE, COXPAHSS IPU ATOM BCE MPEUMYIIECTBA MIATHOPMbI
obecrnieuenus npodeccuoHanbHoM kudbep3ammTsl UserGate.

16.

Omnwucath npolecc UCIOTHEHUs TPeOOBaHUI POCCUIICKUX PETYIATOPOB IO KOHTPOIIO
COTPY/IHUKOB

@duHaHCOBbIE OPraHN3aLMHU 00s13aHbI COOIIOAATh TPeOOBaHUSI MOJI0KeHUH banka
Poccun u npuxazoB @CTIK Poccun. [Tockonbky Ha3BaTh CIUCOK 3TUX TpeOOBaHUN
MaJICHBKUM $13bIK HE II0BOPAYMUBACTCS, Mbl PEILIWIIA PACCMOTPETh IIPEAIIUCAHUS
PYKOBOJSIIMX JOKYMEHTOB M MPEJIOKNATh CBOM BAPUAHT — KaK MOXKHO PELIUTh TE
VI UHBIE TPOOJIEMBI MM XOTsI ObI OOJIETYUTH CBOIO Y4aCTh.

17.

Kak nmpenoTBpatuth ciiuB 0a3bl TaHHBIX CYIEPITOIE30BATEISIMHU ?
[IpuBuIernpOBaHHBIC MOJIL30BATENH 0a3 JAaHHBIX HEPEIKO CTAHOBITCS 00BEKTaMU
aTaK XaKepoB WIH CaMHU, ITOJIb3YACh PAaCIIUPEHHBIMU IIpaBaMU, dDKCIUTYaTUPYIOT
nH(OpPMAIIHIO HE TOJIBKO B CIY:KEOHBIX 1elsx. CyliecTByeT HECKOIbKO A (EKTUBHBIX
cr10co00B 3aKPBITHA 3THUX YﬂSBHMOCTeﬁ, Cp€au KOTOPBIX MOKHO BBIACIINTE YCTAHOBKY
DLP-cuctemsl, pasrpaniueHue A0CTYIIA, a TAK)Ke OTpaHHYEHUE TIPaB
CYNEpIoiib30BaTesIel 0 HEOOXOIMMBIX U JIOCTaTOYHBIX, HO yI00OHEE BCETO
aBTOMAaTH3MPOBATH 3ALIUTY OT BO3MOXKHBIX yTeueK HHPOpMAaLMU U3 0a3 JaHHBIX C
MOMOIIbI0 KOpoOouHbIX penieHuid, Harpumep CYB/] Jatoba ot kommanumn

18.

Kak npaBuiibHO 3anoiHUTSE xypHau yuéra CK3U?
ITpakTnyecku ar00as opraHu3anysi 0OMEHUBAEeTC KOH(PHICHIIMAIbHBIMU JAHHBIMU CO
CBOMMHU NMAPTHEPAMHU U CTPYKTYPHBIMU MOApa3AeNeHUsIMU. J{J1s1 TOro 4To0b!
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o0ecreunTh COXpaHHOCTh TIepeIaBaeMoit HHpOpMaIIH, TPeOYIOTCS CpeICcTBa
kpunrorpaduuaeckoit 3ammuTtel (CK3U). Ho paboTa ¢ HUMU periiaMeHTUPYETCS
WHCTPYKIIHEH, KoTopas HanucaHna 20 JieT Ha3aj U y)Ke He OTBEYaeT COBPEMEHHBIM
peasisiM, a HEKOTOPbIE €€ MyHKTHI BHI3BIBAIOT COMHEHUS y CIICITUAIHCTOB.

19.

Kax Bb1Opath cepBuc-npoBaiaepa s nocrpoenus SOC?

Crnpoc Ha ycayru KOMMEPUYECKHX IEHTPOB MOHUTOPUHTA U pearupoBaHus Ha
WMHIIMJICHTHI B 00JacTu nHGopMarmoHHon 6e3onacHocTH (Security Operations Center,
SOC) pactét npsimo nponopuroHainbHO nobieHuto Nb-3penoctu poccuiickoro
6usneca. Kak criefcTBue, yBeIMUnBaeTCs YUCIO CEPBUCHBIX NPOBaiiiepoB,
OKa3bIBAIOIINX YCIYTH MO CO3/IaHUIO M COMPOBOKJICHUIO IIEHTPOB MOHUTOPUHTA U
pearupoBaHUs Ha UHIIUACHTHI. BoiOMpaTh mpoBaiiziepa OCHOBBIBAsICh HA TPOMKHX
obenranusix noctpouth SOC «C HyJs» B CYMTaHbIC THU — TUIOXAas UJesl.

20.

Be3omacHOCTh B OZIHOM OKHE: KaK ONTHMH3UPOBATh pearnpoBaHue ¢ momMoripio IRP?
[TnaTrdopma aBTOMATH3ALKMK PearipOBaHKs Ha UHIIUIECHTHI B HH(POPMAIIMOHHOM
6e3onmacuoctr — Incident Response Platform (IRP) — 5To oTHOCHTEIEHO HOBBIH ISt
HAIIIETO PHIHKA HHCTPYMEHT, KOTOPBIH MTO3BOJISIET aBTOMATH3HPOBATH MIPOLIECCHI
MOHHUTOPHHTA U TOBBICUTD 3P (PEKTUBHOCTH pearnpoBaHus Ha kubepaTaku. Huxe
pacckaxem o ToM, kak uMeHHO IRP nomoraer cnenuanucram no b u kak eé
MOJTKJIFOYHTH.

Tunoewvie mecmoegwvie 3a0anus.

1.

Kaxkas KaTCropusa SBJIACTCA HauboJee pI/ICKOBaHHOﬁ JJIA KOMIIaHHHU C

TOYKH 3pEHUS BEPOSTHOTO MOIICHHUYECTBA M HAPYIICHHs 0€301acHOCTH?
a) CoTpyAHUKHU
0) Xakepbl
B) ATakymouue
r) KontparenTs! (sinira, paboTaroiiye mo 10roBopy

2.Ecnm pa3nuuHbIM rpynmam mojb30BaTeNiel ¢ pa3iMdHbIM yPOBHEM JOCTYyIa
TpeOyeTcst TOCTyN K OJHOW M TOM K€ MH(POPMAIINU, KAKOE U3 YKa3aHHBIX HUKE

JNENUCTBUH CleAyeT NPEANPUHATh PYKOBOACTBY? BapuaHThl oTBeTA:

a) CHU3UTh YypOBEHb 0€30MacCHOCTU 3TOM MHGPOpPMALMH ISl 00ECleueHUs ee

JOCTYITHOCTH M YJI00CTBA UCTIOJIb30BaAHUS

0) TpebGoBaTh MOANUCAHUS CHEIUATBHOIO pPa3pelIieHHs] KaKIblil pa3, Korja

YeJI0BEeKYy TpedyeTcs JOCTYI K 3TON MHpOpMaLiK
B) YIydlIuTh KOHTPOJIb 32 0€30MaCHOCThIO ATOW MH(MOpMaILIUK
r) CHU3UTH YPOBEHb KIacCU(PUKALIMK 3TON MHGOpMALIIH

3.KTo B KOHEUHOM cYeTe HECET OTBETCTBCHHOCTH 3a rapaintTuu TOI0, 4TO

JaHHbIE KJIacCU(PUIIMPOBAHBI U 3AIIULICHBI?
a) Bragenbibl qaHHBIX

0) Ilonp3oBarenu

B) AIMUHUCTPATOPBI

r) PykoBoacTeo
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4 Kakoit ¢aktop Hamboyiee BaXEH JJII TOTO, 4YTOOBI OBITh YBEPEHHBIM B
yCIICTITHOM 00ecTiedyeHIH 0€30IaCHOCTH B KOMITAHUH?

a) [Togmeprkka BBICIIIETO PYKOBOJICTBA

0) D¢ deKkTuBHbIEC 3aIIUTHBIE MEPBI U METObI UX BHEAPECHUS

B) AKTyaJbHBIC U aICKBATHBIC TIOJUTHKHU U MPOIIETyphl 0€30MaCHOCTH

r) [IpoBenenue TpeHMHTOB TIO0 OE30MACHOCTH JIJIsl BCEX COTPYTHUKOB.

Ilpumepwt 6onpocoe ons onpoca:

1.  Yro takoe nHpopmMaMoHHas 6€30MaCHOCTH?

[Tepeuncnure OCHOBHBIE YTrpO3bl HH(OPMAILIMOHHON 0€30MacCHOCTH.

Kakue cymiecTByIOT MOJIENN U METOIbI HH(OPMAIIMOHHOM 0e301macHOCTH?

Yro Takoe paBOBbIE METOABI 3aIUTHI HH(pOpMaru?

Uro Takoe opraHu3anroOHHbIE METOIBI 3aIIUTH HHPOpMAUU?

Yro Takoe TEXHUYECKHE METO/Ibl 3aLIUThI HH(OpMaU?

Uro Takoe MporpaMMHO-aIIapaTHbIe METOIbI 3aUTh HH(popMaIun?

Yro Takoe KpUnTorpapuueckue MeTo bl 3aIlUThl HHPOpMaLUu?

9. Kakue rimaBHbIE rOCyapCTBEHHBIE OpraHbl B 00jacTu oOecriedeHus: HHGOpMaMOHHON
Oe3omacHOCTH?

10. TlepeuwciuTe BUABI 3alIUIIAEMON HHPOPMAIIHH.

11. Kakwue ocHOBHBIC 3aKOHBI B 00J1aCTH 3alIUTHI HHGOpMaIuu B PD?

12. Tlepeunmcnute OCHOBHBIE Ienu © 3amaun  P®d B obmactm  oOecriedeHus
UH(POPMALIMOHHOM 0€30M1aCHOCTH

13.  Yto Takoe KoHIENIHS WHHOPMAITMOHHONW O€301MacHOCTH?

14.  Yro Ttakoe koHUAEHIMATbHAS HHPOpMaLN?

15. UYro Takoe nepcoHabHBIC JaHHBIE?

16. B kakux cimy4asx BO3MOXHO MCIIOJIb30BaTh NEPCOHAJbHBIE JaHHbIE 0e3 corjacus
oOnanarens?

17.  Oxapakrepusyiite OMOMETpHUECKUE TaHHbBIE KaK MepCOHAIbHbIE TaHHbIE.

18. Uro Takoe mpodeccruoHanbHas TaifHa?

19.  Yro Takoe pexuM KOMMEPUYECKON TaHbI?

20. Yro Takoe rocyaapcTBeHHAs TaiHa?

21. OmnummMre MpaBOBOI PEXUM T'OCYAAPCTBEHHOM TailHbI.

22. Kakue rocynapcTBeHHBIE OpPTaHbl 3aHUMAIOTCS CepTU(UKAIUEH W JTHIIEH3UPOBAaHHEM
CpPEeZCTB 3alUThl HH(pOpMAIU?

23. Kak cBsi3aHBl MeXIYHApOIHBIE CTAHAAPTHI M cTaHAAPTHl PD?

24. Kaxue ocHoBHble cTaHaapTsl P® B obmactu uHOpMArMOHHONH 0e30MacHOCTH
CYyILIECTBYIOT?

25.  Oxapaxkrepusyiite ctangapt 'OCT P UICO/M3K 27002-2014.

26. Uro Takoe mosmTHKa 0€301macHOCTH?

27. Kakoe KOIMYECTBO CpEICTB Orokera opraHuzanud SQGEeKTUBHO TPaTUTH s
obecrnieuennst ”HPOPMAITMOHHOM Oe30macHOCTH?

28. Uro Takoe MHXKEHEpHas 3alIUuTa 00BHEKTOB?

29. IlepeuncnuTe OCHOBHBIC MEPONPHUSITHS MO OOCCICUCHHIO 3aUThl MHPOPMAIMH OT
YTEUKH 110 TEXHUYECKUM KaHaJIaM.

30. Kakue BUIBI KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

31. Yro Takoe Opanamaysp?

Nk~ WN
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32. Yo Takoe aHTUBUpPYCHAs Mporpamma’

33. Uro Takoe »BPUCTUYECKUIN AITOPUTM IMOUCKA BUPYCOB?

34. Uro Takoe CUTHATYPHBII MOUCK BUPYCOB?

35.  Metonbl npoTUBOAEHCTBUS CHU(PGUHTY?

36. Kakue mnporpammHBIC peanu3alid NPOrPAMMHO-AIIAPATHBIX CPEJACTB  3allUTHI
uH(pOopMaluu Bbl 3HaeTe?

37. Uro Takoe MEXaHW3M KOHTPOJIS U pa3TpaHHuEHUs JOCTyma?

38. Kakyio ponp HeceT KypHAJIUpPOBaHUWE JEHCTBUH B IPOrpaMMHO-aIapaTHBIX
CpeacTBaxX 3amuThl HHGopManmuu?

39. Uro Takoe cpeacTBa creraHorpaduuecKon 3amuThl HHGOpMaIuu?

40. Yro Ttakoe kpunrorpadus?

41. Kakue UCTIONB3YIOTCSI CHMMETPHYHBIE aJITOPUTMBI KU (POBaHUS?

42. Kakue UCTonb3yrTCs aCCUMETPHYHBIC aITOPUTMBI MU(POBAHUS?

43. UYro Takoe kpunrtorpaduueckas xem-yHKus?

44. Kakue Ucnonb3yloTcs Kpunrorpapuieckue xem-pyHkunn?

45.  Yro Takoe nudpoBasi MOAMKUCH?

46. Yto Takoe MHPPACTPYKTypa OTKPHITHIX KIIFOUEH?

47. Kakue poccuiickue W MEXIyHApOJIHBbIE CTaHIApPThl Ha (QopMupoBaHue HUDPOBOU
MOAMUCH CYIIECTBYIOT?

48. Kaxkue ocHOBHBIE KpunTorpadguueckrue mpoTOKOIbI UCIOIB3YIOTCS B CETIX?

Ilpumepvt mem 2pynnoevix oucKyccuii:

1.Ha3HnayeHnue, CTpyKTypa U METOJMKA NOCTPOCHUS Pa3pelIUuTEeIbHON CHCTEMBI
J0CTyTIa MepcoHaia K cekperaM (pupMsl.

2 Tlopsinok MpoBeleHUsl MEPEroBOPOB M COBEIAHUN MO KOH(HIECHIUATbHBIM
BOITPOCAM.

3. Buapl ¥ Ha3HaueHHE TEXHMYECKUX CPEACTB 3allUThl HHQOpMAIUU B
ITOMEILEHUSX, HCTIOJIb3YEMBIX JIJIS1 BEICHHS IEPETOBOPOB U COBEIIAHUM.

4. Tlopsaok paboTbl C MOCETUTENSIMU (UPMBI, OpPraHU3alUOHHBIE U
TEXHUYECKUE METO/IbI 3aUThI CEKPETOB (DUPMBI.

5. [Mopsiaok 3ammThl HHGOPMAIMK B PEKJIAMHOMN U BHICTABOYHOU EATETLHOCTH.

6. OpranuzannoHHoe oOecrieueHue 3almThl UHPOpMaluu, 00pabdaThiBaEMO
CPEACTBAMH BBIYMCIHUTEIBHON U OPraHU3allMOHHON TEXHUKH.

Ilpumepvl munosvix 3a0anHuil 0131 KOHMPOALHOU PAOOM L.

Tewma 1. Yrpo3sl uHbOpMAIIMOHHON O€30MaCHOCTH B CETSIX OpTraHU3aINH
Jlist BeIOpaHHOTO OOBEKTa 3ammuThl WHOOpMAIuu (Hampumep, MOYTOBBIN CepBep,
KOMIIBIOTEp B Oyxraiarepuu, TeneoHHas Oa3a OTrpaHHUEHHOTO TMOJIb30BAHUSA Ha
AIIEKTPOHHBIX HOCHUTENAX M Jp) MPOBECTH AaHAIN3 3alUIICHHOCTH OOBEKTa II0
CJIEYIOIIUM MyHKTaM BHUJ YIPO3, XapakTep MPOUCXOKICHHUS YIpo3, KJIacchl KaHAJIOB
HECAaHKIIMOHUPOBAHHOTO TMOJY4YeHHUs] WH(OPMALMW, HUCTOUYHUKHU TIOABIICHUS YIPO3,
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NPUYMHBl HApPYIIEHUS LEJOCTHOCTH HH(POpPMAIMH, MOTEHI[MAIBHO BO3MOXKHbBIE
3JI0yMBILUIEHHBIE AeHCcTBUSA. ONpenennTh Kace 3aluThl HH(POPMALIHH.

Tema 2. Vnpasnenue wunnuaeHramu Mb u obecnieyeHre HENPEPHIBHOCTH
OuzHeca

PaccmoTpers HOpMaTuBHYIO 0a3y ynpaBinenus uHIuAeHTamu Wb wu
oOecrieueHue HenpepblBHOCTH OwnsHeca. Cranmapt ISO 27035. Unentuduxanus,
MPOTOKOJIUPOBAHKE, pearnpoBanne Ha MHIUAEHTHI 1b. Bnusaaue nanuaentos b Ha
ousnec-miporiecchl. CpenctBa ympasieHus: coositusamu b, SOC-neatper Ub, SIEM-
CUCTeMBbl  ympaBieHuss uHpoOpManued O  OE30MacHOCTM U COOBITUSIMU
nH(popmanmonHoil Oe3onacHoctH, |IRP-cuctembl aBTOMaTtW3anuu pearupoBaHHs Ha
MHUUJEHTHl HHPOPMAMOHHOU 0€30MMacHOCTH

VYnpaiieHue HeNpPepbIBHOCThIO OM3HECA OpraHU3aIUH.

Temamuka 00K1a006:

1 UndopmanmonHoe npaBo U HHPOPMaMOHHAsA O€30MACHOCTb.

2 Konneniust uHGOPMAIIMOHHON O€30MTaCHOCTH.

3 AHanu3 3aKOHOJATENbHBIX aKTOB 00 OXpaHe HMH(OPMALMOHHBIX PECYpPCOB
OTKPBITOTO AOCTYyIIA.

4 AHanu3 3aKOHOJATENbHBIX AKTOB O 3alllUT€ WH(OPMAIMOHHBIX PECYpCOB
OTPaHUYEHHOTO JIOCTYIIA.

5 CooTHoleHUE TMOHATHIA: WH(OPMAIMOHHBIE PECYpChbl, MHPOPMALUOHHBIE
CUCTEMBbI 1 UH(POpPMaLIMOHHAsE 0€3011aCHOCTb.

6 MupopmannonHas 0e30macHOCTh (0 MaTepuanaM 3apyOeKHbIX UCTOYHUKOB
U JIUTEPATYPBHI).

7 IIpaBoBbIE OCHOBHI 3aITUTHI KOHPHUACHIIMATEHON HH(GOPMAIIIH.

8 DKOHOMHMYECKHE OCHOBBI 3aIIUTHl KOH(DHUICHIINATIEHON HH(GOPMAIIHH.

9 Opranu3anoHHbIe OCHOBBI 3aIIUTHI KOH(DUIEHIIHAIBHON HHPOPMAIIIH.

10 CtpykTypa, coiaepkaHue€ U METOJIMKA COCTABIICHHMSI TEPEYHS CBEICHUM,
OTHOCAIIMXCS K NPEANTPUHUMATEIIbCKON TAHE.

11 CocraBrneHre WHCTPYKITUU IO 00pabOTKE W XPaHEHUIO KOH(PUIACHITUATHHBIX
JOKYMEHTOB.

12 HampaBieHust 1 METOJIbI 3aLIUThI JOKYMEHTOB Ha OyMa)KHBIX HOCUTEIISIX.

13 HanpasieHust 1 METO/bI 3aIIMUThl MAITUHOYNUTAEMBIX IOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOHPUIACHIIUATbHBIX JOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3alIUTHI ayANO0- U BU3YaJbHBIX TOKYMEHTOB.

16 TIlopsmox moxbopa rmepcoHana sl pabOThl ¢ KOH(MUIACHIIUATLHOMN
uHpopMaiuei.

17 Meronuka TECTUPOBAHUS U MPOBEACHUS COOECEOBaHUS C MPETEHICHTAMU
Ha JIOJDKHOCTb, CBA3AHHYIO C CEKpeTaMu (DUPMBI.

18 Ha3Hauenue, CTpyKTypa U METOAMKA MOCTPOEHUS Pa3pELINTENIBHON CUCTEMBbI
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J0CTyTIa MepcoHaia K cekperaM GupMsl.

19 Tlopsinox mpoBeneHUs MEPErOBOPOB U COBELIAHUI MO KOH(UICHINAIBHBIM
BOIpOCAM.

20 Buapl um HazHaYeHHE TEXHUYECKUX CPEACTB 3alIUThl MH(POpMaluu B
NOMEIIEHUX, UCTIOIb3YEMBIX JIJIsl BEACHUS [IEPETOBOPOB U COBEIIAHUM.

21 Tlopsimox pabGoTel ¢ MOCETUTENSIMH (UPMBI, OpPraHU3ALMOHHBIE U
TEXHUYECKUE METO/IbI 3aIUThI CEKPETOB (DUPMBI.

22 Tlopsimox 3ammThl HMHQOpMAMKM B  PEKIAMHOM W BBICTABOYHOM
JESITEIbHOCTH.

23 Opranu3aiiuoHHOEe ObOecreyeHne 3amuThl uHpopMaluu, odpadbaTbiBacMO
CpEICTBAMU BBIUYUCIUTEIHHON U OPTAaHU3AIIMOHHONW TEXHUKH.

24 Awnanu3 HMCTOYHMKOB, KAaHAJOB pACIpPOCTPAHEHHs M KAaHAJIOB YTEUKHU
nH(popmanuu (Ha npuMepe KOHKPETHON (pUPMBI).

25 AHanu3 KOHKPETHOW aBTOMAaTHU3MPOBAHHOM CUCTEMBbI, IPEeJHA3HAYEHHOM IS
00paboTKM U XpaHeHUs1 HHGOPMAITUU O KOH(PHUICHIIMAIBHBIX IOKYMEHTaX (PUPMBI.

26 OcHOBBI TEXHOJOTMM OOpaOOTKM U XpaHEHUS KOH(PHICHUIUAIbHBIX
JOKYMEHTOB (110 3apyOeKHOI TuTeparype).

27 Ha3naueHue, BUbI, CTPYKTypa U TEXHOJIOTHS (PYHKIMOHUPOBAHUS CUCTEMBI
3aIUThl HUHOPMaLIUK.

28 TloBeneHue mepcoHana W OXpaHa (UPMBI B DKCTPEMAJbHBIX CHUTYaIIMSIX
Pa3IMYHBIX THIIOB.

29 Amnamutuueckas paboTa MO BBISBICHUIO KAHAJIOB YTEUYKHM HHPOpMaluu
(upMBL.

30 HanmpaBneHus: 1 METO/IBI 3aIIUTHI MPOPECCHOHAIBHOMN TalHBI.

31 HanpaBneHUs 1 METO/BI 3aIUTHI CITY>KEOHOM TalHBI.

32 HanpaBneHUs: ¥ METO/BI 3aIIUTHI IEPCOHATIBHBIX TAHHBIX O TPa)K/IaHax.

33 [locTpoenue u GyHKIMOHUPOBAHHUE 3AIUIIIEHHOTO JOKYMEHTO000pOTa

Tunosasi cTpyKTYypa 3a4eTHOI0 3aaHUS

Haumenosanue oyenounozo mamepuana Maxcumanvnoe
KoJlu4uecmeo 0ainos

Bonpoc 1. Onpegenutb MecTo HHOOPMAIMOHHON 15
0e301acHOCTH B 00€CIIEYeHHH CUCTEMBI OOIIECTBEHHOMN
0e301acHOCTH
Bonpoc 2 OxapakTepus3oBaThb YpPOBHH pealU3allU 15
uH(OPMAIMOHHOW O€30MaCHOCTH
IIpakmuueckoe 3adanue. Onucatb xapakTep HCHUCTBUS 10
OpraHU3aIMOHHBIX KAaHAJIOB HECAHKIIMOHUPOBAHHOTO
JocTyna K uH(pOopMaIuu. PackpbITh
MOCIIEAOBATEIBHOCTh yCIOBUS W (DOpPMBI  JOIMyCKa
JOJKHOCTHBIX JIMI] K TOCYTapCTBEHHOM TanHe
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IToka3aTe/in 1 KPpUTEPUH OLICHUBAHUS IVIAHUPYEMbIX Pe3yJIbTATOB OCBOCHHS
KOMIIETCHIIUH M Pe3yJ1bTATOB 00y4eHusl, KAJA OLeHUBAHUSA

Tabmuua 5
®opmupyembie Miukarop Kpurepuu Yposenn
IIIkana oueHNBaAHNA JAOCTHKCHUS OCBOCHUSA
KOMIIETeHIUH OLICHUBAHHUSA .
KOMIICTeHIIUH KOMIIeTeHI U
YK-1. Cnocoben  [YK-1.2. 3HaeT BepHO M B NoJHOM oObeme:| IIpoaBUHYTBIN
OCYLIeCTBJISATH Pa3pabarsiBaeT KPUTEPHH COIMOCTAaBJICHUS Pa3JIMYHBIX
MOMCK, BapHaHTBI PEIICHUS [BADUAHTOB PELIEHUS ITOCTABICHHON
KpUTHYeCKHii poOIeMHON Bamadn
AHaAJIN3 U CHHTE3 CUTyallul Ha OCHOBC|Y meeT BEPHO M B NOJHOM odeme:
uHpopManuu, KPUTUICCKOTO OCYLIECTBJISITh KPUTUYECKUHM aHaJIn3
NMPUMEHATH AHAJN3a IOCTYITHBIX |cOGPaHHOM uHpOpMALUH Ha
CUCTEMHBIN NMOAX0A MCTOYHHUKOB COOTBETCTBHUE ee YCJIOBHSIM U
LISl peLeHust H(OpMaLK KPUTEPHSM PpEIHICHUS MOCTaBJICHHON
MOCTABJICHHBIX Bamadd; OTIUYaTh (PAKTBI OT MHCHWIA,
3apa4 UHTEPIIPETALlMA M OLEHOK  IIpH]
aHanuze coOpaHHOW HMH(pOpPMAINH;
COIIOCTAaBIIATh u OILICHUBATh
[pa3IMYHBIE ~ BapUaHTBl  PELICHUS
[IOCTABJICHHOW 3aJlauM, OIpereiss UX|
IMOCTOMHCTBA U HEJJOCTATKH
OIIK-2. CniocoGen [OIIK-2.1. 3HaeT BEpHO M B MOJHOM O0beMe:
OCYLIECTBJIATH Onpexnensier MeTOIpI cOopa MH(DOPMAIIHH, CIIOCOOH]
cOop, 00pabOTKY H [ICTOUHUKHU M BUI €€ MpeICTaBICHUS, NMPUMEHss

85—
100
0aJsI0B

«3aYTECHO»

aHAJIN3 JaHHBIX,
HEe00X0AMMBIX ISl

MHPOPMALIUU H
OCYIIECTBIISET HX

COBPEMEHHOE
oOecrieueHne

MPOTPaMMHOE

PeUICHUA [MOVICK Ha OCHOBC Y MmeeT BepHO M B IIOJIHOM o00beMe:
MOCTABJICHHbBIX IMOCTAaBJICHHBIX IMCIIOJIL30BAThH COBpeMeHHLIP'I
YNpaBJeHYeCKUX  [IETIeH TSl PEIICHHUS] [AHCTPYMEHTAPHN 1

Baxa4, ¢ MPOGhECCUOHANBHBIX [UHTEIIEKTYaIbHbIE HH()OPMALIHOHHO-
MCIIOJIbB30BAHUEM Baxa4 AHAJIUTUYECKUE CUCTEMBI
COBPEMEHHOI0

MHCTPYMEHTAPHUA U

MHTEJIEKTYAIbHbIX

MHPOPMALIIOHHO-

AHATUTHYECKHUX

CHCTEeM

OIIK-5. Cniocoden (OITK-5.2. 3HaeT BepHO M B NMOJHOM O0BbeMme:
MCIOJb30BaTh mpu [[Ipumenser 0COOEHHOCTH HCTI0JIb30BaHUS]
pereHun COBpEMEHHBIE COBPEMEHHBIX WH(POPMAIIHOHHBIX
npogeccHoHaAILHBIXTH()OPMAIIIOHHBIE  [TeXHOJIOTHHA 51 CHCTEM 1Sy
3aJa4 COBPEMEHHBbIETEXHOIOTHH U TIOCTAHOBKM W DEIIEHHMS  3a1ay
uHGOpPMaIMOHHBbIE |[CUCTEMBI JIs [YIIpaBIIEHUs, BKJIIOYas YIPAaBICHUE
TeXHOJOIrMHU 1 [TOCTAHOBKH U KPYIHBIMA MAacCHUBAMH JIAHHBIX U UX
nporpaMMHbIe [peleHus 3aaa4 MHTEJUIEKTYaJIbHBIHM aHaIu3

CPEACTBA, BKIKOYasi ypaBJICHNS, 'YMeeT BepHO U B IOJHOM o0beMe:
ynpaBJIeHHE BKJIrOYAsA [peIIaTh 3aa41 yIPaBJICHHUS HA
KPYIHBLIMH YIIpaBJICHUEC OCHOBE MCIIOJIB30BaHNS COBPEMEHHBIX
MAaCCUBAMHU TAHHBIX [KPYITHBIMU MH(OPMALIMOHHBIX TEXHOJIOTUH U

M UX
HHTeJIJIeKTyaJIbHLIﬁ

MacCBaMU JTaHHBIX
15970.€

CUCTEM
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aHaIu3 MHTEJJIEKTYaJIbHbIN
aHaIU3
OIIK-6. Cniocoden (OITK-6.1. 3HaeT BepHO U B MOJHOM 00beMe::
MOHMMATH Vcrnionb3yet XapaKTEepUCTUKHU COOTBETCTBYIOLIUX
MPUHIMITBI PAGOTHI COOTBETCTBYIOIIUE [COJEPIKAHUIO TPOPECCHOHATIBHBIX
COBpEeMEHHBIX COJIEPKAHUIO Bamad COBPEMEHHBIX IU(PPOBBIX
MHGPOPMAIMOHHBIX [TPO(ECCHOHATBHBIX [MHPOPMAIIMOHHBIX TEXHOIOTHH
TEeXHOJIOTMil U 3aJ1ay COBpEMEHHbBIE
HCIONIL30BATH HX  [H(pOBBIC 'VMeeT BepHO U B 110JIHOM 00beme:
ISt petnenust 32124 MHPOPMALMOHHDIE |0 v COBpeMeHHbIE
npogeccuoHAILHOI TEXHOJIOTH, HdpOBbIE MHDOPMALHOHHBIE
mesATeIbHOCTH OCHOBBIBAsICh Ha TeXHOMOTHH /Tl PELICHNS 33121
[IPHHLHAIIAX X NpodeccHOHATBHOMN JEATENBHOCTH
[paboThI
OIIK-6.2. 3HaeT BEPHO U B NMOJHOM 00beMe:
ITonumaer MPUHLUITEL PA0OTHI COOTBETCTBYIOLIHX|
MPUHLUIIBI Pa0OTHI  |cOJIEpKaHHUIO TPO(ECCHOHAIBHBIX
COBPEMEHHBIX 3ajia4 COBPEMEHHBIX LU(PPOBBIX
poBBIX MH(OPMALMOHHBIX TEXHOJIOTUI
MH()OPMAITMOHHBIX |V MeeT BEPHO U B NOJHOM
TEXHOJIOT U, 00beMe: TIPUMEHSTh PUHITUTIBI
COOTBETCTBYIOIINX pa6OTbI COOTBCTCTBYIOIIINX
COACPIKAHNTIO COACPIKaHUIO HpO(l)eCCI/IOHaHBHLIX
HPO(I)GCCI/IOHaHBHHX Bagad COBPEMEHHBIX uI/I(prBLIX
3axa4q I/IH(bopMauI/IOHHLIx TEXHOJIOTUH
YK-1. Cnocoben  [YK-1.2. 3HaeT c He3HAYNTeJbHbIMH
OCYLIECTBJISATH IPazpabarsiBaeT BaMeYaHUSIMU: KpUTEPHH
MOMCK, BapUaHTbl PELICHUS [COTIOCTABIICHUS Pa3JIMYHbIX BapUAHTOB
KPUTHYECKH I poOJIeMHOM [peLIEeHHs [TOCTABJIEHHOM 3a/1auu
aHAJIN3 M CHHTE3  CUTyalluu Ha
uHpopmanum, OCHOBE
NMpPUMEHSTH KPUTHIECKOTO
CHCTEeMHBII MOAX0/ [AHAJIN3A JOCTYIIHbIX]
70-84 NI peleHus MCTOYHHUKOB
6asoB moCTaBJIeHHBIX MHpOpMaLN
Bagayq
IloBbIIEHHBIH
«32YTEHO»
'Ymeer c HEe3HAYMTeIbHbIMY
BaMeYaHUsIMU: OCYIIECTBIISATH
KPUTHYECKMH  aHaiu3  coOpaHHOU

nHpOpManIMK Ha COOTBETCTBHE €€
[YCIIOBHSIM U KPUTEPHUAM pPELICHUs
[MOCTAaBIEHHOW  3aJaud;  OTJINYATH
(akTbl OT MHEHHH, WHTEpIIpeTanuii u
OLICHOK TMpH aHanu3e COOpaHHOH
HHpOpMaNy, COTIOCTAaBIIATh n
OLICHWBATbh  pA3JIMYHBIC  BapHAHTH]
[pCIICHUSI ~ TIOCTABJICHHOW  3a/1a4w,
ONpenensas WX  JOCTOMHCTBA N

HEIOCTATKH
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OIIK-2. Cnocoben [OITK-2.1. BHaer c He3HAYHNTEIbHBLIMH
0CYIIIECTBJISATH Onpenensier BaMeYaHUAMM METO/IbI cbopa
cO6op, 00padoTKY M [ICTOYHUKHU mHpopManuy, Ccrocodbl M BUI €€
aHAJIN3 JaHHBIX, MHPOPMALNH H MpEACTaBICHUS, TIPAMEHSIS
HEeOOXOMMMBIX JJIsl (OCYIIECTBIISIET UX |[COBPEMEHHOE MIPOTPaMMHOE
pelieHus [TOMCK Ha OCHOBE |oOecIieueHue

MOCTABJECHHBIX MOCTaBJICHHBIX YMeerT ¢ He3HAYUTEIbHBIMU
YIPaBJIEHYECKUX  [LENei s pEICHUsI 3aMedaHUsAMH : HCIIOJIb30BaTh

Bajgay, ¢ HPO(’{)GCCI/IOHaHBHBIXCOBpeMeHHLIP”I WHCTpYMEHTApUi U
HMCIIOJIB30BAHHEM  3aJla4d MHTEIUIEKTyalIbHbIe HH)OPMAIIOHHO-
COBPEMCHHOTO AHAIIMTUYECKUE CHCTEMBI
MHCTPYMEHTAPUS U

MHTEJUIEKTYAJbHBIX

MH(OPMALHOHHO-

AHAJTUTHYECKUX

cucTeM

OIIK-5. Cnocoben [OITK-5.2. BHaer c He3HAYHNTEIbHBLIMH
HCoab30BaTh mpu [[Ipumenser 3aMeYaHUSIMHU 0COOEHHOCTH|
peleHnn COBPEMEHHBIE FICTIOJIb30BAHUS COBPEMEHHBIX
npodeccuoHATBHBIXMHPOPMAIIOHHBIE [MHPOPMAIIMOHHBIX ~ TEXHOJIOTHH U
Bajay COBpeMEHHBIETEXHOIOTHU 1 CUCTEM I IOCTAHOBKM U PELICHUS
HHPOPMAIIMOHHDbIE (CHCTEMBI JJIS Bamad YIpPaBJIEHUS, BKJIFOYAs
TeXHOJIOTHH U [MOCTAHOBKH M yIpaBlieHUe KpYHMHBIMH MacCHBaMH
l'lpOl"paMMH])le peH_ICHI/ISI 3aaa4 JTAQHHBIX nu ux I/IHTeHHeKTyaHLHHﬁ
cpeacTBa, BKJIKOYAasi [ylIpaBICHUS, AHAJIU3

YIpaBJICHHUC BKIIFO41as 'YMeeT ¢ He3HAYNTEIbHBIMHU
KPYIHbIMHA yIpaBJICHUC 3aMe4YaHUSAMM . PELIaTh 3a/1a4u

MaccHBaMH JaHHbIX
M UX
MHTeJUIEKTYaIbHbIH
aHaIn3

KpPYIHBIMU
MaCCUBaMU JIaHHBIX
1 UX
MHTEIUIEKTyaIbHbII
aHaJIN3

[YIIDABJIEHUSI HA OCHOBE
MCII0JIb30BaHUS COBPEMEHHBIX
MH(OPMALIMOHHBIX TEXHOJIOTUH 1
CUCTEM

OIIK-6. Cnocoden
MOHMMATH
MPUHIHUIBI Pa00ThI
COBpPeMEHHbIX
MH(OPMAIIHOHHBIX
TeXHOJIOTUil U
MCMOJIb30BATH UX
IJ1s1 peleHust 3a1a4
npogeccuoHAIBHOI
nesITeJIbHOCTH

OIIK-6.1.
Hcnons3yer
COOTBETCTBYIOIINE
COJICPIKaHNIO
npodeccrnoHamTbHBIX
Basa4 COBPEMEHHBIE

3HaeT ¢ He3HAYHMTEIbHBIMH
3aMeYaHHMSIMHU:: XapaKTePUCTUKH
COOTBETCTBYIOLUX COACPIKAHUIO
mpoecCHOHANIBHBIX 33714
COBpPEMEHHBIX [IU(DPOBBIX
MH(OPMAIIMOHHBIX TEXHOJIOTUI

U poBBIE
MHGOPMALMOHHBIE
TeXHOJIOTHH,
OCHOBBIBAsICh Ha
MPUHINIIAX WX

'YMeeT ¢ HE3HAYNTETbHBIMHU
3aMeYaHUSIMH. HCIIOIB30BATh
COBpEMEHHBIE IIH(PPOBHIE
HH(pOpMaHHOHHBIC TCXHOJIOTHUH JJIA
pemeHust 3aga4 npogeccHoHaIbHON

paboTsl NeSTENLHOCTH

OI1K-6.2. 3HaeT ¢ He3HAYMTEIbHBIMHU
ITonumaer BaMeYaHUSIMU: TIPUHIIAITEI PaOOTHI
MPHUHIUIEI PabOTHI [COOTBETCTBYIOIINX COJIEPKAHHIO
COBpEMEHHBIX MpodeccCHoHaNBHBIX 33/1a4
poBBIX COBPEMEHHBIX IIU(DPOBBIX
MH(GOPMAMOHHBIX [MH(OPMAIIMOHHBIX TEXHOJIOTHH
[TeXHOJIOTHA, VMeeT ¢ He3HAYHTEIbHBIMHA
COOTBETCTBYIOUIMX BaMe4aHUSIMM: IPUMCHSTD IIPUHIIUIIB
COACPIKAHUIO [pabOTBI COOTBETCTBYIOLIMX

PO eCCHOHANBHBIX|(COIepKaHUIO TIPO(PECCHOHATBHBIX
Bajtaqd 3ajia4 COBPEMEHHBIX LU(PPOBBIX

MH(POPMATMOHHBIX TEXHOJIOTHI
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50 - 69
0aJsI0B

«3aYTECHO»

VK-1. CnocoGen  [YK-1.2. 3Haer Ha 0a30BOM YpOBHe, C

OCYILIeCTBJIATH Pa3pabarsiBaeT OIINOKAMM: KpPHUTEPUH

MOMCK, BapUaHTHI PEIICHUS [COMOCTABIICHHS PA3IMUHBIX BApPUAaHTOB

KPUTHYECKH I poOIeMHON [pEeLLIEHNS [TIOCTABJIEHHOM 3a1auu

aHaJIM3 M CHHTE3  (CUTyalluu Ha

uHpopManuu, OCHOBE

NMPUMCHATH KPUTHICCKOTO 'Ymeer Ha 0a30BOM ypOBHe, ¢

CUCTEMHBIH NMOJAX0/A [AHAIM3a TOCTYIHBIX|oIuOKaAMMU OCYIIECTBIIATH

A1 peleHus MCTOYHHUKOB KPUTHUYECKMH  aHajau3  CcoOpaHHOU

MOCTaBJICHHBIX HbOpMaLy MHpOpMaNMKM Ha COOTBETCTBHE €€

3ajaa4 [YCIOBUSAM U KPUTEPUAM DPEIICHUS
MOCTABICHHOH  3aJadd;  OTJINYaTh
(bakTBl OT MHEHUH, WHTEPIpPETANHN H
OLICHOK MpH aHanmnM3e COOpaHHOH
nHpOopManny; COIIOCTABIIATH u
OLICHWBATh  pa3JIMYHbIC  BapHaHTH]
[pEIICHNS] ~ TIOCTAaBJICHHOW  3a/1a4w,
ompenenss UX  JAOCTOMHCTBA 1
HeI0CTaTKU

OIIK-2. Cniocoben (OITK-2.1. 3naer Ha 0a30BOM YpPOBHe, ¢

OCYILLIECTBJISATh Onpenensier OIINOKAMM: METO/IbI cbopa

cOop, 00padoTKY M [ICTOUYHUKHU uHdopMaLuK, crnocoObl M BHI €€

aHAJM3 IaHHBIX,  [MHDOPMALUH U MpeaCcTaBICHuUS, MIPUMEHSIS]

HEeOOXOMMMBIX [IJIsl [OCYLIECTBIISET UX |[COBPEMEHHOE MPOTpaMMHOE

pereHnst MOWCK Ha OCHOBE  (0OecreyeHue

MOCTABJIEHHBIX MOCTABIEHHBIX Vmeer Ha 6a30BOM ypoBHe, ¢

YOPaBJEHYECKHUX  [IEJICH U PCIICHUA oiiiufKkaMM: UCII0JIb30BATh

Baga4, ¢ Hpoq)GCCHOHaHBHHXCOBpGMGHHHﬁ HHCTPpYMEHTapui u

HCHoJb30BaAaHUEM  3ajaq MHTEIJIEKTyallbHbIe HHHOPMAIIMOHHO-

COBPEMEHHOI'0 AHAJTUTUYCCKUE CHCTEMBI

MHCTPYMEHTapHus 1

MHTENIeKTYAJIbHBIX

MH(OpPMaLlUOHHO-

AHAJIMTHYECKHX

cucTeM

OIIK-5. Cniocoden (OITK-5.2. 3Haer Ha 0a30BOM YpOBHe, ¢

HCcnoab30BaTh npu [[Ipumenser OIINOKAMM: 0Cc00EHHOCTH

pelHICcHUN COBPEMECHHBIC MCIIOJIb30BAaHUA COBPEMCHHBIX|

npodeccHoHATBHBIXMHPOPMAIIOHHBIE [MHPOPMAIIMOHHBIX  TEXHOJIOTHH |

3a/1a4 cOBpeMeHHbIeTEXHOJIOIHU H CHCTEM JUISi TIOCTAaHOBKM M PEIICHUS]

nHGpOPMANMOHHBIE CHCTEMBI IS Baga4 yIIpaBJIeHUs, BKJTFOYast

TeXHOJOTHH U MOCTaHOBKHU H YIIpaBlieHHE KpPYNHBIMH MacCHBaMH

MporpaMMHbIe [peneHus 3a1a4 MAHHBIX W WX HMHTEJUICKTYalbHbINA

cpeacTBa, BKJIIOYAsI [yIPaBICHHU, QHAIN3

ynmpaBJIeHUe BKITHOYas 'YmeeT Ha 6a30BOM ypOBHe, ¢

KPYIHbIMH ynpaBJICHHC OIIMOKAMM: pelIaTh 3aa4u

MacCuBaMM JaHHBIX
M X

KpYIHBIMHU
MacCHUBaMU JIaHHBIX

lyOpaBJICHHS Ha OCHOBC
IMCITOJIB30BaHNUA COBPEMEHHBIX

MHTE/UIEKTYAJIbHBIHH UX MH()OPMAIMOHHBIX TEXHOJIOTHUH 1
aHaJIu3 MHTEJUIEKTYaJIbHBIN [cHCcTeM

aHAJIN3
OIIK-6. Criocoden (OITK-6.1. 3HaeT Ha §a30BOM ypOBHe, C
MOHUMATh Mcnons3yet OLIHOKAMM:: XapaKTEPUCTUKH
MPUHITAITBI pa0oThI (COOTBETCTBYIOLINE |COOTBETCTBYIOLINX COMCPIKAHHUIO
COBpEMEHHBIX COCPKAHUIO mpodecCHOHABHBIX 3a/1a4
HH(POPMANMOHHBIX [IPOPECCHOHATBHBIXICOBPEMEHHBIX HU(PPOBBIX
}'rexnonorm“l " 3a/1a4 COBPEMEHHbICMH(POPMALMOHHBIX TEXHOIOTHI

ba3oBbIii
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HCIIOJb30BATHh UX

dpossie

'YmeeT Ha 6a30BOM ypOBHe, ¢

15 pemenns 3a1a4 MHOOPMALMOHHbBIE (OIIHOKAMHU: UCIIOIb30BaTh
npodeccHoHaTBbHO¥ TEXHOIOTUY, COBpPEMEHHBIE LIU(POBHIC
meATeTbHOCTH OCHOBBIBAsICh HA  [MH(OPMAIIIOHHBIE TEXHOJIOTHH JUIS
MPUHIONTIAX UX pemeHust 3aga4 npogecCHOHaIbHON
[padoTHI e TENFHOCTH
OIIK-6.2. 3HaeT Ha 6230BOM ypOBHe, ¢
[ToHnMaer OIIMOKAMM: [TPUHIUIBI PaOOTHI
MPUHIUIIBI PA0OTHI [COOTBETCTBYIOIIUX COJEPKAHHIO
COBPEMEHHBIX MpodeccHoHaNBHBIX 33/1a4
I poBBIX COBpPEMEHHBIX IIU(DPOBBIX
MH(GOPMALMOHHBIX [MH(OPMAIIOHHBIX TEXHOIOTHH
TeXHOJIOT Ui, 'YMeeT Ha 6a30BOM ypoOBHE, €
COOTBCTCTBYIOINNX  |omiMOKAMM: IPUMEHATH TPUHIIMIIBI
CONCPKAHUIO [PabOTHI COOTBETCTBYIOIIUX
PO(hECCHOHANBHBIX(Co 1epIkaHIIO0 MPO(ECCHOHATBHBIX
saja4 3ajia4 COBPEMEHHBIX LU(PPOBBIX
MH()OPMALMOHHBIX TEXHOJIOTUI
YK-1. Cnocoden  [YK-1.2. He 3naer Ha 0a3oBom YyposHe: Komnerenuun
OCYILIEeCTBJIATH IPazpabarsiBaet KPUTEPUH COIOCTABICHHUS Pa3IMIHBIX He
MOMCK, BapUaHTHI PEIICHNS BADHAHTOB PEIICHUS IOCTABICHHOHCGOPMUPOBAHDIL
KPUTHYECKHU I poOJIeMHOM Bajayu
AHAJIN3 U CHHTE3 CUTyalluH Ha He yMeeT Ha 0a30BOM YPOBHE
HHpOpMAIMH, OCHOBC OCYILECTBIIATh KPUTHUYECKUI aHAIN3
NPUMEHATH KPUTUYECKOTO coﬁpaHHoﬁ I/IH(l)OpMaHI/II/I Ha
CHUCTCMHBIN MMOAX0/ [aHaJIN3a JOCTYIHBIX[COOTBETCTBUE ce YCJIOBUSIM b5
IS PEIICHU S MCTOYHUKOB KPUTEpUSAM PpELIEHUS IOCTABJIEHHOU
MOCTABJICHHBIX uH(bOopMaLuK 3agadyu, OTJIUYaTh (baKTH OT MHCHHIA,
Baga4 UHTEpIIPETAllMd U OLEHOK  IIpH
aHanu3e coOpaHHOW  HMH(pOpMaIHH,
COTIOCTABIIATh u OIICHHBATH|
[pa3JMYHBIE  BapuUaHTBl  PELICHHS
MOCTABJICHHON 3a/Ja4d, ONpEAEeNss HX
ITOCTOMHCTBA M HEJIOCTATKU
OIIK-2. CniocoGen [OIIK-2.1. He 3naer Ha 0a30BOM YpOBHe:
OCYLIECTBJIATH Onpexnensier MeTOBI cOOpa MH(POPMAIIUH, CIIOCO0H]
MeHee cOop, 00pabOTKY H [ICTOUHUKHU M BUJ €€ IPEACTaBIICHHS, NPUMEHSS
50 aHAIU3 IaHHBIX,  MHOOPMALNH U COBPEMEHHOE MPOTPaMMHOE
GAILIOB «He 324TEeHO» He00XOAMMBIX JUISl [OCYIIECTBISIET UX  |oOecrieueHne

peuieHust [TOVICK Ha OCHOBC | He ymeeT Ha 6a30BOM ypOBHe:
MOCTABJICHHBIX TMOCTaBJICHHBIX IMCIIOJIL30BATh COBpeMeHHLIfI
YIpPpaBJICHYCCKUX SIS IJId pCIICHUA I/IHCprMeHTapI/Iﬁ u

Bama4, ¢ HPOQ)CCCHOHEUTBHHXHHTenneKTyanLHHe nH)OPMAITMOHHO-
MCHO0JIb30BAHUEM Baxa4 AHAJIUTUYECKUE CUCTEMBI
COBPEMEHHOI'0

MHCTPYMEHTAPHUA U

MHTEJIEKTYAIbHbIX

MHPOPMALIIOHHO-

AHAJTUTHYECKHX

cucremM

OIIK-5. Cniocoden OITK-5.2. He 3naer nHa 0a30BOM YpOBHe:
MCIOJb30BaTh mpu [[Ipumenser 0COOEHHOCTHU HUCHOJIb30BAHUS
peLeHnu COBpPEMEHHbBIE COBPEMEHHBIX HH)OPMAITMOHHBIX|
npogeccHoHAILHBIXTH()OPMAIIOHHBIE ([TEXHOJIOTHI M CUCTEM ISl IOCTAHOBKHY|
3aJa4 COBpPEeMEHHbIeTEXHOIOTHH U M pelleHus  3ajay  yIpaBJICHHUS,
MHGOPMaIMOHHBIE |[CHCTEMBI IJIs BKJIIOYAsA  YIpPaBJIICHUE  KPYHHBIMHU
TEXHOJOTUM U MOCTAaHOBKHU U IMacCUBaMH JIAHHBIX u HX|
nporpaMMHble [peIeHNs 3a1a4 MHTEIJICKTYaJIbHBIM aHAJIN3
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cpecTBa, BKJIIOYast
yIpaBJIeHHe
KPYNMHBIMH
MacCHBaMM JaHHBIX
M UX
MHTeJUIEKTYaIbHbIH
aHaIN3

yIIpaBieHus,
BKJIFOYast
yIIpaBJeHUE
KPYITHBIMHU
MacCHBaMH JaHHBIX
M UX
MHTEJUIEKTyalbHBIN
AHAIH3

He ymeeT Ha 0a30BOM ypOBHe:
[peIIaTh 3a/1a4X yIIpaBJICHUS Ha OCHOBE
MCIIOb30BaHUS COBPEMEHHBIX
MH(GOPMAIMOHHBIX TEXHOJIOTHH 1
CHCTEM

OITIK-6. Cniocoden
MOHUMATH
MPUHIUIBI PadoThI
COBpPeMEHHBIX
WH(OPMAIIMOHHBIX
TeXHOJIOT Uil U
MCIOJIb30BATH MX
IJIs1 peleHust 3a1a4
npogeccHoHAIBHOI
meATeTbHOCTH

OITK-6.1.
Wcnone3yer
COOTBETCTBYIOIINE
COJICPIKAHUIO
Mpo¢heCCHOHATBHBIX
3aja4 COBPEMEHHBIC
dpoBsie
MH(POPMAIIMOHHBIC
TEXHOJIOTUH,
OCHOBBIBASICH HA
MPUHIIKTIAX WX

He 3HaeT Ha 6a30BOM ypOBHe::
XapaKTEpPUCTUKU COOTBETCTBYOLINX
COZEpKaHUIO TPO(ECCHOHATBHBIX
3ajia4 COBPEMEHHBIX LU(PPOBBIX
MH(pOPMaAMOHHBIX TEXHOJIOTUI

He ymeeT Ha 6a30BOM ypoBHe:
MCIIOJIb30BaTh COBPEMEHHBIC
dpoBble HHPOPMALIMOHHBIE
[TEXHOJIOTUH JJIsl pELICHUs 3a1a4
npoQeCCUOHANBHON ACITEIBHOCTH

a00THI
OIIK-6.2. He 3HaeT Ha 6a30BOM YpOBHe:
[Tonnmaer MPUHIMIBI pabOTH COOTBETCTBYIOIIMX
MPUHIUIIBI Pa0OTHI [COAEPKAHUIO MTPO(ECCHOHATBHBIX
COBPEMEHHBIX Baziad COBPEMEHHBIX LIU(PPOBBIX
pOBBIX MH(pOPMANMOHHBIX TEXHOJIOTHI
MHPOPMALMOHHEIX [He yMeeT HAa 6a30BOM
TEXHOJIOTHA, YPOBHE: IPUMEHATH IPUHIUIIBI
COOTBETCTBYIOIIUX [pabOTHI COOTBETCTBYIOIIUX
COZIEPKAHUIO COZIepIKaHUIO MTPO(ECCHOHATBHBIX
NpOhECCHOHANBHBIX3aNaY COBPEMEHHBIX LIUPPOBBIX
Ba1aq MH(OPMAIIMOHHBIX TEXHOJIOTUH
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1.1leab u 3a7aun AMCHUTLIHMHBI:

Hesb IMCHUILUIMHBI 3aKITI0YaeTCs B (POPMUPOBAHUU 3HAHHHM 00 00BEKTAX M 33a]auaxX 3allHUThI,
crocobax M cpeacTBax HapylleHus MHGOPMAIMOHHON O€30MacHOCTH, O MPUHIMMNAX U MOAXO0AAX K
peLICHUIO 33434 3alIUThl HMH(GOpMAIMM; a Takxke (OPMHPOBAHWE YMEHHH IO NPUMEHEHHIO
COBPEMEHHBIX TEXHOJIOTUH, BBHIOOpAa CPEACTB U HUHCTPYMEHTOB 3alIUThl HHPOPMAILUH IS
MOCTPOCHHSI COBPEMEHHBIX 3aIIMIICHHBIX 5KOHOMUYECKUX HH()OPMAITMOHHBIX CUCTEM.

3agauM AUCUMIIUHBL:

- M3Y4YUTh cCpeAcTBa obOecrneueHUs HWHGOPMAIMOHHON ©€30MacHOCTH HKOHOMUYECKOM
MH(GOPMALIMOHHOMN CUCTEMbI COBPEMEHHOMN OpraHU3allu;

- (opmMupoBaHue yMEHHS 00ECNEUUTh 3alIUuTy HHpOpMauu U 00BEKTOB MH(POpPMATH3AINH;
(dbopMHpOBaHKE YMEHHS COCTABIIATH 3aSBUTEIBHYIO JOKYMEHTAIMIO B HAJI30pPHBIE TOCYAAPCTBEHHBIC
opranbl ”HPOKOMMYHHUKAIIMOHHON OTPacCIIu;

- U3YYUTh CPEJICTBA 3AIUTHI JAHHBIX OT pa3pyIlAONINX MPOrPAMMHBIX BO3JICHCTBHIA;

- IOHUMAaTh U BHEJPATH OPraHU3alUI0 KOMIUIEKCHON 3alUThl HHGOPMAIIMU Ha KOMITbIOTEpax
OpTaHu3aINH

- (opmupoBaHHEe HABBHIKOB OOECleueHus 3allUThl OOBEKTOB  HHTEIUIEKTYalbHOU
COOCTBEHHOCTH, PE3yIbTATOB MCCIIEOBAHUI U Pa3pabOTOK KaK KOMMEPYECKON TalHBI MIPEIIPUSATHSL.

2.Conepxanue JMCHUIIIMHbBI:

11\;“1-)1 HaumeHoBaHue pa3ieioB / TeM AUCHUILIUHBI
Pa3zoen 1. Ocnosnule onpedenenus u ROHAMUA UHPOPMAYUOHHOU De30nacHocmu

1 Tema 1. Madopmanms kak 00bekT 3amuThl. [IpaBoBoe obecrieueHre HHPOPMAITHOHHOM

' 0e30MacHOCTH

2. Tema 2. Opraau3aimoHHOe oOecriedeHue HHPOPMAITMOHHOW 0€30IaCHOCTH
Pazoen 2. Ilpozpammno-annapamusie cpeocmea u memoowvl o6ecneyeHus
UHpopmayuonnoil bezonacnocmu

4 Tema 4. [IporpamMmHo-anmapaTHble Cpe/IcCTBA oOecrieueHus: HH(OPMallMOHHON 0€30MacHOCTH
B MH(QOPMALIMOHHBIX CETAX.

S. Tema 5. Crannaptsl U cienuuKauy B 001acTH HHGOPMAIIMOHHON 0€30acCHOCTH

TpynoemkocTh McHUIIMHBI cocTaBjaseT 3 3.e. / 108 yaca.

dopma KOHTPOJIS — 3a4eT.
CocraBuTeib:

JlouieHT Kadeappl OyXralaTepcKoro y4era u aHaln3a
Kpacnonapckoro ¢punuana POY um. I'.B. I[lnexanosa, k.im.H. Canuii B.B.
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