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OLEHOYHBIE MATEPHUAJIBI

Mo aucnunaune OCHOBbI UH®OPMALIMOHHON BE3ONNACHOCTH

MNEPEYEHb KOMIETEHIUI C YKABAHUEM PE3YJIbTATOB
OBYYEHMUSA U OTAIIOB UX ®OPMUPOBAHUA 11O JUCHUITJIMHE

dopmupyeMble

KOMIIeTeHIIUH
(k00 u naumenosanue

KOMnemeHyuu)

Nuauxkaropsl
AOCTHKECHUS
KOMIIeTeHI Ui
(K00 u naumenoeanue
UHOUKAmMopa)

PesyabTaThl 00yueHus (3Hanus,
ymenus)

YK-1. CniocodeH ocyniecTBJIsSITh
NOUCK, KPpUTHYECKHI aHAIU3 U
cuHTe3 HH(popManuu, NPUMEHSITh
CHCTeMHBIH MOAXO0A J151 peleHusI
NMOCTABJIEHHBIX 32124

YK-1.1. Ocy1iecTBisieT TOUCK
HeoOXxoauMon MH(pOpMAIHH,
OIMpAsiCh Ha PE3yIbTATHI
aHaJM3a MOCTaBJICHHOM 3a1aunt

YK-1.1. 3-1. 3uaeT OCHOBHBIE METOIBI
KPUTHUYECKOT'0 aHAIKM3a U OCHOBBI CHCTEMHOTO
TOJTX0/1a KaK 00IICHAYYHOTO METOIA.

YK-1.1. ¥Y-1. YMeer aHanu3upoBaTh 3a/a4y,
HCIOJb3Yys OCHOBBI KPUTHUECKOTO aHAN3a U
CHCTEMHOTO MOIXO0/1a.

YK-1.1. ¥-2. YMeeT oCyIIeCTBIATH TOUCK
HEOOXOIMMOM sl pEIICHHUS TTOCTaBICHHOM
3amauu HHQOpMAIH, KPUTUICCKU OICHUBAS
HAJIKHOCTH PA3IMIHBIX ICTOUHIKOB

nH}pOopManuy.
OIIK-2. Cnocoben ocymecTBaaTh | OIIK-2.1. Vcroms3yer OIIK-2.1. 3-1. 3Haer MeTOObl IIOWCKAa W
cOop, 00padoTKy H OCHOBHBIE METOJIBI, CPEIICTBA CHCTEMaTH3alun nHpOpMaHN 00

CTATHCTHYECKHUI aHAIU3 TaHHBIX,
HEO0O0XO0IMMBbIX [IJIsl pelleHust
MOCTABJEHHBIX JKOHOMHYECKHX
3agav

MOJTyYeHHS, TPEACTaBIICHNS,
XpaHeHHS U 00paboTKH
CTaTHCTHYECKHUX JaHHBIX.

OKOHOMHYCCKUX ITPOHECCaX U SIBJICHUAX

ONK-2.1. Y-1. Ymeert paboTaTb C
HaLMOHANbHBIMU N MEXAYHAaPOAHbBIMM
6a3amu AaHHBbIX C LLeblo MOMCKa
MHPopMaL MK, HeobXoANMON ANA peLeHus
MOCTaB/IEHHbIX SKOHOMMWYECKMNX 3aau.

OIIK-2.1.Y-2. YMeeT pacCUUTHIBATh
9KOHOMHYECKHE U COL[HATBHO-3KOHOMHYECKNE
MOKa3aTeNH, XapaKTepU3yIoIlue A TeIbHOCTh
XO3SHCTBYIOMINX CYOBEKTOB Ha OCHOBE
TUIOBBIX METOJMK U IEHCTBYIOIIECH
HOPMaTHBHO-IIPaBOBOH 0a3bl

OIIK-2.1.Y-3. YMeeT IpeacTaBUTh
HaIJISHYIO BU3YaIH3aIHIO JaHHbIX.

OMNK-6. Cnoco6eH noHMMaTb
NPUHUMNbI paboTbl COBPEMEHHbIX
MHPOPMaLMOHHBIX TEXHONOIMA U
MUCNONIb30BaTb UX ANA peLleHUun
3agay npodeccMoHanbHOM
[eATeNbHOCTU

OlMK-6.1. Ucnonb3yet
COOTBETCTBYIOLWME
cogepXaHuio
npodeccmoHanbHbIX 3asad
coBpeMeHHble LuppoBble
MHPOPMaLMOHHbIE
TEXHO/I0rMM, OCHOBbIBAACH Ha
npUHUMNax ux pabotbl

OMMK-6.1. 3-1. 3HaeT: XxapaKTepUCTUKMU
COOTBETCTBYIOLLMUX COAEPKAHNIO
npodeccMoHanbHbIX 33434 COBPEMEHHbIX
UMpPOBbIX MHGOPMALMOHHBIX TEXHOIOTUIA

OnMK-6.1. Y-1. YmeTb: UCcnoab3oBaTb
coBpeMeHHble LdpoBble MHGOPMALMOHHbIE
TEXHOMIOTUWN ANA PeLleHna 3a4a4
npodeccMoHanbHOM AeATeNbHOCTU

OMK-6.2. MoHnmaeT
NPUHUMNBbI paboTbl
COBPEMEHHbIX UMPPOBbIX
NHPOPMaALMOHHbIX
TEXHOJIOTUN,
COOTBETCTBYHOLWMX
coaepKaHuio
npo¢eccuoHanbHbIX 33434

OIIK-6.2. 3-1. 3HaTh: NIpUHIMITEI PAOOTHI
COOTBETCTBYIOIIUX COACPHKAHHIO
npodeCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
1 (POBBIX HHPOPMALMOHHEIX TEXHOJIOTHH

OMK-6.2.Y-1. YmeeT NpMMeHATb NPUHLMMbI
paboTbl COOTBETCTBYHOLLMX COAEPIKAHNIO
nNpodeccMoHaNbHbIX 3a/,a4 COBPEMEHHbIX
uMdppoBbIX MHPOPMALMOHHBIX TEXHO/IOTUI




METOANYECKUE MATEPUAJIbI, XAPAKTEPU3YIOIIUE OTAIIbI
®OPMUPOBAHUSI KOMIIETEHIIUA

IlepeyeHb y4eOHBIX 3a]aHUIi HA AYTUTOPHBIX 3aHATHAX

TeMbI rpynnoBbIX AUCKYCCHH

Tema 1. Undopmanus kak o0bekT 3amuThl. [IpaBoBoe obecnneyenne nHGOpMaMOHHOM
0e3onmacHOCTH
Huaukaropsl goctmxkenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
WNudopmannonnas 6e3onacHOCTb. OCHOBHBIE TIOHATHSL.
Monenu nHpOpMaIIMOHHON 6€30IaCHOCTH.
Bunpl 3amuniaemoii napopmanuu.
OcCHOBHBIE HOPMAaTUBHO-IIPABOBBIE aKTHI B 00J1aCTH WHPOPMALIMOHHON O€30MaCHOCTH.
IIpaBoBele OcoOeHHOCTH oOOecriedeHusi Oe30MaCHOCTH KOH(pUICHIUATBHOM
UH(POPMALIMU U TOCYJApPCTBEHHOM TaHBI.
Pecypcel npeanpusaTus, nojiexaiuye 3aumre ¢ Touku 3penus Ub.
Acniextsl b B pamkax MeHePKMEHTa HEMPEPHIBHOCTH OHU3HECA
Kubep6e3onacHOCTh M KHOEPIPOCTPAHCTRO..
3amaun knbepOe30nacHOCTH B aBTOMAaTH3HUPOBAHHBIX CHCTEMAX.
0. Ilonarme mHpOpManuu ¥ HHGOpPMATH3ALMM, CBOMCTBa MHpOpPMAlMU KaK O0bEKTa
3aIlUTHI OT KHOEPYTPO3.
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Tema 2. Opranu3zannonHoe odecrnevyeHne HHPOPMALMOHHOMH 0e30I1ACHOCTH
Nupukaropsl noctmkennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. OcHOBHBIE CTaHJAPTHI B 001acTH o0ecriedeHrs: HHHOPMAIMOHHON 0€30MMaCHOCTH.

2. [TonuTuka 6€30MacCHOCTH.

3. OKoHOMHYECKast 0€301aCHOCTh NPEAIPUATHUS.

4. WnxenepHas 3anura 00bEKTOB.

5. 3amuTa HHPOPMAIHH OT YTEUKH 110 TEXHUICCKUM KaHAJIaM.

6. Hcnonp3oBanne 6a3 MaHHBIX [UISI HAXOXKICHUS M M3YYEHUS HOPMATHBHBIX
JOKYMEHTOB B 00JIacTH MH(POPMAITMOHHOM 0€301acHOCTH.

7. Nnentudukaius 1 oricHKa aKTHBOB.

8. Mopenu yrpos.

9. Nnentuduxaius ysa3BUMOCTEH.

10. Ol1ieHKa pUCKOB.

11. O06paboTka pHUCKOB.

12. Mojenb HapyIuTeNs MOJUTUKN O€30IIaCHOCTH.

13. Tunuuneie yrpo3sl HHPOPMAIMH U YSI3BUMOCTH KOPIIOPATHUBHBIX HH(OPMAIIMOHHBIX
CHUCTEM.

Tema 3. IlporpamMHo-annapaTHbie cpeAcTBa olecnedyeHuss HHEAOPMANUMOHHOM
0e30nmacHOCTH B MHGOPMAIIMOHHBIX CETAX
Nupukaropsl noctmkennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
OcHOBHBIE BUIbI CETEBBIX U KOMIIBIOTEPHBIX YTPO3.
CpencTBa 1 METO/IbI 3aIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.
CuMMeTpUYHBIE U ACCUMETPUYHBIE CUCTEMBI IIU(POBAHUSI.
Hudposbie noamucu (DIEKTPOHHBIC TTOITHCH).
WHuppacTpyKkTypa OTKPBITHIX KIIFOUEH.
Kpunrorpaduuecknue mpoTOKOIBI.
Xom-pyHKIUS ¥ 3JIEKTPOHHAS TIOIITUCH U TIPOTOKOJIBI DJIEKTPOHHBIX JTaHHBIX.
MeTtob1 pabOTHI C MPOTPAMMHBIMU CPEICTBAMHU.
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9. DUHAHCOBEIE ABTOMATU3HWPOBAHHBIC I/IH(I)OpMaI_II/IOHHLIe CUCTCMbI  YIIPABJICHUA

MIPOLIECCAMH.

10. C60p SKOHOMHUUECKOH pa3Be/IbIBaTEIbHON HH(OPMAITHH.

1. Tomomnorus kubeprpocTpaHcTBa

12. [TpUHIUIBI TOCTPOCHUS apXUTEKTYPhI (PUHAHCOBOM KHOEpOE30MacHOCTH.

13. ArnmapatHoe oOecrieyeHHe U XpaHEHHUE MepeaaBacMbIX U MOJTy4aeMbIX JaHHbIX.

14. [TpoToKOIIBI U TIATHOPMBI.

15. ApXHUTEKTypa CeTeBOM O0€30MacHOCTH | YOPABJICHHE IMPOIECCOM obecreueHus
0€30MacHOCTH.

16. TpeboBanus k cucreMaM 3alIUThl HHHOPMAIUH.

Tema 4. Ctanaaprsl U cnenudukanuu B 001acTu HHGOPMALMOHHOI 0€30MaACHOCTH
Huaukaropsl goctukenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. Crangapruzanus B cdepe ynpapiieHus: HHHOPMalMOHHON 0€301MacHOCThIO (Ha OCHOBE
MexayHapoaHbix cranaaptoB ISO/IEC 17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC
15408).

2. Co3nanue 3ammnppoBaHHbIX (DAIOB M KPUITOKOHTEHHEPOB U UX paclIM(pOBHIBAaHHE.
3. CootBercTBHE TpeOOBaHUSAM 3aKOHOAATENbCTBA MO MHGOPMAIMOHHON Oe30MacHOCTH
OpraHM3aIH.

4. CoOTBETCTBHUE MOJMTHKAM O€30MaCHOCTH M CTaHJapTaM, TEXHUIECKOE COOTBETCTBHE.
5. Co3naHue yJIOCTOBEPSIOIIETro LIEHTpa, TeHepalys OTKPBITBIX M CEKPETHBIX KIIIOYeH,

Co3/1aHHEe CEepTU(UKATOB OTKPBITHIX KIIOUEH, CO3JaHHE 3JIEKTPOHHOW MOJIUCH, IpOBEpKa
JJIEKTPOHHOM MOAINCH.

6. [TpoToKOmBI CeTeBOI 0E30MaCHOCTH.

7. Bupryanusanus ceTeBbIX YCTPOUCTB.

8. VYnpasieHue SKOHOMHUYECKUMU 00BbEKTaMH Ha OCHOBE CTaH/IapTOB MH(POPMAIIMOHHOMN
0€30MacHOCTH.

Kpurtepumn onenku (B 6aynax):

20 0ayuI0B BBICTaBISIETCA OOYyYaroIeMycs, €CIM OH JEMOHCTPUPYET BBICOKHH YPOBEHb
BJIAJICHUsS] MaTEpPHAJIOM IO BCEM TE€MaM JUCKYCCHUH, IPEBOCXOJHOE YMEHHE (OPMYIHPOBATH CBOIO
MO3MLIMIO, OTCTauBaTh €€ B CIOpE, 33JaBaTh BOIPOCH, OOCYKIAaTh JUCKYCCHOHHBIE IMOJOXKECHMS,
BBICOKMI YPOBEHb OSTHUKH BEACHUSA JUCKYCCHUU. YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHLINN
COOTBETCTBYET IIPOJBUHYTOMY YPOBHIO;

15- 6ass10B BBICTaBIIsIETCS O0yUaroIIeMycs, €CJIM OH JEMOHCTPUPYET BIIaJICHUE MaTepHaIOM
[0 BCEM Te€MaM JTUCKYCCHI Ha ypOBHE BBIII€ CPEAHET0, YMEHUE OTCTauBaTh €€ B CIOpE, 3a/1aBaTh
BOIIPOCHI, 00CY)XJaTh JUCKYCCUOHHBIE TOJIOKEHUS, 3HAHHE STUKU BEJCHUS JTUCKYCCHUH. YPOBEHb
c¢(hOpMHUPOBAHHOCTH KOMIIETEHIIUI COOTBETCTBYET MOBBIIIIEHHOMY YPOBHIO;

10 0a/10B BBICTaBIIAETCS O0YYAIOLIEMYCs, €CIIM OH JEMOHCTPUPYET BIAJCHUE MaTepUaloM
0 BCEM TeMaM JHCKYCCHH HE B MOJHOM o00beMe, yMEHHE 3a/aBaTh BOIPOCH, 00CYXIaTbh
JUCKYCCHUOHHBIE TIOJIOKEHUS, 3HaHWE 3THUKHU BEICHMS IUCKYCCHU. YPOBEHb C(HOPMHUPOBAHHOCTH
KOMIIETEHIIMH COOTBETCTBYET 6a30BOMY YPOBHIO.

3AJAHUSA JJIA TEKYIIEI'O KOHTPOJISA

KonrposabHas padora

Tema 4. Ctanaaprsl U cienuukanuu B 00J1acTH HHPOPMALMOHHOI 0e30acCHOCTH

Nupukaropsl noctmkennsi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Bapmuanr 1.
Jns BeIOpaHHOTO OOBEKTa 3alUTHl MH(pOpMaluu (HampuMep, MOYTOBBIM cepBep, KOMIBIOTEP B
Oyxrantepuu, TenedoHHas 06a3a OrpaHMYCHHOTO MOJIB30BAHUS HA AJIEKTPOHHBIX HOCHUTENAX H JIP)
MIPOBECTH aHAJIM3 3allULIICHHOCTH OOBEKTa MO CIEAYIOIMM IMyHKTaM BHUJA YIpo3, XapakTep
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INPOMCXOXACHUS yIpo3, KIacchl KaHAJIOB HECAHKLIMOHWPOBAHHOIO MOJNy4YeHHs HH(OpMaIuH,
UCTOYHUKHU TMOSIBJICHUS YIpO3, NPUYUHBI HapYLICHHs I€JIOCTHOCTH MH(POpPMAIUH, MOTEHIIHAIBLHO
BO3MOXKHBIE 3JI0YMBIIIUIEHHBIE IeHCcTBUA. OnpeaenuTh Kilace 3aluThl HHPOpMAaIUH.

Bapwanr 2.

Paccmotpers HOpMmaTuBHyI0 0Oa3y ynpaBieHus wuHIMIeHTaMu Wb u  obecnedeHue
HenpepslBHOCTH ~ Ou3Heca. Cranpmapr ISO 27035, Wpentuduxamusi, NpOTOKOIHPOBAHUE,
pearupoBanue Ha uHIUAeHTH Wb. Brusuaue unnuaentoB Wb Ha OusHec-mpomecchl. CpencTa
ynpasnenust coOwsitusmMu Ub. SOC-nentper Wb, SIEM-cuctembl ymnpaBieHus HHQoOpManuen o
0e3omacHOCTH U COOBITUSAMH HMH(pOpMaLMOHHOW Oe3zomacHocTH, IRP-cucTrembl aBTOMaTH3aMM
pearupoBaHus Ha UHIMIEHTHl HH)OPMALIMOHHON O€30MacHOCTH.

Kpurtepumn onenku (B 6aynax):

10 6as0B BhIcTaBiIsIeTCsl 00yyaromeMycs, eclid OH NMpaBHiIbHO OTBeTHI Ha 80% BOmpocoB
(xomrereHIUs cOPMUPOBaHA Ha MPOJIBUHYTOM YPOBHE);

9 0ay10B BBHICTaBIIAETCS OOydarollleMycs, €CIM OH MpaBWIbHO OTBeTms Ha 70% BOmpocoB
(xoMneTeHIUs cpopMHUpOBaHa HA TIPOJIBUHYTOM YPOBHE);

8 Gasns10B BhICTaBIIAETCS O0yYaromIeMycs, €CJIM OH MpaBWIbHO OTBeTHS Ha 60% BOIpPOCOB
TecTa (KOMITETeHLIUsI CPOPMHUPOBaHA HA MOBHIIIEHHOM YPOBHE);

7 6a/u10B BBICTaBIIsIETCS O0y4aroUIeMycs, €Clid OH IPaBUJIbHO OTBETHJ Ha 55% BOIIPOCOB
TecTa (KOMITETeHLUsI CPOPMHUPOBAaHA HA MOBHIIIEHHOM YPOBHE);

6 0as10B BhICTaBIIAETCS OOydaroleMycs, €CIM OH MpaBWIbHO OTBeTHs Ha 50% BompocoB
TecTa (KOMITeTeHIUsI ChOPMHUPOBaHA Ha 6a30BOM YPOBHE)

KoMIieKT TecTOBBIX 3aIaHUI 10 JUCIHHUIIINHE

Tema 4. Ctanaaprsl 1 ciequ(pUKALUH B 001acTH HH(POPMALMOHHOH 0€30ITaCHOCTH
Nupukarops! nocrukenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1.KonTpoibHble (PyHKIMH B 00/1aCTH TOCYyJAapCTBEHHOH 0€30MACHOCTH IO BONpPOCaM
NpeJoTBPallleHUs] HECAHKLIHOHMPOBAHHOIO [10CTYNAa K HHGOpPMALMHU peaTu3yloTcs:

A. OCTOK PD

b. ®Cb P®

B. Ynpasnenuem «K» MB/] PO

I'. ®enepanbHoil cimyx00i 1o HaA3opy B cdepe cBsI3u, UHPOPMAIIMOHHBI X TEXHOJOTHH U
MacCOBBIX KOMMYHUKaLIUN

2. 3ammrTa uHGoOpMaLUH OT HECAHKIIMOHMPOB aHHOI0 10CTYIA - ITO:

A. 3amuTa uHpOpMalMHU, HAMpaBlICHHAas Ha MPeJOTBpAIlCHHE MOJIYUYECHHUS 3allUIIacMoi
nH(GOpPMaIlMU 3aMHTEPECOBAHHBIMU CYObEKTaMH C HAPYIIEHUEM YCTAHOBJICHHBIMU HOPMAaTUBHBIMU U
NPaBOBBIMU JOKYMEHTaMHM (aKTaMH) WIM oOjajzaTenssMd HHQOpPMAlUMK MpaB MIM pPaBUII
pasrpaHuYeHHs JOCTyNa K 3aluiaeMoi nHpopMaun

b. nedarenbHOCTb, HampaBiIeHHas Ha MPEJOTBPAILICHUE YTEUKH 3allUIIaeMoi HH(pOpMaIMH,
HECaHKIIMOHUPOBAHHBIX U HEIIPeIHAMEPEHHBIX BO3/ICHCTBUI Ha 3allMIIaeMyt0 HH(OpMaIIHIO

B. 3ammra wuHbopmammu, 3aKirovaroniascs B OOECIEYEHHH HEKpUNTOrpapuuecKuMHu
MeToJaMHu

6e3onacHOCTH MHpOPMaLKH (IaHHBIX), TIOJUIEXKAIIEeH (MoIekKalUX) 3alIUTE B COOTBETCTBUH
C JIEHCTBYIOIIMM 3aKOHOAATEIbCTB OM, C MPUMEHEHHEM TEXHUYECKUX, MPOrpaMMHBIX H
IIPOrPaMMHO- TEXHUUYECKUX CPECTB

I'. 3ammTa nHpOpMaIUK ¢ TOMOIIBIO €€ Kpunrorpaduiec Koro nmpeodpa3oBaHus

3.HecaHKIIMOHUPOBAHHBIN JOCTYN K HH(OPMALIUH — ITO...

A. nmoctyn k umHboOpMaIuu pecypcaMm WHOOPMAIMOHHONW CHUCTEMBI, OCYIIECTBIISIEM BIA C
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HapylICHHMEM YCTaHOBJECHHBIX IpaB W/WIM TpaBWI JOCTynma K HHGOpMAIMU pecypcam
MH(GOPMAIIMOHHON CHUCTEMbI C MPUMEHEHHEM IUTAaTHBIX CPEACTB MH(MOPMAIIMOHHOW CHUCTEMBl WM
CPE/ICTB, AHAIOTUYHBIX MM IO CBOMM (YHKIMOHAJBHOMY  NpPEAHA3HAYCHHUIO M TEXHUYECKHM
XapaKTepUCTHKaM

b. HekoHTponupyemoe pacnpocTpaHeHHe € HHGOpMAlMM OT HOCHUTEINS 3alUIaeMoi
uHbopMaluu dyepe3 (pU3NUEcKyIo cpeay A0 TEXHUYECKOTO CPEJCTBa, OCYIIECTBIISIONIE TO MepexBaT
UHpOpMALIUU

B. HempaBomepHOoe moiydyeHHe WHGOpPMAIMU C UCIOJIb30BAaHHUEM TEXHHUECKOIO CpE/CTBa,
OCYILIECTBIISAIOLIE TO OOHapy>KeHHe, TprueM 1 00paboTKy HH(POPMATHUBHBIX

I'. u3MeHeHue, yHUYTOXKEHHE WM KONUpPOBaHUE MHPOpMALUH (pecypcoB MHPOPMAIIMOHHOM
CUCTEMBI), OCYILIECTBIIIEMOE C HAPYLIIEHUEM YCTAHOBJIEHHBIX IPaB U (UJIN) MpaBUII

4. Un(popMauMoHHOE NPABO COCTABJISACT:

A. HOpMaTHBHYIO 06a3y HH(POPMAIIMOHHOTO 00IIeCcTBA
b. rocyapcTBEHHYIO OJIUTHUKY

B. HOpMaTuBHY!I0 6a3y arpapHoro ooIecTBa

I'. HopMaTuBHYIO 0a3y A0 UHAYCTPUATBHOIO O0LIECTBa

5. KTo Takue "kubepckBorTepbl' ?

A. ceTeBble ACSTENH, NMBITAIOIINECS BECTH Mapa3UTUYECKOE CYIIeCTBOBAaHUE
- BUPYCBI

b. poGoTsI B ceTn

B. ceTeBble rpynmnsl 0 HHTEPECAM

6. Ha yeM ocHOBaH NpyHIUI PAa00OTHI AHTUBHPYCHBIX HMMYHHM3aTOPOB?

A. Ha 3amure cuctemsl OT MOPaXEHHsI BUPYCOM KaKOIr0-TO OINpeNeaeHHOro Buaa. Paisl Ha
JTUCKaX MOAU(PHUIMPYIOTCS TAKUM 00pa30M, 4TO BUPYC MPUHUMAET UX 32 YXKe 3apaKeHHbIE

b. Ha npoBepke (aiioB, CEKTOPOB M CUCTEMHOH NaMATH U MOUCKE B HUX H3BECTHBIX M
HOBBIX (HEHM3BECTHBIX CKaHEPY) BUPYCOB. [[j1s moncka u3BECTHBIX BUPYCOB MCMOIBb3YIOTCS MaCK!

B. Ha moncuere KOHTPOJIBHBIX CYMM JUIs MPHUCYTCTBYIOIIMX Ha JUCKe (ailioB wiu
CHUCTEMHBIX CEKTOPOB. JTH CyMMBI 3aT€M COXPaHSIOTCS B 0a3e JaHHBIX aHTUBHpPYCA, a TaKXkKe JApyras
uHpopManus: AuHa (aiyioB, JaTa UX NociaeIHe MoTupUKAIMY U T.1.

I'. Ha nepexBaThIBaHUN BUPYCOOIIACHBIX CUTYallUil M COOOIIEHUH 00 STOM IOJIb30BATEIIO

7. Yto HeoOX0auMO cae1aTh NpH o0Hapy:keHnH (aiijioBoro supyca?

A. KomnbioTep HEOOXOIUMO OTKIIOYHTH OT CETH W NPOMHPOPMHUPOBATH CUCTEMHOI'O
aMMHHCTpaTOpa

b. KommbioTep OT ceTH OTKJIIOYAaTh HE CJIENyeT, TaK KaKk BHUPYCHI 3TOTO THIA O CETH HE
pacipoCTpaHAOTCS

B. BMecTo oTkiIt0Ou€HHUSI KOMIIBIOTEPA OT CETH JOCTATOYHO HA MEPUOJ JIEYEHHs YOeIUThCs B
TOM, YTO COOTBETCTBYIOIINI PEJAKTOP HEAKTUBEH

8. Uro HeoOX0aMMO c1eIaTh NPH 00OHAPYKEHUH 3arPy304HOro Bupyca?

A. KomnbroTEp OT CE€TH OTKIIIOYATh HE CIENYET, TaK KaK BHUPYCBI TOrO THIMA IO CETH HE
pacIpoCTPaHSIIOTCS

b. Kommbrorep HE0OXOAMMO OTKIIOUUTH OT CETH U NPOUH(POPMHUPOBATH CHUCTEMHOTO
aJMHHHCTpaTOpa

B. BmecTo OTKITIIOYEHHSI KOMITBIOTEPA OT CETH JOCTAaTOYHO HA MEpHOJ JIeUeHUs1 yOeIuThCs B
TOM, YTO COOTBETCTBYIOIINI PETAKTOP HEAKTUBEH

9. Yto He0O0X0AMMO CcaeIaTh NPH 00HAPYKeHNH MaKpoBupyca?

A. BMecTo OTKIIIOUEHUS] KOMITbIOTEpPA OT CETH JOCTAaTOYHO Ha MEpHOoJ JieueHUs yOeauThes B
TOM, YTO COOTBETCTBYIOIIUI PEJAKTOP HEAKTUBEH

b. Kommbiorep HEOOXOAMMO OTKIOYHTH OT CeTH U MIpouHGOpMHUpaBaThb CHCTEMHOTO
aMMHHCTpaTOpa

B. KomnpioTep OT ceTu OTKIIOYaTh HE CIEAyeT, TaK KaKk BHUPYCHI 3TOTO THUIA MO CETU He
pacipoCTpaHAOTCS

10. B yem 3aki1049aeTcsi METOA 3a1UUTHI - OTPAHUYEHHE 10CTYyNAa?



A. B co3znanun HeKoTOpoW (PM3NYECKON 3aMKHYTOW Mperpaabl BOKPYT OOBEKTa 3aIIUThI C
OpraHu3aliel KOHTPOJUPYEMOro JOCTyIa JIMI, CBA3aHHBIX C OOBEKTOM 3alUThl IO CBOUM
(YHKINOHATIBHBIM 00SI3aHHOCTAM

b. B pasgenenun wuHbopManuu, UUPKYyJIUpyIOLlell B OOBEKTE 3allUThl, HAa 4YacTH U
OpraHu3alMi JIOCTyNa K HEH JOJDKHOCTHBIX JIUII B COOTBETCTBHUM C HMX (PYHKIHMOHAIBHBIMU
00S3aHHOCTSIMU U TIOJTHOMOYHUSIMU

B. B TOoM, 4TO M3 uMcna AOMYIIEHHBIX K HEW JOJDKHOCTHBIX JIMI| BBIAEISAETCS TPYMIa,
KOTOPOM MpeIOoCTaBIseTCs] JOCTYI TOJBKO MPU OAHOBPEMEHHOM IPEAbSBICHUN MOJHOMOYHMMA BCeX
YJIEHOB TPYIIIIBI

I B mnpeobpazoBannu wHPOPMAIIMK C TIOMOIIBIO CIECIHAIBHBIX aJTOPUTMOB JTHOO
anmnapaTHbIX PEIIEHUI U KOJOB KIIIOUEH, T.€. IPUBEJCHUH €€ K HEIBHOMY BHULY

11. B yem 3aki1r049aercsi MeTO/ 321U THI MHGOPMALIUM - pa3rpaHMYeHue JocTyna?

A. B paznmenenun uHGOpMaLUM, LUUPKYIHPYIOUIEH B OOBEKTE 3alIUThl, HA YacTH MU
OpraHM3aly JocTyna K HeW JOJKHOCTHBIX JIMI[ B COOTBETCTBHM C HUX (YHKUIMOHAIBLHBIMU
0053aHHOCTSMH U TIOJTHOMOYHSIMU

b. B cozmanum HexoTtopoi (u3nueckoil 3aMKHYTOM Mperpaabl BOKPYT OOBEKTa 3alUThl C
OpraHu3anel KOHTPOJUPYEMOTO JOCTyNa JMI, CBSI3aHHBIX C OOBEKTOM 3allUThl IO CBOUM
(GYHKIIMOHATIBHBIM 00S3aHHOCTSIM

B. B TOoM, 4TO M3 uMcna AOMYIIEHHBIX K HEW JOJDKHOCTHBIX JIMI] BBIAEISAETCS TPyMIa,
KOTOPOW MpeIoCTaBiIseTCsl AOCTYI TOJBKO MPU OAHOBPEMEHHOM IPEABbSBICHUN MOJHOMOYHMM BCeX
YJIEHOB TPYIIIIBI

I B mnpeobpazoBannu wHPOPMAIIMK C TIOMOIIBIO CIECIHAIBHBIX aJTOPUTMOB JTHOO
anmnapaTHBIX PEIIEHUH U KOJOB KIIIOUEH, T.€. B IPUBEAEHUH €€ K HEIBHOMY BHUlY

12.B 4yem 3akimouyaercsi MeTOd 3alIMThI HMH(OpPMaNUU - pas3jejieHHe JOCTyNna
(mpuBHIIETHil)

A. B TOM, 4TO M3 yHMcla JOMYIIEHHBIX K HEW [OJDKHOCTHBIX JIUI] BBIJIENISETCS TpYIIa,
KOTOPOM MPEAOCTaBISAETCSl AOCTYI TOJBKO MPU OAHOBPEMEHHOM IPENBSBIECHUN MOJHOMOYHMM BCEX
YIEHOB TPYMIIbI

b. B co3nanuu HEKOTOPOH (HU3MUECKOM 3aMKHYTON Hperpaabl BOKPYT OOBEKTa 3alIUTHI C
OpraHu3aliel KOHTPOJUPYEMOro JOCTyIa JIMI, CBA3aHHBIX C OOBEKTOM 3alUThl IO CBOUM
(YHKINOHATIBHBIM 00SI3aHHOCTAM

B. B pasgenenun wuHbopManuu, IUPKYJIUpPYyIOUIeH B 0O0bEKTe 3allUThl, Ha YacTH U
OpraHu3alMi JOCTyNa K HEH JOJDKHOCTHBIX JIUII B COOTBETCTBHUH C HMX (DYHKIHMOHAIBHBIMU
0053aHHOCTSIMU U TIOJTHOMOYHUSIMU

I B mnpeoOpa3oBanur HUHGOPMALUU C MOMOIIBIO CIEUUATBHBIX AJITOPUTMOB JHOO
anmnapaTHBIX PEeLICHUH U KOJOB KIIIOUeH, T.€. B IPUBEICHUH €€ K HEIBHOMY BHILY

13. B 4yem 3aki0ouaercss kpunrorpaguyeckoe npeodpasosanue nHpopmanun?

A. B mnpeobpazoBanun HWHGOPMAIMK € TIOMOIIBIO CIENUATBHBIX AJITOPUTMOB JHOO
anmnapaTHBIX PEIIEHUI U KOJOB KIIIOUEH, T.€. B IPUBEJEHUH €€ K HEIBHOMY BHUlY

b. B cozmanum HexoTtopoi (u3nueckoil 3aMKHYTOM Mperpaabl BOKPYT OOBEKTa 3alUThl C
OpraHu3anyel KOHTPOJUPYEMOTO JOCTyNa JMI, CBSI3aHHBIX C OOBEKTOM 3allUThl IO CBOUM
(GYHKIIMOHATIBHBIM 00S3aHHOCTSM

B. B pa3genenun uHbopmanuu, LIUPKYJIUpYyIOMIeH B OOBEKTE 3aIlWTHl, Ha YacTH H
OpraHM3aly JocTyna K HeW JOKHOCTHBIX JIMI B COOTBETCTBHM C HUX (YHKUMOHAJIBLHBIMU
0053aHHOCTSAMH U TIOJTHOMOYHSIMU

I". ToM, 4TO W3 YKCHa TOMYUIEHHBIX K HEel JOJKHOCTHBIX JIMIL BBIAETSETCS rpyIna, KOTOpOit
IIPEIOCTABIISAETCS JOCTYN TOJIBKO NMPH OJHOBPEMEHHOM IIPEABSBICHUM IOJHOMOYMH BCEX UYJIEHOB
TpyIIbI

14. Yto o3Ha4yaeT TepMHH «0e30aCHOCTh HHGOPMALHN»?

A. IloTeHMaabHO BO3MOXKHOE COOBITHE, AEHCTBHE, MPOLECC WU SBJICHHE, KOTOPOE MOXKET
NPUBECTH K HAPYIICHUIO KOH(QUACHINATBLHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH MH(OPMAIHH, a TaKKe
HEIPaBOMEPHOMY €€ TUPAKUPOBAHUIO.



b. CBoiicTBO cHCTeMBI, B KOTOPOH LHUPKYyIHpYyeT HHGOpMAIHs, XapaKTepU3yroleecs
CIIOCOOHOCTBIO O0ECHeurBaTh CBOEBPEMEHHBIM OecrpensTCTBEHHBIH JOCTYNl K HHQOpMAaIH
CyOBEKTOB, UMEIOIIMX Ha ATO HAJUIEeKAIUe TOJTHOMOYHSI.

B. 3amumeHHocTs HHGOPMALUU OT HEXENAaTeNbHOro €€ pasriiallleHHs], MCKaKeHUsl, yTpaThl
WIN CHWKEHMS CTETIEHH JIOCTYITHOCTH HH(POPMALINH, a TAK)KE HE3aKOHHOTO € TUPaKUPOBaHUS

15. Kto siBasieTcs xakepom?

A. D10 nMUa, NPOSBISIIOIIME YPE3MEPHBIH HMHTEPEC K YCTPOMCTBY CIIOXKHBIX CUCTEM U
oOnanaromye OONBIIMMU TO3HAHUAMU IO YacTH apXUTEKTypbl M MPHUHIMIIOB YCTPOWCTBA
BBIUHCIUTEIBLHOU CPEAbl WIM TEXHOJIOIMH TEIEKOMMYHUKALMN, YTO UCIOIb3YETCS IS MOXUILECHUS
uHbopMaIuu.

b. Oro nuua, u3yyaronye cucTeMy ¢ 1eNbo €€ B3oma. OHU peanu3yoT CBOM KpUMHUHAJIbHbBIE
HAaKJIOHHOCTH B TIOXMIIEHWHM HWHGPOpPMAlMU U HANKMCAHWU pa3pyLIaloNIero MpPOrpaMMHOIO
o0ecrieyeH!s U BUPYCOB, UCIIOIb3YIOT MPUHLUIIBI TOCTPOCHHUS IPOTOKOJIOB CETEBOI0 OOMEHA.

B. D10 nuna, kotopsle "B3nambIBast" UHTPACETH, MOIYYAIOT HHPOPMAIMIO O TOTIOJIOTHH 3TUX
ceTel, UCTOJIb3YEeMbIX B HUX MPOTrPaMMHO-ANIMapaTHBIX CPEJCTBaX M MH(POPMALMOHHBIX pecypcax.
OTHU CBEJCHHS OHU MPOJAIOT 3aMHTEPECOBAHHBIM JINIIAM

16. Uto o3Ha4YaeT TEPMHH «YSA3BUMOCTH HH(pOpManum»?

A. DTO mNoJBEpPKEHHOCTb HH(POpPMAIMU BO3JCHCTBHIO DPA3IUYHBIX JAECTAOMIU3UPYIOMINX
(akTOpOB, KOTOpbIE MOTYT MPHUBECTH K HapyIIeHUIO €& KOH(PHUICHIMAIbHOCTH, LEIOCTHOCTH,
JOCTYIHOCTH, UJTU HETIPAaBOMEPHOMY €€ THPaKHUPOBAHHUIO.

b. DTO CBOWCTBO CHCTEMBI, B KOTOPOW LUPKYIHUPYeT HH(MOpMAIHs, XapaKTepU3yoIeecs
CIIOCOOHOCTBIO O0ECIeurBaTh CBOEBPEMEHHBIM OecrpensTCTBEHHBIH JOCTYNl K HHQOpMAaIH
CyOBEKTOB, UMEIOIIMX HA 3TO HAJyIeXKAaIUe TOJTHOMOYUSI.

B. D10 cBoiictBo mH(pOpMaIMK, 3aKIovaronieecs B €€ CyIIECTBOBAHUU B HEHCKAKECHHOM
BUzie (HEM3MEHHOM IO OTHOLICHHIO K HEKOTOPOMY (PMKCUPOBAHHOMY €€ COCTOSIHUIO)

17. Yem 3aki104aercs KOHPHUICHINATBHOCTH KOMIIOHEHTA CHCTEMBbI?

A. B TOM, 4TO OH JIOCTYIEH TOJIBKO T€M CyOBEKTaM JI0CTyma (I10JIb30BaTENsIM, IIPOrpaMMa,
mporeccam), KOTOPBIM MPEIOCTABIIEHBI HA TO COOTBETCTBYIOIINE MTOJIHOMOYHSL.

b. B Tom, 4TO OH MOXeET ObITh MOAUDUIIUPOBAH TOIBKO CyOBEKTOM, UMEIOIIUM Il 3TOTO
COOTBETCTBYIOILIME MIPaBa.

B. B Tom, 4yTO MMerOmUN COOTBETCTBYIOIIME MOTHOMOYMS CYObEKT MOXKET B Jr000€ BpeMs
6e3 0coObIX MPOOJIEM MOTYUUTh AOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CHCTEMBI.

18. B uem 3aki1r049aeTcsi HEJTOCTHOCTh KOMIIOHEHTA CUCTEMbI?

A. B ToM, 9TO OH MOET ObITh MOAUDUIIUPOBAH TOJBKO CYOBEKTOM, UMEIOLIUM JUISL 3TOTO
COOTBETCTBYIOILIME TIPaBa.

b. B ToM, 4TO OH JIOCTYIIEH TOJILKO TeM CyOBeKTaM AO0CTyma (I0JIb30BATENSIM, IPOrpaMMam,
mporeccam), KOTOPBIM MPEI0CTABIEHBI HA TO COOTBETCTBYIOIINE MTOJIHOMOYHSL.

B. B Tom, 4yTO MMeIOmUN COOTBETCTBYIOIIME MOTHOMOYMS CYOBEKT MOXKET B J000€ BpeMs
6e3 0coObIX MPOoOJIEM MOTYUUTh AOCTYI K HEOOXOIUMOMY KOMIIOHEHTY CHCTEMBI.

19. B 4yem 3akir04aeTcst 10CTYNHOCTH KOMIIOHEHTA CHCTEMbI?

A. B TOM, 4TO MMeIONUI COOTBETCTBYIOIINE MOJTHOMOUYHUSI CYOBEKT MOXET B JH000€ Bpems
6e3 0coObIX MPOOIIEM MOTYUYUTh JOCTYI K HEOOXOUMOMY KOMIIOHEHTY CUCTEMBI.

b. B ToM, 4TO OH IOCTYIIEH TOJILKO TeM CyObEKTaM JOCTYyIa ( MMOJIb30BaTENsAM, IPOrpaMMaM,
npolieccam), KOTOPbIM MPEI0CTaBICHbl HA TO COOTBETCTBYIOIINE OTHOMOYHSL.

B. B ToM, 4TO OH MOXET ObITb MOJUGUIUPOBAH TOJBKO CYOBEKTOM, UMEIOLIUM JI 3TOTO
COOTBETCTBYIOILIME IIPABA.

20. YTo 03Ha4YaeT TEPMHUH «IPABOBbIe MePbl 3AlUTHI HHPOPMALUN» ?

A. DOrTo JeHCTByIOIIME B CTpPaHE 3aKOHbI, YyKa3bl W JIpyrM€ HOPMAaTHUBHBIE aKThl,
perJamMeHTHpyIolye MpaBuiia oOpalieHus ¢ HHPpopMale 1 OTBETCTBEHHOCTh 32 UX HapyIICHUS.

b. DTO TpaAMIIMOHHO CIOXHBILKECS B CTPaHE MM OOILECTBE HOPMBI MOBEACHUS U MpaBUIIa
obparenus ¢ nHboOpMaIuei.
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B. D10 Mepsl, periaMeHTHpYIOUIUEe MNpolecchl (YHKIHMOHUPOBAHHUS CHCTEMBI 00pabOTKH
JIAHHBIX, UCTIOJIb30BAHHUS €€ PECYPCOB.

21. YTo 03Ha4YaeT TEPMHUH «MOPAJTbHO-ITHYECKHE MepPbl 3alIUThI HHpopManum»?

A. DTO TpaJMIIMOHHO CIIOKMBILIKECS B CTpaHEe WK OOIIECTBE HOPMBI MOBEICHUS U MpaBUIIa
oOparieHus: ¢ HHGopMarue.

b. .Ot0 peicTByromume B CTpaHE 3aKOHBI, YKa3bl W JpyrM€ HOPMATHBHBIE aKTBHI,
periaMeHTHpYIOLHe MpaBuiia oopalieHus ¢ *HPOpMaLUeil 1 OTBETCTBEHHOCTh 32 UX HApYIICHHUS.

B. D10 Mephl, permaMeHTHPYIOIIME Mporecchl (YHKIIMOHUPOBAHUS CHUCTEMBI 00OpaOOTKH
JTaHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB.

22. Y10 03Ha4YaeT TEPMHUH «OPraHU3ALUOHHbIE MepPhI 3alIMThHI HHpopManum»?

A. DTO Mepbl, periaMeHTUpYIOIIHUEe Mpolecchl (YHKIMOHUPOBAHHUS CHCTEMbl 00pabOTKH
JAaHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, AEATEIHLHOCTh MIEPCOHAIA, a TAK )K€ MOPSIOK B3aUMOACHCTBUS
I0JIB30BATENIEH C CHCTEMOM.

b.OT0 nelicTByromye B CTpaHe 3aKOHBI, YKa3bl U IPyTHe HOPMATUBHBIE aKThI.

B. DT0 TpaAUIIMOHHO COXMBIINECS B CTpaHe WM OOIIECTBE HOPMBI MTOBEJICHHS U TpaBUIIa
obpareHus ¢ nHbOpMaIuei.

23. Yrto 03Ha4YaeT TepMHUH «(PHU3MUYECKHE MePbl 3aIUTHI HHPOPpMALUN» ?

A. DTO pa3HOro pojla MEXaHUYECKHE WIH >3JIEKTPOHHO-MEXaHUYECKHE YCTPOHCTBA H
COOPYXEHHsI, CIEUUaIbHO TNpeJHa3HAUCHHbIE ISl CO3JaHUSl DA3JIMYHBIX MPEnsATCTBUM Ha
BO3MOXXHBIX IyTSX IPOHUKHOBEHHUS JOCTyla NOTEHIUAIBHBIX HapyLIMTENEH K KOMIIOHEHTaM
3amuiaeMoi nHhopmaIuu.

b. DOto peiicTByrome B CTpaHe 3aKOHbI, YyKa3bl M Jpyrue HOPMATHBHBIC AaKThI,
perJamMeHTHpyIolIye MpaBuiia oOpalieHus: ¢ HHPpopMaIKe 1 OTBETCTBEHHOCTh 32 UX HapyIICHUS.

B. D10 Mepsl, periaMeHTHpYIOUIUEe MNpolecchl (YHKIHMOHUPOBAHHUS CHCTEMBI 00pabOTKH
JIAHHBIX, UCTIOJIb30BAHUE €€ PECYPCOB.

24. YTo 03Ha4YaeT TEPMHUH «ayTeHTHQUKALUS» ?

A. DTO TIpoBepKa MOJTUHHOCTH 00BEKTA UITH CyOBEeKTa

b. 310 npoBepka 11e10cTHOCTH HH(OPMAIMH, TIPOTPAMMBI, JOKYMEHTa

B. Oto npucBoeHne nuMeHu CyObEeKTY WIH OOBEKTY

25. YTo 03Ha4aeT TepMHUH «BepupuKanus»?

A. DTo npoBepka LEeI0CTHOCTH HHPOPMAIUH, IPOTPaAMMBI, IOKyMEHTA.

b. 310 npoBepka NOUIMHHOCTH CyOBEKTa UIH OOBEKTA.

B. Or1o npucBoenne nuMeHu CyObEeKTY WIH OOBEKTY.

26. UTo 03Ha4aeT TePMHUH «HACHTH(PUKANMD)?

A. DTO IpUCBOCHUE UMEHH CYOBEKTY MIIM OOBEKTY.

b. 310 npoBepka NOUIMHHOCTH CyOBEKTa UIH OOBEKTA.

B. Oto npoBepka 11e10cTHOCTH HH(OPMALIUU, TPOTPAMMBI, JOKYMEHTA.

27. YTo 03Ha4YaeT TePMHUH «KpUOTOrpadus»?

A. Dro MeToJ chenuasbHOro mpeoOpa3zoBaHUs HHGOPMALMU C UEJIbIO COKPBITHS OT

MIOCTOPOHHUX JIUI]

b. Oto npeobpazoBanre nHGOpMaIMU B BUJI€ YCIOBHBIX CUTHAJIOB C LIEIbI0 aBTOMAaTU3alluU

e€ xpaHeHus, 00padOTKH, Mepeiaun U BBOJIa-BBIBOIA

B. Oro mnpeoOpazoBanue uHdopmanuu npu e€ nepenaye Mo KaHajaM CBSI3U OT OJIHOTO

AJIEMEHTA BBIUYMCIIUTENBHON CETH K IPYTOMY

28. Yrto 03Ha4YaeT TEPMHUH «KOAMPOBaHUE HHPOPMALUN» ?

A. Dr1o npeobOpa3oBanue WHGOPMALIMU B BUJE YCIOBHBIX CUTHAJIOB C LIEJIbI0 ABTOMATH3aIUU
e€ XpaHeHust, 00pabOTKH, TIepeTaur U BBOJIa-BbIBO/IA.

b. Oro Mmeron cmenManbHOrO mpeoOpa3oBaHUS HHPOPMALUHU C IETbI0 COKPBITUS OT
MOCTOPOHHUX JIMII.

B. D10 kpunrorpadudeckoe npeobpazoBaHue MHPOpPMALUU NMpH €€ mepenade Mo KaHaiam
CBS3H OT OJJHOTO 3JIEMEHTA B BBIUMCIUTEIBHON CETH K IPYTOMY.
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29. YTo 03HaYaeT TEPMHUH «IHHeliHOe IHPpPOBaHuEe»?

A. Oto kpunrorpaduueckoe npeodpazoBaHue HHPOpMAIMK MpH €€ Mepenade Mo KaHajlam
CBSA3M OT OJJHOTO 3JIEMEHTA BBIUUCIUTEIBHON CETH K IPYTOMY.

b. D10 Meron cneumanbHOro npeoOpa3zoBaHUs HHGOPMALMU C MLEIbI0 COKPBITHUA OT
MIOCTOPOHHMX JIMII.

B. Oto npeobpazoBanue MHPOpPMAIMK B BUJE YCIOBHBIX CUTHAJIOB C LIE€JIbI0 aBTOMAaTU3alluU
e¢ xpaHeHus, 00pabOTKH, Mepeiaun U BBOJIa-BBIBOJIA.

30. Kak kiaccupuuupyroTcess BUAbI yrpo3 HHGOpManuM 1o npupoae BO3HMKHOBeHHs ?

A. Cruxwuiinple OeICTBHS, HECUACTHBIE CIIyyaH, OLIMOKM OOCIY>KMBAIOIIETO MEepcoHala U
MoJIb30BaTeNe,  3710ynoTpelsieHuss  OoOCTYKMBAIOLETO  IEpcoHajia W IOJIb30BaTeseid,
37I0YMBIIIJICHHbIE IEHCTBUS HApyIIUTENeH, COOM U 0TKa3bl 000PYIOBaHUSL.

b. Vrpo3w mnepconany, uHpopmaiuu, HHPOPMAIMOHHBIM CHCTEMaM, MaTEPHAIbHBIM,
(uHAHCOBBIM, HH(OPMAIIMOHHBIM JTaHHBIM.

B. Yrpo3sl nHhopMalimoHHbIM cHCTEMaM, MaTepUalbHbIM, (DMHAHCOBBIM, HH()OPMALIMOHHBIM
JTAaHHBIM, 3JI0YMBIIIJICHHBIE JIeHCTBUS HapyLIUTeNel, cOOM U OTKa3bl 000py10BaHMUS.

31. Kak kiaccupuuupyoTcess BUAbI Yrpo3 HHGOpPManuM 10 OPUEHTALMH HA pecypchbi?

A. VYrpo3sl mnepcoHamry, HH(poOpMalMM, HHPOPMALMOHHBIM CHCTEMaM, MaTepHaJbHBIM,
(buHAHCOBBIM, HH(POPMAIIMOHHBIM JAHHBIM.

b. Cruxuiinble OeacTBUS, HECUACTHBIC CIIyyaW, OIIMOKH OOCITYKMBAIOLIETO IMepcoHaia M
MoJIb30BaTeNel,  3710ynoTpelieHuss  OoOCTYKMBAIOLETO  IEpcoHajia W IOJIb30BaTesei,
37I0YMBIIIICHHbIE IEHCTBUS HApyIIUTENe, COOM U OTKa3bl 000PYIOBaHUSL.

B. Yrpo3bl nnhopMalilmoHHbIM cUCTEMaM, MaTepUalbHbIM, (DMHAHCOBBIM, HH()OPMALIMOHHBIM
JTAHHBIM, 3JI0yMBIIIJICHHBIE JIEHCTBUS HapylLIUTeNel, cOOM U OTKa3bl 000py10BaHHUS.

32. Kakue yrpo3bl OTHOCSTCS K €CTeCTBEHHbIM?

- Otka3el u cOou anmaparypsl; [loMexu Ha JTMHUAX CBSA3M OT BO3JIEHCTBMI BHEIIHEH Cpelbl;
aBapHilHbIE CUTyallH; CTUXUITHBIE O€/ICTBUS.

- OmumbOky dYenoBeka KaK 3BEHA CHUCTEMbI; CXEMHBIE M CHCTEMOTEXHHYECKHE OIIMOKU
pa3pabOTUMKOB CTPYKTYpPHBIE, aITOPUTMUYECKUE U POTPAMMHBIE OLITMOKH; 1EHCTBUS

4eJI0BEKa, HalpaBJIeHHbIE HA HECAHKIIMOHUPOBAaHHBIE BO3/ICHCTBHSI HAa MH(OPMAIIHIO.

- ABapuiiHble CUTyallMM; CTUXHUIHbIE O€ICTBHSA; OHMIMOKM YelOBEeKa KaK 3BEHA CHCTEMBI;
CXEMHbBIE 1 CUCTEMOTEXHHUYECKUE OIINOKHU pa3paboTYMKOB

33. Kakue yrpo3sl HH(popManu OTHOCATCH K HCKYCCTBEHHbIM?

A. OmmOkM 4YenoBeKa KaK 3BEHAa CHCTEMBl; CXEMHBbIE M CHUCTEMOTEXHMYECKHE OIIUOKH
pa3pabOTUMKOB; CTPYKTYpHBIE, aJTOPUTMHUYECKHUE M MpPOTrpaMMHbIE OMIMOKH; JAEMCTBUS 4YelOBeEKa,
HarpaBJIeHHbIC Ha HECAHKIIMOHUPOBAHHBIEC BO3ACUCTBHSI HAa MH(DOPMAITUIO

b. Otka3sl u cOou ammapaTypbl; TOMEXH Ha JUHUSX CBSI3U OT BO3JICHCTBUIN BHEITHEH CpPEIIHI,
aBapuifHbIE CUTYalluU; CTUXUAHBIE OEICTBUS

B. ABapuiiHble cUTyalluu; CTUXWUWHBIE OEJCTBHUS; OIMMOKHM YEIOBEKa KaK 3BEHA CHUCTEMBI;
CXEMHbBIE 1 CUCTEMOTEXHHUYECKUE OIINOKHU pa3pabOTUYMKOB

34. Kakue yrpo3sl HH(popManuy OTHOCATCH K CJAYYAHHbIM?

- IlposBnenne omubOOK mNporpaMMHo-anmapaTHbiX cpeacTB  AC; HEKOMIETEHTHOE
WCIIOJIb30BAaHNE, HACTPOMKAa WJIM HENPABOMEPHOE OTKIIOYEHHE CPEJACTB 3aIUTHI [EPCOHAIOM
ci1y>k0bl 6€30MaCHOCTH; HEYMBILIUIEHHAs! TOpYa HocuTeNel nH(OopMaIHH.

- HecankunonupoBanHoe uTeHHWe HHQOpPMAIMM;, HECAHKIMOHHUPOBAHHOE HW3MEHEHUE
UHPOPMALIMK; HECAHKIMOHUPOBAHHOE YHHUTOXEHHE HWH(POPMALMHU; TIOJHOE WIA YaCTHYHOE
pa3pylICHHE ONEPALIMOHHON CUCTEMBI.

- Ilepecpiika maHHBIX MO OMIMOOYHOMY ajpecy aOOHEHTa; BBOJ OLIMOOYHBIX JIAHHBIX;
HECaHKI[MOHUPOBAHHOE YHHUUYTOXXK€HHE HWH(POpMallMU; TOJHOE WM YacTUYHOE pa3pylIieHHe
OIIEPALIMOHHON CUCTEMBI.

35. Kakue yrpo3sl HH(popManuu OTHOCATCSH K NpPeIHAMEePEeHHbIM?
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A. HecaHKUMOHUPOBAaHHOE YTEHHE MH(GOPMAIMK; HECAHKIIMOHHUPOBAHHOE W3MEHEHHE
uHbOpMallMy; HECAaHKIMOHUPOBAHHOE YHMYTOXKEHHE HMHPOpMAIMK; TOJHOE WJIM YacTHYHOE
pa3pylLIeHHE ONEPAllMOHHON CUCTEMBI.

b. [TIlposiBienue ommbOOK mnporpaMMHoO-anmapaTHeix cpeacts AC; HEKOMIIETEHTHOE
UCIIOJIb30BAHUE, HACTPOMKA WIM HENPABOMEPHOE OTKIIIOUEHUE CPEJICTB 3alllUThl IMEPCOHAIOM
CIIyObl 0€30MacCHOCTH; HENPAaBOMEPHOE BKIIOYEHHE OOOpYIOBaHUS WJIM HM3MEHEHHE pEeXHMOB
paboThI YCTPONCTB M IMIPOrpamMM.

B. Ilepechiika naHHBIX MO OWIMOOYHOMY ajapecy aOOHEHTa; BBOJ OMIMOOYHBIX JTAHHBIX;
HECAHKIIMOHUPOBAHHOE YHHUYTOXKEHHE MH(GOpMAIMM; IMOJHOE WJIM YaCTHYHOE pa3pyLICHHUE
ONEpPalMOHHON CHCTEMBI

36. KakuMu OCHOBHBIMH CBOMCTBaMH 00/1a1aeT KOMIIbIOTEPHBIH BUPYC?

A. CrHocoOHOCTBIO K CO3JaHUI0 COOCTBEHHBIX KOIMM; HaJWdheM MEXaHH3Ma,
00eCreyrBaroIero BHEIPEHUE CO3/1aBaeMbIX KONHMHM B HCHOJHSIEMblE OOBEKTHI BBIYUCIUTEIHHON
CUCTEMBI.

b. CnocoGHOCTBIO K CO3AHUI0 COOCTBEHHBIX KOMHWH; CHOCOOHOCTBIO YHHUTOXATb
nHGOPMAIIMIO Ha AUCKaX; CIOCOOHOCTHIO CO3aBaTh BCEBO3MOYKHBIE BUJICO U 3BYKOBBIE 3(D(PEKTHI.

B. Hamnuumem wMexaHu3ma, o00€CIEUMBAIOLIETO BHEAPEHUE CO3[aBAaCMbIX KONHMH B
UCIIOJTHSIEMbIE OOBEKTHI BBIUMCIUTEIBLHOW CHUCTEMBI; CIIOCOOHOCTHIO OCTaBJISATh B ONEpPaTUBHOU
NaMsITH CBOIO PE3UACHTHYIO YacTh; CIOCOOHOCTBIO BUPYCa MOJHOCTBIO MM YaCTUYHO CKPBITH ce0sl B
CUCTEME.

37. Kak kjaaccn(puuupyoTcsi BUPYChl B 3aBHCHMOCTH OT cpe/ibl o0uTanusi?

A. @aiinoBslie; 3arpy304HbIE; MAaKPOBUPYCHI; CETEBBIE.

b. 3apaxaromueDOS, Windows, Word, Excel,Office.

B. be3Bpennbie; HeonacHbIE; OMacHBIE.

I'. Ouenb onacHsle.

38. Kak kinaccupuuupyrorcs BUPYChbl B 3aBUCMMOCTH OT 3apaxaemoi OC?

A. 3apaxaromue DOS, Windows, Word, Excel, Office

b. ®aiinoBele; 3arpy304HbIe; MAaKPOBUPYCHI; CETEBBIE.

B. be3BpeHble; HEOMACHBIE; ONACHBIE; OUEHb OMACHBIE.

I'. Mcrionb3oBaHue pe3uACHTHOCTH, UCTIOIB30BaHUE "CcTeNC" -aNTOPUTMOB;

J1. Ucnonp3oBanue camomudpoBaHue U MOJIUMOPPUUHOCTh; UCTIONb30BaHNE HECTaHJAPTHBIX
IPUEMOB

39. Kak knaccupuuupyroTcsi BUPYChl B 3aBHCHMOCTH OT OCOOCHHOCTEH aJIrOpHTMa
padoTbI?

A. Hcnonp3oBaHuE pE3UJIEHTHOCTD; HCIOJIB30BaHUE ''cTelC'-aIrOPUTMOB; HCIIOJIB30BAHNE
camoiupoBaHre U NOTUMOPGUUHOCTh; UCTIOIb30BaHIE HECTAHAAPTHBIX MPHUEMOB.

b. @aiinoBele; 3arpy304HbI€; MAKPOBUPYCHI; CETEBBIE

B. 3apaxaromme DOS, Windows, ,Word, Excel, Office

I'. be3BpeiHbIE; HEOMACHBIE; ONIACHBIE; OUEHb OIACHBIE

40. Kakue nporpamMMsl 0THOCATCS K nporpammam KoHcerpykropsl BupycoB?

A. D10 yTunura, npeHa3HauyeHHas Ul U3TOTOBJIEHUS HOBBIX KOMIIBIOTEPHBIX BUPYCcOB. OHU
MO3BOJIAIOT T€HEPUPOBATh UCXOAHBIE TEKCThl BUPYCOB (ASM-(aiinbl), 00beKTHBIE MOIYIU W/WIH
HETOCPEACTBEHHO 3apaykeHHbIC (PaiiIbl.

b. D10 nporpammsl, HaHOCAIIME Kakue-THOO0 pa3pylIUTENIbHbIE IeUCTBUS, T.€. B 3aBUCIMOCTH
OT OIPEJENICHHBIX YCIOBUN MJIM MPU KaKJIOM 3aIlyCKe YHUUTOXKAroIue MH(GOpMAIMIO Ha JUCKaX,
MPUBOJAIINE CUCTEMY K 3aBUCAHMIO U T.II.

B. D10 nporpammel, KOTOpbIE Ha MEPBBIA B3I SBJISIOTCS CTOINPOLEHHBIMA BUPYCAMHM, HO
HECHOCOOHBI pa3MHOXKATbCA MO MpuunmHe omuOok. Hampumep, BupycC, KOTOpBIM MpH 3apa)kKeHUH
"3a0bIBaeT" MOMECTUTH B Havyasio (hailJioB KOMaHAy Mepeiaun yIpaBIeHUs Ha KOJ BUpYca.

I'. I'maBHO (yHKIMEH MOJOOHOrO pojia Mporpamm sBiseTcs MH@poBaHUE Tela BHpyca U
reHepalys COOTBETCTBYIONIETO paciiu(poOBIINKA
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Kpurepun ouenkn (B 6aj1ax):
10 6ann0B BBICTABISETCS OOydalOIMIEMYyCs, €CIIM OH MpaBUIbLHO OTBETHI Ha 40 BOMPOCOB
TecTa (KOMIETEHITNS cOPMUPOBAHA HA MPOJIBUHYTOM YPOBHE);

9 0aJIJI0B BBICTABIISICTCS 00yYaIOLIEMYCsl, €CJIM OH MTPABUIBHO OTBETHI Ha 37 BONPOCOB TecTa
(xomriereHIUs cHOPMUPOBaHA Ha MPOJIBUHYTOM YPOBHE);

8 0aJs10B BBICTABIIsICTCS 00YYAIOLIEMYCs, €CIIM OH MIPABUIBLHO OTBETHI Ha 33 BONPOCOB TecTa
(xomrereHIUs cOPMUPOBaHA Ha MOBBIIIEHHOM YPOBHE);

7 6aJ1J10B BBICTABIIsICTCS 00y4YaIOLIEeMYCsl, €CIIM OH MPAaBUIBHO OTBETHI Ha 30 BOMPOCOB TecTa
(xomrereHIUs cHOPMUPOBaHA Ha MOBBIIIEHHOM YPOBHE);

6 6a110B BhICTaBIsIETCS 00YUaIOIIEMYCs, €CIIM OH MPABUIIBLHO OTBETHI Ha 28 BOIIPOCOB TECTa
(xommeTeHIus chopmupoBaHa Ha 6a30BOM YPOBHE)

5 6anu0B BhIcTaBIsETCA 00YUaIOIEMYCs, €CITU OH NMPaBUIILHO OTBETHJI Ha 25 BOIPOCOB TeCTa
(xommeTeHIus chopmupoBaHa Ha 6a30BOM YPOBHE).

HpaKTH‘IECKI/Ie 3alaHUA (pacquHO-aHa.ﬂnTuqecmle)
Nuaukaropsl noctukenus: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Tema 2. OpranuzannonHoe odecrnevyeHne HHPOPMALMOHHON 0€30IIACHOCTH

3aoanue 1.

[Touck uctouHukoB MHGOpMaUK B ceTh VHTEpHET: OTKPBITHIE M 3aKPHIThIC
UCTOYHUKHM JaHHBIX. [loptam oTKpeIThIX AaHHbIX P®. CoxpaHeHWe HaHHBIX B
nporpamme Excel. [IpeoOpazoBanue u nepBudHas o0paboTKa TaHHBIX.

3aoanue 2.

bezomacHocTh HHPOPMAITMOHHBIX CUCTEM

Bomnpocst:

1. Urto BBI pecTaBisieTe moj 0€30MacHOCThI0 HHPOPMAITMOHHBIA CUCTEMBI.

2. Uro OTHOCUTBCA K OCHOBHBIM XapAaKTEPUCTHUKAM  3alUIIAEMOUN
uHpopMauu?

3. UYro BbI OTHECETE K MHPOPMALIUKA OTPAHUYEHHOr0 A0CTyna?

4. Ilo xakuM HampaBJICHUSIM OyJET OCYLIECTBIATHCS JalbHEUIlIee Pa3BUTHE
cucTeMbl HHPOPMAITMOHHOM O6e30macHocTU B PD?

3amaHue:

Onpenenute B Kakux (¢Gopmax mpeacTaBieHa HHPOpMalMsg Ha BalleM
JIOMAIIIHEM KOMIIbIOTEPE.

Onumure kak obOecrneunBaeTcssi WHGOPMAIIMOHHAsE O€30MacHOCTh Ha BalleM
JIOMAIIIHEM KOMIIBIOTEPE M OTBEYAET JIM COBPEMEHHBIM TPEOOBAHUSIM Pa3BUTHS CUCTEM
0e30IacHOCTH.

Tema 3. IIporpaMMHoO-anmapaTHbie CpeAcTBA o0ecnevyeHrs: MHPOPMAITMOHHOI
0e30macHOCTH B MHGOPMAIIMOHHBIX CETAX

3aoanue Ne 1

AHanu3 puckoB HHPOPMALIMOHHOM 0€30MacHOCTH

1. 3arpysutre 'OCT P UICO/MDBK TO 27005

2. Osnakombtech ¢ [Ipunoxenusimu C, D u E TOCT.

3. BeiOepute Tpu paznuyHBIX UH(POPMAIMOHHBIX AKTHBA OpraHU3alUU (CM.
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BApUAHT).

4, Uz Tlpunoxenuss D T'OCT mombepute TpU KOHKPETHBIX YSI3BHMOCTU
CHCTEMBI 3aIIUTHI YKa3aHHBIX HH(POPMAIIMOHHBIX aKTHBOB.

5. llonw3ysicek I[lpunoxenmem C ['OCT manummTe TpU yrpossl, pean3alys
KOTOPBIX BO3MOJKHA IIOKa B CHCTEME HE YCTPAaHEHbl HA3BaHHbICE B IIyHKTE 4
YSA3BUMOCTH.

6. Ilonmp3ysicb OJHMM U3 METOAOB (CM. BapuaHT) MPEAJIOKEHHBIX B
[Ipunoxxkenuu E T'OCT npousBenutre OIEHKY PHUCKOB  HH(POPMAIIMOHHOM
0€30MacHOCTH.

7. OIleHKy IEHHOCTH MH(GOPMAIIMOHHOTO aKTHBAa MPOU3BOJAUTh HA OCHOBAHUU
BO3MO’KHBIX ITOTEPH JJIsl OPraHU3ALUU B CIIy4ae PEAIU3aLUN YIPO3BI.

Howmep Meroa OLEHKH pucKa
BapHUaHTa Opranmsanus (cm. [Tpunoxenue E
I'oCT)
1 OTeneHre KOMMEpPYECKOro OaHkKa 1
2 [TonuknuHuKa 2
3 Komnemx 3
4 Oduc crpaxoBoii KOMIaHUH 4
5 PexpyTHHTOBOE areHTCTBO 1
6 MHTepHeT-marasux 2
7 [leHnTp okazaHusi rOCY1APCTBEHHBIX YCIYyT 3
8 OTaejieHne MOJIUINT 4
9 AyIuTopcKasi KOMIaHUS 1
10 Jluzaitaepckas pupma 2
11 Oduc naTepHET-NIpOBAiiNEpa 3
12 Oduc anBokara 4
13 Komnanus no pazpadotke 10 1151 cTOpOHHUX OpraHu3aLuil 1
14 ATEHTCTBO HEABUKUMOCTH 2
15 TypUCTHYECKOE ar€HTCTBO 3
16 Oduc 6maroTBopuTeNbHOTO (HOHIA 4
17 M3naTenscTBO 1
18 Koncantunrosast pupma 2
19 PexiaMHO€E areHTCTBO 3
20 OTneneHre HaTOTOBOW CITYKObI 4
21 Od¢uc HoTapuyca 1
22 bropo nepeBoaa (HOKyMEHTOB) 2
23 HayuyHo npoekTHOE npeanpusiTue 3
24 bpauHoe areHTCcTBO 4
25 Penakius ra3eTsl 1
26 ["ocTuHHNIIA 2
27 [Ipa3gHUYHOE areHTCTBO 3
28 ["opoackoit apxuB 4
29 Jlucneruepckast ciry:x0a Takcu 1
30 KenesnomopoxHasi kacca 2
3aoanue Ne 2.
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Pa3pabotka yactHoO# Aeranu3upoBanHoi nmonutuku OUb
[{ens paboTh: 0O3HAKOMIICHHE C OCHOBHBIMU YacTHBIMH nonuTukamu OUB.
[Mopsinok BeimosnHeHust paboTel: OnpenenuTs TpedoBanus odecneunBaromue 3¢ dexrnsnoe OUB, koTopbie
JIOJKHBI BBITTOJIHATBCS COTPYJHUKAMH OPraHU3alliK B paMKax BBIITOJHEHUS CBOMX CITy>KEOHBIX

00s13aHHOCTEH
Homep Opranuzanus HeranusuposanHnas nonuruka Ub
BapHaHTa
1 OTtneneHne komMmepueckoro 0anka [OpraHu3anus pekuMa CEKpeTHOCTH
2 [TouKIMHUKA Ddusnueckas 3ammra
3 Komemxk TpancnopTupoBKa HOCUTENEeH HH(pOpMAIUU
4 . Orny0JIMKOBaHUE MAaTEPHAIOB B OTKPBITBHIX
Oduc cTpaxoBoii KOMIAHUH
MCTOYHHKAX
5 JlocTyn CTOpPOHHUMX MOJI30BATEICH B

PexpyTHHroBO€E areHTCTBO
MH(OPMALIMOHHBIE CUCTEMBI OpTaHU3ALIUI

6 MHTepHeT-Mara3ux OLEHKN PUCKOB
7 EHTp OKa3aHUs rOCyIapCTBEHHBIX
cnyr 'YrpaBiieHus: TapOISIMU
8 OTaeneHue NOIULMH OCTYTI K KOH(HICHIIMATIHHON HH(OpMAITIH
9 AyauTopcKasi KOMIIaHUS Mcnons3oBanus MaTepuer
10 |Insaitnepckas pupma Vcranoska u o6HoBIeHKE 10
11  |Odwuc naTEpHET-TIpOBaiiIepa [TosMTHKA MCTIOIB30BAHUSI DIIEKTPOHHOM MOYTHI
12 Mcnonb30BaHre MOOUIIBHBIX alapaTHBIX CPEACTB

Od¢uc anBokara
Puc an 00paboTKK HHPOPMALIUH

13 Komnauus no paspa6otke IO s

. Pa3pabotka u nunensuposanue [10
CTOPOHHHX OpraHu3aluu

14  |AreHTCTBO HEABUKUMOCTH Y nan€HHbIil 10CTyN K ”HGOPMAIIMOHHON CUCTEME.
15 Mcnonp30BaHue OTAETBHBIX YHUBEPCATBHBIX
Typuctruueckoe areHTCTBO MH(GOPMAIIMOHHBIX TEXHOJIOTHH B MaciTabe
OpraHu3aIIH
16  |Oduc 6narorsopurensroro Gouga [[Iposenenue ayaura b
17 M3parenscTBO AHTUBUpPYCHAs 3aIIUTA
18  [Koncantuurosas ¢pupma Pe3epBHOE KOMpPOBaHME
19 |Pexnamuoe areHTcTBO b npu 371€KTPOHHOM TOKYMEHTO000pOoTe
20 |OTneneHUE HAJIOTOBOM CITYKOBI TexHuueckas 3amuTa MHGOpMaIK
21 |Oduc HOTapHyca PearupoBanue Ha uHIMAEHTH b
22 |bropo mepeBoaa (JIOKyMEHTOB) [TpoBeneHme ciykeOHBIX paccieI0BaHHMA
23 |CtpouTenpHOE NpeIIpUsITHE 3anuTa Hay4YHO-TeXHUYEeCKOW nH(pOopMaluu
24 KonTtpomns nmonb3oBateneii npu padbote ¢ BHEITHUMHU
bpauHOe areHTCTBO
MCTOYHUKAaMU MH(opMaIu
25 Ony0iMKoBaHHE MaTEPHAJIOB B OTKPHITHIX
Penaxiys razeTsl
MCTOYHHUKAX
26 ["ocTuHMIA 3ammmra nmepcoHaIbHBIX JaHHBIX

Kpurepun ouenkn (B 6aj1ax):

5 6aJ10B BhICTABIISETCSA O0YUaIOIIEMYCs, €CIIU OH B ITIOJIHOM 00BbEME U MPABUIIBHO BBIOJIHUII
3aaHue (KOMIIeTeHIUsI CPOPMHUPOBAaHA HA IPOIBUHYTOM YPOBHE);

4 faJu1a BBICTaBIIAETCS 00YyYaroIEeMycCsl, €CIIM OH B MOJHOM 00bEME U C HE3HAYMTEIbHBIMU
3aMEYaHMSIMU BBITIOJHUI 3a7jaHue (KOMIIETEHINs chopMUpoBaHa Ha TTOBBIIIEHHOM yYPOBHE);
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3 faJu1a BeICTaBIsAeTCS O0ydaromeMycs, €clii OH Ha 0a30BOM ypOBHE, OITMOKAMH BBITIOTHILT
3aianne(KoMIieTeHIus copMHpOBaHa Ha 0a30BOM YPOBHE).

3anaHus 1J151 TBOPYECKOI0 peiiTUHIa
Temaruka 1oxkJgaa0B Mo remam 1-4

Nupukaropsl noctmkenusi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1 UndopmanronHoe npaBo 1 HH(GOpMaIMOHHAs O€3011aCHOCTb.

2 Konnenuust nHGOpMAITHOHHON O€30MTaCHOCTH.

3 AHanM3 3aKOHOJATENIbHBIX aKTOB 00 OXpaHe HH(POPMALMOHHBIX PECYPCOB OTKPHITOrO
JI0CTyTIA.

4 AHanu3 3aKOHOAATENBHBIX AKTOB O 3alUTe MH(OPMAIMOHHBIX PECYpPCOB OTPAHUYEHHOTO
JI0CTyTIA.

5 CooTHoueHUE TOHATUH: HHPOPMALMOHHBIE pecypchl, MH(OPMAIMOHHBIE CHCTEMBl H
UHPOpMaLMOHHAs 0€30MaCHOCTb.

6 MudopmannonHas 6e30nacHOCTh (110 MaTepuanaM 3apyOeKHbIX HCTOYHUKOB U JIUTEPATypBI).

7 IIpaBoBBIE OCHOBHI 3aIUTH KOH(DUICHIIMAIBHOW HH(pOPMAIINH.

8 DKOHOMHYECKHE OCHOBBI 3alIUThl KOH(YUICHIIMAIbHOW HHpOPpMALIUH.

9 Opranu3anMOHHBIE OCHOBBI 3aIIUTHI KOH(PHUICHIIMATHLHON HH(POPMAITUH.

10 CrpykTypa, comepkaHHe M METOJUKA COCTAaBJICHUS IEpEYHsl CBEICHUM, OTHOCAIIMXCS K
IIPEANPUHAMATEIIbCKON TaliHE.

11 CocraBnenue HHCTPYKIMHU 110 00pabOTKe U XpaHEHUIO KOH(DUICHIUAIBHBIX 10KYMEHTOB.

12 HanpaBneHus: 1 METO/IbI 3aIIUTHI IOKYMEHTOB Ha OyMa)KHBIX HOCUTEIISX.

13 HampaBneHust 1 METO/IbI 3alUThl MAITMHOYUTAEMbIX JOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOH(DHUICHIIUATBHBIX JOKYMEHTOB.

15 HampaBneHus 1 METO/IbI 3aLLUThI ayAUO- U BU3YalIbHbIX JOKYMEHTOB.

16 Ilopsmok moxbopa nepcoHana st padboThl ¢ KOH(PUICHINATBHON HH(pOpMAIHEH.

17 Metoauka TeCTUPOBAaHUS M MPOBEAEHUS coOece0BaHMsl C MPETEHIEHTaMH Ha JI0JIKHOCTb,
CBSI3aHHYIO C CeKpeTamMu (hUpPMBI.

18 AHanu3 MCTOYHUKOB, KAaHAJIOB PACIPOCTPAHEHUs W KaHAJIOB YTEUKH HHpopmauuu (Ha
npuMepe KOHKPETHOH (PUPMBI).

19 AHanmu3 KOHKPETHOW aBTOMATH3WPOBAHHOM CHCTEMBI, TIPEIHA3HAYCHHOMW /11 00pabOTKU U
XpaHeHHs: HHPOPMALUU O KOH(PHICHIIMATBHBIX JOKYMEHTaX (YUPMBI.

20 OcHOBBI TEXHOJOTMM OOpaOOTKM M XpaHEHHs KOH(UICHLUHUAIBHBIX JOKYMEHTOB (IO
3apyOeKHOU JTUTEPATYPE).

21 Ha3naueHue, BUABI, CTPYKTYpa U TEXHOJOIHA (PYHKIMOHHPOBAHUS CHCTEMBI 3allUTHI
UH(pOpMaIIUH.

22 TloBeaeHue nepcoHaia 1 oXpaHa (PUPMBbI B SKCTPEMAJIbHBIX CUTYaLUSAX PA3JIMYHBIX THIIOB.

23 Ananutudeckasi paboTa Mo BBISBICHUIO KAHAIOB yTEUKHA HHPOPMAITUU (DUPMEI.

24 HampaBnieHus ¥ METOBI 3aIIUTHI TPO()ECCHOHATLHOM TaHBI.

25 HanpaBiieHust 1 METO/IbI 3aIMUTHI CITy>KEOHOW TalHBI.

27 HampaBineHHs U METO/IbI 3aLIUTHI IEPCOHATIBHBIX JaHHBIX O IPakJaHaXx.

27 Tloctpoenue 1 GyHKIMOHUPOBAHHUE 3AIIUIIEHHOTO JOKyMEHTO000pOTa

28. Haunbonee pacnpocTpaHeHHbIE CETEBbIEC aTaKH.

29. Drarsl MOCTPOSHHUS CUCTEMBI 3aIIUTH HH()OPMAIIHH.

30.ITepcrieKTUBHBIE METO/BI Ay TEHTU(DHUKALIH.

31.buomeTpudeckre CUCTEMBI HICHTH()UKAINN U ayTeHTU(PHUKAIIH.

32. Metoibl pe3epBUPOBaHMS UH(OPMALIHH.

33. Tunbl MeXCETEBBIX SKPAHOB M UX KpaTKasl XapaKTepUCTHUKA.

34. OreyecTBEHHbIE aHTUBHUPYCHBIC MPOTPaAMMHBIE CpeicTBa, cepTtudumupoBanapie DCTIOK
Poccun.
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35. Creranorpadus u creranorpaduyeckie MeTo/ bl 3alUThl HHPOPMALIKH.

36. Cpexncrsa 3auThl IEpeJaBaeMbIX TaHHBIX B [P-ceTsx.

37. Crannapt Ipsec.

38. YTrpo3bl U ySI3BUMOCTH OECITPOBOIHBIX CETEH.

39. TpeGoBaHus K BIOOPY M UCHOIB30BAHUIO MAPOJICH.

40. Ilepemava maposisi MO CETH B MPOIIECCE ayTeHTU(DHUKAIINN.

41. JluueH3upoBaHUE JESATEIBHOCTH, CBS3aHHOM C KpHUNTOrpaUYecKMMU CpeACTBaMHU
3alUThl HH(GOPMaLIUK.

42. Ceprudukanus KpUnTorpapuyeckux cpeacTB 3alUThl HHPOPMAIIHH.

43. Cranpaptuzanusi KpunTorpaguyeckux cpeAcTB 3allUThl HHYOPMALIHH.

44. Mogpenbs koHTpouss nenoctHoct Kitapka-Bucona.

45. Hudposas (31eKTpOHHAS) MTOAMUCH, KAK MEXaHU3M KOHTPOJISI IIETOCTHOCTH.

46. 3amuTa OT cO0EB MPOrPaMMHO-ATIIAPATHON CPEJIbL.

Kpurepun ouenku (B 6aj1ax):

20 0ansI0B BBHICTABJISIETCS OOydYarOmEMyCsl, €CIM OH 0e3 OMMOOK IOATOTOBWI JIOKJIA.
Conepxxanre u ohopMmiIeHHE JOKJIaJa COOTBETCTBYET TPeOOBAaHUSAM B IOJHOM oObeMe. YPOBEHb
c(OpMHUPOBAHHOCTH KOMIIETEHIIUN COOTBETCTBYET MPOJABUHYTOMY YPOBHIO;

14-19 6a/1710B BBICTABIISCTCS 00YYAIOIIEMYCsI, €CITH OH C HEe3HAYUTEIILHBIMU 3aMEYaHUSIMU T10
COJIEP’)KaHUI0 WM O(GOPMIIEHHMIO TMOATOTOBUJI OTYET MO pedepary. YpoBeHb CHOPMUPOBAHHOCTU
KOMTIETCHIINI COOTBETCTBYET MOBBIIIEHHOMY YPOBHIO;

10-13 6anJ10B BBICTABISACTCS OOyYarONMIEMyCs, €CJIM OH C ONIMOKaMU TOJTOTOBUII OTYET TIO
pedepary. Conepxanue u opopmieHue pedepara COOTBETCTBYET TpeOOBaHUAM He MeHee, yeM Ha 50
MIPOLIEHTOB. Y POBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIMI COOTBETCTBYET 0a30BOMY YPOBHIO.

METOANUYECKHUE MATEPUAJIBI, XAPAKTEPU3YIOIIUE JOTAIIbI
®OPMHUPOBAHMS KOMIIETEHIIUM BO BPEMSI ITIPOBEJIEHUSI
MMPOMEXYTOYHOMN ATTECTAIIUA

CTpyKTYypa 32a4€THOT0 3a1aHUs

Haumenoeanue oyenounozo mamepuana Makcumanvhoe
Koiuuecmeo 0annoe
Bonpoc 1. 15
Bonpoc 2. 15
Ilpaxmuueckoe 3adanue. 10

3anam/m, BRJIIOYAa€MbIC B 3a4€THOC 3aJJlaHUE

Ilepeuens 6onpocoe K 3auemy:
1. lenu rocynapcTBa B 061actu odecriedeHuss HHPOPMaMOHHONW 6€30I1aCHOCTH.
2.Nupopmarnmonnas Oe3onmacHocTh. OCHOBHbIE TMOHATHA. Monenun  HMH(DOPMAIIMOHHOK
0€30I1aCHOCTH.
3.OcHOBHBIE HOpPMATHUBHBIE aKThl PD, CBsA3aHHBIE C IPABOBOM 3aLIUTON HH(OPMAIHH.
4.Pecypchl npennpusTusi, nojjiexanue 3anmre ¢ Touku 3penus Mb. Acnektsl Ib B pamkax
MEHEIPKMEHTA HETPEPBIBHOCTU OM3HECA.
5. Buibl KOMIIBIOTEPHBIX MPECTYIUICHU.
6. Crioco0bl 1 MEXaHU3MBI COBEPIICHUS HH)OPMAITMOHHBIX KOMIBIOTEPHBIX MTPECTYIIICHUH.
7.OcHOBHBIE TapaMeTPbl U YepThl HHPOPMALIMOHHON KOMIIBIOTEPHOH IpecTynHOCTH B Poccuu.
8. KomnbrorepHsliii BUupyc. OCHOBHBIE BUJIbI KOMITIBIOTEPHBIX BUPYCOB.
9.MeToab! 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.
10. Turbl aHTUBUPYCHBIX ITPOIPAMM.
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11. 3amuTel  OT HECAHKIMOHHUPOBAHHOTO JAocTyna. WaeHTugukanuss W ayTeHTU(DUKALUSA
MOJIb30BATESL.

12. OcHOBHBIE YTPpO3bl KOMIIBIOTEPHON O€30MacHOCTH NpU paboTe B ceTH MHTepHeT.

13. Bunp! 3anumniaeMoil H”HGOpPMaIIUH.

14. T'ocynapcTBeHHas TaifHa Kak 0cOObI BUJI 3aIUIaeMOi HHPOPMAIIUH.

15. Kondunenuuanbaas unpopmanus.

16. Cuctema 3a1inuThl rOCYAAPCTBEHHON TalHBI.

17. IIpaBOBOM peKNM 3aIIUATHI TOCYAAPCTBEHHON TalHBI.

18. 3amuTa HHTEIUIEKTYyaJIbHONH COOCTBEHHOCTH CPEICTBAMH MATEHTHOT'O U aBTOPCKOTO MpaBa.

19. MexayHapoIHOE 3aKOHOJATEIHCTBO B 00JIACTH 3alUTHI HH(POPMAIIHH.

20. [IporpamMmmHO-anmapatHsle cpencTBa obecneueHuss WHPOPMALMOHHOM 0€30MacHOCTH B
MH(GOPMAIIMOHHBIX CETAX.

21. CuMMeTpUYHbIe IUQPHI.

22. AccumetpudHbIe MUDPHI.

23. Kpunrorpaguueckue npoTOKOJIbI.

24. Kpunrorpapudeckue Xen-QpyHKINH.

25. DneKxTpoHHas MOJIKCH.

26. Opraau3anuoHHoe odecredeHrue NHHOPMAITMOHHON 0€30MTaCHOCTH.

27. Ciryx6a 6e301MacHOCTH OpraHU3allny.

28. MeTtoab! 3aMTH THPOPMAIMH OT YTEUKH B TEXHUUYECKUX KaHajax.

29. nxeHepHas 3aliuTa 1 0XpaHa 00bEeKTOB.

30. ITonutuka Ge3onacHOCTU. DKOHOMUYECKasi O€30MaCHOCTh MPEATPUSATHSI.

31. Hudposele mnoamucu (DIEKTPOHHBIE NOANKMCH). THUNMYHBIE YIrpo3bl HMHGOPMAIMHU U
ySI3BUMOCTH KOPIOPATUBHBIX MH()OPMAITMOHHBIX CUCTEM.

32. OcHOBHBIE BHJIbI CETEBBIX U KOMIBIOTEPHBIX yrpo3. CpeacTBa U METO/IbI 3aIUThI OT CETEBBIX
KOMIIBIOTEPHBIX YIPO3.

33. Coznanue 3amudpoBaHHbIX (PaliIoB U KPUNTOKOHTEHHEPOB M UX pacuIrdpoBaHue.

34. Co3naHue yI0CTOBEPSIOLIETO EHTPA, T€HEepalHs OTKPBITHIX U CEKPETHBIX KITIOUEH, CO3aHue
CepTU(PHUKATOB OTKPBITHIX KJIIOUEH, CO3AaHNE HJIEKTPOHHOM MOANUCH, TPOBEPKA SICKTPOHHOM
MOJIITUCH.

35. O6paboTka puckoB. Mojiens HApYUIUTENS MOJTUTUKH O0€30MaCHOCTH.

36. Tunuynble Yrpo3bl HHPOPMAIMH U YSI3BUMOCTH KOPIOPATUBHBIX HH()OPMAIIMOHHBIX CUCTEM.

Hpakmuqecmte 3a0aHUs K 3auemy

1.06ecneunts KnOEpOE30MaCHOCTh YAAIEHHOM pabOThl COTPYIHUKOB BO BpeMs MaHACMHUU
Onpenenuth ysS3BUMOCTH CEPBHCOB JUIsl BUACOKOHGEpeHIUH, HeHaaéKHOCTh VPN, uenoBeueckuit
dakTop M He Bcerja KBaIU(PUIMPOBAHHBIE COTPYIHUKA — CO BCEM ITHUM HEU30€KHO CTAIKUBACTCS
KaXKJ1asi KOMITAHMS!, BRIHYKJEHHAs! OPTaHU30BaTh YIAIEHHYIO padoTy.

[Ipoananu3upoBaTh CHUTyallMI0 M paccKa3aTh, KaK CBECTM K MUHUMYMY PHUCKHM U YCTPaHUTh
MOCIIACTBHSI HU3KOTO YPOBHSI KHOSPTPAMOTHOCTH

2.Hactpoiika ayauta B Windows mist momHorieHHOro SOC-MOHUTOPHHTA

Omnwucare HaCTPOWKY MOJMUTUKU ayauTa Windows TakuM o0pa3om, 4ToObI oxBaT MoHuTOpHHTa SOC
OBLIT TIOJTHOIICHHBIM. PacCMOTpEeTh ONTHUMAaNIBHBIN CITUCOK MOJTUTHK, a TAKXKE BBIJCIUTH CaMOe
HE0OX0IMMOE, OTCESIB JINIITHEE.

3.Kak mpoBoIuTh KOHTPOJIb MPOTYKTHBHOCTH, 3aIUTa OT MOIIIEHHHYECTBA U YTEUEK JAHHBIX TPU
yaaJ€HHON paboTe COTPYIHUKOB?

OnacHOCTh YTEUKU JAaHHBIX U BO3MOKHOCTH KOPIOPATUBHOTO MOIIEHHUYECTBA — HEU30ekKHbIE
CIYTHHKH BBIHYX/ICHHON yJan€HHON paboThl. PaccMoTpeTh, Kak MO)KHO MUHUMH3HPOBATH PUCKU U
CIPABUTHCS C AKTYAIBHBIMH 33][auaMK KOHTPOJISI COTPYIHUKOB Ha «YAAJIEHKEY.

4.0nucath niecTh H1aroB JJisi o0ecnedeHus JOHKHOIO YPOBHs 0€30I1aCHOCTHU y1alEHHbIX
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COTPYAHUKOB
OnepaTuBHO MEepeBOIs COTPYAHUKOB Ha AUCTAHIIMOHHYIO pabOoTy, HY’KHO Y4€CTh CONPSIKEHHBIE C
STHM CJIOKHOCTHU U HE 3a0BbITh MPO MOMBITKA KHOSPIPECTYIMHUKOB UCIIOIb30BATh ySI3BUMBIC MECTA.
[Tpen10KuTh MIECTh AaroB, KOTOPBIE MO3BOJIAT MOJIONTH K 3TOMY BOIPOCY MOJATOTOBJICHHBIMH.

5.0nwucats TpedoBanus 'OCT 34-ii cepuu B nmpoekTax 1mo HHGOPMALMOHHON 6€30MacHOCTH

UYro nmoapazymeBaeT TpeboBaHue «IpoekTupoBath 1o 'OCTy», CTaHOBUTCS JIM OHO MEHEE
o0s3arenpHbIM? UTO N1€1aTh, €CIIM FOCYIapCTBEHHBIN PErysaTop He npeaiaraet 3ameny ais 'OCTos
34-11 cepun? Kakumu cTanmapTaMu CTOUT PyKOBOICTBOBATHCS MPU OPOPMIICHUHU TTPOCSKTHOM
JIOKyMeHTauuu?

6.Kak BBISIBUTH aTaky 3J0YMBIIUICHHUKOB B CETEBOM Tpaduke?

OOHapyXUTh JEUCTBUS KHOSPIPECTYITHUKOB B KOPIIOPATHBHON CETH M KIIACCUPHUITUPYEM UX B
cootBercTBUU ¢ Matpuiieii MITRE ATT&CK, koTtopasi moka3bIBaeT, KaKue TAKTUKU U TEXHUKHU
PUMEHSITNCH B X0JIe KHOepaTaku.

7.0nucats Microsoft Security Compliance Toolkit: 3amura Windows rpynmnoBsIMU MOJTUTHKAMU
PaccMoTpeTs mo1xo1 K HTHPOPMAIMOHHON 0€301acHOCTH KOMIUIEKCHO. OmrcaTh HHCTPYMEHTHI,

KOTOPBbIE 3aKpbUTH OBl BCE «BIPb» U CO3/1a1H HOBbIE. ONMUCATh ATAJOHHBIE HACTPONKH MOJUTHK
0€30I1aCHOCTH ¥ HHCTPYMEHTBI JUIsi Pa0OTHI C HUMH.

8.0mnucatp nporecc HaCTPOMKH YJaIeHKH Uisl COTPYIHUKOB: beicTpo, be3onacHo, becrnnatHo

Uto HeoOXoANMO ISl OpraHU3alliy yAAJIGHHON paboThl cCOTpyAHUKOB. Kakue cymecTByroT
MHO>KECTBa PELICHUH CIIOCOOHBIX TOMOYb B peanusanuu 3Tou nenu. narepHeT-uuio3 UKC. C ero
MTOMOIIIbI0 MOKHO OPTraHU30BaTh 0€30IMaCHBIN JOCTYI K CETH KOMITAHHUH, 3aIIIUTUTHCS] OT BUPYCOB U
HACTPOUTH BeO-(DUIBTPAIHIO.

9.Kak oprannzoBaTh 6€30MacHyI0 yIaaEHHYO paboTy BO BpeMs KapaHTHHA?

Omnwucats npolecc nepexo/ia Ha yJIaIéHHYI0 padoTy, pacCMOTPETh OYEBUIHBIE PUCKU IS
nH(GOpPMaIMOHHON Oe30macHoCcTU: MoAudUKaIKs Tpaduka, IepexBaT napoyiei u
KOH(UICHIIMATBHBIX JaHHBIX, a TAK)KE B3JIOM MapIIPyTH3aTOPOB U MEPEHAIIPABICHUE TTOJIb30BaTeIeH
Ha BpPEeIOHOCHBIE cailThl. [IpoaHann3upoBaTh KOHTPMEPHI; B KAUECTBE OJHOTO U3 BapHAHTOB
pPaccMOTPETh UCIOJIb30BaHNE BUPTYaIbHOM yacTHOM cetu (Virtual Private Network, VPN).

10.Kak noctpouts kpuntotyHHesnb no ['OCTy ¢ MUHUMaJIbHBIMU 3aTpaTamMu’?

Obecnieuenue 6€30MaCHOCTH MPH MOMOIIIM CPEACTB KPUNTOTpaPUUeCKOn 3alUThl HHPOpMALUN
(CK3H1) — He o4eHb CIIOKHAS 3a7a4a, €CIIM BCE TEXHOJOTHUECKUE YUYACTKH HaXOISTCS Ha XOCT-
maiuHe. OHAKO 7151 TOro YTOOBI MepenaBaTh U MudpoBaTh HHOOPMAIHIO OJHOBPEMEHHO,
HE00XO0MMO MTOCTPOUTH IPaMOTHBIN TEXHOJOTUYECKUH MPOIECC MPOrPaMMHOI0 00eCIeUeHHUS.

11.Kak obecrieunts 6e3onacHocTh [0T-ycTpoiicTB?

Nutepner Bemeit (Internet of Things) — yke odeBuHAS PEaIbBHOCTD sl OM3HEC-TIPOIIECCOB
KOMIIaHUH ¥ KOPIOPATUBHBIX HHPpacTpykTyp. OMHAKO, HECMOTPSI HA OTPOMHOE KOJIMIECTBO
«YMHBIX» YCTPOMHCTB, pabOTaIONINX HA MPEANPUATUAX U B IPOMBIIIIEHHBIX CeTAX, Oe3onacHocTh 0T
3a4acTy0 OCTaBJISIET XKeJATh JTydinero. Kak UCIIpaBUTh MOJIO0XKEHHUE, U PaccKa3aTh O METOJaX 3alUThI
WHTEPHETA BEICH.

12.Kak opranu3oBaTh MPaKTUKy OpraHU3aIiy 0€30MacHOro yaanEHHOro JocTymna?

UTo mporcXoauT Ha peIHKE 0€30MacHOro yAanEéHHOro JOCTYyNa U KaK MPaBUIbHO 3alIUTHTh
MOAKTIOYEHUE COTPYAHHUKA K KOPIIOPATUBHBIM pecypcam u3BHe? Kak perynsiTopbl BIUSIOT Ha
MPOIIECC TUCTAHIIMOHHON pabOThI M HY>KHO JIM CJICIUTh 32 COTPYIHUKOM, paOOTAOIIMM U3 JoMa?

13.PaccMmoTpeTh mpoliece MpeAoTBPaIEHUsI BTOPKEHHI C ITOMOIIBI0 MEKCETEBOT0 SKpaHa HOBOTO
nokonenus: UserGate

B cocTaBe mexceTeBoro 3kpana HoBoro nokosjeHust UserGate npumensieTcs cuctema oOHapyKeHUs
Brop)eHunit (COB) cobcTBeHHOI pa3paboTKU, CO3aHHAs BHYTPU KOMIAHUH 0€3 NCMOIb30BaHuUs
OTKpbITOro Kofa. CUrHaTyphl CUCTEMBI OOHAPYKEHUsI BTOP)KEHUN pa3padaThIBalOTCS U
BEepUPUITPYIOTCS COOCTBEHHON KOMaHA0N aHAIMTUKOB IIEHTPAa MOHUTOPUHTA U PearupoBaHuUs
UserGate.

14 Kak co31aTh KOMIUIEKCHYIO cHCTeMy Oe3onmacHOCTH Ha ocHOBe Fortinet Security Fabric API?
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OTkpbIThIHN 1 00menocTynHbINH APL, ipeaHasHaueHHBIN A1 HHTErpanuu npoaykTos Fortinet ¢
BHEUIHMMH PEIICHUSMH, IIO3BOJIAET MOIb30BATEISAM PACIIUPITh BO3MOKHOCTH UMEIOLINXCS
KOMITOHEHTOB, a TaK)Ke THOKO WHTETPUPOBATh CTOPOHHHUE MPOIYKTHI B €UHYIO0 KOMILJIEKCHYIO Cpeay
nHOOPMAITMOHHONW 0€301TaCHOCTH MIPEATPUSATHS.

15.Kak pynkuuonupyer mexcereBoii skpan UserGate X1: uadopmarionHas 6e301macHOCTb B
HKCTPEMAIIbHBIX (PU3UUECKHUX YCIOBUAX

KopnoparusHnsiii mexcereBoil akpan UserGate X1 Beinensiercs us nuHeiiku npoaykroB UserGate
YHUKAJIbHBIMU (PU3HKO-TEXHUUECKUMH XapaKTepUCTHUKaMU. JlaHHbIH pOrpaMMHO-annapaTHbIHN
komruieke (ITAK) apdextruBen u HagékeH B caMbIX CypOBBIX YCIOBHAX SKCIUTyaTalllu: Ha
IPOMBIIIJIEHHBIX 00BbEKTaX, OTKPBITOM BO3/yX€, TPAHCIIOPTE, COXPAHAs IIPU ITOM BCE IPEUMYIIECTBA
wiardopmel odecniedeHus npodeccuonanpHoi kubep3ammtel UserGate.

16.0mumcath nporecc UCIOTHEHUS TPEOOBAHUI POCCUHUCKHUX PETYIISTOPOB IO KOHTPOJIIO
COTPYJIHUKOB

®uHaHCOBbIE OpraHu3aluu o0s3aHbl cOOMI0AaTh TpeOoBaHus nmonoxeHuit banka Poccun u nprkasos
OCTIK Poccun. [Tockonbky Ha3zBaTh CIIMCOK ATHX TPEOOBaHUN MaJICHBKUM SI3BIK HE
MOBOPAYMUBAETCS, MBI PEILIMIN PACCMOTPETh MPEANUCAHUS PYKOBOASAIIUX JOKYMEHTOB U MPEATIOKUTH
CBOW BapHaHT — KaK MOKHO PELIUTh T€ MM MHBIC IPOOIEMbI MM XOTs ObI 00JIETYUTH CBOIO yUaCTh.

17.Kak npenoTBpaTuTh CIUB 0a3bl JaHHBIX CYNEPHOIb30BaTENIMU?

[TpuBWIErHpOBaHHBIC TTOJIL30BATENH 0a3 JAHHBIX HEPEIKO CTAHOBSITCS OOBEKTAMH aTaK XaKepOB WITH
caMH, MOJIb3YsICh PaCIIMPEHHBIMU MPaBaMHU, IKCIUTYaTUPYIOT HHPOPMAIIIO HE TOJIBKO B CIYKEOHBIX
nensix. CyIecTByeT HeCKOIbKO () (GEKTHBHBIX CIIOCOOOB 3aKPBITHS ITUX ySI3BUMOCTEH, CpeIn
KOTOPBIX MOXKHO BBIACTUTH ycTaHOBKY DLP-cuctemsl, pasrpannueHune 10CTyma, a TakKe
OTpaHHYEHUE TIPAB CYMEPIOIL30BaTENICH JO HEOOXOIUMBIX M IOCTATOYHBIX, HO yI00HEE BCETO
ABTOMATHU3MPOBATH 3aAIIUTY OT BO3MOXKHBIX yTeueK HH(OpMaluy U3 0a3 JaHHBIX C TTOMOIIBIO
KopoOouHbIX penennii, HanpuMep CYB/] Jatoba ot komnanwnm

18.Kak npaBuiibHO 3a110JHUTS KypHal yuéta CK31?

[TpakTruecku mo0ast opranuzanrs 0OMeHNBaeTcsl KOHQUACHINAIbHBIMU JAHHBIMU CO CBOMMH
napTHEPaAMH U CTPYKTYPHBIMU NOJpa3aesieHUusIMH. J{J1s1 Toro yToObl 00ecreunTh COXpaHHOCTb
nepenaBaeMoit uHpopmanuu, TpedyroTcs cpeacTsa kpunrorpaduueckon 3amutsl (CK3U1). Ho
paboTa ¢ HUMU perJaMeHTHPYeTCss MHCTPYKLUeH, KoTopas HanucaHa 20 JeT Ha3aa U yxKe He
OTBEUYAET COBPEMEHHBIM PEATIUSIM, & HEKOTOPhIE €€ MYHKTHI BbI3bIBAIOT COMHEHHSI Y CHEIIMAIUCTOB.
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Iloka3aTeJm M KPUTEPUM OLEHUBAHMS IUIAHHUPYEMbIX pe3yJbTATOB

OCBOEHHUSI KOMIIETEHII NI U pe3yJabTaToB oﬁyqunﬂ, IIKaJa OHCHUBAHUA

Mxana ®opmupyembl| UnaukarTop Kpurepnn YpoBeHnb
e JOCTHKEHUSA OCBOCHUS
OLICHUBAHNA OlLlCHUBAHUSA .
KOMIETCHI MM | KOMIIeTeHIIMH KOMIIETEeHIUH
85— «3auteno [YK-1. Croco6en|YK-1.1. 3HaeT BepHO U B MOJTHOM IIpoaBuHYTHII
100 » OCyLIECTBIATh  [(OCYyIIECTBISAET (00BbeMe OCHOBHBIE METOIbI
0aJL10B MOUCK, MOUCK KPUTUYECKOTO aHAIM3a U
KPUTUYECKUI HE0OXOAMMOIl  [0OCHOBBI CUCTEMHOTIO IOAXO0a
QHAJIN3 U CHHTE3 [MH(pOpMAIMK,  |[KaK OOIEHAYYHOTO METO/A.
I/IHq)OPMaHPIPI, OIHpasCh Ha YMeeT BepHO M B IOJHOM
IMIPUMCHATH [PE3YJIbTAThI o0BLeMe aHaJIN3UPOBATH
CHUCTEMHBIN aHaJIn3a B3agady, WCIOJB3YsI OCHOBBI
MOAXOI IS [IOCTaBICHHON KPUTHYECKOI'O aHaln3a U
[PCIICHUS 3aJa9u CUCTEMHOI'O OJIX0/1a;.
TMOCTAaBJICHHBIX OCYIICCTBIIATH ITOUCK
3a71a4 HEOOXOMMOM JIJIsl PEIICHHUS
[MOCTaBJICHHOU 3a/1auu
MHGMOPMAINH, KPUTHIECKU
OTICHUBAS HAIC)KHOCTH
[PA3TUYHBIX HCTOYHIUKOB
mHGOpMaIn
OIIK-2. OIIK-2.1. 3HaeT BepHO U B TMOJHOM
Criocoben Hcmonp3yer o0beMe MeTOoABl ITIOWCKa W
OCYLIECTBJISITH  [OCHOBHEIE cucTeMaTtu3anuu uHpopManuu
cOop, 00pabOTKY METOIBI, 00 3KOHOMHYECKUX TpOIleccax|
151 cpencTBa M SIBIICHUSIX
CTATUCTHUYCCKUH [OTy9ICHUS, 'YMeeT BepHO ¥ B IOJTHOM
aHaJM3 JaHHBIX, [IPEICTABICHUSA, |00beMe paboTaTh ¢
HEOOXOINMBIX  [XpaHEHUS U HallMUOHAIBHBIMU U
JUIST pCILICHUA 06pa6OTKH MEXKITYHAapOJHBIMHA Oasamu
MOCTABJICHHBIX |[CTATUCTUYECKUX |[TaHHBIX C IEJIBIO TOMCKA
PKOHOMHWYECKUX |[TaHHBIX. I/IH(bopMauI/H/I, HE00XO0IUMOM
3aga4d I peNIeHUs IOCTAaBJIEHHBIX
PKOHOMHYECKHUX 3a/1a4.
'YMeeT BepHO U B IOJIHOM
00beMe PacCUUTHIBATh
PKOHOMHUYECKHUE U COLUATBHO-
PKOHOMHUYECKHUE TIOKA3aTeNH,
XapaKTePU3YIOIIHe
NesTeIbHOCTD X035IUCTBYIOLINX
CyOBEKTOB Ha OCHOBE THIIOBBIX
IMETOJIMK W IEUCTBYIOLIEH
HOPMaTUBHO-TIPaBOBOW 0a3bl
YmMmeer BepHO U B TOJTHOM
00beMe TIPEICTaBUTh
HaTJBSITHYIO BH3YaTH3AITHIO
TAaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT BEPHO M B MOJHOM
CriocobeH Hcnonb3yer o0beMe:: XapaKTepUCTUKU
MOHUMAaTh COOTBETCTBYIOII (COOTBETCTBYIOITUX
IPUHITUTIBI Ve COICPXKaHUIO (COJIEPIKAHUIO
[paboTHI MpoheccHoHANBHTPO()eCCHOHATBHBIX 33129
COBPEMEHHBIX  [bIX 3aJa4 COBPEMEHHBIX ITU(PPOBBIX
WHPOPMAIMIOHH |COBPEMEHHbIE  |[MH(GOPMALMOHHBIX




bIX TEXHOJIOTHI
M MCIIOJIb30BaTh
WX JUISl peIIeHUs
3aaq
pohecCHOHAIbH

UQpOBEIE
MHQOPMAOHH
bIC TEXHOJIOTHH,
OCHOBBIBASICh Ha
NPUHIUNAX UX

TEXHOJIOTUH

'YMeeT BepHO U B TOJTHOM
00beMe: HCII0Ib30BaTh
COBpPEMCHHBIE ITU(POBHIC
MH()OPMAITMOHHBIE TEXHOJIOTHH

oM ACATCIBbHOCTHU pa6OTBI 17151 peIICHUA 3a4a4
rpodecCuoHANBHOM
IIesITeTbHOCTH
OIIK-6.2. 3HaeT BEPHO U B MOJTHOM
ITonumaet 00BeMe: PUHITHUITBI PaOOTHI
IPUHIIUIIBI COOTBETCTBYIOLLIUX
[paboThI COIeP KAHHIO
COBpEMEHHBIX  [TPO(EeCCUOHATBHBIX 33/1a4
UGB POBBIX COBPEMEHHBIX ITU(PPOBBIX
MH(OOPMAITHOHH WHGOPMAITMOHHBIX
bIX TEXHOJIOTHH, [T€XHOJIOTHH
COOTBETCTBYIOLI YMeeT BEPHO H B IOJTHOM
MX COACPKAHMUIO (0OBeMe: OPUMCHATH NPUHIAII
PO(ECCUOHABH|B paGOTHI COOTBETCTBYIOLINX
bIX 33129 COIEP KAHUTO
MpogecCHOHANBHBIX 3a1a4
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMAITHOHHBIX
TEXHOJIOTUH
70 — 84 | «3aureno» [YK-1. Cnocoben[YK-1.1. 3HaeT ¢ He3HAYUTEJIbHBIMH |[T1OBBIIIEHHBII
0a/10B OCYIIECTBIATh  [OCYILECTBISICT [3aMeYaHUSIMU OCHOBHBIC
ITOUCK, TTOUCK IMETOJIbI KPUTUUYECKOTO
KPUTHUYECKUH  [HEOOXOJMMON  [aHAJHM3a U OCHOBBI CUCTEMHOTO
AHAIIN3 U CHHTE3 MHGOpPMAIMH,  [TOJX0Ja KaK O0IIeHAyYHOTrO
nH(pOpMAINK,  |OMHPasCh Ha MeTOJIa.
ITPUMCHATD [PC3YJIbTAThI YMeeT ¢ He3HAUMTEJIbHBIMH
CHCTCMHBIH aHaJInM3a 3aMeYaHMsIMHM aHAJIM3UPOBATH|
MOAXOM 1A [OCTaBJICHHON Bagady, MCIOJIb3Ysl OCHOBBI
[PCIICHUA 3a1a4u KPUTUYECKOT'O aHaim3a Y
MMOCTABJICHHBIX CUCTEMHOT'O oJIX0/1a;
3ana4 OCYIIECCTBIATH IIOHCK|
HEOOXOIUMON Ui  pelleHus]
MOCTaBJICHHOU 3a7a4y|
nHGOPMAIHH, KPUTHUYECKU
OIICHUBAS HAJICKHOCTH
[PA3TUYHBIX HCTOYHUKOB
MHpOPMAITUH
OI1K-2. OIIK-2.1. 3HaeT ¢ He3HAYUTEJIbHBIMH
CriocobeH Wcnonb3yer BaMeYaHUsIMU: METO/Ib]]
OCYILLECTBJISTH  [OCHOBHBIE MoMcKa W CHUCTeMaTH3alluy
cOop, 00pabOTKY METOTBI, MHGOpMAIHH 00
u cpeacTBa PKOHOMHMYECKUX MpoLeccax U
CTATUCTUYECKUM [OJy4EHUs, SIBJICHUSX
QHAJIN3 NaHHBIX, [[IPEICTABIICHUSA, [YMeeT ¢ He3HAYUTEIbLHbIMU
HEOOXOOUMBIX  [XpaHEHHS U 3aMeYaHusIMH: paboTaTh C
TUTSL peLIeHUs 00paboTKH HAIIMOHATBHBIMA 1
IMOCTABJICHHBIX CTAaTUCTUYCCKHUX MEKIyHapOAHBIMU GaBaMI/I
DKOHOMUYCCKNX |[TaHHBIX. ITAHHBIX C IEJBIO ITOUCKA
3a1a4 MHpOpMaIIH, HeOOXOAUMON

I pCIICHHSA IMOCTABJICHHBIX
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PKOHOMHWYCCKHX 3aJa4.

'YMeeT ¢ He3HAUNTEIbLHBLIMU
3aMeYaHUSIMH: PACCUUTHIBATD
PKOHOMHUYECKHE M COIUAIIFHO-
DKOHOMMYECKHE TTOKA3aTEeIu,
XapaKTepU3YIOIIHe
MesTeIbHOCTD X035HCTBYIOLINX
CyOBEKTOB Ha OCHOBE THUITOBBIX
IMETOJIMK M JIEUCTBYIOLIEH
HOPMaTHBHO-TIPABOBOM 0a3bl

YMeeT ¢ He3HAYUTEIbHBIMHU
BaMEYaHUAMM IIPEACTAaBUTH
HarJIAAHYIO BU3YyaJIn3alluio
JMaHHBIX.

OIIK-6.
Criocoben
[MOHUMATh
MIPUHIIUTIBI
[paboTHI
COBPEMEHHBIX
WHPOPMAITHOHH
bIX TEXHOJIOTUH
1 MCTIOJTh30BATh
WX JUTS PeIICHUS
3aau
rpodeccruoHaIbH

OIIK-6.1.
Hcnons3yet
COOTBETCTBYIOII
ne ColepKaHUI0
mpoheccrHoHaIbH
bIX 3324
COBpEeMEHHBIE
U(ppPOBBIE
MH(OOPMAIOHH
bIe TEXHOJIOTUH,
OCHOBBIBasICh Ha
MPUHIAIAX UX

3HaeT ¢ He3HAYMTEJbHBIMH
3aMeYaHUsAMU::
XapaKTePUCTHKU
COOTBETCTBYIOILINX
COJICPIKAHHIO
mpodecCuOHaNBHBIX 331a4
COBPEMEHHBIX IH(PPOBBIX
MHPOPMAITUOHHBIX
[TEXHOJIOTUH

'YMeeT ¢ He3HAUMTeIbHBIMH
BaMe4aHMSMM: HCII0JIb30BaTh
COBpPEMEHHBIE TU(PPOBLIC

0l1 1eATETbHOCTH pa60TBI HH(bopMauHOHHLIe TEXHOJIOTHUHN
TS peIeHus 3a1a4
rpodecCuoHANBHOM
e TeNbHOCTH

OIIK-6.2. 3HaeT ¢ He3HAYMTEJIbHbIMH
[Tonumaet 3aMeYaHUSIMM: TTPUHIIUITHI
MIPUHITUTIBI PabOThl COOTBETCTBYIOIIUX
[paboThI COIep KAHHIO
COBpEMEHHBIX  [TPO(heCcCHOHANTBHBIX 3a1a4
UG POBBIX COBPEMEHHBIX ITU(PPOBBIX
MHQOPMAIOHH [MH()OPMALOHHBIX
bIX TEXHOJIOTHH, [T€XHOJIOTHH
COOTBETCTBYIOILL [YMeeT ¢ He3HAYUTEJIbHBIMHU
MX COACPKAHUIO BaMeYaHUSIMHU: IPUMEHATH IIp
PO ECCHOHATBHMHIUIBL PAOOTHI
bIX 3a71a4 COOTBETCTBYIOIIUX
COZIEPKAHUIO
MpogecCHOHANBHBIX 3a1a4
COBPEMEHHBIX ITU(PPOBBIX
MH(DOPMAITHOHHBIX
[TE€XHOJIOTUI
50 - 69 | «3aureno» [YK-1.CnocobenYK-1.1. 3HaeT Ha 02a30BOM YPOBHeE C Bazosblii
0aJL10B OCYLIECTBIATh  [OCYILIECTBISET |OMIMOKAMM OCHOBHBIC METO/IBI

TTOUCK, MTOVICK KPUTHYIECKOTO aHAIH3a 1

KPUTUYECKUI HE0OXOAMMOIl  [0OCHOBBI CUCTEMHOTO IOAXO0a

AHAIIN3 U CHHTE3 MHGpOpMAINH,  [KaK OOIIEHAYYHOTO METO/A.

MH(pOpMaLNH, OIHpasCh Ha YMeeT ¢ He3HAYHUTEJILHBIMH

TPUMCHATD [PC3YJIbTAThI BaMeYaHUsIMH aHaJIN3UPOBATH

CUCTEMHBIH QHaAIIN3a 3ajauy, WUCIONB3Ys OCHOBBI

OAXO0A JUIsl [IOCTABJICHHON
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IKpI/ITI/IlIeCKOFO

WX JUTS PEIICHUS
3ajau
MpodhecCHOHAIBH

[pEIICHIS 3aauun aHanmmza Y

[MOCTaBJICHHBIX CHUCTEMHOTO MOJIX0/1a;

3amaq OCYLLECTBISTh MTOUCK
HEOOXOAMMOW Il peIIeHUS
[MOCTaBICHHON 3a/1a4ul
nHGpOpMAITIH, KPUTHUYECKU
OTICHUBAS HaJIe)KHOCTH
PA3TUIHBIX HMCTOYHHUKOB
mHGbOpMAaIIH

OIIK-2. OIIK-2.1. 3Haer Ha 0a30BOM YpOBHe, C

CriocobeH Hcnonb3yer OIIMOKAMM: METOIBI ITOUCKA U

OCYIIECTBIISITh  [OCHOBHEIC cucTeMaTtu3aiuu uHpopMaIuy

cOop, 00pabOTKY METOIBI, 00 3KOHOMHYECKUX MPOIIeCCax|

151 cpencTBa 1 SIBJICHUSX

CTaTUCTUYECKUI MMOJIYy4YCHUA, YMmeeT HA 0230BOM YPOBHE, C

aHaIU3 JaHHBIX, [IPEACTABJICHUS, |(QIIMOKAMMU: pa60TaT], c

H€O6XOI[I/IMBIX XpaHCHUA U HAIITMOHAJIbHBIMU U

uia pemeanst  (00paboTKu MEXKTyHAPOJHBIMU 0a3aMu

MOCTABJICHHBIX (CTATUCTUYCCKUX |TaHHEBIX C IICJIbI0 ITIOUCKA

PKOHOMHUYECKHUX |[TaHHBIX. nHpOpMAIH, HEOOXOAUMOMN

3a1a4 IJ1s1 peleHus MOCTaBICHHBIX
PKOHOMHYECKHUX 3a/1a4.
'YmeeT Ha 6230BOM YpPOBHE, C
OMINOKAMH PACCUUTHIBATD
PKOHOMHUYECKHUE U COLUATBHO-
PKOHOMHUYECKHUE TIOKA3aTeNH,
XapaKTepHU3yIOIue
MesATeILHOCTD X035HCTBYIOLIUX
CyOBEKTOB Ha OCHOBE TUIIOBBIX
METOJIMK M JIEUCTBYIOLEH
HOPMaTUBHO-TIPaBOBOW 0a3bl
Ymeer Ha 0230BOM ypOBHE, C
OIIMOKAMU NIPEACTABUTH
HarJSIIHYIO BU3YJIM3ALHIO
ITAaHHBIX.

OIIK-6. OIIK-6.1. 3HaeT Ha 02a30BOM yYPOBHe, C

CrniocobeH Hcrnonb3yer OMIMOKAMM:: XapaKTEPUCTHKH

MOHUMAaTh COOTBETCTBYIOII (COOTBETCTBYIOITUX

MIPUHITATIBI Ve COAEPIKAHUIO [CONEPIKaHUIO

[paboTHI MpodhecCHoHANBHTPO()EeCCHOHANBHBIX 33124

COBPEMEHHBIX  [bIX 3a7a4 COBPEMEHHBIX ITU(PPOBBIX

WHPOPMAIIOHH |COBPEMEHHbIE  [MH(POPMAIUOHHBIX

bIX TEXHOJIOTHH [E(pOoBbIE [TEXHOJIOTUI

1 MCIIOJIb30BaTh MH(OPMAIMOHH |[YMeeT Ha 6230BOM YPOBHE, ¢

bIC TCXHOJIOTHH,
OCHOBBIBAsICh Ha
MPUHOUIIAX UX

OIIMOKAMM: MCIIOJIb30BaTh
COBpPEMCHHBIE ITU(POBHIC
MH()OPMAIMOHHBIC TEXHOJIOTHH

on ACATCIBbHOCTN pa6OTBI JIST peIIeHU 3a1a4

Mpo¢eCCHOHATEHOM
eSITEIbHOCTH

OIIK-6.2. 3HaeT HA 02a30BOM yYPOBHE, C

[Tonumaet OIIMOKAMU: IPUHIUIIBI

MTPUHITATIBI pPabOTBI COOTBETCTBYIOIINX

paboThI CoJIep KaHHIO

COBpEMEHHBIX  [TPO(EeCCUOHANBHBIX 33]1a4

M QPOBBIX COBPEMEHHBIX MH(PPOBBIX
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MHQOPMAIOHH
bIX TEXHOJOTHUH,
COOTBETCTBYOLL
HX COJICP>KaHUIO

MH(POPMAITUTOHHBIX
[TEXHOJIOTUI

'YmeeT Ha 6a30BOM ypOBHe, C
OIIMOKAMU: TIPUMCHSITH TIPUH

Npo(eCCHOHANBHUITBI PAGOTHI
bIX 3a71a4 COOTBETCTBYIOIIUX
COJIEPKaHUIO
MpodecCHOHANBHBIX 3324
COBPEMEHHBIX II(PPOBBIX
MH(OPMAITMOHHBIX
[TEXHOJIOTUH
YK-1. Crioco6en|YK-1.1. He 3naet Ha 6a3oBoM ypoBHe KomnmereHuuun
ocymecTBIATh  |OCYyIIECTBISIET [OCHOBHBIE METOJIBI He
MOUCK, MOUCK KPUTUYECKOTO aHaIu3a U copMupoBan
KPUTHYECKUN  [HEOOXOMWMON  |(OCHOBBI CHCTEMHOTO TTOIX0/1a Bl
aQHAJIN3 U CUHTE3 MHGpOpMAIiH,  [KaK 0OIIeHAYYHOTO METOMA.
MH(OpMAIMK,  ONHUPAsCh Ha [He ymeeT Ha 6a30BOM YPOBHe
MPUMEHATH pe3yabTaThI AHAJIM3UPOBATD 3aj1aqy,
CHCTCMHBIN aHaJIn3a MCIIOJIB3Y S OCHOBBI|
MOoAXOon AJid [TOCTABJICHHOMN [KPUTHIECKOTO aHa/JIn3a H
[PCLICHUS 3a1a4n CHUCTEMHOTO MOAX0Ja.
[TOCTaBJIICHHbIX [He ymeeT Ha 6a30BOM ypOBHe
3anad OCYLLECTBIISTh IOUCK
HEOOXOMMOM JJIs PEIICHUS
MOCTaBJICHHOH 3a1auu
MHPOPMAITNH, KPUTHUECKH
OIICHHUBAs HAJIC)KHOCTD
[Pa3JIMYHBIX NCTOUYHHUKOB
MHpOPMALTUH
OIIK-2. OIIK-2.1. He 3naer HnHa 0a3oBoMm
CriocobeH cronb3yer YPOBHE, ¢ omuoKamMu:
OCYIIIECTBISTH  |OCHOBHBIC METO/TBI MTOHCKA u
MeHee «He cOop, 00pabOTKY [METOIHI, crcTeMaTH3aMu HH(OOpMAINH
50 3auTenoy M cpeacTBa 00 SKOHOMHYECKHX MpoIleccax|
6ai1oB CTaTHCTHYECKHUH [TOTyUeHUS, M SIBJICHUSIX
QHaJIN3 JIAaHHBIX, [pe/ICTaBiIeHNs, | He ymeer Ha 6a30BOM
HEOOXOMUMBIX  [XPAaHEHHS M YPOBHE, ¢ OIIUOKAMM:
JuIs pelieHnst  |00paboTku paboTaTh ¢ HALMOHAILHBIMA 1
[OCTABJICHHBIX  (CTATHCTHYECKHX |MEKIyHAPOJHBIMHU Oa3aMu
ODKOHOMUYCCKUX |[TaHHBIX. MTAHHBIX C IICJIBIO ITIOUCKA
3a1a4 nHpOpMAIUH, HEOOXOAUMOMN

I pCHICHUA IMOCTABJICHHBIX
PKOHOMHYCCKHUX 3aJa4.

[He ymeeT Ha 6a3oBoM
YPOBHE, ¢ OIIUOKAMH
[PACCUUTHIBATH YKOHOMHUYECKHE
1 COLIMAIbHO-YKOHOMUYECKUE
[TOKa3aTely,
XapaKTepHU3yIoIue
NesTeIbHOCTD X035HCTBYIOLINX
CyOBEKTOB Ha OCHOBE THUIIOBBIX
IMETOJIMK W IEUCTBYIOLIEH
HOPMaTUBHO-TIPaBOBOW 0a3bl

He ymeeT Ha 6a30BoM
YPOBHE, C OIIUOKAMH
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MPEACTaBUTH HATIAAHYIO
IBU3YyaJIM3allUI0 JaHHBIX.

OIIK-6.
CriocobeH
IMOHUMATh
MTPUHIIATIBI
paboTEI
COBPEMEHHBIX
WHPOPMAIOHH
BIX TEXHOJOTHH
M MCIT0Ib30BaTh
WX JUTS PeIICHUS
3aa4
rpodeccruoHaIbH
oM IeATCILHOCTH

OIIK-6.1.
Hcnonb3yet
COOTBETCTBYIOII
We collepKaHUIo
poheccCHoHaIbH
bIX 3a]a4
COBpeMEHHbIE
U(ppPOBBIE
MHGOPMAITOHH
bIe TEXHOJIOTUH,
OCHOBBIBasICh Ha
MPUHIAIAX UX

[He 3HaeT Ha 6a30BOM ypOBHe
XapaKTePHCTHKA
COOTBETCTBYIOIINX
COZIEPHKAHHIO
MpodecCHOHANBHBIX 3a1a4
COBPEMEHHBIX I(PPOBBIX
MH(POPMAITUOHHBIX
TEXHOJIOTHI OCHOBBIBAsICh HA
MPUHIUIIAX UX paboThI

[He ymeeT Ha 6a3zoBoM
YPOBHeE: HCITIOJIb30BaTh
COBpPEMEHHBIE TU(PPOBEIC

PaboTHI MH()OPMAITMOHHBIE TEXHOJIOTHH
IS perIeHus 3a1a4
rpodecCuoHANBHOM
NesITeIbHOCTH.

OIIK-6.2. [He 3naeT Ha 6a30BOM ypOoBHe

[Monumaer MIPUHIMITEI PA0OTHI

MPUHIIHAITBI COOTBETCTBYIOIINX

palboTEI COJeP KaHHIO

COBPEMEHHBIX  [MPO()EeCCHOHAIBHBIX 3a/1a4

I QPOBBIX COBPEMEHHBIX IH(PPOBBIX

MHQOPMAIOHH [MH()OPMALMOHHBIX

bIX TEXHOJIOTUM, [TexHosoruil; He ymeer Ha

COOTBETCTBYIOI [0a30BOM YpPOBHeE

WX COACPIKAHUIO [MPUMEHSTH IPUHIMIIEI PA0OTHI

MpogecCHOHATBH|ICOOTBETCTBYFOLIMX

bIX 3a]a4 COJIep KaHHIO

MpogecCHOHANBHBIX 33124
COBPEMEHHBIX IU(PPOBBIX
MH()OPMAITMOHHBIX
[TEXHOJIOTUI
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