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OLEHOYHBIE MATEPUAJIbI

ITo nucunnianae OCHOBBI HH‘DOPMAIII/IOHHOﬁ BE3OITIACHOCTU

NEPEYEHb KOMIIETEHIIUHI C YKA3AHUEM PE3YJIbTATOB
OBYYEHUA U OTAIIOB UX POPMUPOBAHUA 110 JTUCIHUAIIIMHE

®opmupyeMble

KOMIIETeHIIH U
(k00 u Haumenosanue

KOMnemeHyuu)

HNuauxkaropsl
JMOCTHKEHUSI
KOMITeTeHIM
(K00 u naumenosanue
uHOuUKamopa)

PesynbTaThl 00yyeHus (3HaHU s,
YyMeHus)

YK-1. CnocodeH ocyuiecTBJIATH
TOUCK, KPUTHYECKHI aHAIIN3 1
cuHTe3 nHpoOpManuN, IPUMEHSITH
CHCTEMHBII MOIXO0/ 1JIs peleHust
MOCTABJIEHHBIX 3a/1a4

YK-1.1. OcymiecTBiseT MOUCK
HeoOXxonuMor nH(pOpMAIUH,
OMHPAsICh HAa PE3YJIbTATHI
aHaJM3a MOCTABICHHOM 3a/1auu

YK-1.1. 3-1. 3uaeT 0CHOBHBIE METOIBI
KPUTHYECKOTO aHAIN3a U OCHOBBI CHCTEMHOTO
MOJIX0J1a KaK OOIIEHAYYHOTO METO/I.

YK-1.1. ¥Y-1. YMeeT aHanu3upoBath 3a1auy,
UCIIOJIb3Ysl OCHOBBI KPUTHYECKOTO aHaIN3a 1
CHCTEMHOI'0 N10JX0a.

YK-1.1. ¥Y-2. YMeeT oCyIIECTBIATh TIOUCK
HE0OX0AMMOH ISl pEIICHUs! TOCTaBICHHON
3a1a4u HHQOPMALMH, KPUTHYESCKU OLICHUBAS
HaJe)KHOCTb Pa3IIMYHBIX HCTOYHHKOB
HHPOPMAITUH.

OIIK-2. CniocofeH ocymecTBJIsSITh
coop, 00padoTKy U
CTATHCTHYECKHH aHAIN3 JAaHHBbIX,
HeOﬁxOIIl/IM])IX AJI pelIeHUu s
NMOCTABJEHHBIX JKOHOMHUYECCKUX
3aga4

OIIK-2.1. Mcnonb3yer
OCHOBHBIE METO/IBI, CPEJICTBA
MOJY4EeHHUs, TPEJICTABICHHS,
XpaHeHHs: 1 00paboTKH
CTaTUCTUYECKHUX JAHHBIX.

OIIK-2.1. 3-1. 3Haer MeTOABI MOUCKA H
cucTeMaTU3aLuu nHdpopManuu 00
9KOHOMHUYECKHX MPOLIECCax U SIBICHUSIX

OIIK-2.1. ¥Y-1. Ymeet pabotaTsb ¢
HallMOHAJILHBIMU M MEXTyHapOIHBIMH 0a3aMu
JaHHBIX C LEeNbI0 IIoMCcKa HH(OpMAIn,
HEeOoOXOAMMOI I PeIIeHNS I0CTaBIeHHBIX
9KOHOMHYECKHX 3aJay.

OIIK-2.1.¥Y-2. YMeeT pacCUUTHIBaTh
IKOHOMHYECKHE M COLUATBHO-IKOHOMHYECKHE
MOKa3aTesH, XapaKTepU3yIolie A TeIbHOCTh
XO3HCTBYIOUINX CYyObEKTOB Ha OCHOBE
TUTIOBBIX METOJIUK U NICHCTBYIOMICH
HOPMATHUBHO-TIPABOBOM 0a3bl

OIIK-2.1.Y-3. YMeeT npeICTaBUTh
HarIAHYIO0 BU3yaJIM3alMIO JaHHbIX.

OIIK-6. Cnioco0eH NoHMMAaTh
NPUHIHIBI PA00THI COBPEMEHHBIX
HH(GOPMANMOHHBIX TEXHOJIOTHIl 1
HCNOJb30BaTh UX VISl pelleHus
3a1a4 npogeccuoHaJIbHOM
JeATeIbHOCTH

OIIK-6.1. Vcnionb3yer
COOTBETCTBYIOIINE
COJICPIKAHHIO
npodeccHoHaNBHBIX 33124
COBpPEMEHHBIEC IU(PPOBBIC
HHPOPMALNOHHBIE
TEXHOJIOTUH, OCHOBBIBASICh Ha
MIPUHIIAITAX UX PabOTHI

OIIK-6.1. 3-1. 3HaeT: XapaKTEepUCTUKU
COOTBETCTBYIOIINX COAEPIKAHUIO
npodeccHOHAIBHBIX 33/1a4 COBPEMEHHBIX
M (GPOBBIX HHOOPMAIIMOHHBIX TEXHOJIOTUH

OIIK-6.1. Y-1. YMeTh: UCTIONB30BaTh
COBpeMeHHbIe IU(POBBIC HHPOPMAITMOHHEIE
TEXHOJIOTUH JJIsl PELICHUsI 38124
npodecCHOHAILHOM e TeIbHOCTH

OIIK-6.2. [Tormmaet
TIPUHIIMUITBI pabOThI
COBPEMEHHBIX ITU(PPOBBIX
HH(POPMAIMOHHBIX
TEXHOJIOTUH,
COOTBETCTBYIOIIUX

CO/IepP KaHUIO
npoeCCHOHATBHBIX 33724

OIIK-6.2. 3-1. 3HaTh: IPUHITUIIBE paOOTHI
COOTBETCTBYIOIINX COACPIKAHUIO
npodeccroHabHBIX 33/1a4 COBPEMEHHbBIX
UPPOBBIX HHPOPMAIIMOHHBIX TEXHOJIOTUH

OIIK-6.2.Y-1. YMeeT npUMEHSTH MPUHIUIIBI
paboThI COOTBETCTBYIOIUX COIEPKAHUIO
npodeccHOHAIBHBIX 33/1a4 COBPEMEHHBIX

1 poBBIX MHPOPMALMOHHBIX TEXHOJIOTUI




METOINYECKHUE MATEPHUAJIbI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMHUPOBAHUSI KOMIIETEHIIAM

IlepeyeHb y4eOHBIX 3aJaHNIi HA Ay IUTOPHBIX 3AHATHSAX

TeMbl rPyNNOBBIX TUCKYCCHHA

Tema 1. Undopmanusa kak o0bekT 3ammThl. [IpaBoBoe obecneyenne nHGOPMANMOHHOM
0e3omacHOCTH
Nuauxkaropsl noctukenusi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
WNudpopmanmonnas 6e30macHOCTb. OCHOBHBIE TTOHSATHS.
Monenu napopMaIrmoHHOM 0€30MMacHOCTH.
Bune! 3amumniaemoit uHboOpMaIuu.
OCHOBHBIE HOPMAaTUBHO-TIPABOBHIE aKThI B 001aCTH MH(OPMAITMOHHONW 0€30MTaCHOCTH.
[IpaBoBele  OocoOeHHOCTH — oOecreyeHus OE€30MacHOCTH KOH(HICHIIMATIBHON
nH(pOpMaIUK U TOCYAapCTBEHHOW TalHBI.
Pecypcsl npeanpusaTs, noaiexaime 3amure ¢ Touku 3perus Ub.
Acniextsl 1B B pamkax MeHeIKMEHTa HEMPEPHIBHOCTH OM3HECA
Kubepbe3omacHoCcTh U KHOEPIPOCTPAHCTBO...
3anaun kuOepOe30MacHOCTH B aBTOMAaTHU3UPOBAHHBIX CUCTEMaX.
0. Tlonsarue mHpopMauuu ¥ UHPOPMATHU3ALMHU, CBOHCTBa MH(OpMAIMH Kak OOBEKTa
3aIUTHI OT KHOEPYyrpo3.
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Tema 2. OpranuzannonHoe odecrneyeHue MHPOPMALMOHHON 0e30MACHOCTH
Nuaukaropsl goctuxenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. OcHOBHBIE CTaHAAPTHI B 007aCTH o0OecrieueHnss HHPOPMaIMOHHON 0€30TaCHOCTH.

2. [TonuTrka 6€30MacCHOCTH.

3. DKOHOMHYECKasi 0€30MaCHOCTh MPETPUSATHS.

4. WmxenepHas 3amuTa 0ObEKTOB.

5. 3amuTta HHGOPMAIUHU OT YTEUKHU M0 TEXHUYECKUM KaHajaM.

6. Hcnonb3oBanue 0a3 MJaHHBIX [ HAXOXKICHUS W UW3YYCHUS HOPMATHUBHBIX
JIOKYMEHTOB B 00J1aCTH MH(OPMAITMOHHOW 0€30T11aCHOCTH.

7. WnenTudukanys 1 olieHKa akTHBOB.

8. Mogenu yrpos.

9. Wnentudukanys ysi3BUMOCTEH.

10. O1nieHKa pUCKOB.

11. O06paboTka pHCKOB.

12. Mopenb HapyImUTeNs MOTUTHKA 0€30MaCHOCTH.

13. Tunuaneie yrpo3sl HHPOPMAIIMHM U YSI3BUMOCTH KOPIOPATUBHBIX WH(OPMAITMOHHBIX
CHCTEM.

Tema 3. IIporpamMHo-anmapaTHble CcpeAcTBa olecrnedyeHus: HHEPOPMALMOHHOM
0e30macHOCTH B HH(POPMALMOHHBIX CETAX
HNuaukaropsl goctuxenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.
OcCHOBHBIE BUJIbI CETEBBIX U KOMITBIOTEPHBIX YIPO3.
CpenctBa 1 METO/BI 3aLLUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.
CHUMMeTpHUYHbIE U ACCUMETPUYHBIE CUCTEMBI IIU(POBAHHUSL.
[udpossie noanucu (DIEKTPOHHBIE TOAUCH).
HNudpacTpykTypa OTKPBHITHIX KITIOUYEH.
Kpunrorpaduueckue mpoTOKOIbI.
Xs1I-yHKINS U 3JIEKTPOHHAS MOANUCH U MPOTOKOJBI JJIEKTPOHHBIX JaHHbBIX.
Metoab! paboThI C TPOrPaMMHBIMU CPEICTBAMHU.
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9. @uHAHCOBbIE aBTOMATHU3MPOBAHHBIE HWH(GOPMALMOHHBIE CHCTEMBI  YIPaBICHUS

MPOLIECCaMH.

10. CO60p 5KOHOMHUYECKOI pa3BeAbIBATEILHON HHPOPMAITUH.

11. Tomnomorust KuGEPMPOCTPAHCTBA

12. [TpuHIMTIBI TOCTPOCHUS APXUTEKTYPHI (PUHAHCOBOM KHMOEPOE30MacCHOCTH.

13. ArnmapartHoe o0ecrieueHne M XpaHEHUE MepeaaBaeMbIX U MOTYyYaeMbIX JTaHHBIX.

14. [IpoTokomnb! 1 MIaTHOPMBI.

15. ApXUTEKTypa CeTeBOH O€30MacHOCTHM U YIpaBJICHHE MPOIECCOM OOeCTICUCHHs
0€30MacHOCTH.

16. TpebGoBanus K cucTeMaM 3alUThl HH()OPMAITUH.

Tema 4. CtangapTthl 4 cienupuKanuu B 00J1acTH HHGOPMALMOHHOK 0€30MACHOCTH
HNuaukaropsl goctuxenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1. Crannmaptuzanus B cdepe yrnpapiaeHuss HHPOPMAIIMOHHON 0€301MacHOCTHIO (Ha OCHOBE
MexayHapoanbix crangaptoB ISO/IEC 17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC
15408).

2. Co3nanue 3ammppoBaHHBIX (DAHIOB M KPUNTOKOHTEHHEPOB U UX paclIn(pPOBHIBAHHE.
3. CooTBeTcTBHE TPEOOBAHUSM 3aKOHOJATEIHLCTBA MO MH(POPMAIIMOHHON O€301MacHOCTH
OpraHMU3aLuH.

4. CooTBeTCTBHUE MOTUTHKAM O€30MaCHOCTH M CTaHIapTaM, TEXHUIECKOE COOTBETCTBHUE.
5. Co3naHue yl0CTOBEpPSIONIETO LIEHTPA, TeHEepalys OTKPHITBIX M CEKPETHBIX KIIIOYEH,

CO3JlaHHE CEPTHU(PHUKATOB OTKPBITHIX KIIOUEH, CO3/laHMe 3JIEKTPOHHOH MOJIHMCH, NPOBEpKa
3JIEKTPOHHOMU ITOATIUCH.

6. [TpoToKkoBI ceTeBOI 0€30MMaCHOCTH.

7. Bupryanu3zanus ceTeBbIX yCTPOMCTB.

8. VYrpaBneHne 5JKOHOMHYECKUMH 00BEKTaMH Ha OCHOBE CTaHIAPTOB MH(OPMAIMOHHOMN
0€30MacCHOCTH.

Kpurepun ouenku (B 0asiax):

20 0ayu10B BBICTaBISIETCS OOy4aromEeMycs, €CId OH JEeMOHCTPHUPYET BBICOKHH YpOBEHB
BJIQJICHUS MaTepuajoM MO BCEM TeMaM IUCKYCCHM, IPEBOCXOJHOE yMeHHE (OpMYyIUPOBATH CBOIO
MO3UIIMI0, OTCTaWBaTh €€ B CIIOpE, 3aJaBaTh BOMPOCHI, OOCYXJaTh TUCKYCCHOHHBIEC MOJOXKEHUS,
BBICOKMI ypOBEHb JTHKH BEICHHUS JUCKYCCUU. YPOBEHb CGHOPMUPOBAHHOCTH KOMIETEHLIUN
COOTBETCTBYET IIPOABUHYTOMY YPOBHIO;

15- 6an10B BBICTaBIIsIETCSI O0YUAIOMIEMYCs, €CII OH JeMOHCTPUPYET BIJIAJICHUE MaTEpUATIOM
[0 BCEM Te€MaM JIMCKYCCUI Ha ypOBHE BBIIIE CPEIHEro, yMEHHE OTCTauBaTh €€ B CIOpE, 33aJaBaTh
BOIPOCHI, 00CYXJIaTh JAUCKYCCHOHHBIC TOJOXEHHS, 3HAHWE ATUKH BEIEHUS AMCKYCCHU. YPOBEHb
c(hOpMUPOBAHHOCTH KOMIIETEHIIUN COOTBETCTBYET MOBBIIIIEHHOMY YPOBHIO;

10 6an10B BBICTABISETCS O0YUYaAIOIMIEMYCs, €CITU OH JIEMOHCTPHPYET BIaJCHUE MaTEepHATIOM
0 BCEM TeMaM JHCKYCCHHl HE B IOJHOM OObEMe, YMEHHE 33a/JaBaTh BOIPOCHL, OOCYXIATh
JUCKYCCUOHHBIE TIOJIOKEHUS, 3HAHME JTUKH BEIEHUS IUCKYCCHHM. YPOBEHb C(HOPMHPOBAHHOCTHU
KOMIIETEHIHI COOTBETCTBYET 6a30BOMY YPOBHIO.

SAJAHUA VIS TEKYIHEI'O KOHTPOJIA

KonTpoabHas padora

Tema 4. Ctannaprsel U cnenuukanuu B 00JacTi HHGOPMALMOHHOI 0e30aCHOCTH

Nuauxkaropsl noctukenusi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Bapuanr 1.
Jlnst BEIOpaHHOTO OOBEKTa 3amuThl MHGOpMANKUK (HAmpUMeEp, MOYTOBBIA CEpBEpP, KOMIIBIOTED B
Oyxranrepuu, tenedoHHas 0a3a OrpaHUYCHHOTO TOJB30BAaHUS HA AJICKTPOHHBIX HOCUTENSAX U JIP)
MPOBECTH AaHAIU3 3alIMIIEHHOCTH O0BEKTa IO CIEAYIOIIMM IyHKTaM BHJ YIpO3, XapakTep
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MIPOUCXOXKACHUST yIPo3, KIACChl KaHAJOB HECAHKIMOHHPOBAHHOTO TIOMY4YeHHS WH(OpMAIINY,
WCTOYHUKU TOSBJICHUS YIpo3, MPUUMHBI HAPYLIEHUS LEIOCTHOCTH WH(GOpMalMU, MOTEHIUATBHO
BO3MOXKHBIE 3JI0YMBIIICHHBIE eicTBUS. OnpeaenuTh KIace 3aiuThl HH)OPMALIUH.

Bapuanr 2.

PaccmoTtpers HOpMmaTuBHYIO 0a3zy ympaeneHuss wuHmugeHtamu Mb  u  obecrieuenue
HerpepsiBHOCTH ~ Om3Heca. Cranmapt ISO  27035. HWaentudwukamus, MOpOTOKOJUPOBAHUE,
pearupoBanne Ha wuHOUACHTH Mb. Brnusaue wanmmentoB Wb Ha Ousnec-mporeccel. CpenctBa
yopasierus: coositusamu b, SOC-unentper b, SIEM-cuctembl ympaBieHuss uHbOpMarmen o
Oe3omacHOCTH W CcOObITHSIME WHGOpMAIMOHHON Oe3omacHocTH, IRP-cuctembl aBromMaTtm3anuu
pearupoBaHUs Ha HHIIUACHTH HHPOPMAIIMOHHOM 6€301acHOCTH.

Kpurepun ouenku (B 0as1ax):
10 6a/u10B BBICTaBIIETCS O0yYarOIIEMYCsl, €CIIM OH MpaBWIbHO OTBeTHI Ha 80% BOMpPOCOB
(xommeTeHIIUsI chopMUpPOBaHA HA TIPOJIBUHYTOM YPOBHE);

9 6aJyuI0B BBICTaBIIsIETCS OOy4alOLIEMYCs, €ClIM OH MpaBWIbHO OTBeTWI Ha 70% BOmpocoB
(xoMmieTeHIMsl COPMHUPOBAHA HA IPOJABUHYTOM YPOBHE);

8 0ans10B BhICTaBIIIETCS O0YyYarONIEMYCs, €CIM OH MpaBUIbHO OTBeTWI Ha 60% BompocoB
TecTa (KoMIeTeHIus cOpMHPOBaHA Ha MOBBIIIIEHHOM YPOBHE);

7 6aJuI0B BBICTaBIIsIETCS OOy4alOLIEMYCs, €ClId OH IMPaBWJIbHO OTBETWI Ha 55% BoOmpocoB
TecTa (KoMIeTeHIHs cOpMHPOBaHa Ha MOBBIIIEHHOM YPOBHE);

6 0asuioB BbICTaBIIsIETCS OOy4aloOLIEMYCs, €ClIM OH IMpaBWIbHO OTBeTWI Ha 50% BompocoB
TecTa (KoMIeTeH1us copMupoBaHa Ha 6a30BOM YPOBHE)

KoMmieKT TecTOBBIX 3aaHHI N0 AUCIUILINHE

Tema 4. CtangapTthl U cienupuKanuu B 00J1acTH HHGOPMALMOHHON 0e30MACHOCTH
Nuaukaropsl gocruxenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1.KoHTpoJbHBIe (PyHKIMH B 00J1aCTH TOCYJAPCTBEHHOH 0e30MacHOCTH 1O BONPOCAM
NpeJ0oTBpPAallleHNs] HECAHKIMOHMPOBAHHOIO J0CTYNAa K MHGOPMALMHU peau3yloTcs:

A. OCTOK PD

b. ©Cb P®

B. Vnpasnenuem «K» MBJI P®

I'. ®enepanbHOl Cimy»)00i 10 Ham30py B cdepe cBsi3u, WHOOPMAITMOHHBI X TEXHOJIOTHH U
MAaCCOBBIX KOMMYHHUKALIHI

2. 3amura uHGOPMAUM 0T HECAHKIIMOHUPOBAHHOIO I0CTYIIA -3TO:

A. 3amuTta uMHGOpMAIMM, HampaBlIeHHass Ha TMPEAOTBpAIlEHHE MOJYYCHUs 3aIlUIIaeMOn
nH(pOpMaILIUY 3aUHTEPECOBAaHHBIMU CYOBEKTaMH C HAPYIIEHUEM YCTAaHOBJIEHHBIMU HOPMATHUBHBIMU U
MPaBOBBIMU JOKYMEHTaMH (aKkTaMu) WIH oOJiagaTensMd WH(pOpMaMKM TpaB WIUM  TPABHI
pasrpaHUYeHHA0CTYIA K 3alUIaeMONH(POpMAaLIH

b. nesTenbHOCTH, HaNMpaBJIeHHAs! HA MPEJOTBPAIICHUE YTEUKU 3aIlMIIaeMoil HH(pOpMaIHH,
HECaHKLIMOHUPOBAHHBIX U HEMIPeIHaMEPEHHBIX BO3/IEHCTBUI Ha3alIUIAeMyI0 HHPOPMAIIIIO

B. 3ammra wuHpopMmanmM, 3aKIIOYAOMAscs B 00ECIEYEHHWH HEKPUIITOrpadhuIecKuMu
MeTOJIaMHU

0e3omacHocTr HHPOPMAINH (JaHHBIX ), MTOAIEKAIIEH (TOIekKAIINX ) 3AIUTE B COOTBETCTBUH
C ICUCTBYIOUINM 3aKOHOJIaTEIbCTBOM, C IPUMEHEHHUEM TEXHUYECKUX, TPOrPAMMHBIX U MPOTrPaMMHO-
TEXHUUYECKUX CPEICTB

I'. 3ammTa nHGOPMALIHH C TTOMOIIBIO €€ KPUNTOTpaduuecKoro mpeodpa3oBaHus

3.HecaHKIIMOHUPOBAHHBIH A0CTYNI KHH(POPMALMHU — 3TO...

A. nmoctyn k uwHbOpMaIMu pecypcaM HHGOPMAIMOHHOW CHUCTEMBI, OCYIIECTBISIEM BIA C
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HapyIICHHEM YCTAaHOBJIGHHBIX MpaB W/MIM TpaBWI JOCTyla K HHPOpMAaIUU pecypcam
MH(OPMALIMOHHONW CHUCTEMBI C MPUMEHEHHEM IITATHBIX CPEICTB MH(GOPMAIMOHHONW CHCTEMbI U
CPEACTB, AHAJOTUYHBIX WM IO CBOMM (YHKIMOHAIBHOMY TMPEAHA3HAYCHUIO M TEXHUYECKUM
XapaKTEPUCTUKAM

b. HekoHTponMpyeMoe pacmpocTpaHeHHE € HH()OpPMAluM OT HOCHUTENS 3allUIlaeMon
uHpopmanuu yepe3 GU3MUECKYI0 Cpeay M0 TEXHHYECKOTO CPEICTBa, OCYIIECTBISIONIETO MepexBar
uHpOopMauu

B. HempaBomepHOe mojydeHre HHQPOpPMAIMU C HCIOJIb30BAHUEM TEXHUYECKOTO CpECTBa,
OCYIIECTBISIONIETO0 0OHApYKEHHUE,TPHEM U 00paboTKy MH(POPMATUBHBIX

I'. u3MeHeHne, YHUUTOXKECHHE WM KOMMpOBaHWE HH(pOpMaIuH (pecypcoB HHGOPMAITMOHHON
CHCTEMBI), OCYILIECTBIIIEMOEC HAPYIICHUEM YCTAaHOBJICHHBIX MPaB U (WJIN) MPaBHII

4. UndopmManiuoHHOE IPABO COCTABJISIET:
A. HOpMaTHBHYIO 023y HHGOPMAIMOHHOTO 00IIeCTBa
b. rocynapcTBEHHYIO TOIUTUKY
B. HOopmartuBHyt0 6a3y arpapHoro o0riecTsa
I'. HopmaTuBHYIO 0a3y 10 UHIYCTPUATLHOTO 00IIIeCTBa

5. KTo Takue "kubepckBorrepbl'?
A. ceTeBbIe IETENHN, NBITAILIMECS BECTH MTAPAa3UTHUECKOE CYIIECTBOBAHUE
- BUPYCBI
b. poGoTsI B cetn
B. ceTeBble rpynimsl 10 HHTEPECAM

6. Ha yem ocHOBaH NpUHUMII PA0OTHl AHTUBUPYCHBIX HUMMYHU3ATOPOB?

A. Ha 3amure cucteMbl OT IOPaKE€HUsI BUPYCOM KaKOT0-TO OIPEAEIEHHOro Buja. Pailsibl Ha
IUCKaX MOAU(PUIMPYIOTCS TAKUM 00pa30M, UTO BUPYC MPUHUMAET UX 32 y’Ke 3apa’keHHbIE

b. Ha mpoBepke (aiinoB, CEKTOPOB M CHUCTEMHOW MAMITH M TMOWCKE B HHUX H3BECTHBIX U
HOBBIX (HEU3BECTHBIX CKaHEPY) BUPYCOB. [[j1s moncKa N3BECTHBIX BUPYCOB UCTIOIB3YIOTCS MacKu

B. Ha moxcdere KOHTPOJBHBIX CYMM JJsl TNPUCYTCTBYIOUIMX Ha JUCKe (ailaoB wim
CUCTEMHBIX CEKTOPOB. DTH CyMMBI 3aT€M COXPaHSIOTCS B 0a3e JaHHBIX aHTUBHPYCA, a TAKXKE Apyras
uHbopMmanus: 1muHa (aiinos, naTa ux nociueaHel MoauduKaum 1 T. 1.

I'. Ha mepexBaThIBaHWH BHPYCOOIIACHBIX CUTYAIIUi U COOOIIEHNH 00 TOM TOJIb30BATEITIO

7. YT0 HeoOX0AUMO cae1aTh NpH o0Hapy:keHnHu ¢ailaoBoro supyca?

A. KommnbioTep HEOOXOIMMO OTKIIOYUTh OT CETH U MNPOUH(OPMHUPOBATH CHUCTEMHOTO
aZMUHHCTpaTOpa

b. Komnerorep OT ceTw OTKIIOYaTh HE CIENYyeT, TaK KaK BUPYChl 3TOrO THUIMA MO CETH HE
pacnpoCTpaHsOTCs

B. BMecTo oTK/II0YeHHsI KOMITBIOTEPA OT CETH JOCTAaTOYHO Ha MEpHO/ JIeUeHUs yOeIuThCs B
TOM, YTO COOTBETCTBYIOIINN PENAKTOP HEAKTUBEH

8. UTo He0OX0aUMO caeJIaTh MPU 00HAPYKEHUH 3arpy304HOro Bupyca?

A. KomnploTep OT CeTH OTKIJIIOYATh HE CIEAYET, TaK KaK BHUPYChl 3TOr0 THUIA IO CETU HE
pacIpoCTpaHsIOTCs

b. KommbioTep HEOOXOAMMO OTKIIOYUTH OT CETH W HPOMH(POPMUPOBATH CHCTEMHOTO
aAMUHUCTpaTOpa

B. BmecTo oTKIIIOUEHHSI KOMIIBIOTEpPA OT CETH JOCTaTOYHO Ha MEPUOJ JICUeHUs! YOeIuThCs B
TOM, YTO COOTBETCTBYIOIIUI PETAKTOP HEAKTUBEH

9. YT0o He0OX0AMMO caeIaTh NPH 00HAPYKeHNH MAaKpoBHpyca?

A. BmecTo OTKITIOUEHUS! KOMITbIOTEPA OT CETHU AOCTATOYHO Ha MEPHO/ JIeYeHUs YOeIUThCs B
TOM, YTO COOTBETCTBYIOIINN PENAKTOP HEAKTUBEH

b. KommbioTep HeE0OXOIMMO OTKIIOYUTH OT CETH U TNPOUHPOPMHUPABATH CHUCTEMHOTO
aMMHHCTpaTOpa

B. KomnproTep OT CeTH OTKIIOYATh HE CIIEAYET, TaK KaK BHUPYCHl 3TOTO THMA IO CETH HE
pacnpoCTpaHsOTCs

10. B yeMm 3akJ/r04aeTcss MeTO/ 3alIUTHI - OTPAHUYEHHUE J0CTYynA?



A. B cozmanuu HEKOTOpOH (pu3nueckol 3aMKHYTOM IMperpajbl BOKPYTr OOBEKTa 3alUTHI C
OpraHu3alyeil KOHTPOJUPYEMOro JOCTyINa JIMI, CBA3aHHBIX C OOBEKTOM 3allUThl 1O CBOUM
(GYHKIMOHATBHBIM 00s13aHHOCTSIM

b. B pazgenennu wunHpOpManuu, IMUPKYIUPYIOMIEH B OOBEKTE 3allWThl, HAa YacTH H
OpraHu3aly J0CTyna K HeH IOJKHOCTHBIX JIMI] B COOTBETCTBUH C HMX (YHKIHOHAIHHBIMU
00513aHHOCTSIMU M TIOJTHOMOYHUSIMU

B. B TOoM, yTO M3 uyMcia JONYIIEHHBIX K HEH AODKHOCTHBIX JIMII BBIJENAETCSA Ipyma,
KOTOPOW MPEIOCTAaBIAETCSA TOCTYIl TOJBKO IPHU OJHOBPEMEHHOM IPEIbSIBICHUN MOJTHOMOYUN BCEX
YJIEHOB T'PYIIIIBI

I’ B mnpeobOpa3oBanun wuHGOpPMAIIUKM C TOMOIIBIO CIHEIUATBHBIX aJITOPUTMOB JIHOO
anmnapaTHbIX PEIICHUN U KOJOB KIIIOYEH, T.€. IPUBEICHUU €€ K HEIBHOMY BUY

11. B yeMm 3akJ/r04aeTcsi MeTO/ 3alIUTHI MH(OPMAIIUY - pa3rPaHUYeHue JocTyna’?

A. B pazmenenun uHpOpMaluHU, IUPKYIUpPYIOMIEH B OOBEKTE 3aIIMThl, HAa YacTH U
OpraHM3aly J0CTynma K HeW JOKHOCTHBIX JIMI B COOTBETCTBHM C UX (DYHKUIHOHAJIbHBIMU
0053aHHOCTSIMH U TIOJTHOMOYHSIMU

b. B co3manun HEKOTOpOH (HU3MYECKON 3aMKHYTOM Tperpaabl BOKPYT OOBEKTa 3allUThlI C
OpraHu3anyeil KOHTPOJUPYEMOro JOCTyNa JIMI, CBS3aHHBIX C OOBEKTOM 3aIIUTHI MO CBOHM
(YHKIIMOHATILHBIM 00S13aHHOCTSIM

B. B ToM, 4TO M3 uyMcia JONYIIEHHBIX K HEH JODKHOCTHBIX JIMIL BBIJENAETCSA Ipymia,
KOTOPOW MPEIOCTABIAETCSA TOCTYIl TOJBKO IPH OJHOBPEMEHHOM IPEAbSIBICHUN MOJIHOMOYUN BCEX
YJIEHOB T'PYIIIIBI

I’ B mnpeobpazoBanun wuHGOpPMAIIUU C TOMOIIBIO CIHEIMUATBHBIX aJITOPUTMOB JIHOO
anmnapaTHbIX PEIICHUH U KOJOB KIIIOYEH, T.€. B IIPUBEACHUM €€ K HEIBHOMY BUIY

12.B 4yem 3akimouyaercs MeToa 3amMThl HHGoOpMauMM - pasjaejeHHe [0CTyIa
(mpuBUMIETHii)

A. B Tom, 4TO M3 yucna AOMYLIEHHBIX K HEW JOJDKHOCTHBIX JIML[ BBIIEISETCS TPYIIIA,
KOTOPOI MpeNoCTaBIsAETCs JOCTYI TOJIBKO IPU OJHOBPEMEHHOM NPEbSBICHUN TOJIHOMOUYUN BCEX
YJIEHOB I'PYIIIbI

b. B co3manum HekoTOpoW (hM3MYECKON 3aMKHYTOH Mperpaasl BOKPYI OOBEKTa 3aIIUTHI C
OpraHu3aiueil KOHTPOJUPYEMOro JOCTyIa JIMI, CBS3aHHBIX C OOBEKTOM 3allUThl 1O CBOUM
(bYHKIMOHATBHBIM 00513aHHOCTSIM

B. B pazgenennn wHboOpmauu, NUPKYIUPYIOMIEH B OOBEKTE 3allUThl, HA YacTH W
OpraHu3aly J0CTyna K HEH IOJKHOCTHBIX JIMI] B COOTBETCTBUH C HX (YHKIHOHAJIHHBIMH
00513aHHOCTSIMU M TIOJTHOMOYHUSIMU

I B mnpeobpazoBanuu wuHPOpMAIMH C TOMOIIBI0 CHEIHAIBHBIX aITOPUTMOB JTHOO
anmnapaTHbIX PEIICHUH U KOJIOB KIIIOUEH, T.€. B IPUBEJACHUH €€ K HEIBHOMY BUIY

13. B 4yem 3akirouaercss kpunrorpaguyeckoe npeodpasosanue nugopmanuu?

A. B mnpeoOpazoBanun uWHGOpPMAIMU C TOMOIIBIO CIECHHAIBHBIX aJTOPUTMOB JIHOO
anmnapaTHbIX PEIICHUN U KOJOB KIIIOYEH, T.€. B IIPUBEACHUM €€ K HESIBHOMY BUIY

b. B co3manum HEKOTOpOH (HU3MYECKON 3aMKHYTOM Tperpaabl BOKPYT OOBEKTa 3allUThlI C
OpraHu3anyeil KOHTPOJUPYEMOro JOCTyNa JIMI, CBSI3aHHBIX C OOBEKTOM 3aIIUTHI MO CBOHM
(YHKIIMOHATILHBIM 00S13aHHOCTSIM

B. B pasgenennu wuHpoOpMaIMu, LUUPKYIUPYIOLIEH B OOBEKTE 3allUThl, Ha YacTU U
OpraHM3aly J0CTynma K HeW JOJKHOCTHBIX JIMIl B COOTBETCTBHM C UX (DYHKUIHOHAJIbHBIMU
0053aHHOCTSMH U TIOJTHOMOYHSIMU

I'. ToM, 4TO U3 YKCIIa JOMYNIEHHBIX K HEW JOJKHOCTHBIX JIUI BBIAEISIETCS TpyIIa, KOTOPOU
IIPEIOCTABIIAETCSA AOCTYN TOJBKO NPU OJHOBPEMEHHOM INPEAbSBICHUN NOJHOMOYMI BCEX WICHOB
TPYIIIIBI

14. YTo o3HaYaeT TepMHH «0e30MaACHOCTH HHpOpMAnHW»?

A. TloTeHIMaTbHO BO3MOXKHOE COOBITHE, NEUCTBHUE, MPOIIECC WM SIBIICHHE, KOTOPOE MOXKET
NPUBECTH K HAPYIICHUIO KOH(DUICHINATBHOCTH, EJIOCTHOCTH, JOCTYITHOCTH WH(POPMAIIUH, a TaKKe
HEIPAaBOMEPHOMY €€ TUPaKHPOBAHHUIO.



b. CsoiicTBO cucTeMbl, B KOTOPOH LHUPKYIHpyeT HH(POpPMAIUs, XapaKTepU3yIOIIeecs
CIIOCOOHOCTBIO OOECTieurBaTh CBOCBPEMEHHBIN OECHpEenATCTBEHHBIM JOCTYNl K HWH(pOpMamnuu
CyOBEKTOB, UMEIOIINX HA 3TO HAJUIKAIUE TOJTHOMOYUSI.

B. 3amumenHocts nHGOpMaUK OT HEXKEIATeIbHOrO €€ pasrialleHus, UICKaKEHUsI, YTPaThl
WJIM CHDKEHUS CTETICHH JIOCTYITHOCTH HH(OpMALHH, a TAK)KEe HE3aKOHHOTO €€ THPAKUPOBAHUS

15. Kto siBasiercs xakepom?

A. OT0 nMua, NPOSBISAIOUIME YPE3MEPHBIM MHTEPEC K YCTPOMCTBY CJIOXKHBIX CHCTEM H
oOnanaromue OONBIIMMU TIO3HAHMSIMM [0 YacCTH AapXUTEKTypbl M TPUHLUIIOB YCTPOMHCTBA
BBIYMCIIUTENILHON CpPEebl UM TEXHOJOTUH TEIEKOMMYHUKAIIUN, YTO UCIOIB3YETCS JJIsl MOXUILECHUS
nHpopMaIuu.

b. Oro nuua, usyyaroniye cucreMy ¢ Lenbo €€ B3aoMa. OHU peanu3yroT CBOU KPUMUHAJIBHbBIE
HAaKJIOHHOCTM B TOXUIIEHMM HH(OpPMAlMM U HAlMCAaHUU PAa3pyIIAIONIEro MPOrpaMMHOTO
o0ecreyeHrs: ¥ BUPYCOB, UCIOIB3YIOT PUHLUIIBI TOCTPOCHHUS IPOTOKOJIOB CETEBOIO OOMEHA.

B. Do numa, kotopsie "B3j1ambiBas" MHTPACETH, MOJTYYAIOT HHPOPMAIIHIO O TOMOJIOTHH ITUX
CeTei, MCIOIb3yEeMbIX B HHUX MPOTPAMMHO-AMIAPATHBIX CPEICTBAX U MH(DOPMAIMOHHBIX pPeCypcax.
DT CBEACHUS OHU MPOJIAIOT 3aMHTEPECOBAHHBIM JIUIIAM

16. YTo 03Ha4YaeT TEPMHH «YS3BMMOCTH HH(popManum»?

A. DTO TOABEP)KEHHOCTh HWH(POPMAIMKM BO3ICHCTBHIO Pa3IMYHBIX J1€CTAOHUIU3UPYIONTUX
(akTOpOB, KOTOpBIE MOTYT IpPHBECTH K HApYyHIEHHI0 €€ KOH(UICHUIMAIBHOCTH, IEIOCTHOCTH,
JOCTYIHOCTH, UJIU HEIPABOMEPHOMY €€ TUPAKUPOBAHUIO.

b. D10 CBOWCTBO CHUCTEMBI, B KOTOPOH LHPKYIUpPYEeT HMHPOpPMALHUs, XapaKTepHu3yloleecs
CIIOCOOHOCTBIO OOECTieUrBaTh CBOCBPEMEHHBIN OECHpEenATCTBEHHBIM JOCTYNl K HWH(pOpMauu
CyOBEKTOB, UMEIOIINX HA 3TO HAJUIEKAIIUE TOJTHOMOYUSI.

B. D10 croiictB0 mH(poOpMaImu, 3akirovaromieecss B €€ CyIIeCTBOBAHWH B HEHCKAKCHHOM
BUJie (HEM3MEHHOM I10 OTHOILIEHHUIO K HEKOTOPOMY (DUKCHUPOBAHHOMY €€ COCTOSHUIO)

17. Yem 3aki04aercss KOHPUIECHIHAIbHOCTH KOMIIOHEHTA CUCTEeMbI?

A. B TOM, 4TO OH JOCTYIEH TOJBKO TeM CYOBEKTaM JOCTYyHa (T0JIb30BATENISAM, IPOrpaMMaM,
mporeccam), KOTOPBIM MPEIOCTABIECHBI HA TO COOTBETCTBYIOIINE TOJTHOMOYHSI.

b. B TOM, 4TO OH MOXET OBITh MOIU(HUIMPOBAH TOJIBKO CYOBEKTOM, UMEIOLIUM JJISI 3TOTO
COOTBETCTBYIOILIME TIPaBa.

B. B ToM, 4TO MMEIOMIHMI COOTBETCTBYIOMINE MOJTHOMOUYHUSI CYOBEKT MOXET B JIF000€ BpeMs
0€3 0COOBIX MPOOIIEM MOYIUTh JOCTYI K HEOOXOAMMOMY KOMITOHEHTY CUCTEMBI.

18. B uem 3aK/110492€eTCs HEJTOCTHOCTh KOMIIOHEHTA CHCTeMbl?

A. B ToM, 4TO OH MOXET OBITh MOIUGDHUIIMPOBAH TOJBKO CYOBEKTOM, UMEIOLIMM JUISl 3TOTO
COOTBETCTBYIOILIME TIPaBa.

b. B ToM, 4TO OH JIOCTYIEH TOJBKO TeM CyObEKTaM JOCTyIa (II0Jb30BaTENsAM, IPOrpaMMa,
mporeccam), KOTOPBIM MPEIOCTABIECHBI HA TO COOTBETCTBYIOIINE TOJTHOMOYHSI.

B. B ToM, 4TO UMEIOMIMI COOTBETCTBYIOMINE MOJHOMOUYHUSI CYOBEKT MOXET B JIF000€ BpeMs
0e3 0COOBIX MPOOIIEM MOIYIUTh JOCTYI K HEOOXOAMMOMY KOMITOHEHTY CUCTEMBI.

19. B 4yem 3ak/04aercs JOCTYNHOCTH KOMIIOHEHTA CHCTEMbI?

A. B ToM, 9TO MMEIONMUNA COOTBETCTBYIOIINE TMOJTHOMOUYUS CyOBEKT MOXKET B JII000E BpeMs
0€e3 0cOoOBIX MPOOJIEM MOIYUUTh JOCTYI K HEOOXOAUMOMY KOMIIOHEHTY CHCTEMBI.

b. B Tom, 4TO OH AOCTYIIEH TOJIBKO TEM CyObEeKTaM JocTyma ( MOJIb30BaTeNsIM, IporpaMmmam,
IpoLeccam), KOTOPbIM ITPENOCTABIEHBI HA TO COOTBETCTBYIOLINE ITOJTHOMOYUS.

B. B ToM, 4TO OH MOXET ObITh MOAU(PUIMPOBAH TOJIHKO CYOBEKTOM, UMEIOIIUM JJIsi 3TOTO
COOTBETCTBYIOILIME IIPaBa.

20. UTo o3HaYaeT TEPMUH «IPABOBbIe MePbI 3aIIUTHI HHPpoOpMALMI)?

A. DOro pelicTBylOlIME B CTpaHe 3aKOHbI, YKa3bl W Jpyru€ HOPMAaTUBHBIE aKTBHI,
peraamMeHTHpYIoIIMe MpaBuiia odpaiieHus ¢ nHbopMaueil 1 OTBETCTBEHHOCTh 3a UX HapYIIEHHUS.

b. DTO TpagMIMOHHO CIIOKUBIIMECS B CTpaHe WJIM OOIIECTBE HOPMBI IMOBEACHUS U MpaBUIia
oOparmieHus ¢ mHboOpMaIuei.
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B. Dto Mepshl, periaMeHTHpYIOIIME Mpolecchl (YHKIMOHUPOBAHUS CHUCTEMBI OOpabOTKH
JAaHHBIX, UCIIOJIb30BAHUS €€ PECYpPCOB.

21. YTo 03Ha4YaeT TEPMHUH «MOPAJIbHO-3THYECKHE MepPbl 3aIMThI HHpopManumw»?

A. DTO TpaZMLIMOHHO CIIOKUBILKECS B CTpaHE WM OOLIECTBE HOPMBI MOBEIEHUS U MpaBuia
oOparieHus ¢ uHopMare.

b. .JOto gelicTByromMe B CTpaHE€ 3aKOHBI, YyKa3bl M JPYrd€ HOPMATHUBHBIC AaKTHI,
periaMeHTHPYIOIIUE MpaBuiia 00palieHus ¢ nHpopMalnrueil 1 OTBETCTBEHHOCTD 3a UX HAPYILICHUS.

B. D10 Mephl, periaMeHTHpYIONMe MpOoIecchl (DYHKIIMOHUPOBAHHS CHUCTEMBI 00pabOTKH
JTAHHBIX, UCIIOJIB30BAaHUE €€ PECYPCOB.

22. Y10 03HAYaET TEPMHUH «OPTaHU3ALMOHHbIE MePbI 321U THI HHGoOpMauu»?

A. DTO Mepsl, periaMeHTHPYIOLIHe MPOLEcCh (DYHKIIMOHUPOBAHHUS CHUCTEMbI 00pabOTKU
JAaHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, AEITEIbHOCTD IIEPCOHANA, a TaK ke MOPSA0K B3auMOIEHCTBUS
II0JIB30BATENIEH C CUCTEMOM.

b.OTo0 nelicTByronme B CTpaHe 3aKOHBI, YKa3bl U IPyTUe HOPMATUBHBIC aKThI.

B. D10 TpaAMLIMOHHO CIOXHBILKECS B CTpaHE MM OOIIECTBE HOPMBI MOBEACHUS U MpaBHiIa
oOparmieHus ¢ nHGOpMaIUeH.

23. Uto o3HauyaeT TepMUH «(pu3nyecKHe Mepbl 3a1IMTHI HHPpopMam)?

A. DTO pa3HOrO poOAa MEXaHWYECKHE WJIM DICKTPOHHO-MEXaHWYECKHe YCTpOWCTBAa U
COOpPY)KEHHMsI, CIEUUaNIbHO TpeJHa3HAYCHHbIE [JJIs CO3JaHUs pPa3IMYHBIX NPENATCTBUHA Ha
BO3MOKHBIX IYTSX IPOHUKHOBEHHS JIOCTyNa MOTEHIMAJIbHBIX HapYIIUTENEH K KOMIIOHEHTaM
3amuiaeMon nHpopmaIuu.

b. Dto geiicTByromue B CTpaHe 3aKOHBI, YKa3bl M JPyrde€ HOPMATHBHBIC aKThl,
peraaMeHTHpYIoIIKe MpaBuiia odpalieHus ¢ nHbopMalueil 1 OTBETCTBEHHOCTh 3a UX HapYIICHHUS.

B. D10 Mepshl, periaMeHTHpYIOIIME Mpolecchl (YHKIMOHUPOBAHUS CHUCTEMBI OOpabOTKH
JAaHHBIX, UCIIOJI30BaHUE €€ PECypPCOB.

24. YTo 03Ha4YaeT TEPMHUH «ayTeHTH(pUKanus»?

A. D10 IpoBepKa MOJIMHHOCTH 00BEKTa UIIH CyOBEKTa

b. 310 npoBepka 11en10cTHOCTH HH(POPMAITUH, TPOTPaMMBI, JOKYMEHTA

B. D10 npucBoenne nMeHH CYOBbEKTY HIIU OOBEKTY

25. YTo 03Ha4YaeT TEPMHUH «BepHUPUKALUD)?

A. DT0 npoBepka 1eI0CTHOCTH HHGOPMAIUH, IPOTPAMMBI, IOKYMEHTA.

b. D10 mpoBepka MoAIMHHOCTH CYOBEKTa WIIH 00BEKTA.

B. D10 npucBoenne "MeHH CYObEKTY UIIH OOBEKTY.

26. UTo 03Ha4YaeT TePMUH «HAeHTHGUKALUA» ?

A. DTO IpUCBOCHUE UMEHU CYOBEKTY HUIIH OOBEKTY.

b. D10 mpoBepka MoAIMHHOCTH CyOBEKTa WIIH 00BEKTA.

B. Oto npoBepka 11e10cTHOCTH UH(DOPMALIUY, TPOTPAMMBbI, TOKYMEHTA.

27. YTo 03Ha4YaeT TePMUH «Kpunrorpadus»?

A. DTo MeToj cHenualbHOTO NpeoOpazoBaHus HH(OpPMALUM C LETbI0 COKPBITUS OT

MTOCTOPOHHUX JIMIL

b. Oto npeobpazoBanue nHGOpMaLUK B BUE YCIOBHBIX CUTHAJIOB C II€JIbI0 aBTOMAaTH3aI[U1

e€ xpaHeHust, 00pabOTKH, TIepejaur U BBO/Ia-BbIBO/IA

B. Oro mnpeobpazoBanue uHPOpMAIMKU NpH €€ mepeaadye Mo KaHajaM CBSI3U OT OJIHOTO

3JIEMEHTA BBIYUCIUTENILHON CETH K APYroMy

28. UTo 03HaYaeT TEPMUH «KOAMPOBAHUE HHPOpMAIMID)?

A. D10 npeobpazoBanre UH(GOPMAIMK B BUJIE YCIOBHBIX CUTHAJIOB C LIEJNbIO aBTOMATH3aIUU
e€ XpaHeHust, 00pabOTKH, IEpeIaun U BBOJIa-BbIBO/IA.

b. Oro Mmeron cnenuanpHOro mnpeoOpa3zoBaHus HHGOPMAIMM C LEIbI0 COKPBITUS OT
MMOCTOPOHHUX JIUII.

B. Drto xpunrorpaduueckoe mpeobOpazoBaHue wHPOpMAIHK MPU € mepenadye 1Mo KaHajaam
CBSI3HM OT OJJHOTO 3JIEMEHTA B BBIYUCIUTEIBHOU CETH K APYTrOMY.
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29. YTo 03Ha4YaeT TEPMHUH «JIMHelHoe mHudpoBanue»?

A. Oto xpunrorpadudueckoe npeodpazoBanue MHGOpPMAIMU TpH €€ Mepeaade Mo KaHajlaM
CBSI3M OT OJHOTO 3JIEMEHTA BBIUMCIUTEIBHON CETH K IPYrOMY.

b. D10 Merox cmneuuanbHOTO MpeoOpa3oBaHUs HHPOPMAIMU C LEIbI0 COKPBITUS OT
IIOCTOPOHHUX JIMII.

B. Oto nmpeobpa3oBanue nHGOpMalMU B BUI€ YCIOBHBIX CUTHAJIOB C II€JIbI0 aBTOMAaTH3AIUN
e€ xpaHeHust, 00pabOTKH, TIepejaur U BBO/Ia-BhIBO/IA.

30. Kak kiaaccupuuupyroTcess BUAbI YIPo3 HH(OPMAIIUU 110 IPUPOJIe BOSHUKHOBEHUS ?

A. CruxuiiHple OeICTBHs, HECUACTHbBIE CIIydau, OIIMOKM OOCITYKMBAIOLIETO IEpcoHaja U
MoJib30BaTeseil,  370ynmoTpeOjaeHus  OOCHY)KMBAaIOLEro  IEpcoHaja W IOJb30BaTeleH,
37I0YMBIIIJICHHbIE JICHCTBUS HApyLIUTENeH, COOM U OTKa3bl 000PYAOBAHMUSL.

b. Vrpossl mnepconany, uHpopMmanuu, HHPOPMAIMOHHBIM CHUCTEMaM, MaTepHaJIbHBIM,
¢uHAHCOBBIM, HH()OPMAITIOHHBIM TaHHBIM.

B. Yrpo3sl nundopMannoHHbIM cucTeMaM, MaTepUaaIbHbIM, (UHAHCOBBIM, HHPOPMAIIMOHHBIM
JTaHHBIM, 3JI0YMBIIUICHHBIE JEUCTBUS HapyIIUTENeH, cOOU U OTKa3bl 000pyIOBaHHUS.

31. Kak kiaaccupuuupyroTcs BUAbI YIpo3 HH(OPMAIIUH 110 OPHEHTAIMN HA PecypChbl?

A. Yrpo3sl mnepcoHany, HH(poOpManuu, HWHPOPMALMOHHBIM CHUCTEMaM, MaTEpUAIbHBIM,
(bUHAHCOBBIM, HH()OPMAITMOHHBIM JIAHHBIM.

b. Cruxuiinpie OeACTBHSA, HECYACTHBIC CIIydau, OMIMOKM OOCITY)KMBAIOIIETO IEepCOHaNa U
MoJib30BaTeseil,  370ymoTpeOjaeHus  OOCHY)KMBAIOLIEro  IEpcoHaja W MOJb30BaTeleH,
37I0YMBIIIJICHHbIE JICHCTBUS HApyLIUTENel, COOM U OTKa3bl 000PYAOBaHMUSL.

B. Yrpo3sl nndopMannoHHbIM cucTeMaM, MaTepUaabHbIM, (PUHAHCOBBIM, HHPOPMAIIMOHHBIM
JTaHHBIM, 3JI0YMBIIUICHHBIEC JEUCTBUS HapyIIUTENeH, cOOU U OTKa3bl 000pyI0BaHMUS.

32. Kakue yrpo3bl OTHOCATCH K €CTECTBEHHbIM?

- Otka3bl U cOou anmaparypsl; [ToMexu Ha TUHHUIX CBSI3U OT BO3/CHCTBUI BHEUIHEW Cpeabl;
aBapUHBIC CUTYallUH; CTUXUMHBIEC OCICTBUS.

- OmubOKu YelnoBeKa KaK 3BEHAa CHCTEMBI; CXEMHbIE U CHCTEMOTEXHHYECKHE OIINOKH
pa3paboTUYHUKOB CTPYKTYPHBIE, AITOPUTMUYECKUE U MIPOTPaMMHbBIE OLITUOKH; AEHCTBUS

YeJI0BEKa, HAalpaBJIEHHbIC HA HECAHKIIMOHUPOBAHHBIEC BO3ICHCTBHS Ha MH(OPMAITHIO.

- ABapuiiHble CUTyallH; CTUXUNHbIE OEICTBHS; OLIMOKM 4YeIOBeKa KaK 3BEHAa CHUCTEMBI;
CXEMHBIC I CUCTEMOTEXHHYECKHE OIMOKHU pa3pabOTUMKOB

33. Kakue yrpo3nl uHpopMauuu OTHOCATCH K HCKYCCTBEHHbIM?

A. OmmbOku 4YenmoBeka KaK 3BEHA CHUCTEMBI, CXEMHBIE M CHCTEMOTEXHHUYECKHE OUIMOKU
pa3paboTUYUKOB; CTPYKTYpHBIE, aJTOPUTMHUYECKHE M MPOrpaMMHBIE OIIMOKH; NEHCTBHUS YEIOBEKa,
HampaBJICHHbIC HA HECAaHKI[MOHUPOBAHHbIE BO3/ICHCTBUS HA NH(POPMAIIHUIO

b. Otka3el 1 cOou anmaparypbl; TOMEXH Ha JIMHUAX CBS3M OT BO3JACHCTBUI BHEIIHEH CpEbl;
aBapUITHBIE CUTYAIlNH; CTUXUIHBIC OC/ICTBUS

B. ABapuiiHble cHUTyalluu; CTUXHIHBIC OCICTBHS; ONIMOKH YEIOBEKAa KaK 3BEHA CHCTEMBI,
CXEMHBIE I CUCTEMOTEXHHUYECKHE OIMOKHU pa3padOTUYMKOB

34. Kakue yrpo3bl uHGOPMAIMH OTHOCATCH K CIAyYalHbIM?

- IlposBnenne omUOOK MpOrpaMMHO-anmapaTtHeix cpeactB  AC; HEKOMIIETEHTHOE
WCIIOJIb30BaHUE, HACTPOMKA WM HENPaBOMEPHOE OTKIKYEHHE CPEACTB 3allUThl IEPCOHAIOM
CITy>kObI 0€30I1aCHOCTH; HEYMBIIITIEHHAs [TOpYa HOCUTENeH HH(pOpMaIi.

- HecankunonupoBanHoe ureHue UWHGOPMANMU; HECAHKIIMOHUPOBAHHOE HW3MEHEHHE
uHpOpMalMY; HECAaHKUMOHHPOBAHHOE YHHUTOXKEHHE WH(POpMAlMU; TOJIHOE WM YacTUYHOE
pa3pylleHHe ONepauOHHON CUCTEMBI.

- Ilepecbiika AaHHBIX MO OMIKMOOYHOMY ajpecy aOOHEHTa; BBOJ OIIMOOYHBIX JAHHBIX;
HECaHKLUMOHUPOBAHHOE YHHUUYTOXKEHHE HWHGOpPMAlMM; TOJHOE WIM YacTHYHOE pa3pyllieHue
ONEPALMOHHON CHUCTEMBI.

35. Kakue yrpo3nsl uHpopMauuu OTHOCATCH K MPeJIHAMEPEeHHbIM?
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A. HecankumoHupoBaHHOe YTeHHWE WH(OPMALUY; HECAHKIIMOHUPOBAHHOE W3MEHEHUE
nH(pOpMallUY; HECAaHKUMOHUPOBAHHOE YHHUUYTOXKE€HHWE UWHGOpMalMu; TOJHOE WM YaCTUYHOE
pa3pyllieHHe OnepauoOHHON CUCTEMBI.

b. TlposiBienne ommOOK mMporpaMMHO-anmapatHeix cpeactB AC; HEKOMIETESHTHOE
WCIIOIb30BaHUE, HACTPOMKA WM HENPaBOMEPHOE OTKIIOYEHHE CPEACTB 3alllUThl IEPCOHAIOM
ci1y>)kObl  0€30MMacCHOCTH; HETPABOMEPHOE BKJIIOYEHHE OOOpYIOBaHUS WJIM H3MEHEHHE PEKUMOB
paboThI YCTPOUCTB M IIPOTPaMM.

B. Ilepechiika JaHHBIX MO OMIMOOYHOMY ajpecy aOOHEHTa; BBOJ OLIMOOYHBIX JaHHBIX;
HECaHKIMOHMPOBAHHOE YHHUYTOXKEHHE WH(MOPMAIMM, TOJTHOE WIM YacTHYHOE pa3pyIlIeHUE
OTepalMOHHON CUCTEMBI

36. KakumMu OCHOBHBIMH CBOMicTBaMH 00J1a1aeT KOMIIbIOTEPHBbIH BUpYC?

A. CrHocoOHOCTEIO K CO3JaHUIO0 COOCTBEHHBIX KONMI; HaJMYMeM MEXaHU3Ma,
00eCIeUnBaOIIECTO0 BHEJIPEHUE CO3/IaBaEMbIX KOIMUN B HCIOJHSEMbIE OOBEKTHI BBIYHCIUTEIHLHOMN
CUCTEMBI.

b. CnocoGHOCTBIO K CO3JaHMI0O COOCTBEHHBIX KOMHHA; CIIOCOOHOCTBIO YHUYTOXKATh
WH(pOpMaIHIO Ha TUCKAX; CIIOCOOHOCTHIO CO3/1aBaTh BCEBO3MOXKHBIC BUICO U 3BYKOBBIC A(D(PEKTHI.

B. Hammumem MexaHu3ma, o00ECIEUMBAIONIIETO BHEIPEHHWE CO3/1aBaMbIX KOMUH B
UCIIOJIHSAAEMbIE OOBEKTHl BBIYUCIUTENIBHON CHCTEMbI; CIHOCOOHOCTBIO OCTaBIATH B OINEPATUBHOMN
MaMSTH CBOIO PE3UACHTHYIO YacTh; CIIOCOOHOCTHIO BUPYCA MOJHOCTHIO WIIM YACTHYHO CKPBITH CEOsI B
CHCTEME.

37. Kak kjaaccnpuuupyoTcsi BUPYChl B 3aBHCHMOCTH OT CPeAbl 00MTAHUsA?

A. ®ailsioBbIe; 3arpy304HbIE; MAKPOBUPYCHI; CETEBBIE.

b. 3apaxarommeDOS, Windows, Word, Excel,Office.

B. be3Bpennbie; HeonmacHbIe; OMacHBIE.

I'. Ouenb onacHele.

38. Kak kinaccupuuupyroTcs BUPYChl B 3aBUCMMOCTH OT 3apasxkaemoii OC?

A. 3apaxaromue DOS, Windows, Word, Excel, Office

b. ®aitnoBeie; 3arpy304HbIe; MAKPOBUPYCHI; CETEBBIE.

B. be3BpenHble; HEOMMACHBIE; OMIACHBIE; OYEHD OIACHBIE.

I'. cnionp30BaHue pe3uJEHTHOCTH, UCIOJIB30BAHUE "CTEIIC"-aTOPUTMOB;

J1. Vicionp3oBaHue caMOmu(ppoBaHue U TOTUMOP(OUIHOCTD; UCIIOJIb30BAHNE HECTAaHAAPTHBIX
MIPUEMOB

39. Kak kiaaccu(puuuMpyroTcsi BUPYChl B 3aBHCHMOCTH OT OCOOCHHOCTell ajaropmrma
padorb1?

A. Hcnons3oBaHue pe3uACHTHOCTb; MCIOJIb30BaHUE 'CTENC"-arOPUTMOB; HMCIOJIb30BAHUE
camounpoBaHre U NOIUMOPPUIHOCTD; UCIOIb30BaHHE HECTAHAAPTHBIX MPHUEMOB.

b. ®aiinosele; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE

B. 3apaxaromue DOS, Windows, ,Word, Excel, Office

I'. be3BpenHble; HEOMACHBIE; OMACHBIE; OUEHb ONACHBIE

40. Kakue nporpaMMbl OTHOCATCS K nporpamMmaM KoHCTPYKTOpPbI BUPYCOB?

A. DT0 yTunuTa, npeAHa3HauYeHHas JJIs1 U3TOTOBJICHUSI HOBBIX KOMIBIOTEPHBIX BUPYCOB. OHU
MTO3BOJISIIOT TEHEPUPOBATh MCXOAHBIE TEKCTHI BUPYCOB (ASM-(aiinbl), 00BEKTHBIE MOIYIU H/WIH
HEMOCPEJACTBEHHO 3apaKeHHBIC (DaIIbI.

b. D10 nporpammel, HaHOCSIIINE KaKHe-TM00 pa3pylIUTeIbHbIe JEUCTBUS, T.€. B 3aBUCHMOCTH
OT OMpEAENEHHBIX YCIOBHUN WIH MPH KAKIOM 3alyCKe YHUYTOXKAIOMIME WH()OPMALUIO HA JHUCKAX,
MIPUBOJISALINE CUCTEMY K 3aBUCAHUIO U T.II.

B. D10 nporpamMmbl, KOTOpbIE Ha MEPBBIA B3I SBJSIOTCS CTONMPOLEHHBIMU BUpPyCaMu, HO
HECIIOCOOHBI pa3MHOXKAThCsl MO MpUYMHE omubOok. Hampumep, BUpyc, KOTOpBIA MHpU 3apaskeHUU
"3a0bIBaeT" MOMECTUTh B Hauaslo (paiijioB KOMaHIy Nepeaayyl yIpaBiIeHUs Ha KOJ| BUpYca.

I'. I'maBHOW (yHKIMEH TOAOOHOTO poja MPOrpaMM SBJISICTCS IMHUQPPOBAHKWE Tella BUpYyca U
TeHepaIsi COOTBETCTBYIOMIETO paCIINPOBITIKA
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Kputepun onenkn (B 0aj1ax):
10 6am0B BBICTaBIsIETCA OOydYaIOIMIEMYCs, €CJIM OH NMPaBWJIBHO OTBeTWJ Ha 40 BOmpOCOB
TecTa (KoMIeTeHIHs cOpMHUPOBaHA Ha MTPOJBUHYTOM YPOBHE);

9 6aJ1J10B BBICTABIISICTCA 00YUaIOLIEMYCs, €CJIM OH MPABUIILHO OTBETHJI Ha 37 BOIPOCOB TeCTa
(kommeTeHIIUsI chopMUpPOBaHA HA TIPOJIBUHYTOM YPOBHE);

8 6aJs10B BBICTABIISIETCA 00YUaAIOIIEMYCs, €CJIM OH MPABUIILHO OTBETHII Ha 33 BOMPOCOB TecTa
(kommeTeHIIUsI chopMUpPOBaHA HA TIOBBIIIEHHOM YPOBHE);

7 6aJ1J10B BBICTABIISICTCA 00yUaIOIEMYCsl, €CJIM OH MPAaBUIBLHO OTBETHII Ha 30 BOMPOCOB TecTa
(kommeTeHIUs chopMUpPOBaHA HA TIOBBIIIEHHOM YPOBHE);

6 6aJ1510B BHICTABIISIETCA 00YUaIOLIEMYCs, €CJIM OH MPABUILHO OTBETHJI Ha 28 BOIPOCOB TECTa
(xommereHnus copMupoBaHa Ha 6a30BOM YPOBHE)

5 6ans10B BhIcTaBIsIeTCS O0YYAIOIIEMYCsl, €CIIM OH NMPaBHIILHO OTBETUII Ha 25 BOIIPOCOB TECTa
(kommeTeHUs chopMUpoBaHa Ha 6GA30BOM ypOBHE).

IIpakTHuyeckue 3a1aHus (PaCYeTHO-AHAJIUTHYECKHUE)
Nuauxkaropsel noctukenusi: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

Tema 2. Opranu3anuonHoe ooecnevyeHue HHPOPMALMOHHOMH 0€30I1aACHOCTH

3aoanue 1.

[Touck ucrounukoB HHPOpManuu B ceTH WNHTEpHET: OTKPBIThIE U 3aKPBIThIC
UCTOYHUKHM JaHHbIX. lloptam oTKpbITBIX AaHHbIX P®. CoxpaHeHue MHaHHBIX B
nporpamme Excel. IIpeoGpazoBanue u nepBudHasi oOpabOTKa JaHHBIX.

3aoanue 2.

be3onacHocTh HHPOPMAITMOHHBIX CUCTEM

Bomnpocsr:

1. Yto BBI IpencTaBIIsAeTe MO 0€30MACHOCTHIO HH(DOPMAITMOHHBIA CUCTEMBI.

2. YTrOo OTHOCUTBCSI K OCHOBHBIM  XAapaKTEPUCTUKAM  3alHIIAEMOU
uHpopmanun?

3. Uro BbI OTHECETe K MH(OpMAIIUK OTPAaHUYEHHOTO JOCTyTa?

4. Tlo xakuM HampaBJICHHUSM OYJET OCYIIECTBISATHCS JATbHEUINIEEe Pa3BUTHE
cucteMbluH(popMarmoHHou 6e3onacHocTH B PD?

3aanue:

Onpenenure B Kakux (opmax MpelcTaBiieHa HHPOpMalMs Ha BalleM
JOMAaIIHEM KOMIIBIOTEPE.

Onumure Kak oOecrneunBaeTcs WHGOpMaAIMOHHAs OE30MacHOCTh Ha BallleM
JIOMAITHEM KOMIIBIOTEPE M OTBEYAET JIM COBPEMEHHBIM TPEOOBAHUSAM PA3BUTHUS CUCTEM
0€30MMacHOCTH.

Tema 3. IlporpaMmMHo-annapaTHbie cpeacTBa odecnevyeHusi HHPOPMAMOHHOM
0e3onmacHOCTH B HHGOPMALIMOHHBIX CETAX

3aoanue Ne 1

AHanu3 puckoB HH(GOPMAIIMOHHON 6€30MacHOCTH

1. 3arpysute 'OCT P UCO/M3BK TO 27005

2. OsnakombTech ¢ [Tpunoxenusmu C, D u E TOCT.

3. BeiOepute Tpu pa3nuyHBIX UHMOPMALMOHHBIX AaKTHUBA OpPraHU3ALMH (CM.
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BApPUAHT).

4. N3 Ilpunoxenus D T'OCT mnonbOepute TpH KOHKPETHBIX YSI3BUMOCTHU
CUCTEMBI 3alIUThl yKa3aHHBIX HHPOPMAIIMOHHBIX AKTUBOB.

5. Ilonp3ysice IIpunoxenuem C I'OCT HanummTe TpU yIrpo3bl, peain3aius
KOTOPBIX BO3MOKHA IIOKa B CHUCTEME HE YCTPAHEHbl HAa3BaHHbIE B MYHKTE 4
YSI3BUMOCTH.

6. Ilonmp3ysicb OAHMM U3 METOAOB (CM. BapHUaHT) MPEJIOKEHHBIX B
[Tpunoxenun E 'OCTnpounsseaute o1ieHKY pUCKOB HHPOPMAIIMOHHON 0€3011aCHOCTH.

7. OueHKy LEHHOCTU MH(OPMALMOHHOTO aKTHBa MPOM3BOANTh Ha OCHOBAHUU
BO3MOKHBIXTIOTEPS I OPTAHU3ALMH B CIIy4Yae peaanu3aluu yrpo3bl.

Howmep Meron OLIEHKH pUcKa
BapHaHTa Opranuzanus (cm. [Mpunoxenue E
I'oCT)
1 OTaeneHne KOMMEpUYecKoro 0aHka 1
2 ITonukiInHMKa 2
3 Komnemxk 3
4 Oduc cTpaxoBoii KOMITAHUU 4
5 PexpyTHHTOBOE areHTCTBO 1
6 HHTepHeT-Mara3ut 2
7 LlenTp oka3zaHUs TOCYAAPCTBEHHBIX YCIYT 3
8 OTaesieHre NOINUIIHA 4
9 AyIuTopcKas KOMIaHUs 1
10 JluzaitHepckast hupma 2
11 Oduc naTepHET-TIPOBaiiIepa 3
12 Oduc angBokara 4
13 Kommanus o pazpabotke [1O 115t CTOpOHHUX OpraHU3aiuii 1
14 IATEHTCTBO HEBMKUMOCTH 2
15 TypUCTUYECKOE areHTCTBO 3
16 Oduc 6marorBopuTenbHOTO (hoHIA 4
17 3naTenncTBO 1
18 Koncantunrosas ¢pupma 2
19 PeknamHOe areHTCTBO 3
20 OTaeneHre HaJTOTOBOM CITYKOBbI 4
21 Oduc HOTapHyca 1
22 bropo nepeBojia (ZI0KYMEHTOB) 2
23 Hay4yHo mpoeKkTHOE NpeanpusTie 3
24 bpayHoe areHTCTBO 4
25 Penakims ra3eThl 1
26 T["ocTuHMIIa 2
27 [Ipa3gHUYHOE areHTCTBO 3
28 ["opojckoit apxuB 4
29 Jlucneryepckas ciryx0a Takcu 1
30 DKenesnonopoxkHas kacca 2
3aoanue Ne 2.
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Pa3zpaboTka yacTHo netanu3zupoBanHoi moautuku OB
[lens pabOThI: 03HAKOMIJICHHE C OCHOBHBIMH YacTHbIMU TosiuTkamu OUB.
[Topsimok BeimoaHEHUs: padboThl: Onpenenuts TpedboBanus odecneunBatomue dpdexruHoe OUB, KoTopbIe
AOJIKHBI BBIMTOJIHATHCA COTPYAHUKAMUA OPraHU3alv B paMKaxX BBITTIOJIHCHU CBOI/IXCJIy)K€6HBIX

o0s13aHHOCTEN
Homep Opranuzanus HeranusupoBannas nosmruka b
BapHaHTa
1 OTtneneHne KOMMepueckoro 6anka |(OpraHuzanus peKuMa CEKpeTHOCTH
2 TTonukinHuKa Ddusnyeckas 3ammra
3 Komnemx TpancopTHpoBKa HOCUTENICH HHPOPMAITUN
4 . Ony0IuKOBaHHE MaTEPUAIOB B OTKPBITHIX
Oduc cTpaxoBoil KOMITAHUN
MCTOYHUKAX
5 JlocTyn CTOpOHHMX MOJIb30BaTENEH B
PexpyTHHTOBOE areHTCTBO
H(OPMAaIMOHHBIE CHCTEMBIOPTaHU3AIHH
6 NuTepHeT-mara3zui OlLICHKH pUCKOB
7 EHTp OKa3aHUs rOCYAapCTBEHHBIX
YrpaBieHus mapoasiMu
YCIyT
8 OTaeeHue MOIUIINU Jloctyn k kKoHpUACHIMAIBHONU HHpOpMaITUN
9 AyIuTopcKas KOMIaHus M cnonb3oBanus THTepHeT
10 [nsaitnepckas pupma VcraHoBka 1 06HoBiIeHHe [10
11 |Odwuc uaTEpHET-TIpOBaiiNEpa [lonuTrKa HCOJIB30BaHKS JIEKTPOHHON MOYTHI
12 lcrionb30BaHNEe MOOWIIBHBIX amlapaTHBIX CPEICTB

Oduc anBokara
Puc an 00paboTKUKH(pOpMAIHN

13 |[Kommanus no pazpa6orke I1O s

. PaspaboTka u nmunensuposanue [10
CTOPOHHHUX OpPraHU3aluu

14 |AreHTCTBO HEJBUKUMOCTHU Y nanéuuselil JocTyn K MHOOPMAIIMOHHOW CUCTEME.
15 Vcnosnbp30BaHKE OTACIBHBIX YHUBEPCATbHBIX
TypucTH4eckoe areHTCTBO WH(POPMAIMOHHBIX TEXHOJIOTUH B MacIiTade
OpraHu3aIu
16  (Oduc GrarorBopurensHoro pouga [Iposenenue ayaura b
17  |M3paTenscTBO AHTHBUpPYCHAS 3alllATa
18  [Koucantunrosas ¢pupma Pe3epBHOE KOITMPOBAHUE
19 |Pexnamuoe arenTcTBO b 11pu 3IEKTPOHHOM JJOKYMEHTOOO0POTE
20 (OrmeneHUe HAIOTOBOM CITYXObI TexHuueckas 3amuTa nHpopMalun
21 |Odwuc HoTapuyca PearupoBanue Ha MHIMAEHTH V1B
22 |Bropo mepeBo/a (JIOKYMEHTOB) [poBe/eHue CITyKeOHBIX paccie0BaHui
23 |CTpouTenbHOE MPEANPUSITHE 3amuTa Hay9HO-TEXHUIECKON MHMOpMAITN
24 KonTposns nonb3oBateneii npu paboTe ¢ BHEIIHUMHU
bpayHoe areHTCTBO
MCTOYHNKAMHU HH()OpMAIHH
25 OnyOJIMKOBaHUE MAaTEPUATIOB B OTKPBITHIX
Penakuus razersl
MCTOYHUKAX
26  [CoctuHULA 3aruTa NepCoOHaIbHBIX JTaHHBIX

Kputepun onenkn (B 0aj1ax):
S 6as10B BhICTaBIsIETCA O0yUaIOIIEMYCs, €CIIU OH B IIOJIHOM 00BEME U MPABUIIBHO BBITIOIHUI
3ajaHue (KOMIIETeHIUsI CPOPMHUPOBaHA HA IPOJABUHYTOM YPOBHE);
4 0ay1a BeICTaBIsIETCsl 00yYaroIeMycs, €ClIi OH B MOJIHOM 00BbEMe U C HE3HAUUTEIbHBIMU
3aMeYaHUsAMH BBIIIOIHUII 3a/1aHue (KOMIIETEHIMsI chOPMHUPOBAHA Ha MTOBBILIEHHOM YPOBHE);
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3 6asna BhICcTaBIIsIeTCSl 0O0yUalOMIEMYyCs, €CIM OH Ha 0a30BOM YpOBHE, OIIMOKAMH BBITTOJIHUII
3a1aHre(KOMIeTeHIUs chOpMUpOBaHa Ha 0230BOM YPOBHE).

3aaHus AJ151 TBOPYECKOT0 peHTHHIa
TemaTHka 10KJI210B o TeMaM 1-4

Nuaukaropsl gocruxenns: YK-1.1., OIIK-2.1, OIIK-6.1., OIIK-6.2.

1 Undopmannonnoe npaBo U nH(GopMaoHHast 6€301MacHOCTb.

2 Konmnenus nHPOpMaIMOHHON 6€30MacHOCTH.

3 AHanM3 3aKOHOJATEJbHBIX aKTOB 00 oOXpaHe HH(OPMAIIMOHHBIX PECYPCOB OTKPHITOTO
JOCTyTA.

4 AHanu3 3aKOHOJATEIbHBIX AKTOB O 3aIIUTE MH(MOPMALMOHHBIX PECYpCOB OIPAaHHMYCHHOTO
JOCTyTIA.

5 CooTHoIIeHHE TMOHATHHA: HH(GOPMAIIMOHHBIE PECypChl, HH()OPMAIMOHHBIE CUCTEMbI H
nH(popMannoHHas 6€30MacHOCTb.

6 Undopmannonnas 6e30nacHOCTb (110 MaTepuazaM 3apyOeKHBIX HCTOUHUKOB U JINTEPATYPHI).

7 TlpaBoBBIE OCHOBBI 3aIIUTHI KOH(DHUACHIIMAIBEHON HH(DOpMAITHH.

8 DKOHOMHUYECKHE OCHOBBI 3aIIUTHl KOH(PUICHINATBHON HH(POPMAIIHH.

9 Opranu3anoHHBIC OCHOBBI 3aIIUTH KOH(UICHIINATLHON HHPOPMAITIH.

10 CrpykTypa, coiep:kaHHe U METOJUKA COCTABJICHMS TMEPEYHS CBEICHUM, OTHOCAIIUXCS K
NpEeANPUHUMATEIBCKOMN TallHE.

11 CocraBnenue HHCTPYKIUH 110 00pabOTKe U XpaHEHUIO KOH(DUICHIINAIBHBIX TOKYMEHTOB.

12 HanpaBneHus 1 METObI 3aIUTHI JOKYMEHTOB Ha OyMaKHBIX HOCUTEIISIX.

13 HanpaBneHus 1 METOABI 3aIUTHl MAIIMHOYUTAEMBIX TOKYMEHTOB.

14 ApxuBHOE XpaHeHHne KOH(PHUICHIIMAIBHBIX TOKYMEHTOB.

15 HanpaBneHus 1 METOABI 3aUTHI ayJJMO- U BU3yaJIbHBIX JOKYMEHTOB.

16 Ilopsnok moxbopa nepcoHana it paboThl ¢ KOHPHUASHIIMATLHON HH(DOpMAaITHE.

17 Metoauka TeCTUpOBaHMS U IPOBEJCHUS coOeceJOBaHMsl ¢ MPETEHIEHTaMH Ha JOJKHOCTD,
CBSI3aHHYIO C CEKpeTaMu (PUPMBI.

18 AHaiM3 WMCTOYHMKOB, KAaHAJIOB PACIpPOCTPAHCHHMS W KaHAJIOB yTeukn HHbopmaruu (Ha
npuMepe KOHKPETHOU (PUPMBI).

19 AHanu3 KOHKPETHOH aBTOMATH3MPOBAHHON CHUCTEMBI, MPEIHA3ZHAYCHHON 1T 00paObOTKH U
XpaHeHUs HHPOPMALIUU O KOHPUICHIIMATBHBIX JOKYMEHTaX (PUPMBI.

20 OCHOBBI TEXHOJOTUH OOpPaOOTKM W XpaHEHUsS KOH(PHUIACHIIMAIBHBIX IJOKYMEHTOB (I10
3apyOeKHOU TUTeparType).

21 Hasnauenuwe, BHIbI, CTPYKTypa U TEXHOJOTUS (YHKIMOHMPOBAHHSI CHUCTEMBI 3alllUTHI
uHpopMaIuu.

22 I[loBeneHue nepcoHasia u 0xXpaHa GUPMBbI B SKCTPEMATIbHBIX CUTYAIUSAX PA3INYHbIX THUIIOB.

23 Ananutuyeckast paboTa 1O BBISABICHHIO KAaHAJIOB YTEUKH HH(OpMAIK (PUPMBI.

24 HampaBieHust 1 METOIbI 3AIUTHI TPOPECCUOHATBHON TalHBI.

25 HampaBnieHusI U METOBI 3aIUTHI CITY>KEOHOM TailHbI.

27 HampaBieHHs U METO/IbI 3aIIUTHI IEPCOHAIBHBIX JAHHBIX O TPaXKJaHaX.

27 Tloctpoenue u GyHKIMOHUPOBAHUE 3AIIUIIIEHHOTO JOKYMEHTO000pOTa

28. Haubosee pacnpocTpaHEHHBIE CETEBBIC aTaKH.

29. Drambl OCTPOSHHSI CUCTEMBI 3aIIUTHI HH(POPMALIUH.

30.ITepcnekTUBHBIE METOABI AyTCHTH(UKALIIH.

31.buomerpuueckre CUCTEMbI HACHTU(UKAIIMH U ayTeHTU(DUKaLNK.

32. MeTtobl pe3epBUpOBaHUs HH(OPMAITUH.

33. Tumbl MEeXCETEBBIX 3KPAHOB U UX KpaTKasi XapaKTePUCTHKA.

34. OreyecTBEHHBIE aHTUBHPYCHBIC MPOTPAMMHBIE CpeacTBa, ceptuduimpoBanHsie DCTIK
Poccun.
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35. Creranorpadus u creranorpaduyeckie MEeToAbI 3alUThl HHPOPMAIIUH.

36. Cpencrsa 3an1uThl IEpeAaBaeMbIX JaHHBIX B [P-ceTsx.

37. Cranpapr Ipsec.

38. YTrpo3bl U yI3BUMOCTH OECIIPOBOIHBIX CETEH.

39. TpeGoBaHus K BEIOOPY U HCIIOJIB30BAHHIO MTAPOJIEH.

40. Ilepenava mapoiisi Mo CETH B Tpoliecce ayTeHTHU(UKAIIH.

41. JluneHsupoBaHue NESTEIHLHOCTH, CBSI3aHHON ¢ KpUNTOrpaUueCKUMHU CPEICTBAMU3BAILUTHI
nHpopMaIuu.

42. Cepruduxanus KpUnrorpahuyeckux cpecTB 3alUThl HHPOPMAIIUH.

43. Crangaptuzaius KpuntorpaduuecKux CpeACTB 3alluThl HH()OpMaIUy.

44. Mopenb KoHTpos nenoctHoct Knapka-Buiicona.

45. ludposas (31eKTpOHHAS) MOIMUCH, KAK MEXaHU3M KOHTPOJIS IIEJIOCTHOCTH.

46. 3amuTa OT cO0EB MPOrPaMMHO-AIMIIAPATHON CPEIBI.

Kpurtepun onenkn (B 0aj1ax):

20 0an0B BBICTABJISETCA OOydYarOMIEMYCs, €CIM OH 0e3 OMMUOOK MOATOTOBIJI JTOKJIA.
Conepxxanre 1 oopMiIeHHE IOKJIala COOTBETCTBYET TPeOOBAHUSAM B TOJIHOM OOBbeMe. YPOBEHb
c(OpMUPOBAHHOCTH KOMIIETEHIIUN COOTBETCTBYET MPOABUHYTOMY YPOBHIO;

14-19 6a1710B BBICTaBIIAETCS 00YYAIOLIEMYCS, €CIH OH C HE3HAUUTEIbHBIMU 3aMEUaHUSIMHU 10
CoJIepKaHUI0 MKW OPOPMIICHHIO TOJATOTOBUJ OTYET MO pedepaTy. YpoBeHb CHOPMUPOBAHHOCTH
KOMIIETEHIMI COOTBETCTBYET MOBBILICHHOMY YPOBHIO;

10-13 6anJ10B BBICTABIISICTCS O0YyYaIOMIEMYCs, €CIIM OH C OMMOKaMH MOATOTOBHJI OTYET IO
pedepary. Conepxkanue u opopmieHue pedepara COOTBETCTBYET TpeOOBaHUAM HE MeHee, ueM Ha 50
MPOLIEHTOB. YPOBEHb CHOPMHUPOBAHHOCTH KOMIIETEHIIUN COOTBETCTBYET Oa30BOMY YPOBHIO.

METOANUYECKHUE MATEPHUAJIBI, XAPAKTEPU3YIOIIUE 3TAIIbI
®OPMUPOBAHMA KOMIIETEHIIMI BO BPEMSI ITIPOBEJIEHUA
MMPOMEXYTOYHOM ATTECTAIIUHA

CTpyKTypa 3a4€THOT0 3aJaHUs

Haumenoeanue ouenounozo mamepuana Maxkcumansvhoe
Koiuuecmeo 06annoe
Bonpoc 1. 15
Bonpoc 2. 15
Ilpaxmuuecroe 3a0anue. 10

3aganus, BKJIOYaeMble B 3a4eTHOE 3a/JJaHHe
Ilepeuens 6onpocos kK 3auemy:

Heo6xomumMocTs obecrieueHust 6€30MmacHOCTH B HH(OOPMAITMOHHBIX CUCTEMAX.
Mepsl peaynpexaeHus IpecTyIuieHui B chepe KOMIbIOTEpHOH HH(pOpMAIUy.
[Tporpecc nHGOPMAITMOHHBIX TEXHOJIOTUN U WH(POpMAIMOHHAS O€301TaCHOCTb.
HcTopus BpeTOHOCHBIX TPOTPaMM.

HopMmaTtuBHo-11paBoBbIe aclieKThl HHPOPMAIIMOHHOM 0€3011aCHOCTH.

3ammra y4yeTHoi nH(popMaMu KOMMEPUYECKUX GpUpMm.

Knaccudukanms yrpos 6e3omacHocTd HHPOPMAITMOHHBIX 00BEKTOB.

CBoiicTBa 5KOHOMHYECKOW HHPOPMALINH, HapyIIaeMble P HECAHKIIMOHUPOBAHHOM JIOCTYTIE.
9. OcHOBHBIE BU/IbI KAHAJIOB YTEYKH HH(POPMAIIUH.

10. Mcropuueckne acieKTbl KOMIIBIOTEPHBIX MPECTYIIIICHH.

11. YMbIImieHHbIE M HEYMBITIUICHHBIC YTPO3bl HHGOPMAIIMOHHON 0€30MaCHOCTH.
12. Dxonomuyeckast nH(popManus Kak 00beKT 0€30IacHOCTH.

PN R D=
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13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

59.
60.
61.

BHemHue yrpo3sl HHPOPMALMOHHOM 6€30MacHOCTH.

[Iepeuens cBelleHM, KOTOPBIE HE MOTYT COCTaBJISITh KOMMEPYECKYIO TalHY.
MOTHBBI U LIEJIA KOMIIBIOTEPHBIX IIPECTYIIIICHUN.

Bupl TailH 1 Kak UX COXPAHUT.

CraThu yroJOBHOTO KOJEKCA O KOMIBIOTEPHBIX MPECTYIUICHHSIX.

[IpuunHbl pa3riameHus KOHQHUASHINATLHOH HHOpMAIUK.

KpuMuHomornyeckasi XapakTepUCTHKA MPECTYIUICHUH B cepe KOMITBIOTEpHOU HHPOPMAITIH 1
UX MpeaynpeKIcHHe.

Pasrnamenue u yreuka uHQOpMaIIu.

OO0BbeKTh HTHGOPMAIIMOHHON 0€30MTaCHOCTH Ha MPEIIPHUSITHH.

Crparerus 310yMBIIIUICHHUKA PU HECAHKITHOHUPOBAHHOM JIOCTYIIE.
OpraHu3anioHHbIE METOIBI 0OeCTIeUeHHS MH()OPMAITMOHHONW 0€30T1TaCHOCTH.
Opranu3zanys KoH(GUICHIMATEHOTO JEIOMPOU3BOICTBA.

duznyeckas 3amuTa HHGOPMAITMOHHBIX CUCTEM.

CrtpykTypa cay»)0bl 6€30MacHOCTH KOMITaHUH.

[IporpaMMHO - TEXHUYECKHE METOIbI 0OecTieueHHsI THGOPMAITHOHHON 0€301aCHOCTH.
Teopernueckue acieKThl HHHOPMAMOHHON OE30MACHOCTH YKOHOMHUYECKHUX CHCTEM.
Nnentudukanus u ayreHTUDUKAITHASA.

OcHoBHbIE TOHATHS UHHOPMAITMOHHON OE30IMACHOCTH SKOHOMHUYECKUX CHCTEM.
JlokTpuHa nHbOpMaImoHHON Oe30macHoCTH Poccuiickoit deaepanum.
DKoHOMHUYECKass HHPOPMaLUs KaK TOBAp U 0OBEKT OE30MAaCHOCTH.
INocynapctBeHHOE perynupoBaHue nHGoOpMaImoHHoM 6e3omacHocTy B Poccun.
[TonsTHs MHPOPMAIIMOHHBIX YIPO3 U UX BHUIIBI.

HecankiimonnpoBaHHbIN TOCTYN U 3alllUTa OT HETO.

BpenonocHsle porpamMmesl.

[Ipobnema nHpopmMaImoHHO# 6€30MaCHOCTH B HICTOPHUYIECKOM aCTICKTe.
KomMrmbroTepHbie IpecTyIIeHUs] U HaKa3aHUS.

[IpenynpexaeHre KOMIbIOTEPHBIX MPECTYIUICHUH.

[TpuHIUIIBI TOCTPOCHHUSI CHCTEMBI HMH(POPMALMOHHOM 0€30MacHOCTH.

Tunsl KOMOBIOTEPHBIX BUPYCOB U 3aIIUTA OT HUX.

[Toaxo1bl, MPUHIIMITEL, METOBI M CPEACTBA OOecredeH s 0€30MacHOCTH.
UYenoseueckue GpakTopsl, 00ycIaBIMBaOmKUe HHPOPMAITMOHHBIE YTPO3HI.
OpraHu3anroHHO-TEXHUYECKoe obecreueHne KOMIbIOTEPHON OE€30MTaCHOCTH.
Crioco0ObI BO3/ICUCTBHS yTpo3 HAa HHGOPMAITHOHHBIA OOBEKT.

DnexTpoHHas UG POoBas MOANUCH U OCOOCHHOCTH €€ IPUMEHEHUSI.

[Ipu3Haku BO3AEHCTBUS BUPYCOB Ha KOMITBIOTEPHYIO CUCTEMY.

3amuta nHpopmaruu B HTEpHETE.

®parMeHTapHBIN U CHCTEMHBIN MOXOIBI K 3aITUTe HHGOPMAITHH.

Opranu3zaiys CUCTeMbI 3alIUThl HHPOPMAITUN SKOHOMHYECKHX CHCTEM.
VYT070BHO-TIPaBOBasi XapaKTEPUCTUKA KOMITbIOTEPHBIX MPECTYIIICHUH.

DTansl MOCTPOCHHS CUCTEMBI 3aIIUTHI HH()OPMAIIHH.

CyObeKTHBHAs CTOPOHA KOMITBIOTEPHBIX MPECTYIUICHH.

[TonuTrka 6€30MacCHOCTH.

OOBeKTHBHAS CTOPOHA KOMIIBIOTEPHBIX MPECTYIUICHUH.

Onenka 3¢ (eKTUBHOCTH MHBECTHLINN B HH()OPMAITMOHHYIO O€30IIaCHOCTb.
CriocoObI coBepIICHUS] KOMITBIOTEPHBIX MPECTYINIEHUH («3a XBOCT», «MacKapam» H Ip.).
Obecrieuenrie MHGOPMAITMOHHON OE30MACHOCTH aBTOMATHU3MPOBAHHBIX OAHKOBCKUX CHCTEM
(ABC).

[TpuduHBI U YCIIOBUS, CIIOCOOCTBYIOIINE COBEPUICHUIO KOMIBIOTEPHBIX MPECTYIUICHUN.
Nudopmanmonnas 6€30macHOCTh IeKTpoHHON KomMmepIiuu (DK).

ObecneueHre KOMIBIOTEPHOW OE30MACHOCTH YYETHON HH(pOpMAIUH.
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Ilpakmuueckue 3a0anus K 3auenty

1.06ecmeunTth KHOEPOE30MACHOCTH YAAIEHHON pabOThl COTPYAHUKOB BO BpeMs MTaHIEMUH
Onpenenuth ysS3BUMOCTH CEPBHUCOB IS BUICOKOH(DEpeHINd, HeHan&KHOCTh VPN, denoBedeckuii
¢dakTop M He Bcerja KBaJu(UIMPOBAHHBIE COTPYIHUKH — CO BCEM STUM HEH30E€KHO CTAJIKHUBAETCS
Ka)K7asi KOMITAHUS, BEIHYXKICHHAs OpraHN30BaTh YAAJIEHHYIO padoTy.

[Ipoanann3upoBaTh CHUTyallUI0 M pPaccKa3aTb, KaK CBECTH K MHHUMYMY PHUCKHM M YCTPaHUTh
MIOCIIEACTBHS HU3KOTO YPOBHSI KHOEPTPaMOTHOCTH

2.Hactpoiika ayauta B Windows m1st mosmHorieHHOTo SOC-MOHUTOpPUHTA

Omnwucate HacCTPOMKY MONUTUKU ayauTa Windows TakuM o0pa3om, yToObl oxBaT MoHUTOpHHTa SOC
OB MMOJTHOIICHHBIM. PaccMOTpeTh ONTHMANBHBIN CIIUCOK TTOJIMTHK, a TAKXKE BBIACTHUTH CaMOe
HEO0XOIMMOE, OTCESB JIUIIHEE,

3.Kak npoBOAHUTE KOHTPOJIb MPOLYKTUBHOCTH, 3alIUTA OT MOIICHHUYECTBA U YTEUEK JaHHBIX MPU
ynanéHHoi paboTe COTPYAHUKOB?

OnacHOCTh yTE€YKH JaHHBIX U BO3MOXKHOCTb KOPIIOPAaTUBHOTO MOIIIEHHUYECTBA — HEU30€XKHbIE
CITYTHHMKH BBIHYXJICHHOU yIanéHHON paboThl. PaccMoTpeTh, Kak MO)KHO MUHUMH3UPOBATh PUCKH U
CIPAaBUTHCA C aKTyAJIbHBIMM 3a1a4aMH KOHTPOJISL COTPYJHUKOB Ha «yJaJICHKE.

4.0nucarp MIECTh MAroB JUIs oOecreueH s JOHKHOTO YPOBHsI 0€30MMacHOCTH YAaIEHHBIX
COTPYAHHUKOB

OmnepaTUBHO MEPEBOS COTPYTHUKOB HA IUCTAHLIIMOHHYIO paboTy, HY)KHO Y4ECTh CONPSKEHHBIE C
3TUM CJIO)KHOCTHU M HE 3a0bITh ITPO MONBITKA KHOEPIPECTYTHUKOB UCIIOIb30BATh Ys3BUMbIE MECTA.
IIpe10KUTh MIECTh MAroB, KOTOPBIE MO3BOJIAT OJOUTH K 3TOMY BOIIPOCY MOATOTOBJICHHBIMU.

5.0mucats TpedoBanus ['OCT 34-ii cepun B mpoekTax 1mo nHGOpPMAIMOHHOW 0€30MMacHOCTH

Yro noxpazymenaet TpedoBanue «mpoektupoBath mo 'OCTy», craHOBUTCS I OHO MEHee
o0s3aTenbHBIM? UTO NenaTh, €Clii TOCYIapCTBEHHBIN perysaTop He npeyiaraet 3ameny s OCTos
34-ii cepun? Kakumu ctanmapraMi CTOUT PYKOBOZCTBOBATHCS MTPHU OPOPMIICHUH TPOSKTHOM
JTOKYMEHTAIUN?

6.Kak BBIABUTH aTaKy 3J0YMBIIINICHHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JIeHCTBUA KUOSPIIPECTYITHUKOB B KOPIIOPATUBHON CETH M KJIacCU(ULIUPYyeM UX B
cootrBercTBuU ¢ Martpuiieil MITRE ATT&CK, koTopast moka3bIBaeT, KaKMe TAKTUKU U TEXHUKHU
IPUMEHSUIACH B X0J1¢ KHOepaTaku.

7.0mucats Microsoft Security Compliance Toolkit: 3anuta Windows rpynmoBbIMU TOJIUTUKAMHA
PaccmotpeTs moaxo/ Kk H”HPOPMAIIMOHHOM 0€30MacHOCTH KOMIUIEKCHO. OnrcaTh HHCTPYMEHTHI,

KOTOPBIE 3aKPBUTH OBI BCE <«IIBIPBI» U CO3Aai HOBBIE. OnucaTh STaIOHHBIE HACTPOWKH TOJIUTHK
0€30MaCHOCTH U MHCTPYMEHTHI Il Pa0OTHI C HUMH.

8.0mnucarh npolecc HaCTPOMKH yIaJIeHKH JJisl COTpYAHUKOB: beicTpo, bezomacHo, becrmarno

Yro He0OXOAMMO JUIsl OpraHU3ALMH yIAIEHHOU paboThl COTPYAHUKOB. Kakue cymecTByoT
MHOECTBA PEIICHUI CIIOCOOHBIX TOMOYB B peanu3anuu 3Toi nenu. uarepHet-unio3 MKC. C ero
IMOMOIIIBIO MOKHO OPraHn30BaTh 6630H3CHBII>1 JOCTYII K CCTHU KOMITAHWHU, 3allIUTUTHCA OT BUPYCOB U
HaCTPOWTH BEO-PUIBTPALIHIO.

9.Kak oprann3oBaTh 0€30MacHyI0 yIan€éHHy0 paboTy BO BpeMsi KapaHTHHA?

Omnucats npoluecc nepexoja Ha yJanéHHy0 padoTy, pacCMOTPETh OUYEBHIHbIE PUCKH IS
nH(pOPMAIMOHHOI Oe30macHOCTH: MoaAn(UKanus TpaduKa, epexBaT napoyei u
KOH(HIEHIINATIBHBIX JaHHBIX, a TAKXKeE B3JIOM MapLIPyTU3aTOPOB U NEpEHANpaBIeHUE M10JIb30BaTeNei
Ha BpeIOHOCHBIE calfThl. [IpoaHann3upoBaTh KOHTPMEPHI; B KA4€CTBE OJJHOTO U3 BapUAHTOB
pPaccMOTPETh MCTOJb30BaHNE BUPTYyanbHON yacTHOU cetu (Virtual Private Network, VPN).

10.Kak noctpouts kpunroryHHens 1o 'OCTy ¢ MUHMMaIbHBIMU 3aTpaTamMu’?

Ob6ecnevenne 6€30MaCHOCTH MPU MTOMOIIU CPEACTB KPUTITOTpadUIecKon 3auThl HHOOpMAITUU
(CK3H1) — He o4eHb ClIOXkKHAas 3a/1a4ya, €CJI BCE TEXHOJIOTUYECKHUE YUaCTKU HAXOATCA Ha XOCT-
Mamae. OgHaKo JUIsl TOro 4ToObI epeaaBaTh U HrgpoBaTh HHGHOPMAIIUIO OTHOBPEMEHHO,
HE00XO0IMMO MOCTPOUTH IPAMOTHBIN TEXHOJIOTHUECKUN MPOIECC MPOTPAMMHOT0 00eCTICUCHHUS.
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11.Kak obecnieunts 6e3omacnocts loT-ycTporicTs?

Nurepner Bemeit (Internet of Things) — yxke oueBUAHAS pEaIbHOCTH JIJIs1 OU3HEC-TIPOIIECCOB
KOMITaHUH ¥ KOPIOPATUBHBIX HHPPACTPYKTYp. OHAKO, HECMOTPSI HA OTPOMHOE KOJIMUYECTBO
«YMHBIX» YCTPOMCTB, pabOTAIONINX HA MPEANPUITUIX U B IPOMBIILIIEHHBIX CeTsX, 6e3omacHocTh [oT
3a4acTyIO OCTABJIAET JKeJaTh Jydiiero. Kak ucnpaBuTh MonoxeHue, U paccka3aTb O METOJaxX 3allUThl
MHTEpHETa BEUIEeH.

12.Kak oprann3oBaTh MpaKTUKY OpraHU3aIiK 0€30MMacHOT0 YAAIEHHOTO J0CTyIa?

YTo MpoUCXOAUT HA PIHKE 0€30MMacHOr0 yAIEHHOTO JOCTYIA U KaK MPABUIBHO 3aIIUTHUTh
MOJIKJIIOUEHHUE COTPYAHUKA K KOPIOPaTUBHBIM pecypcaM u3BHe? Kak perynsTopsl BIUSIOT Ha
poIecc AUCTAaHIIMOHHON paboThI M HYXKHO JIM CJICUTh 32 COTPYAHUKOM, pabOTAIOUINM U3 JloMa?

13.PaccMoTpeTh npolniecc NpeaoTBpaIleHUs BTOPKEHUH ¢ TOMOIIBI0 MEXKCETEBOr0 SKpaHa HOBOTO
nokosienus: UserGate

B cocraBe mMexceTeBoro skpana HoBoro nokoseHus: UserGate npumeHsieTcsi cucteMa oOHapyKeHHUsI
Brop:keHuit (COB) coGcTBeHHOM pa3paboTKu, CO3AaHHas BHYTPU KOMITAaHUHU 0€3 UCTIOIb30BaHUS
OTKPBITOro Koja. CUTHATYphl CUCTEMBbI OOHAPYKEHUS BTOP)KEHUN pa3padaThIBaOTCS U
BepupULIUPYIOTCS COOCTBEHHON KOMaHA0H aHATUTUKOB IIEHTPa MOHUTOPHHTA U PEarupOBaHUS
UserGate.

14.Kak co3maTh KOMIUIEKCHYIO cucTeMy Oe3omacHocT Ha ocHOBe Fortinet Security Fabric API?
OTkphITHIA 1 001menocTymHbId API, mpenHa3zHadeHHbIN 11 nHTErpanuu npoaykroB Fortinet ¢
BHEITHUMH PEIICHUSIMH, TTO3BOJISIET MOJIE30BATEISIM PACIIUPATH BO3MOKHOCTH UMEIOIIUXCSI
KOMIIOHEHTOB, a TaK)Ke THOKO HHTETPHPOBATH CTOPOHHHE TPOIYKTHI B €AMHYI0 KOMILICKCHYIO CPEIy
MH(POPMAIIMOHHOIN 0€30MacHOCTH NMPEAPUSITHUSI.

15.Kak pynknunonunpyet mexcereBoit a3kpad UserGate X 1: nndopmarmonHas 6€30macHOCTh B
HKCTPEMAIIbHBIX (PU3UUECKUX YCIOBUAX

Kopnoparusneiii MexkcereBoit skpan UserGate X1 Boigensiercs u3 nuHeiiku npoayktoB UserGate
YHUKQJIbHBIMU (PU3UKO-TEXHUUYECKUMH XapaKTepuCTUKaMu. JlaHHBIH IpOrpaMMHO-amnapaTHbIH
komruiekc (ITAK) addhexTuBeH u Haa&KeH B CaMbIX CYPOBBIX YCIOBHUSAX IKCILTyaTallMK: Ha
MPOMBIIIICHHBIX 00BEKTaX, OTKPBITOM BO3yX€e, TPAHCIIOPTE, COXPAHsIsI IPH TOM BCE MIPEUMYILECTBA
maThopmbl obecrieueHust mpodeccruonanbHoi kubep3anmtel UserGate.

16.0nucatp npoiecc UCTIOTHEHHS TPEOOBAHUN POCCUIICKUX PETYISATOPOB MO KOHTPOIIO
COTPYJHUKOB

@duHaHCOBbIE OpraHM3aLUHU 00s13aHbI COOMIOAATh TpeOoBaHMs nosioskeHuit banka Poccuu u mpukaszos
OCTOIK Poccun. [Tockonbky Ha3BaTh CIUCOK ATUX TPEOOBAaHUIN MAJICHBKUM SI3bIK HE
MOBOPAYMBAETCS, MBI PEIIMIIM PACCMOTPETh NPEANMUCAHUS PYKOBOISIINX JTOKYMEHTOB U IMPEATIOKHUTD
CBOM BapuaHT — KaK MOKHO PEHIMTh T€ WJIM UHBIE TPOOJIEMbI UITU XOTs Obl 00JIETYUThH CBOIO YUacCTh.

17.Kak npeaoTBpaTUTh CIMB 0a3bl JAHHBIX CYEPIOIb30BATEISIMU?

ITpuBunerupoBaHHbIE M0JIb30BATENN 0a3 JAHHBIX HEPEIKO CTAHOBATCS OOBEKTAMU aTaK XaKepOB UIIH
CaMH, MOJIb3YACh PACIIMPEHHBIMU IIPAaBaMH, SKCIUTYaTUPYIOT HH(DOPMAITHIO HE TOJIBKO B CIIY>KEOHBIX
nesax. CylecTByeT HECKOIbKO APPEKTUBHBIX CIIOCOOOB 3aKPBITUS ATUX YSI3BUMOCTEH, Cpeau
KOTOPBIX MOKHO BBIACIINUTH YCTaHOBKY DLP-cucreMsl, pasrpaHuyeHue 10CTyna, a TakxKe
OrpaHUYEHUE NPaB CYNEPIOIb30BaTENeH 10 HEOOXOJUMBIX U I0CTaTOYHBIX, HO y100OHEE BCEro
aBTOMAaTH3MPOBATH 3AIIUTY OT BO3MOXKHBIX yTeueK HHPOpPMAaLMU U3 0a3 JaHHBIX C TOMOIIBIO
Kopob6ouHbIX pemenuii, HanpuMep CYB/I Jatoba oT komnanuun

18.Kak npaBuibHO 3anoiHUTh KypHai yuéra CK3U?

[IpakTuuecku mro0ast opranuzaiysi 0OMeHUBaeTCs KOH()UIEHIMAIbHBIMU TaHHBIMH CO CBOUMU
napTHEPAMH U CTPYKTYPHBIMH MOJIpa3ieieHusIMU. st TOro 4ToObl 00ECTIEYUTh COXPAHHOCTh
nepeaaBaeMoii mHpopmaruu, TpeOyroTes cpeacTBa Kpunrorpaduueckoit 3amutsl (CK3U). Ho
paboTa ¢ HUMU periaMeHTUpyeTCs HHCTPYKLKeEH, KoTopast HanucaHna 20 JeT Ha3ad U yxKe He
OTBEYAET COBPEMEHHBIM PEaJINsIM, & HEKOTOPBIE €€ MYHKTHI BBI3BIBAIOT COMHEHHS Y CHEIIHATMCTOB.
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Iloka3aTequ M KpPUTEPUH OLEHUBAHHUS IUJIAHMPYEMBIX Ppe3yJabTATOB
0CBOEHMSI KOMIIETEHIUI U Pe3yJIbTATOB 00yUYeHHs], IIKAJIA OIleHUBAHUSA

HIkana dopmMupyemblie Wamiarop Kpurepun Yposens
JOCTHIKeHUS OCBOCHUS
OLICHUBAHUSA KOMIIETeHIIUH OLlCHUBAHUS .
KOMIIeTEeHUUH KOMIIeTeHU
85-100 | «3aureno» |[YK-1.Cnocoben [YK-1.1. 3HaeT BEPHO M B NMOJHOM IIpoaBunyTHIH
0aJL10B ocymecTBIATh  |[OCYIIECTBISIET  |[00beMe OCHOBHBIE METO/bI
MONCK, MOWUCK KPUTHYECKOTO aHaJIN3a U
KPUTUYECKUN HEOOXOJUMON  |OCHOBBI CUCTEMHOTO ITOIX0/1a
AHAITN3 M CHHTE3 [MH(QOPMAIHH, KaK OOIEHAYYHOTO METOAA.
MH(OpMAaIKH, OIHUpasCh HA YMeeTr BepHO W B IOJHOM
MPUMCHSTh [PE3yIBTAThI 00beMe aHATU3WPOBATH 337134y,
CUCTCMHBIN aHaJIn3a MCIIOJIb3Ys OCHOBBI|
OXOM AJIst [I0CTaBJICHHOM KPUTHIECKOT'O a”Hajn3a U
[PCIICHUA Bagaqdun CUCTEMHOTI'0 I10/IX0/1a;.
[OCTaBJICHHBIX OCYIICCTBIIATh MMOUCK
B3allayd HEOOXOIUMOM IS pemeHus
[TOCTaBJICHHON 3a/1a4u
WHGOPMAIUH, KPUTHIECKU
OIICHUBAsI HAJC)KHOCTh
[Pa3IMYHBIX HCTOYHUKOB
MHGOpPMAIUH
OIIK-2. OIIK-2.1. 3HaeT BePpHO M B TMOJHOM
CriocobeH Mcnons3yeT o0beMe METOJbl I[OUCKAa U
OCYIIECTBISITH  |OCHOBHBIE CHUCTeMAaTH3aluu  MH(POPMAaINY]
cOop, 00paboOTKy |[METOIBI, 00 PKOHOMHYECKHX TPOIIeCCax U
131 cpeicTBa STBIICHUSIX
CTaTHCTHYECKUH MOJIy4YCHUA, YMmeer BE€PHO M B IOJTHOM
aHaJIN3 NaHHBIX, [IPEACTABIICHUS, |00BeMe pa60TaTI> c
HCO6XOZ[I/IMI:IX XPpaHCHUA U HallMOHAJIBHBIMHU U
1T pCIICHUS 06pa6OTKI/I MEKIyHapOAHBIMU OazaMu
MOCTABJICHHBIX CTATUCTUYCCKUX |MaHHBIX C LICIBIO ITOUCKA
PDKOHOMHWYCCKHUX |[TaHHBIX. HH(bopMa]_u/m, HCO6XO,Z[I/IMOI>'I
Bazad 7151 peIleHUs] TOCTABICHHBIX
PKOHOMHUYECKHUX 3a/a4.
'YMeeT BepHO U B OJTHOM
00beMe pacCINTHIBATD
PKOHOMUYECKHE U COLIUATBHO-
PKOHOMUYECKHE TTOKA3aTeNH,
XapaKTepHU3yIOIIre
e TEeNNbHOCTh XO3AUCTBYIOIINX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOAMK U NCUCTBYIOIICH
HOPMAaTHBHO-TIPABOBOM 0a3bl
YMeeT BepHO U B MOJHOM
o00bemMe pEACTaBUTh
HATJISITHYIO BU3YalTU3alUIO0
[TAaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT BEPHO U B MOJHOM
CriocoOeH Mcmone3yeT o0bemMe:: XapaKTEPUCTHKH
MOHUMATh COOTBETCTBYIOIIHU [COOTBETCTBYIOIIMUX COJIECPKAHUIO
MIPUHITATIBI € COIepXKaHUI0  [MPO(eCCHOHATBHBIX 33124
paboThI Mpo(heCCUOHANBH [COBPEMEHHBIX ITUPPOBBIX
COBPEMEHHBIX  [bIX 33Ja4 MHGOPMAITMOHHBIX TEXHOJIOTHI
I/IH(bOpMaI_II/IOHHH COBpPEMCHHBIC YMmeer BEPHO M B IOJIHOM




X TEXHOJIOTHH U
HCII0JIb30BATh UX
IS peTeHUs
Bagad
poheCCUOHANTBH
Ol IeATCIBHOCTH

QpOBLIE

MHGOPMAIMOHHBI

¢ TEXHOJIOTHUH,

OCHOBBIBASICh Ha

MPUHIMITAX UX
abOTHI

00beMe: HCIOIb30BaTh
COBpeMEHHBIC ITU(DPOBBIC
MHQOPMAIHOHHBIE TEXHOJIOTUN
TSI peIeHus 3a1a4
poheCCUOHANTBHON
IMesITeTbHOCTH

OIIK-6.2. 3HaeT BEPHO U B MOJHOM
ITonnmaer 00BbeMe: TPUHIUIIBL PaObOTHI
MIPUHITUTIBI COOTBETCTBYIOIIUX COJICPKAHUIO
paboTHI mpodecCHOHANBHBIX 3a1a4
COBPEMEHHBIX  |COBPEMEHHBIX ITUPPOBBIX
UG POBBIX MHGOPMAITMOHHBIX TEXHOJIOTHI
MH(POPMALMOHHBI [Y MeeT BEpHO U B IOJIHOM
X TEXHOJIOIHH, 00beMe: TPUMEHSTE TTPUHIIAITHI
COOTBETCTBYIOLIH [pabOThI COOTBETCTBYIOIIUX
X COACPKAaHUIO COZCPIKAHUIO
po(eCCHOHANBH [Tpo()eCCHOHANBHBIX 33134
bIX 3a7a4 COBPEMEHHBIX HHU(POBBIX
MHGOPMAITMOHHBIX TEXHOJIOTHI
70 — 84 | «3aureno» |YK-1.Cnocoben [YK-1.1. 3Haet ¢ He3HAUYUTENbHBIMU  ([IoBBIIEHHBII
0aJL10B ocymecTBIATh  |(OCYIIECTBISIET [3aMeYaHHUSIMM OCHOBHBIE
MONCK, MOWUCK METOJIBI KpUTHYECKOTO aHAIH3a
KPUTUYECKUN HEOOXOJUMON [ OCHOBBI CHCTEMHOTO MOIX0a
AHAJIN3 U CUHTE3 [MH(OPMAIIHH, KaK O0IIEHAYYHOTO METO/A.
rH(Opmaryy, OIIMpasiCh Ha YMeer ¢ He3HA4YUTEIbHBIMHU
[IPUMEHSATh [PC3yIbTaThI 3aMeYaHUSIMHM aHAJIM3UPOBATH
CHCTEMHBIN QHaAIN3a Bajady, HCIOJNb3ys  OCHOBBI
MMOAXO1 JUIst MOCTaBICHHON KPUTHUYCCKOI'O aHaJIn3a U
pCIICHUA B3agaqu CUCTEMHOT'O I0IX0Ma;
[IOCTaBJICHHBIX OCYLIECTBISATh TIOMCK|
B3allayd HEOOXOOUMOM 1A pemeHusd
MMOCTaBICHHOU 3a/1a4y|
MHQOPMAITIH, KPUTHYECKH
OIICHUBAS HaJIeKHOCTh
[Pa3TMIHBIX HMCTOYHHUKOB
MHGOpPMAIUH
OIIK-2. OIIK-2.1. 3HaeT ¢ He3HAYUTEJIbHBIMY
CriocobeH Mcnons3yeT BaMe4YaHUsIMU: METOJbI MOUCKA|
OCYILICCTBISATH  |OCHOBHBIC W CUCTeMAaTH3alluu MHPOPMAIIHY
cOop, 00paboOTKy |[METOIBI, 00 PKOHOMHYECKHX TPOIIECCax U
138 cpencTBa SIBIICHUSIX
CTaTUCTHYECKHUI ITOJTY4YCHHUA, 'YMeeT ¢ He3HAYHTEJILHBIMHA
@HAIIN3 TaHHBIX, [PEACTABICHUSA, RBamMeyaHUsAMHU: paboTaTh C
HEOOXOANMBIX  [XpaHEHHUS U HALMOHAIBHBIMA U
juist penienust  00paboTKu MEXTyHapOIHBIME 0a3aMu
MOCTABICHHBIX  [CTATUCTUYECKHUX [AHHBIX C I[CJIBIO MOWCKA
DKOHOMHYECKHMX |TaHHBIX. uHGOpMAIUH, HEOOXOAMMOM
Baja4 TSI pETIEHUST TIOCTABICHHBIX

PKOHOMHWYCCKHUX 3aga4.

'YMeeT ¢ He3HAYHTETLHBIMHA
3aMeYaHUSIMH: PACCUMTHIBATH
DKOHOMHYECKHE M COLMAIBHO-
DKOHOMHMYECKHUE ITOKA3aTENH,
XapaKTePU3YIOIIUe

e TeTLHOCTD X03IHCTBYIONTHX
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CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U IEUCTBYIOMIEH
HOPMAaTHBHO-TIPABOBOM 0a3bl

YMeer ¢ He3HAYUTETLHBIMHA
3aMeYaHHSIMH MIPEICTaBUTh
HATJIIHYIO BU3yalln3alliio
TAaHHBIX.

OIIK-6.
CriocobeH
MOHUMATh
MPUHITATTBI
paboTEI
COBpEMEHHBIX
MHGOPMAIHOHHBI
X TEXHOJIOTHUH U
MCIIOJIE30BaTh UX
TS peTeHust
Bagay
poheCCUOHANTBH

OIIK-6.1.
Mcnons3yeT
COOTBETCTBYIOIIN
€ CoIep>KaHHIO
poheCCUOHANTBH
bIX 3219
COBpEMEHHBIE
QpOBLIE
MHGOPMAIMOHHBI
¢ TEXHOJIOTHUH,
OCHOBBIBAsICh Ha
MPUHIMITAX UX

3HaeT C He3HAYUTEIbHBIMU
BaMeYaHUSIMU::
XapaKTePUCTHKHI
COOTBETCTBYIOIIUX COJICPKAHUIO
poheCCUOHATBHBIX 3314
COBPEMEHHBIX ITU(PPOBBIX
MHQOPMAITMOHHBIX TEXHOJIOTHI

'YMeeT ¢ He3HAYHNTEILHBIMH
3aMeYaHHUSIMH: HUCIIOIH30BaTh
COBpeMEHHBIC ITU(DPOBBIC
MHGOPMAIHOHHBIC TEXHOJIOTHH
TSI peIIeHus 3a1a4

0#1 eITeTLHOCTH [paOOTHI podecCHOHATBEHOM
eI TeNIbHOCTH
OIIK-6.2. 3HaeT ¢ He3HAYMTETbHBIMH
[Monmmaet 3aMeYaHUSIMH: TIPUHITHITBI
MPUHITATIBI paboTBI COOTBETCTBYIOIINX
paboTHI COICPKAHUIO
COBPEMEHHBIX  [MPO(ECCHOHATLHBIX 3a/1a4
UG POBBIX COBPEMEHHBIX MU(POBBIX
MHGOPMAIMOHHBI [AHPOPMAIIMOHHBIX TEXHOIOI M
X TEXHOJIOTHH, 'YMeeT ¢ He3HAYUTEJIbLHBIMH
COOTBETCTBYIOLIH BaMeYaAHHSIMHU: TIPUMEHSTH IIPU
X COOCPXKAHUIO  HITUITBI paOOTHI
MPO(ECCUOHATIBH [COOTBETCTBYIOMIUX CONEPKAHMIO
bIX 327124 podecCHOHANBHBIX 3a1a4
COBPEMEHHBIX MU(POBBIX
MHQOPMAITMOHHBIX TEXHOJIOTHI
50-69 | «3aureno» |YK-1.Cnocoben [YK-1.1. 3HaeT Ha 6a30BOM yYPOBHE C ba3oBbIit
0aJL10B OCymecTBIATh  (OCYIIECTBISET  |[0LIIMOKAMM OCHOBHBIE METOIBI
MOUCK, MOKMCK KPUTHYECKOTO aHAIH3a H
KPUTUYECKUM HE00X0 MO OCHOBBI CUCTEMHOT0 TT0/IX0/a
AHAITN3 M CHHTE3 [UHQOPMAIHH, KaK O0IEHaAYYHOTO METOAA.
MH(OpMAIKH, OIMMpasiCb Ha YMeeT ¢ He3HAYHUTEJIbHBIMH
IIPUMCHSTD PEC3YJIbTAThI 3aME€YaHUsIMHM aHAJIM3MPOBATh
CHCTEMHBIN aHaIn3a B3azady, HCHOJB3ysS  OCHOBBI
OIXOM AJIst [I0CTaBJICHHOU KPUTHIECKOT'O aHajgn3a Y
[peIIeHUs Banaqn CHUCTEMHOTO MOAX0/1a;
[OCTABJICHHBIX OCYIICCTBIATH ITOMCK
Baja4 HEOOXOMMMOW I PEIICHUs]
MMOCTaBICHHOU 3a/1a4y|
WHGpOpMAIUH, KPUTHUYECKH|
OIICHHBAs HaJEKHOCTH
[Pa3ITMIHBIX HMCTOYHHUKOB

MHQOpMaIH




OIIK-2. OIIK-2.1. 3Haer Ha 0a30BOM YPOBHe, ¢
CriocobeH Mcmonn3yeT OIMOKAMM: METONBI TIOWCKA H
OCYILIECTBJISATh  |OCHOBHBIE CHUCTeMAaTH3aluy  MH(POPMAaINY]
cOop, 00pabOTKy [METOEI, 00 YKOHOMHUYECKHUX MPOIIECcaX H
131 cpeicTBa SIBIICHUSIX
CTaTUCTUYECKUN MMOJIy4YCHUA, YMeer Ha 0a30BOM YPOBHE, ¢
aHaIU3 JaHHBIX, [[IPCACTABJICHUS, |omIMOKAMU: pa60TaTI, C
HEOOXOJMMBIX  [XPaHCHUS U HAIMOHAILHBIMU U
TSI pEIIEHUS 00paboTKu MEKTyHAPOJHBIMU 0a3aMu
TMMOCTABJICHHBIX CTaTUCTUYCCKUX [TaHHBIX C IICJIBIO IIOMCKA
PKOHOMUYECKUX |TaHHBIX. WHGpOpMAIUH, HEOOXOANMOMN
3amaqd 1711 pCLICHMS ITOCTAaBJICHHBIX
PKOHOMUYECKHUX 3a4a4.
'YmeeT Ha 6a30BOM ypoOBHe, ¢
OIIMOKAMHU PACCUUTHIBATH
PKOHOMUYECKHE U COLIUATBHO-
PKOHOMUYECKHE NIOKA3aTENH,
XapaKTEepU3yIOLIe
MeATeTbHOCTh X03UCTBYIOLIUX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U IEUCTBYIOMIEH
HOPMATHUBHO-TIPABOBON 0a3bl
Ymeer Ha 02a30BOM yPOBHe, C
OIIMOKAMU MPEACTABUTH
HAIJISIIHYIO BU3YaJIU3aLHI0
IMaHHBIX.
OIIK-6. OIIK-6.1. 3HaeT Ha 02a30BOM yYPOBHe, C
CriocoOeH Mcmone3yeT OMIMOKAMM:: XapaKTEPUCTHUKU
[MOHUMAaTh COOTBETCTBYIOILHY [COOTBETCTBYIOIIMX CONEPIKAHUIO
MPUHITUIIBI € COZICpaHUI0  [MPO(PECCHOHATBLHBIX 3a/1a4
paboThI Mpo(heCCUOHANBH [COBPEMEHHBIX ITUPPOBBIX
COBPEMEHHBIX  |bIX 3aJa4 MHQOPMAITMOHHBIX TEXHOJIOTHH
MH()OPMAIIMOHHBI COBPEMEHHBIC 'YMeeT Ha 62a30BOM YpPOBHE, C
X TEXHOIOTHH U [IU(POBEIE OIIMOKAMM: UCIIOJIH30BATh
HMCITIOJIB30BATh UX I/IH(bOpMaI_II/IOHHH COBpPEMCHHEBIE LIH(l)pOBI:Ie

JIJIA PEIICHUA
Bagad

€ TCXHOJIOI'HH,
OCHOBBIBAsICh Ha

MHQOPMAIHOHHBIE TEXHOJIOTUN
MTST peTeHus 3a1a4

HpO(l)eCCI/IOHaJ'IBH MPUHIOUIIAX UX r[po(l)eccno}[an],ﬂoﬁ
011 IeATENPHOCTH [pabOTHI MesATeIbHOCTH
OIIK-6.2. 3HaeT Ha 0a30BOM yYPOBHeE, C
I[Monumaet OIIMOKAMM: TIPUHITATIEI paOOTHI
MPUHLUTIBI COOTBETCTBYIOIIUX CONEPIHKAHUIO
paboTEI MpoheCCUOHATBHBIX 33]1a4
COBPEMEHHBIX COBPEMEHHBIX ITU(PPOBBIX
UG POBBIX MHGOPMAITMOHHBIX TEXHOJIOTHI
MH()OPMAIIMOHHEI [Y MeeT Ha 6230BOM YPOBHE, ¢
X TCXHOJIOTHH,  |omIMOKAMH: TIPUMEHSTH TIPUHIL
COOTBECTCTBYIOIIH HIIbI pa60TI>I COOTBETCTBYIOIIIUX
X COACPKAHUIO  (cONEPIKAHUIO
PO ECCHOHATIBH [TPO(eCCHOHATBHBIX 3a1a4
bIX 3a1a4 COBPEMEHHBIX HU(POBBIX
MHQOPMAITMOHHBIX TEXHOJIOTHI
MeHee 'YK-1. Cnoco6en [YK-1.1. He 3naeT Ha 6a30BoM ypoBHe | KomMmeTeHIMH
50 «e OCYLIECTBIATh  |OCYIICCTBISIET  |[OCHOBHBIE METOIBI He
06aJ1J10B JatTeno» ITONCK, IMOUCK KPUTHYECKOr0 aHAJIN3a U
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IS peTeHUs
Bagad

poheCCHOHANTBH
Ol IesITeIbHOCTH

€ TEXHOJIOTHH,
OCHOBBIBASICh Ha
MPUHIAITAX UX
paboTHI

KPUTUYECKUN HEOOXOJUMON  |OCHOBBI CUCTEMHOTO ITOIX0/1a
AHAITN3 M CHHTE3 [MH(QOPMAIHH, KaK OOIEHAYYHOTO METOAA.
MH(OpMAaIKH, OIHUpasCh HA He ymeer Ha 0a30BOM YpPOBHe
IMPUMCHSTH [PC3YJIbTAThI AHAJIU3HUPOBATh 3aJ1a4y,
CUCTCMHBIN aHaJIn3a MCIIOJIb3Ys OCHOBBI|
OXOM AJIst [I0CTaBJICHHOM KPUTHIECKOT'O a”Hajn3a U
[PCIICHUA Bagaqdu CHUCTEMHOI'O IIOAX0/1a.
[IOCTABIICHHBIX He ymeer Ha 6a30BOM YpOBHe
sana4 OCYIIECTBIIATH TOMCK
HEOOXOUMOH JIJIsl pEIICHUS
[TOCTaBJICHHON 3a/1a4u
UHQOPMAITUH, KPUTUIECKU
OIICHUBAsI HAJC)KHOCTh
[Pa3IMYHBIX UICTOYHUKOB
MHGOPMAIUH
OIIK-2. OIIK-2.1. He 3naetr Ha 06a30BOM YpOBHe,
CriocobeH Mcmonn3yeT C OIIMOKAMMU: METOMIBI IIOMCKA U
OCYILIECTBJIATh  |OCHOBHBIE CHUCTeMAaTH3aluu  MH(POPMAaINY]
cOop, 00pabOTKy [METOBI, 00 YKOHOMHUYECKHUX MPOIIECcax H
131 cpeicTBa SIBIICHUSIX
CTaTUCTHYCCKUN MMOJIy4YCHUA, He yMeeT Ha 0230BOM YPOBHE,
AHaJIU3 JaHHBIX, [[IPEACTABJICHUSA, |c OIIMOKAMMU: pa60TaT}, C
HCO6XOZ[I/IMBIX XPpaHCHUA U HaIlMOHAJBHBIMHU U
TSI pEIIEHUS 00paboTKu MEKTyHAPOJHBIMU 0a3aMu
TMMOCTABJICHHBIX CTaTUCTUYCCKUX [TaHHBIX C IICJIBIO ITOMCKA
PKOHOMUYECKUX |TaHHBIX. WHGpOpMAIUH, HEOOXOANUMOMN
3anaqd 1711 pCLICHMS ITOCTaBJICHHBIX
PKOHOMUYECKHUX 3a4a4.
He ymeeT Ha 6230BOM YpOBHe,
€ OIIMOKAMM PACCUUTHIBATH
PKOHOMUYECKHE U COLIUATBHO-
PKOHOMUYECKHE NIOKA3aTEeNH,
XapaKTEepU3yIOLIe
MeATeTbHOCTh X03IUCTBYIOLIUX
CyOBEKTOB Ha OCHOBE THUITOBBIX
METOJIMK U IEUCTBYIOIIEH
HOPMATHUBHO-TIPABOBON 0a3bl
He ymeer Ha 6a30BOM ypoOBHe,
¢ OIIUOKAMU MIPEACTABUTH
HAIJISIIHYIO BU3YaJIU3aLHI0
MaHHBIX.
OIIK-6. OIIK-6.1. He 3HaeT Ha 0a30BOM ypOBHe
CriocoOeH Mcmone3yeT XapaKTepUCTHKH
[MOHUMAaTh COOTBETCTBYIOILHY [COOTBETCTBYIOIIMX CONEPIKAHUIO
MPUHITUIIBI € COJICpaHUI0  [MPO(PECCHOHATBHBIX 3a/1a4
paboThI Mpo(heCCUOHANBH [COBPEMEHHBIX ITUPPOBBIX
COBPEMEHHBIX  |bIX 3a4a4 WHQOPMAITHOHHBIX TEXHOJIOTHI
MHQOPMAITMOHHBI COBPEMEHHBIE OCHOBBIBASICh HA MPUHLUIIAX UX
X TEXHOJIOTHHA U (LU POBBIE a0O0THI
MCIIOJIb30BaTh UX MH(POPMALMOHHEI [He ymeeT Ha 6a30BOM ypOBHe:

MCIIOJIb30BaTh COBPEMEHHBIC
1 poBbiec HHGOPMAIIHOHHBIC
TEXHOJIOTHH JIJISl PEIICHUS 3a/1a9
poheCCUOHATBHON

eI TETbHOCTH.

copMHUpPOBaHBI
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OIIK-6.2.
TToHumaer
MPUHIIHAITBI
paboTEI
COBPEMEHHBIX
UG POBBIX
WHGOPMAITUOHHBI
X TEXHOJIOTHH,
COOTBETCTBYIOIIN
X COJICPIKAHUIO
MpoheCCUOHANTBH
bIX 33144

He 3HaeT Ha 0a30BOM ypOBHe
TPUHITUIIEI PAOOTHI
COOTBETCTBYIOIIUX COJCPKAHUIO
MpogecCHOHANBHBIX 3a1a4
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH;
He ymeeT Ha 62a30BOM YpOBHe
MPUMEHSATH TPUHLIUTIB paOOTHI
COOTBETCTBYIOIIUX COJCPKAHUIO
mpodecCHOHANBHBIX 3a/1a4
COBPEMEHHBIX ITU(PPOBBIX
MH()OPMAIIMOHHBIX TEXHOJIOTHI
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