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OLEHOYHBIE CPEJICTBA

IHo mucuunianne «OcHOBbI HHGPOPMANMOHHOM 0€30MIACHOCTH»

NEPEYEHb KOMIIETEHIIUHN C YKA3BAHUEM PE3YJIbTATOB
OBYYEHMUA U OTAIIOB UX POPMHUPOBAHUAA 110 JNCIUIIIMHE

®opmupyeMble

KOMIIETeHIIUH
(k00 u naumenosanue

Komnemenuyuu)

MHIuKATOPBI 10CTHKEHUS
KOMIIeTeHIUi
(k00 u naumenosanue
UHOUKamopa)

PesynbTaTnl 00y4yeHus (3Hanus,
yMeHus)

YK-1. Cnioco0eH ocyuiecTBJIsITh
NMOUCK, KPUTHYECKUIH aHATU3 U
cuHTe3 nHGoOpMaLMH, NPUMEHSITH
CUCTEMHBII MOAX0/ 1JIsl peleHust
MOCTABJIEHHDLIX 32124

YK-1.1. Ocymectisier
MIOUCK HE0OXO0AUMOM
nH(pOpMAIINHU, ONTUPAsCh HA
pe3yabTaThl aHAIN3A
IIOCTaBJICHHOM 3a7a4H

YK-1.1. 3-1. 3naer oCHOBHBIE
METO/Ibl KPUTHYECKOTO aHaAIM3a
OCHOBBI CHCTEMHOT'O IIOX0/1a KaK
0O0IICHAyYHOTO METO/IA.

YK-1.1. Y-1. Ymeer
aHAJM3UPOBATh 33]auy, UCTIONIb3Ys
OCHOBBI KPHTUYECKOTO aHATIN3a U
CHCTEMHOIO ITOX0/1a.

YK-1.1. ¥-2. Ymeer
OCYIIECTBIISAT IOUCK
HE0OXO0IMMOM ISl pelIeHUs
NIOCTABJICHHOM 3a/1a41
uHpOpPMAIINN, KPUTHIECKU
OLIEHUBAs HAJIS)KHOCTD PA3IMUHBIX
MCTOYHHUKOB MH(OPMAIIUH.

METOAUYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOHINE 3TAIIbI
®OPMHPOBAHUS KOMIIETEHIIAM

IlepedyeHb y4eOHBIX 3a1aHMH HA aYAUTOPHBIX 3AHATHAX

Tembl rpynnmoBbIX AMCKYCCHH

Tema 1. Undopmanmss kak o0bexkT 3amurtbl. IIpaBoBoe olOecnedenue
uHopManMOHHON 0€301aCHOCTH
Nuaukatopsbl goctuxenusi: YK-1.1.

R AN

HNudopmanmonnas 6e3onacHOCTb. OCHOBHBIE OHSTHSL.
Mopenu nadopMaluoHHON 0€30MacHOCTH.

Buapl 3amumniaemoit undopmaimm.
OcHOBHBIE HOPMATHBHO-TIPABOBBIE aKTHl B 00sacT MHGOPMAIIMOHHON
0€30IaCHOCTH.




©oo~NOo

Tema
Nuaukarop

1.

ok w

7.
8.
9.
10.
11.
12,
13.

Tema

[TpaBoBbIe 0COOEHHOCTH o0ecrnieueHus 0€30MacHOCTH
KOH(QUICHIIMATHLHOU MH(OPMAIIUY U TOCYJAPCTBEHHOMN TaliHBI.

Pecypchel npeanpusaTus, moasexaniye 3anmre ¢ Touku 3peHus 1b.
Acrniextsl b B paMkax MeHeKMEHTa HETIPEPHIBHOCTH OM3HECA
KubepOe3onacHOCTh U KHOEPIPOCTPAHCTBO..

3anmauyn knbepOe30MacHOCTH B aBTOMATH3UPOBAHHBIX CUCTEMaX.

[Tonsitne wHGOpMaKu ¥ WHPOPMATH3AINHN, CBOMCTBA HHPOPMAIINH KaK
00BEKTa 3aIIHUTH OT KHOEPYTPO3.

2. Opranu3anuonHoe odecrnevyenne HHGOPMANMOHHOK 0€30MACHOCTH
bI nocTHkenus: YK-1.1.

OcHOBHBIE CTaHIapThl B oOnactu obOecnedeHus: WHGOPMAIIMOHHON
0€30MacHOCTH.

[Tonutrka 6€30MacHOCTH.

DKxoHOMUYECKast 0€30MACHOCTDb MPEANPUATHS.

NuxenepHas 3amura 00bEKTOB.

3amura nHGOpPMAIUU OT YTEUKHU MO0 TEXHUYECKUM KaHaJIaM.
Hcnonb3oBanre 0a3 TaHHBIX I HAXOXKICHUS U U3YYCHUSI HOPMATUBHBIX
JIOKYMEHTOB B 00J1acTh UH(GOPMAIMOHHON O€30M1aCHOCTH.
Nnentudukaius 1 olleHKa aKTUBOB.

Mopaenu yrpos.

Nnentudukanus yss3BUMOCTEN.

OneHka pUCKOB.

O06paboTKa pUCKOB.

Mopenb HapymuTess TOJUTUKH 0€30MacCHOCTH.

Tunuuasle yrpo3sl HHGOPMANMM UM YSI3BUMOCTH  KOPIOPATHUBHBIX
MH(GOPMAIIMOHHBIX CUCTEM.

3. IIporpaMmMHo-annapaTHble cpeacrsa o0ecneueHust

HHGPOPMALMOHHOY 0€30I1ACHOCTH B MH()OPMAIMOHHBIX CETAX

HNuaukarop

NogokowdPE

bI JocTikenus: YK-1.1.

OcCHOBHBIE BUIbl CETEBBIX U KOMITBIOTEPHBIX yTPO3.

CpeacTBa U METOJIbI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YIPO3.
CHUMMETpUYHBIE U ACCUMETPUYHBIE CUCTEMBI IIM(PPOBAHMS.

[udpossie noanucu (IAEKTPOHHBIE TTOAMKCH).

NudpactpykTypa OTKPBITHIX KIIFOYEH.

Kpunrorpaduueckne npoTOKOJIbI.

Xom-pyHKUMA M DJEKTPOHHAs TMOANHMCH M MPOTOKOJBI 3JIEKTPOHHBIX
JAHHBIX.

MeTob1 paboTHI C IPOrPaMMHBIMU CPEJICTBAMHU.



9. ®uHaHCOBBIE  ABTOMATHU3WPOBAHHBIE  HWH(POPMAIMOHHBIE  CHUCTEMBI
yIpaBICHUS MPOIIECCAMHU.

10.COop sKOHOMHUYECKOH pa3BebIBATEIHLHOM HHPOPMAIIUH.

11.Tonosorus KuGEpHIpoCTpaHCTBA

12 . ITpuHIMIIBI TOCTPOEHUS ApXUTEKTYphl (PMHAHCOBOM KHOEpOE30IIacHOCTH.

13.AnmapatHoe obecliedeHHEe W XpaHEHHE TepelaBaeMbIX U TOTYyYaeMBIX
JTaHHBIX.

14.TIpoTOKOBI U MIAT(HOPMEI.

15.ApxuTekTypa CceTeBOM 0€30IaCHOCTH M  YIpPaBIEHUE IPOLIECCOM
obecrnieueHuns 6€30MacHOCTH.

16.TpebGoBaHus K cuCTeMaM 3alTUuThl HH(POpMAIUH.

Tema 4. Cranaaprel ¥ cneurpukanuu B 00JacTH HHGPOPMALMOHHOM
0e3onacHocTH
Nupukaropsl nocrmskenusi: YK-1.1,

1. Crampgaptuzanus B chepe  ynpaBieHus  WHGOPMAIIMOHHOMN
O6e3omacHOCThIO (HAa OCHOBE MexayHapoaHbix crangaptoB ISO/IEC
17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC 15408).

2. Cozpnanue 3amudpoBaHHBIX (HaJIOB U KPUINTOKOHTEHHEPOB M UX
pacui(ppoBBIBAHHE.

3. CootBercTBHE TpeOOBAHMSIM 3aKOHOAATEIHCTBA MO HWH(OPMAITMOHHON
0€30MaCHOCTH OpraHu3aluu.

4. CoOTBETCTBUE MOJUTUKAM OE€30MaCHOCTH W CTaHJapTaM, TEXHUYECKOE
COOTBETCTBHE.

5. Co3paHue yIOCTOBEPSIOLIErO IIEHTpa, TeHepauusi OTKPBITBIX U

CEKpPETHBIX KIIOYEH, CO3JaHhe CEPTHU(PUKATOB OTKPBITHIX KIIOUCH,

CO3/IaHHE JIEKTPOHHOMU MOJIKCH, TPOBEPKA SJIEKTPOHHOM MOIITHUCH.

[IpoTokomBI ceTeBOM OE30MaCHOCTH.

Bupryanusanus ceTeBbIX YCTPOUCTB.

8. VYmpapieHue SKOHOMHYECKMMH OOBEKTaMH Ha OCHOBE CTaHIapTOB
UHGOPMAITMOHHON O€30MTaCHOCTH.

~N o

Kpurepuu ouenku (B 0a/1ax):

20 OamuoB BbICTaBIsieTCA OOydYaroUIeMycCsl, €CJIM OH JEMOHCTPUPYET BbICOKUMN
YPOBEHb BIAJCHUS MAaTEPHAIOM IO BCEM TeMaM IUCKYCCHIA,IIPEBOCXOIHOE YMEHHE
¢opMynupoBaTh CBOIO MO3MIMIO, OTCTaWBaTh €€ B CHOpE, 3a/JaBaTh BOIPOCHI,
oO0Cy)XKJaTh JWCKYCCHOHHBIC TIOJIO)KCHUS, BBICOKMH YpOBEHb OTHUKH BEICHUS
IUCKyCCHU.  YPOBEHb  C(POPMHPOBAHHOCTH  KOMIETCHIIMA  COOTBETCTBYET
MPOJBUHYTOMY YPOBHIO;

15- 0anoB BhICTaBiISIETCS OOYy4YalOMIEMYCs, €CIM OH JEMOHCTPUPYET BIIaJICHUE
MaTepuajioM MO0 BCeM TeMaM JUCKYyCCHl Ha YypOBHE BBIIIE CPEIHET0, YMEHHE
oTCTamBaTh €€ B CIOpE, 3a/1aBaTh BOMPOCHI, 00CYKIaTh AUCKYCCHOHHBIE TIOJIOKEHUS,
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3HaHWE OJTHKH BEJIEHUs AMCKYCCHUU. YPOBEHb C(HOPMHPOBAHHOCTH KOMIIETEHLUH
COOTBETCTBYET ITOBBIIIEHHOMY YPOBHIO;

10 OayuloB BbICTaBIsIETCd OOYydarOLIEMYCsl, €CIM OH JEMOHCTPUPYET BIaJieHUE
MaTepuajioM IO BCEM Te€MaM JUCKYCCHUU HE B INOJHOM OObEeMEe, yMEHHUE 3a]aBaTb
BONIPOCHI, OOCYXKJaTh JIUCKYCCHOHHBIC IIOJIO)KCHUS, 3HAHWE OTHUKH BEJICHUS
JUCKYCCUU. YPOBEHb C(HOPMHUPOBAHHOCTH KOMIETEHUUU COOTBETCTBYET 0a30BOMY
YPOBHIO.

Konrpoabnas padora

IIo Teme 4. Cranpaprel U cneuupukanuu B o0jgacTu MHGOPMALHMOHHOM

0e3omacHOCTH
Nupukatopsl goctuxenusi: YK-1.1.

1. Knaccudukanus mep odecriedeHust 6€301aCHOCTH KOMITbIOTEPHBIX

cucrem?

2. 3ajgauu, KOTOPbIE JOJKHBI PEIIAThCSl CUCTEMOM 3alUThl HH(OpMAIUU?
OCHOBHBIE TPUHLHNIBI TOCTPOEHUS cucTeM 3amuTel ACO?
OCHOBHBIE MEXaHU3MBI 3AIIATHI KOMIIBIOTEPHBIX CUCTEM OT
IPOHUKHOBEHUS C LIeNbloe30prann3anuu ux padorsl u HC/I k
uH(popmauu?
5. Mertozasl obecnieuenuss ”HPOpMaMOHHOM 6e30macHoCTH PD?
6. OpraHu3alMOHHbIE METO/bI THPOPMAITMOHHOMN Oe30nacHOCTH?
7. Hampasnenus 3amuTbl HHPOPMAIIMOHHOM CUCTEMBI?
8
9

> ow

Dranbl CO3/1aHUS CUCTEMBI 3aIUThI MHPOopMaIiu?
. OCHOBHBIE OpraHU3alMOHHBIE MEPOTIPUSITHS?

10. CpencTia 3alUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyNHAa?

11. MaHnaaTHOE yNpaBJIEHUE TOCTYIIOM?

12. U36uparenpHOE yIpaBieHUE JOCTYIIOM?

13. YrpaBieHue T0CTYIIOM Ha OCHOBE pOJIeh?

14. CucTeMbl aHalM3a U MOJIETMPOBAHUS HH(POPMALIMOHHBIX TOTOKOB?

15. 3amuTa UHPOpPMaLKUU OT MOOOYHOTO JIEKTPOMArHUTHOTO U3TYyYEHUS U
HaBOJIOK?

16. AHanM3aTopbl NPOTOKOJIOB?

17. MexceTeBble SKpaHbI?

18. CuctemMbl pe3epBHOTO KOIMMUPOBAHUS?

19. Cuctemsbl OecriepeOOHOTO TUTAHUS?

20. CucteMbl ayTeHTH(PHUKAITUU?

21. bBuoMeTpuUeCcKrEe TEXHOJIOTUU?

22. TexHoyorusg eqMHOrO BXona?

23. CpeacTBa KOHTPOJIS JocTyna?

24. Opranu3zanus UHQOPMAMOHHOM 6€30MaCHOCTH KOMIIaHUU?

25. Beibop cpeacTB nHbpopMalMoHHON 6€301macHOCTH?

26. lndopmaliioHHOE CTpaxoBaHUE?

27. Cranpaptuzaius B cdepe ynpapiieHUus HHPOPMaMOHHOM



0€30MacHOCThIO (Ha OCHOBE MEeXTyHapoaHbIX cTannapToB ISO/IEC

17799, ISO/IEC27002, ISO/IEC27001,ISO/IEC 15408).

28. Coznanue 3amunpoBaHHbIX (HaiIoB U KPUIITOKOHTEHHEPOB U MX

pacudpoBbIBaHUE.

29. CooTBETCTBHE TPEOOBAHUSIM 3aKOHOAATENHCTBA 110 MHGOPMAIIMOHHON

Oe30macHOCTH OpraHu3aluu.

30. CoOoTBETCTBUE MOJMTHUKAM OE30IIaCHOCTH H CTaHaapTaM, TCXHHUYCCKOC

COOTBETCTBHUE.
31. Ilepeuncante KpUTEpUN KIACCU(PUKALIUHN YSI3BUMOCTEN.
32. Jlaiite onpeneneHue MOIUTUKNA O€30ITaCHOCTH.

33. Kak BBIMISAUT LENMOYKA PEaKUUN Ul MOCTPOCHUSI CUCTEMBI 3aIIUTHl OT

aTak?
34. JlaiiTe onpenesieHue KOMIBIOTEPHOTO BUPYCa.

35. ChopmynupyiiTe OCHOBHBIE YTPO3bI JIJISl IEPCOHATIBLHOTO KOMIIBIOTEPA.

36. [laiiTe onpeneneHue uaeHTU(GUKAIIMN U ayTeHTU(DUKAIIUN.
37. B yeM cyTh yreuku no kanairy [IDMHWH?
38. B ueM CcyTh yTEUKHU IO LEMSIM NUTAHUS U 3a3EMJICHUA?

Kpurepuu onenku (B 0a/1ax):

10 0anoB BhICTaBISETCS OOYYaIOLIEMYCS, €CIM OH IPAaBHJIBHO OTBETUII
BOITPOCOB (KOMITETEHLIUS CPOPMUPOBAHA HA MPOJABUHYTOM YPOBHE);

9 0a/uI0B BBICTABISIETCS OO0yYarolIEMyCsl, €CIM OH IPaBUIbHO OTBETHUII
BOMPOCOB (KOMIETEHLIMs chopMHUpOBaHa HA IPOABUHYTOM YPOBHE);

8 0GasuoB BBICTaBIsIETCS OO0YyYarOIIEMYCsl, €CIM OH MPaBUIBHO OTBETUI
BOMPOCOB TecTa (KOMIIETEHIMsS CPOPMHUPOBAHA HA MOBBIILIEHHOM YPOBHE);

7 6a/JI0B BBICTABISIETCS OO0YyYaroIeMycsl, €CM OH MPaBUIBHO OTBETUI
BOIIPOCOB TeCTa (KOMIETEHIMS C(hOPMHUPOBAaHA HA TOBBIIIEHHOM YPOBHE);

6 0annoB BhICTABISIETCS O0YYalOIIEMYCSl, €CJIM OH TPAaBWJILHO OTBETUI
BOITPOCOB TecTa (KOMITETEHIUs cPpopMHUpOBaHa Ha OA30BOM YPOBHE)

3ajanus 11 TEKyIero KOHTPOJIA
KoMmjieKT TeCTOBBIX 3aJaHUH MO JUCIHUILIJINHE

Nuaukartopsl goctuxenusi: YK-1.1.

Ha

Ha

Ha

Ha

Ha

80%

70%

60%

55%

50%

1. KoHTtposibHble (pyHKIIMK B 00JaCTH TrOCYJapCTBEHHON O€30MacCHOCTH O
BOIIPOCAM MPEJOTBPAILECHUS  HECAHKIMOHUPOB aHHOIO JIOCTymna K HMH(OpMaluu

peanu3yroTcs:
a. CTOK PO
6. ®Ch PO
B. YnpasnenueM «K» MBJ[ PO

r. denepanbHON CIyx)00i MO HAA30py B cdepe CBsi3u, WHOOPMAITMOHHBI X
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TE€XHOJIOTUM U MAaCCOBBIX KOMMYHUKAIUW

2. 3amuTa nHGOpPMAIH OT HECAHKIITHOHUPOBAHHOTO JJOCTYTIA -3TO:

a. 3amuTta wuWHpOpMaNMM, HAmNpaBlIeHHAas Ha TPEJOTBpAIICHUE ITOTYICHHS
3amImaeMo MHQGOpMaMKu 3aWHTEPECOBAHHBIMU CYOBEKTaMH C HapyIICHHEM
YCTaHOBJICHHBIMH HOPMATHBHBIMA W TIPaBOBBIMH JIOKYMEHTaMH (aKTaMH) WA
obOnamarensiMu  WHGOPMAllMM TpaB WIA TPaBUI pa3TpaHUYCHHs] JOCTyNma K
3anuIaeMo nHGopMauu

0. IesATeTbHOCTh, HANPABICHHAS HA MPEIOTBPANICHUE YTEYKU 3allUIIAeMOMN
nH(pOpMaIlMY, HECAaHKIMOHWPOBAHHBIX M HEMpPEIHAMEPCHHBIX BO3JCHCTBHN Ha
3aIuUIaeMyro HHHOPMAITUIO

B. 3aIuTa nHdopmaIumy, 3aKJTFOYArOIIAsICS B obecrieueHnn
HEKPUNTOrpaQUISCKUMHU METOIaMHU

6e3omacHocTr HHpOpMaIK (JaHHBIX), MOJISKAIIEH (TIOJUIeKAIIHNX) 3aIUTe B
COOTBETCTBUH C JICHCTBYIOIIMM 3aKOHOJATEIHCTB OM, C MIPUMCHEHHEM TEXHUYCCKUX,
IPOrPaMMHBIX M TIPOTPAMMHO- TEXHUICCKUX CPE/ICTB

I. 3alIUTa HHPOPMALIUHU C TOMOIIBIO €€ KPUITOrpaguuecKoro npeodpa3oBaHus

3. HecaHkimonnpoBaHHbIN 10CTYN KUHPOPMAIIUU — 3TO. ..

a. goctyn K uHpopManuu pecypcamM  HMH(DOPMAIMOHHOM  CHUCTEMBI,
OCYIIIECTBJISIEM BIM C HApYyIMICHUEM YCTAaHOBJICHHBIX MPAB W/WIW TIPABUI JOCTYIA K
nHopmaIuu pecypcaMm HHPOPMAIMOHHOW CHCTEMBI C TPUMEHEHHUEM IITATHBIX
cpenctB WHGOPMAIMOHHON CHCTEMBl WM CPEICTB, AHAJOTMYHBIX MM IO CBOUM
(GYHKIIMOHATBFHOMY TIPEIHA3HAYCHHUIO U TEXHUYCCKUM XapaKTePUCTUKAM

0. HEKOHTPOJHpPYEeMOE€ pacmhpocTpaHeHne € HWHGOpMaluu OT HOCUTENS
3amuiiaeMoil nHpopManuu depe3 (PU3NYECKYI0 Cpely OO0 TEXHHYECKOTO CPEACTBa,
OCYIIECTBIISIFOIIETO MepexBaT HHGOpMAIIH

B. HEMPABOMEPHOE MOTydeHue MHGOPMAIMU C MCIOJIb30BAaHUEM TEXHUUYECKOTO
CpeICTBa, OCYIIECTBISAIONIETO OOHAPYKEHHE, TPHUEM B 00pab0TKy HH(GOPMATHBHBIX

I. W3MEHEHHE, YHUYTOXXEHUE WIM KOomupoBaHue HWHPopmaiuu (pecypcoB
UH(OPMAITMOHHONW CHCTEMBI), OCYIIECTBIISIEMOE C HAPYIIICHUEM YCTAaHOBJICHHBIX IMPaB
U (MIn) IpaBuI

4. npopMallMOHHOE MPABO COCTABJISET:

- HOpMaTUBHYIO 0a3y HHPOPMALIMOHHOTO 00IeCTBA

- TOCY/IapCTBEHHYIO MOJUTUKY

- HOPMaTHUBHYIO 0a3zy arpapHoro oOiecTBa

- HOpMaTUBHYIO 06a3y 0 WHAYCTPHAIHLHOTO 00IIIeCTBa

5. Kto Takue "kubepckBoTTephl"?

- CETEBBIC JCSATEIH, MBITAIONTUECS BECTU MAPA3UTUUECKOE CYIIECTBOBAHHE
- BUPYCHI

- poOOTHI B CETH

- CeTeBbIC TPYMIIBI 10 HHTEPECAM



6. Ha yem ocHOBaH npuHIUI paOOThl AHTUBUPYCHBIX UMMYHHU3ATOPOB?

- Ha 3amuTe cucteMbl OT MOPaKeHUsI BUPYCOM KaKOTO-TO OIPEAEIEHHOTO BHUIA.
@aitnbpl HA AUCKaX MOIUMUIMPYIOTCS TaKUM 00pa3oM, YTO BUPYC MPUHUMAET HX 3a
YK€ 3apa’KeHHbIC

- Ha mpoBepke ¢aitioB, CEKTOPOB M CHUCTEMHOM MaMSITH U TMOUCKE B HUX
U3BECTHBIX W HOBBIX (HEU3BECTHBIX CKaHepy) BUPYCOB. [l TMoMcKa W3BECTHBIX
BHUPYCOB UCTOJB3YIOTCSI MAaCKU

- Ha mojcyere KOHTPONBHBIX CyMM JJisi IPUCYTCTBYIOIIMX Ha AHUCKE (ailioB
WIA CHUCTEMHBIX CEKTOPOB. OTH CYMMBI 3aT€M COXpaHSIOTCS B 0a3e JaHHBIX
aHTUBUpYyCa, a TaKxke npyras uHbopmarus: aiuHa (anioB, JaTa WX TOCICTHEH
MoauUKAIMK | T.1T.

- Ha mnepexBaTblBaHWUM BUPYCOOIACHBIX CHUTYallUd W COOOIIEHHH OO0 3TOM
M0JIb30BATEIIO

7. Yto HE0OX0IMMO Cc/eNaTh Mpu oOHapYy>KeHUu (paitioBoro Bupyca?

- KommbpoTep HEOOXOAUMO OTKJIIOYUTH OT CE€THU M TPOUH(DOPMHUPOBATH
CUCTEMHOTO aJIMUHUCTpATOPa

- Komnbrorep oT cetu OTKIIIOYATh HE CIENYET, TaK KaK BUPYCHI 3TOrO THUIIA IO
CETH HE PacCIpOCTPAHSIIOTCS

- BMecTo OTKIIFOUEeHHSI KOMITBIOTEPA OT CETH JTOCTATOYHO HAa MEPUOJ JICUCHHS
yOeIUTHCSI B TOM, YTO COOTBETCTBYIOIIHNI PEAKTOP HEAKTUBCH

29. Yto HeoOX0IMMO c/ieNiaTh MPU OOHAPYKEHUHU 3arpy304HOTO BUpyca?

- Komnbrorep oT cetu OTKIIOYATh HE CIENYET, TaK KaK BUPYCHI 3TOrO THUIIA MO
CETH HE PACIIPOCTPAHSIOTCS

- Kommnbrotep HEOOXOIMMO OTKIIOYUTH OT CETHU M MNPOUMHPOPMHUPOBATH
CUCTEMHOTO aJIMUHUCTPATOPA

- BMecTO OTKIIFOUEHHSI KOMITBIOTEPA OT CETH JIOCTATOYHO HA MEPUOJ JICUCHHS
yOeIUThCS B TOM, UTO COOTBETCTBYIOLINM PEIAKTOP HEAKTUBEH

8. Uto HeoOxoaumMo cenath npu oOHapy>KeHUH MaKpoBHpyca?

- BMecTo OTKIIFOUE€HMSI KOMITBIOTEPA OT CETH JIOCTATOYHO HAa MEPUOJ JICUCHHUS
yOeIUTHCSI B TOM, YTO COOTBETCTBYIOIINI PEaKTOP HEAKTUBCH

- KommbproTep HEOOXOIWMO OTKIOUYHATH OT CETH W MPOUH(POPMHPABATH
CHUCTEMHOTO aJIMUHUCTpATOPa

- KommbroTep oT ceTr OTKIIOYATh HE CIEIYET, TaK KaK BUPYCHI 3TOTO THIIA IO
CETH HE PACIIPOCTPAHSIIOTCS

9. B ueM 3akiro4aeTcsi METOT 3aIUTHI - OTPaHUYEHUE JOCTyna?

- B co3manuu HekoTOpo# (U3MUECKOW 3aMKHYTOW TMperpajbl BOKPYT 0ObEKTa
3alUTHI C OpPraHW3aIell KOHTPOIMPYEMOTO JIOCTYIA JIHI], CBA3aHHBIX C OOBEKTOM
3aIUTHI IO CBOUM (DYHKIIMOHATEHBIM O0S3aHHOCTSAM



- B paznenenun nndopmanuu, HUPKYIUPYIOMIEH B 00bEKTE 3aIUThI, HA YaCTU U
OpraHM3alMd JOCTyla K HEW JOJDKHOCTHBIX JIMIL B COOTBEICTBUU C HX
(YHKIIMOHAJIBHBIMU O0S3aHHOCTSIMHU U [TOJIHOMOYUSIMU

- B TOM, 4TO M3 4uciaa JONYIICHHBIX K HEW JOJDKHOCTHBIX JIML BBIIEIAETCA
IpyIna, KOTOPOM MPENOCTaBIIACTCA JOCTYII TOJIBKO IPU  OJHOBPEMEHHOM
IIPEABABICHUN IIOJJHOMOYUI BCEX WICHOB I'PYIIIIbI

- B mnpeoOpazoBanuu uHGOpMauu € MOMOIIBIO CHELHMAIBHBIX aJTOPUTMOB
100 arnmapaTHbIX PEIICHU U KOJOB KIIFOUYEH, T.€. IPUBEJCHUU €€ K HEABHOMY BUY

10. B uyem 3akimioyaeTcss METOJ 3alIUThl WHGOPMalUMU - pa3rpaHUYCHUE
nocTymna?

- B paznenennn nndopmanuu, MUPKYIUPYIOMIEH B 00bEKTE 3aIIUThI, HA YaCTU U
OpraHM3aliM JOCTyNa K HEH [ODKHOCTHBIX JIMI] B COOTBETCTBHH C WX
(YHKIIMOHAJIBHBIMU OOS3aHHOCTSIMH U [TOJIHOMOYUSIMU

- B co3pganun HexoTOpoW (M3MYECKON 3aMKHYTOH Mperpaabl BOKPYT OOBEKTa
3alUThl C OpraHU3alMeld KOHTPOJIUPYEMOro JOCTYIA JIML, CBA3AHHBIX C OOBEKTOM
3aIUTHI IO CBOUM (YHKIIMOHAJIBHBIM O0S3aHHOCTSIM

- B TOoM, 4TO W3 uncna NONYIIEHHBIX K HEW JOJDKHOCTHBIX JIMIL BBIIEISAETCS
rpynmna, KOTOpPOM MpeNoCTaBiIsIe€TCs JOCTYH TOJIBKO IPH  OJHOBPEMEHHOM
OPEIbABICHUN MTOJIHOMOYHUI BCEX WIEHOB IPYIIIIbI

- B mpeoOpazoBannu uHGOpMAIMU C TMOMOIIBI0 CHEIHAIBHBIX aJTOPUTMOB
1100 anmapaTHBIX PEIICHU U KOJOB KIIOUYEH, T.€. B IPUBEICHIH €€ K HEIBHOMY BH]Y

11.B 4em 3akiroyaeTcss METOJ 3auluThl MH(GOpPMAIMU - pa3felieHHe IOoCTyIa
(npuBmMneruii)

- B ToMm, 4TO M3 4Ymclia TOMYMIEHHBIX K HEW TOJDKHOCTHBIX JIUI[ BBIJACISICTCS
rpynmna, KOTOPOM TPENOCTaBISETCS JIOCTYN TOJIBKO TIPH  OJHOBPEMEHHOM
PEIbSABICHUN TTOJTHOMOYHI BCEX YJICHOB IPYIIIHI

- B co3nanuu HekoTopol (u3MUecKOi 3aMKHYTOM TMperpajbl BOKPYTr 0ObeKTa
3alIUTHl C OpraHu3aleld KOHTPOIUPYEMOTO JIOCTYIA JIMI, CBSA3aHHBIX C OOBEKTOM
3aIUTHI IO CBOUM (DYHKIIMOHATEHBIM 00S3aHHOCTAM

- B pazngenenun undopmManuu, MUpKyIUPYIONIEH B 00BEKTE 3alUThI, HA YaCTH U
OpraHu3alMi JO0CTyna K HEW JOKHOCTHBIX JIMI[ B COOTBETCTBUU C HUX
(GYHKIIMOHATBHBIMH O0S3aHHOCTSMH U TTOJTHOMOYHSMHU

- B mpeoOpa3oBannu uHGOPMAIMU C TMOMOIIBI0 CHCIHAIBHBIX aJTOPUTMOB
MO0 arapaTHBIX PEIICHUHA U KOJOB KJIIOUEH, T.€. B IPUBEICHUH €€ K HSIBHOMY BH]TY

12. B yem 3akimouaercs kpunrorpaduueckoe npeodpazoBanue nHGopmanum?

- B mpeob6pazoBanuu uHbOpMaIMd C MOMOIIBIO CHEIUATBHBIX aJTOPUTMOB
u00 arnmapaTHBIX PEIICHUA U KOJIOB KITIOUEH, T.€. B IPUBEICHUHN €€ K HEIBHOMY BUY

- B cozmanuu HekoTopol (U3HUECKON 3aMKHYTOU Mperpajbl BOKPYT OOBEKTa
3alUTHl C OpraHu3aIeld KOHTPOIUPYEMOTO JIOCTYIA JIMIl, CBS3aHHBIX C OOBEKTOM
3aIUTHI IO CBOUM (DYHKIIMOHATEHBIM O0S3aHHOCTSAM
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- B paznenenun nndopmanuu, HUPKYIUPYIOMIEH B 00bEKTE 3aIUThI, HA YaCTU U
OpraHM3alMd JOCTylla K HEH JOJDKHOCTHBIX JIMII B COOTBETCTBUU C HX
(YHKIIMOHAJIBHBIMU O0S3aHHOCTSIMHU U [TOJIHOMOYUSIMU

- B TOM, 4TO M3 4uciaa JONYIICHHBIX K HEW JOJDKHOCTHBIX JIML BBIIEIAETCA
IpyIna, KOTOPOM MPENOCTaBIIACTCA JOCTYII TOJIBKO IPU  OJHOBPEMEHHOM
IIPEABABICHUN IIOJJHOMOYUI BCEX WICHOB I'PYIIIIbI

13. Yro o3znauaet Tepmud BESOITACHOCTb UHOOPMAILINN

- IloTeHuManbHO BO3MOYKHOE COOBITHE, JACHCTBUE, IMPOLECC WM SIBIECHUE,
KOTOpOE€ MOJKET MPHUBECTH K HApPYIICHHUIO KOH(QUACHIIMATBLHOCTH, LEJIOCTHOCTH,
JOCTYITHOCTH UH(OPMALIMH, & TAK)KE HEITPABOMEPHOMY €€ TUPAKUPOBAHUIO.

- CpoiicTBO  cHCTeMBl, B  KOTOPOM  LHUPKYyJIHpyeT  HH(pOpmanus,
XapaKkTepu3yromieecs CITIOCOOHOCTBHIO obecrneunBaTh CBOEBPEMEHHBII
OecrpensTCTBEHHbIH JOCTYN K MHQOpMaluu CyOBEKTOB, HMEIOIIUX Ha 3TO
Ha/JIeKalue TOTHOMOYHS.

- 3amuMIIEeHHOCTs MHGOpPMAlMUM OT HEXENaTeJbHOro €€ pasriallieHus,
UCKaXECHUsI, yTpaThl WJIM CHI)KEHUS CTENEHU JOCTYIHOCTH MH(GOpMallUU, a TaKxke
HE3aKOHHOTO €€ TUPAKUPOBAHUS

14. Ko siBiisieTcst Xxakepom?

- OTO JnuUa, NPOSBIAIOIIME YPE3MEPHBIM HMHTEPEC K YCTPOMCTBY CIOKHBIX
CUCTEM U 00J1aJaroIre 0OJIbIIMMHU MMO3HAHUSMU MO YaCTH APXUTEKTYPHI U IPUHIUIIOB
YCTPOMCTBA BBIYMCIUTENBHON CpEAbl WM TEXHOJOTMU TEIEKOMMYHHUKALUMA, YTO
UCIIONIb3YETCs 17151 MOXUILIEHUSI MH(OpMAIH.

- OTO JMUa, U3ydarwllue CUCTEMY C 1enbio €€ B3inoMa. OHU peanu3yloT CBOU
KpUMUHAJIbHbIE HAKJIOHHOCTM B  MOXUIIEHWH UHPOpPMAIMU U  HANUMCAHUU
pa3pyliaroiero nporpaMMHOro oOecreyeHus M BHUPYCOB, HCIHOJB3YIOT MPUHIIUIIBI
HOCTPOEHUSI IPOTOKOJIOB CETEBOT0 OOMEHa.

- OTo nuIa, KOTopble "B3laMbiBasg'' HMHTPACETH, MOJIYYarOT MH(POPMAILUIO O
TOIOJIOTUU 3TUX CETEH, UCHOJIb3yEMbIX B HUX ITPOrpaMMHO-aNNapaTHbIX CPEACTBAX U
UH(OPMAITMOHHBIX pecypcax. ITU CBEICHUS OHU MPOJIAIOT 3aMHTEPECOBAHHBIM JIHIIAM

15. Yto o3nauaet Tepmud Y AZBUMOCTb UHOOPMALINN?

- DTO0  TOABEPKCHHOCTh  HMH(POpPMAIMA  BO3ACUCTBHIO  PA3TUYHBIX
JIeCTaOMIIM3UPYIOMUX (AaKTOPOB, KOTOPHIE MOTYT IPUBECTH K HapyIICHUIO e&
KOH(HICHIINATLHOCTH, IEJIOCTHOCTH, JOCTYIMHOCTH, WM HEIpaBOMEpHOMY &

TUPAKUPOBAHUIO.
- DOTO CBOWCTBO CHCTEMBI, B KOTOpPOH IUPKYyJIUpyeT uHDOpmanus,
XapaKTepu3yroIieecs CITIOCOOHOCTHIO obecrneunBaTh CBOEBPEMEHHBIN

OecrpensTCTBEHHBbIM JOCTYN K HHQOpMalMu CyObEKTOB, HMEIOIIUX Ha 3TO
HaJJIeXKalyue MOJTHOMOYHS.

- OTO CBOMCTBO HMH(OpMaIMM, 3aKiroyamolieecs B €€ CyIIeCTBOBaHUU B
HEUCKaXCHHOM BHUJIE (HEM3MEHHOM M0 OTHOIIECHHIO K HEKOTOPOMY (PHKCHPOBAHHOMY
€€ COCTOSIHUIO)
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16. uem 3akio4aeTcss KOHPHUICHIUATFHOCTD KOMIIOHEHTA CHCTEMBI?

- B ToM, 4TO OH JOCTyNEH TOJNBKO TeM CcyOBbeKTaM JocTyma (II0JIb30BATEIsM,
nmporpamMmaM, Ipoleccam), KOTOPbIM TIPEIOCTaBICHbl Ha TO COOTBETCTBYIOIIUE
TIOJTHOMOYHSL.

- B TOM, 4TO OH MOXET OBITh MOAM(DUIIMPOBAH TOJIBKO CYOBEKTOM, HMEIOIINM
JJISL 3TOTO COOTBETCTBYIONIHE TIPaBa.

- B TOM, 4TO WMEIOUINI COOTBETCTBYIOIINE IOJHOMOYHS CYOBEKT MOXKET B
mr060€e BpeMst 6€3 0coObIX TPoOIeM MOTYYUTh JOCTYN K HEOOXOJUMOMY KOMIIOHEHTY
CHCTEMBI.

17. B yeM 3akiiro4aeTcst eIOCTHOCTh KOMIIOHEHTa CUCTEMBI ?

- B ToM, 4TO OH MOXET ObITh MOAM(PUUIMPOBAH TOJIBKO CyOBEKTOM, UMEIOIIUM
JUISL 3TOTO COOTBETCTBYIOIINE IIPaBa.

- B ToM, 4TO OH JOCTYyNE€H TOJBKO TEM CyOBEKTaM AOCTymNa (MOJIb30BATEISIM,
nporpamMmam, IpoleccaM), KOTOPbIM MPEAOCTaBICHbl Ha TO COOTBETCTBYIOLIUE
HOJTHOMOYHS.

- B ToMm, 4TO MMerOmMi COOTBETCTBYIOIIME MOJHOMOYMS CyOBEKT MOXET B
mo0oe BpeMs 6€3 0COOBIX POOJIEM MOTYYUTh IOCTYN K HEOOXOAUMOMY KOMIIOHEHTY
CUCTEMBI.

40. B 4eMm 3aKIr04aeTca TO0CTYITHOCTh KOMIIOHEHTA CUCTEMBI?

- B Tom, 4TO MMerommMii COOTBETCTBYIOIINE MOJHOMOYHS CyOBEKT MOXKET B
mo00e BpeMs 6e3 0COOBbIX MPOOJIEM MOTYYUTh TOCTYN K HEOOXOAUMOMY KOMITOHEHTY
CUCTEMBI.

- B Tom, 4TO OH JOCTyNHEH TOJIBKO TeM CyOBEKTaM gocTyna ( MOJIb30BATENSM,
nporpamMmam, IpolieccaM), KOTOPbIM MPEAOCTaBICHbl Ha TO COOTBETCTBYIOLIUE
HOJTHOMOYHSL.

- B ToMm, 4TO OH MOXET OBITH MOAU(PHUIIUPOBAH TOJIHKO CYOBEKTOM, UMEIOIINM
IUISL 3TOTO COOTBETCTBYIOIIME MTPaBa.

18. Yro o3nauaet repmud [IPABOBBIE MEPBI 3AIIUTHI THOOPMALINN?

- OTO JIEWUCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U JIPyr€ HOPMATHBHBIE AKTHI,
periiaMeHTUpYIOIIME MpaBuiia oopameHus: ¢ HHpopMaleil 1 OTBETCTBEHHOCTh 3a MX
HapyLIEHUS.

- DTO TPaJUIIMOHHO CJIOKUBIIUECS B CTPaHE WJIU OOIECTBE HOPMbI TTOBEICHUS
U TipaBUIIa oOpalleHus ¢ uHpopmarmei.

- DTO Mephl, pEerjaMeHTUPYIOIIHE Mporecchl (DYHKIMOHUPOBAHUS CHUCTEMBI
00pabOTKM TaHHBIX, UCTIOIB30BAHUA €€ PECYPCOB.

19. Yro oszmawaer tepmun MOPAJIBHO-OTUYECKHUE MEPBI 3AIIUTHI
NHO®OPMAILINN?

- DTO TPaIUIIMOHHO CIIOKMBIIIHECS B CTPaHE WM OOIECTBE HOPMbBI TTOBEICHUS
Y TIpaBuiIa oOpaiieHus ¢ nHpopmaIrmen.
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- OTO JEUCTBYIONIME B CTPAHE 3aKOHBI, YKAa3bl U JIPyTHe HOPMATHUBHBIE aKThI,
periiaMeHTUpYIOIINE MpaBuiia oopamieHus: ¢ nHpopMaleil 1 OTBETCTBEHHOCTh 3a MX
HapyILICHUS.

- DTO Mephl, PEriaMEeHTUPYIOIIHE MPOoIecchl (DYHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKM TaHHBIX, UCTIOIb30BaHUE €€ PECYPCOB.

20. UYto o3nauwaer tepmuH OPTAHU3ALMOHHBIE MEPBI 3AUIUTHI
NHOOPMAIINN?

- DTO Mephl, PErIaMEeHTHUPYIOIIME MpoIecchl (YHKIIMOHUPOBAHUS CHUCTEMBI
00pabOTKU JaHHBIX, UCTIOIB30BAHUE €€ PECYPCOB, NEATEIBHOCTh IEPCOHANA, A TAK XKe
MOPSAZOK B3aNMOJEHUCTBUS ITOJIb30BATENEN C CUCTEMOM.

- DTO NEHCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U IPYru€ HOPMATUBHbBIE AKTHI.

- DTO TPaJUIIMOHHO CJIOKUBIIUECS B CTPaHE WJIU OOILECTBE HOPMbI MTOBEICHUS
U TIpaBUIIa oOpaileHus ¢ nHpopmalmen.

21. UYro o3nasaer Ttepmun OUIMYECKUE MEPHI 3ANIIUTHI
NHOOPMALINN?

- OTO Pa3HOIo po/ia MEXaHUYECKHUE WIIM MIEKTPOHHO-MEXaHUYECKUE YCTPOMCTBA
U COOPYXEHHUsS, CHEUUaJIbHO IPEAHA3HAYEHHBIE [UISl CO3JAaHHS  Pa3IMYHBIX
OPENSATCTBUA HA BO3MOXHBIX IIyTSIX IPOHUKHOBEHHS JOCTYIIA IOTEHIUAIbHBIX
HapylIuTeIe K KOMIIOHEHTaM 3alluIaeMoil HHPOpPMaLIHH.

- OTO JEWUCTBYIOIIME B CTpaHE 3aKOHBI, YKa3bl U JIPyri€ HOPMATHBHBIE AKTHI,
periiaMeHTUPYIOIINE MpaBuiia oOpameHus: ¢ HHGOpMaIel 1 OTBETCTBEHHOCTh 3a MX
HapyILIEHUS.

- DTO Mepbl, PErjaMeHTUPYIOIIHE MPOIecChl (DYHKIIMOHUPOBAHUS CUCTEMBI
00pabOTKH JTaHHBIX, UCIIOJIL30BAHUE €€ PECYPCOB.

22. Yto oznauaet tepmuH AYTEHTUDOUKAIIA?

- DTO MpoOBEpKa MOTMHHOCTH 00BEKTa MM CyOBbeKTa

- DTO MpoBepKa IEJIOCTHOCTH HH(POPMAIINH, TTPOTPAMMBI, TOKYMEHTA
- DTO MPUCBOCHUE UMEHU CYOBEKTY WIIH OOBEKTY

23. Uto o3nauvaet tepmuH BEPUOUKAIIA?

- DTO MpoBepKa LEIOCTHOCTH HHPOPMALIMH, TPOTPAMMBI, TOKYMEHTA.
- DTO MpoBepKa MOJJIMHHOCTH CYObEKTa WM OOBEKTA.

- DTO MPUCBOEHUE UMEHU CYOBEKTY WIIH OOBEKTY.

24. Yto oznauvaet tepmuH UWAEHTUDOUKALA?

- DTO MPUCBOEHUE UMEHU CYOBEKTY WIIH OOBEKTY.

- DTO MpOBEPKa MOAITUHHOCTH CYOBEKTa MM O0OBEKTA.

- DTO NpoBepKa EeTOCTHOCTH UH(OpMAaLIK, TPOrPaMMBbI, TOKYMEHTA.

25. Uto o3nauvaet Tepmu KPUIITOI'PADUA?
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- DTO METOJ CIeUUaIbHOro Mpeodpa3oBaHusa MH(GOPMALIUU C LETBI0 COKPBITUS
OT OCTOPOHHUX JIUI]

- D10 mpeoOpazoBaHue MHPOPMALMU B BUJE YCIOBHBIX CUTHAJIOB C LIEJIBIO
aBTOMaTH3aIMU e€ XpaHeHHs1, 00padoTKH, Iepeayl U BBO/Ia-BbIBOJIA

- OT10 npeoOpazoBaHue MH(pOpMALMU MpU €€ nepenaye Mo KaHajaam CBS3H OT
OJTHOT'O AJIEMEHTA BBIYUCIUTENFHON CETH K APYTOMY

26. Uto o3znauvaet tepmud KOJIMPOBAHUE NHO®OPMAILINN?

- D10 mpeobpazoBaHue MHPOPMAIMU B BHUAE YCIOBHBIX CHUTHAJOB C LEJIBIO
aBTOMAaTU3aIMU €€ XpaHeHHsI, 00pabOTKH, TIepejaun U BBOIa-BbIBO/IA.

- DTO METOJ CIeNUaIbHOro Mpeodpa3oBaHusa WH(GOPMALIUU C LETBI0 COKPBITUS
OT MOCTOPOHHUX JIUII.

- O10 Kpunrorpapuyeckoe npeodpazoBanue HHGOpPMaLMK MPU €€ Mmepegade mno
KaHajaM CBSI3U OT OJTHOTO 3JIEMEHTA B BHIYUCIUTENIBHOM CETH K APYTOMy.

27. Yro o3nauaer tepmun JUHEMHOE IIMOPOBAHUE?

- D10 kpunrtorpapuyeckoe npeodpazoBanue HHGOPMAIMK MPHU €€ mepeaade o
KaHaJlaM CBSI3U OT OJHOTO JIEMEHTA BHIYMCIUTEIBLHOMN CETH K IPYTOMY.

- DTO METOJ CHeHAIbHOTO MpeoOpa3oBaHusi UHPOPMALIUU C TETbI0 COKPBITHS
OT IMOCTOPOHHUX JIHUII.

- D10 mpeobOpazoBaHre MHGOPMAIMU B BUJI€ YCIOBHBIX CUTHAJIOB C IEJIbIO
aBTOMATHU3AINH €€ XpaHCHH, 00pa0OTKH, TIepeIadd U BBOAA-BHIBOIA.

28. Kak «kmaccuummpyrorcs BUABI yIpo3 HHPOPMAMHA 1O TPHUPOJIE
BO3HUKHOBEHUS?

- CruxuiiHple O€ICTBUS, HECUACTHBIC CIydaW, OIIMOKH OOCITY>KHBAIOIIETO
NepcoHaja M TOJIb30BATENCH, 3T0YMOTPeOIeHUsT OOCTYKMBAIOIIETO IEepcoHana |
MOJIb30BATENICH, 3JIOYMBIIIUICHHBIC JCHCTBUS HApyIIUTENe, cOOM U  OTKa3bl
000py10BaHUS.

- VYrpo3sl mepcoHany, wuHpopmaiuu, HHPOPMAIMOHHBEIM  CHCTEMaM,
MaTepHaIbHBIM, ((MHAHCOBBIM, HH(OPMAIIMOHHBIM JTAHHBIM.

- VYrpo3sl HWHGOPMAIMOHHBIM CHCTEMaM, MaTepualbHbIM, ()UHAHCOBBIM,
UH(OPMAITMOHHBIM JITaHHBIM, 3JI0OYMBIILIEHHbIE JACUCTBUS HapymuTenaed, coou u
OTKa3bl 000pyAOBaHUS.

29. Kak kmaccuguuupyrorcst BUIbl yrpo3 MH(OpMAUU MO OPUEHTALMH Ha
pecypcebi?

- VYrpo3sl nepcoHany, uH(popmanuu, HHPOPMALMOHHBIM  CHCTEMaM,
MaTepHaIbHbIM, ((MHAHCOBBIM, HTH)OPMAILIMOHHBIM JTaHHBIM.

- CruxuiiHple OeICTBUSA, HECUACTHBIE CIy4au, OIIMOKH OOCTYKHBAIOLIETO
NepcoHaNa M IMOJIb30BaTesel, 3710ynoTpeliaeHust 0OCTyKUBAIOLIEro IepcoHajia U
MOJIb30BaTENeH, 3JOYMBILUICHHbIE JEHCTBUS HapymuTened, cOOM U OTKa3bl
00opyI0BaHUS.
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- Yrpo3pl WHGOPMAIMOHHBEIM CHCTEMaM, MaTepUalbHbIM, ()UHAHCOBBIM,
UH(OPMAIIMOHHBIM JTAHHBIM, 3JI0YMBIIUICHHbIE ACHCTBUS HapyliuTenei, coou u
OTKa3bl 000PYOBaHUS.

30. Kakue yrpo3bl OTHOCSTCS K €CTECTBEHHBIM?

- Otka3sl u cOom ammaparypsl; [loMexu Ha JIMHMSX CBSA3M OT BO3JEHCTBUHI
BHEIIHEW CpeJibl; aBapUiHbIE CUTYallUN; CTUXUHHBIE O€ICTBHUSL.

- OmmOKM yenoBeKka Kak 3BEHAa CHUCTEMbI; CXEMHBbIE U CHUCTEMOTEXHHYECKHE
OoIMOKU pa3paboTUYUKOB CTPYKTYpPHBIC, alTOPUTMUYECKHAE U TPOrPaMMHBIE OLINOKH;
NEUCTBUS

YEeJI0BEKA, HAIPAaBJIICHHBIE HA HECAHKLIHMOHWPOBAHHBIC BO3JICUCTBUSA Ha
uH(pOPMAIIHIO.

- ABapuiiHble CUTyallMH; CTUXWUHHbIE O€JICTBUSA; OIIMOKM 4YesIOBEKa Kak 3BEHA
CUCTEMBI; CXEMHbIE U CUCTEMOTEXHUUECKHUE OIINOKU pa3pabOTUYNKOB

31. Kakue yrpo3sl ”HPOpMAIUU OTHOCSITCSA K UCKYCCTBEHHBIM?

- OmmOKM yenoBeKa Kak 3BEHAa CUCTEMbl; CXEMHBbIE U CHUCTEMOTEXHMUYECKUE
OLIMOKHU pa3padOTUMKOB; CTPYKTYpPHBIE, AITOPUTMUYECKUE U MPOTrPAMMHBIE OLINOKH;
JNEUCTBUSA 4YEJIOBEKA, HAIpPaBJICHHBIC HAa HECAHKIIMOHUPOBAHHBIC BO3JCUCTBUA HA
uH(pOpMAaITUIO

- Ortka3sl U cOOM anmaparypbl; MOMEXH Ha JHMHHSIX CBSI3H OT BO3JIEHCTBHIA
BHEILIHEW Cpe/ibl; aBApUNHBIE CUTYallUH; CTUXUHHBIE O€ICTBUS

- ABapuiiHble CUTyallMH; CTUXUITHBbIE O€ICTBHS; OIIMOKHK YeJIOBEKa KaK 3BEHA
CUCTEMbI; CXEMHbIE€ U CUCTEMOTEXHUYECKHUE OMIMOKHU pa3pabOTUMKOB

32. Kakue yrpo3sl HHPOPMAIUH OTHOCATCA K CITydailHbIM?

- IlposBnenne  ommOOK  mporpaMMHO-ammapaTHeix  cpeactB  AC;
HEKOMIIETEHTHOE MCIOJIb30BAaHUE, HACTPOMKA WM HENPaBOMEPHOE OTKIIOYEHUE
CPEICTB 3allUThl MEPCOHAIOM CIy>KObl ©0€30MacHOCTH; HEYMBIIIJICHHas Iopya
HOcHTelNen nHpopmaiuu.

- HecankuuoHnupoBaHHOe uTeHHUE UHPOpPMALUHU; HECAHKIMOHUPOBAHHOE
U3MEHeHue UHGPOpMalMy; HECAaHKIMOHUPOBAHHOE YHHUYTOXKEHUE HWH(POpMaIuy;
[OJIHOE WJIM YaCTUYHOE Pa3pyLICHUE ONEPALMOHHON CUCTEMBI.

- Ilepecblika JaHHBIX NO OIIMOOYHOMY aJpecy a0OHEHTa; BBOJ OIIMOOYHBIX
JAHHBIX; HECAHKIIMOHUPOBAHHOE YHUUYTOKEHHE MH(POPMALIMH; TIOJIHOE WU YACTUYHOE
pa3pylLIeHUE ONEPALUOHHON CUCTEMBI.

33. Kakue yrpo3sl uH(pOpMauu OTHOCATCA K MpeTHAMEPEHHBIM?

- HecankumonupoBanHoe ureHue UWHGOPMAIMU; HECAHKIIMOHUPOBAHHOE
U3MEHEeHne UWH(POpMallMK; HECAaHKIMOHUPOBAHHOE YHHUYTOXXEHHE HWH(POpMAIUY;
MOJIHOE WJIM YACTUYHOE pa3pylIEHUE ONEPAllMOHHON CUCTEMBI.

- IlposBnenne  ommOOK  mporpaMMHO-ammapaTHeix  cpeactB  AC;
HEKOMIIETEHTHOE HCIIOJIb30BaHUE, HACTPOilKa WJIM HENPaBOMEPHOE OTKIIOYEHHE
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CPEICTB 3alllUThl MEPCOHAIOM CIYX)Obl 0€30MacHOCTH; HENPaBOMEPHOE BKIIIOUCHHUE
000pyI0BaHUs UM U3MEHEHHUE PEKUMOB pabOThl YCTPONCTB U MPOrPAMM.

- Ilepecbika aHHBIX O OIIMOOYHOMY ajpecy aOOHEHTA; BBOJ OIIMOOYHBIX
JAHHBIX; HECAHKIIMOHUPOBAHHOE YHUUYTOKEHUE UH(POPMAIIMH; TTOJTHOE WIIM YaCTUYHOE
pa3pyllieHne OneparMoOHHON CUCTEMBI

34. KakMu OCHOBHBIMHU CBOMCTBaMHM 00J1aaeT KOMITbIOTEPHBIN BUpPYC?

- CocoOHOCTBIO K CO3JIJaHMIO COOCTBCHHBIX KOIIMM, HAIIMYHEM MEXaHH3Ma,
00€eCIeunBaOIIET0 BHEAPEHHWE CO3/aBAaCMBIX KOMHUH B HCIONHIEMBIE OOBEKTHI
BBIYHCIIUTEIBHON CHCTEMBI.

-  CHnocoOHOCTBRIO K CO3JIaHHI0O COOCTBEHHBIX KONHM, CIOCOOHOCTEIO
VHUYTOXKATh WH(OpPMAIMI0O HAa OHCKaX; CIHOCOOHOCTHIO CO37aBaTh BCEBO3MOKHBIC
BHJICO U 3BYKOBBIC 3(DPEKTHI.

- Hanmmuuem mexanusma, 00eCIeurnBaroero BHEAPEHUE CO3aBaeMbIX KOIUMA B
UCIIOTHSIEMbIE OOBEKTHI BBIYMCIUTEILHON CHCTEMBI; CIIOCOOHOCTBIO OCTAaBIATH B
OTIEPaTUBHOM MaMSTH CBOIO PE3UIACHTHYIO YacCTh; CIIOCOOHOCTHIO BUPYCa MOTHOCTHIO
WJIM YaCTUYHO CKPBITH CEOs B CHCTEME.

35. Kak kimaccuuuupyroTcsi BUPYChl B 3aBUCUMOCTH OT Cpe/ibl 0OUTaHUs?
- CDafIHOBBIe; 3arpy3049HbIC; MAKPOBHUPYCBI, CCTCBEIC.

- 3apaxaronmeDOS, Windows, Word, Excel,Office.

- BCBBpeI[HBIe; HCEOIIACHBIC, OITACHBIC.

- TO4YeHb OMacHEBIC.

36. Kak kmaccupunupyroTcsi BUPYCHl B 3aBUCUMOCTH OT 3apaxaemoit OC?

- 3apaxarone DOS, Windows, Word, Excel, Office

- DainoBkle; 3arpy304HbIC; MAKPOBUPYCHI; CETEBBIE.

- be3BpeaHbie; HEONacHbIE; OMACHBIE; OYEHb OMACHBIE.

- Mcnionb3oBaHue pe3ueHTHOCTH, UCIIOJIb30BaHue "cTelc' -airopuTMOB;

- Hcnonb3oBanue camomuppoBaHUE U TOITUMOPPUYHOCTH; HCIOJIb30BAHHE
HECTaH/IaPTHBIX IPUEMOB

37. Kaxk kmaccuumupyrorcs BUPYCHI B 3aBUCHMOCTH OT OCOOCHHOCTEU
anroputma padoTb?

- Hcnonb3oBaHue pE3UJICHTHOCTh, MCIOJIb30BAHUE ''CTEJC"-aIrOPUTMOB,;
UCIIOIb30BaHUE  camolmM(poBaHWE U MOJIUMOP(PUYHOCTH;,  HMCIOJIb30BAHHE
HECTaHIAPTHBIX MPUEMOB.

- DainoBele; 3arpy304HbIC; MAKPOBUPYCHI; CETEBbIE

- 3apaxarone DOS, Windows, ,Word, Excel, Office

- be3BpeaHbie; HeoNacHbIE; OMACHBIE; OYEHb OMACHBIE

38. Kakue nporpamMmbl OTHOCATCS K TIporpaMmaM KoHCTpYKTOpBI BUPYCOB?
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- OTO yTunuTa, NMpelHa3HAYEHHas ISl M3TOTOBJICHUS] HOBBIX KOMIIBIOTEPHBIX
BUpycoB. OHU MO3BOJISIIOT T€HEPUPOBATH UCXOAHBIE TEKCThI BUPYCOB (ASM-(aitibr),
00BEKTHBIE MOIYJIN W/WJIH HETIOCPEACTBEHHO 3apa’keHHbIE (aJIbl.

- DTO IporpaMMbl, HAHOCSIINE KaKue-IN0O pa3pyLIUTENbHbIE IEHCTBUS, T.€. B
3aBHCHUMOCTH OT OIPENEICHHBIX YCIOBUN WIN MPHU KAKJIOM 3allyCKE€ YHHUYTOKAIOILIUE
MH(POPMAIMIO Ha IUCKAX, IPUBOASIINE CUCTEMY K 3aBUCAHUIO U T.II.

- DTO mporpamMmbl, KOTOpbIE Ha TMEPBBIM B3I SIBISIOTCS CTOMPOICHHBIMU
BHUpYCaMHU, HO HECIIOCOOHBI pa3MHOKaThCs MO MpuurHe omubok. Hampumep, Bupyc,
KOTOPBIM TpU 3apakeHUU '"3a0bIBaeT" MOMECTUTh B Hayaiao (ailioB KOMaHIy
Nepeaaydr yIpaBJIeHHs HAa KOJI BUpyca.

- 'maBHO# ¢yHKIHEH MOAOOHOTO poJa MpOrpamMm sIBISIETCA MIM(ppOBaHUE Tena
BHpYCa U TeHEpaIrsi COOTBETCTBYIOMIETO paciin(poBIINKa

Kpurepuu ouenku (B 0a/1ax):

10 GasnoB BeICTaBISIETCS OOydYaromieMycsl, €Clidi OH MpaBuiibHO OTBeTHN Ha 30
BOIIPOCOB TeCTa (KOMIETEHIUS C(hOPMHUPOBAHA HA TTPOJIBUHYTOM YPOBHE);

9 0a/uUI0B BBICTABISICTCS OOY4YalOIIEMYCsl, €CJIM OH IMPaBWIbHO OTBETHWJI Ha 27
BOITPOCOB TecTa (KoMIETeHIUsI c(pOpMUPOBAHA HA MPOIBUHYTOM YPOBHE);

8 OanoB BeICTABISIETCS OO0yYaromEeMycCs, €CIM OH TMPaBWIbHO OTBETHWJI Ha 23
BOIIPOCOB TeCTa (KOMMETEHIMS C(hOPMHUPOBAHA HA TTOBBIIIEHHOM YPOBHE);

7 ©0ans0B BBICTABISIETCS OOy4aromeMycs, €CJIM OH TNpaBWIbHO OTBeTW Ha 20
BOIIPOCOB TeCTa (KOMMETEHITNS C(hOPMHUPOBAHA HA TTOBBIIIEHHOM YPOBHE);

6 ©OanoB BBICTABISIETCS OOy4arOIMIEeMyCs, €CIM OH TNPAaBWIBHO OTBETHUI Ha 18
BOMPOCOB TecTa (KOMIETEHIHs cpopMUpoBaHa Ha 6a30BOM YPOBHE)

5 0aJ/U10B BHICTABIIACTCS O0YYAIOIIEMYCs, €CJIM OH MPaBUJIBHO OTBETHII HA 15
BOIIPOCOB TecTa (KOMIETEHIMs CPpopMHUpOBaHa HA OA30BOM YPOBHE).

TunoBble NpakTUYecKkune 3aJaHNus
Nuaukatopsl goctuxenusi: YK-1.1.

3aoanue 1.

[Touck umcrounukoB mH(pPOpMauu B ceTd VHTEpPHET: OTKPHITHICE U 3aKPBITHIC
WUCTOYHUKM JaHHbIX. [loptanm OTKpbITBIX JaHHbIX P®. CoxpaHeHuE JaHHBIX B
nporpamme Excel. [Ipeobpa3oBanue u nepBudHas 00pabOTKa JaHHBIX.

3aoanue 2.

be3onacHocTh HHGOPMAITMOHHBIX CUCTEM

Bompocsr:

1. Yro BBI mpeacTaBiseTe Mo 1 0€30MacCHOCThI0 MH(OPMAIIMOHHBINA CUCTEMBI.
2. UTo OTHOCHTBCSI K OCHOBHBIM  XapaKTepHUCTHKAM  3allUIacMou

17



uHpopmauun?

3. Uro BbI OTHECETE K MH(POpMAIIMK OTPAaHUYEHHOTO JoCTyIa?

4. Tlo xakuM HampaBJeHUSIM OYyJET OCYUIECTBIATHCSA JalbHEWIIee pa3BUTHE
cucTteMbluH(popMaloHHOM O0e30macHOCTH B PD?

3aganue:

Onpenenure B Kakux (¢Gopmax mpejcTaBieHa HMHPOpMalMsg Ha BalleM
JIOMAIlIHEM KOMITbIOTEPE.

Onumure Kak obecreynBaeTcsi MHQOpPMAIMOHHAs OE30MacHOCTh Ha BalleM
JOMaITHEM KOMITBIOTEPE U OTBEYAET JIU COBPEMEHHBIM TPEOOBAHUSM PAa3BUTHS CHCTEM
0€301MacHOCTH.

3aoanue Ne 3

AHanu3 pucKoB MHPOPMAIITMOHHOM 0€30MaCHOCTH

1. 3arpysutre [OCT P UICO/M3K TO 27005

2. OsnakombTech ¢ [Tpunoxennsmu C, D u E 'OCT.

3. BeiOepute Tpu paznuyHBIX UHPOPMAIMOHHBIX aKTHBA OpraHU3alUU (CM.
BapHUaHT).

4. U3 Tlpunoxenuss D T'OCT mnoxbepute TpU KOHKPETHBIX YA3BUMOCTHU
CUCTEMBI 3aIIUTHl yKa3aHHBIX HH(POPMAIIMOHHBIX aKTUBOB.

5. IHonw3ysice I[lpunoxennem C I'OCT Hanmumure Tpu Yrpo3bl, peanu3arus
KOTOPBIX BO3MOJKHA TIIOKa B CHCTEME HE YCTpaHEHbl Ha3BaHHbIE B NyHKTEe 4
YSI3BUMOCTH.

6. Ilomp3ysicb OJHMM U3 METOAOB (CM. BapUaHT) MPEUIOKEHHBIX B
[Ipunoxenun E I'OCTnpousBenure olieHKY pUCKOB HHPOPMALIMOHHOU 0€30MaCHOCTH.

7. OueHKy 1eHHOCTU MH(GOPMAIMOHHOTO aKTUBA MPOU3BOJUTH HA OCHOBAHUU
BO3MOKHBIXTIOTEPH JI1 OPTAHU3ALMH B CIIy4ae peaanu3aliy yrpo3bl.

Howmep Merto oueHKH
BapHaHTa Opranuzanus pHcka
(cwm. [Tpunoxenue
ET'OCT)
1 OTaeneHre KOMMeEpUecKoro 0aHka 1
2 [TonuknuHuka 2
3 Komnemx 3
4 Oduc cTpaxoBoil KOMITAHUN 4
5 PekpyTHHroBO€ areHTCTBO 1
6 MHTepHeT-Mara3uu 2
7 LleHTp OKa3aHUs rOCyJapCTBEHHBIX YCIYT 3
8 OTaeneHue MOIUIIUHA 4
9 AynuTOpCKast KOMITAaHUS 1
10 JluzaitHepckast pupma 2
11 Oduc naTEpHET-TIpOBAiiNEpa 3
12 Odwuc anBokara 4
13 Komnanus no paspabotke [10 anst cTopoHHHX 1
OpraHu3aIuii
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14 ATEHTCTBO HEIBMKUMOCTHU 2
15 TypucTuyeckoe areHTCTBO 3
16 Oduc 6narorBopuTenbHOTO (hoHIA 4
17 M3narenscTBO 1
18 Koncantunrosas ¢pupma 2
19 PexiiaMHOE areHTCTBO 3
20 OTaeneHre HaJIOTOBOM CITYKObI 4
21 Oduc HoTapuyca 1
22 bropo nepeBojia (I0KyMEHTOB) 2
23 Hay4Ho mpoeKTHOE mpenpusTue 3
24 bpaunoe areHTcTBO 4
25 Penmaxius raseTsl 1
26 CocTruHHULIa 2
27 [Ipa3mHUYHOE areHTCTBO 3
28 ["opojckoii apxuB 4
29 JlucreTuepcekast ciy)0a TakcH 1
30 DKenesnomopoxHas kacca 2

3adanue Ne 4.

Pa3pabotka yactHo# nertanusupoBanHoi monutuku OUb

[enb paboThI: 03HAKOMIJICHHE C OCHOBHBIMU YacTHBIMH MosiiTukamMu OUB.

[Topsanox BeimonHeHus: padoTel: Onpenenuts TpeboBaHusi obecreunBaroye 3pQexTuBHOE
OUB, xoTopbie MOJKHBI BBINOIHATHCA COTPYIHMKAMU OPraHU3allMd B paMKaX BBITIOJIHEHHUSI CBOUX
CIIy>K€OHBIX 00513aHHOCTEN

Howmep Opraauzanus [eranmusupoBannas nonuruka b
BapuaHTa

1 OTaeneHne KOMMEpPYECKOro OaHka Opranuzanus pexxuma CeKpeTHOCTH

2 ITomukMHUKa du3nyeckas 3ammra

3 Komnemx TpaHcOpTUPOBKA HOCUTEIEH
nH(bOpMaIuu

4 Oduc cTpaxoBoit KOMIaHUU Ony0nrKoBaHHE MaTEpUAJIOB B
OTKPBITBIX UCTOYHUKAX
JlocTynm CTOpOHHUX TMOJIb30BaTeIe B

5 PekpyTHHTOBOE ar€HTCTBO MH(GOpPMaIMOHHBIE CUCTEMB]]
OpraHu3aIu

6 MurepHer-Mara3un OLIEHKHU PUCKOB

7 EHTp OKa3aHHUs TOCYIapCTBEHHBIX YCIAYT [YTIpaBiaeHUs TapoIsaMu

8 OTneneHue MOJIUIIU JlocTym kK KOH(pHUACHITHATBHON
nHbOopMaUU

9 AyauTOpCKasi KOMIaHUS Wcnonws3oBanus MuTepuer

10 Jluzaitnepckas gpupma YcranoBka u oOHoBneHue 110

11 Oduc naTEpHET-TIpOBaiiIEpa [TonuTrKa UCHOIB30BAHUS SIIEKTPOHHOM]

IIOYTHI
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Hcronp30Banye MOOMIBLHBIX

12 Oduc agBokara anmnapaTHbIX CPEICTB 00paboTkH
nHbopmau

13 Kommanus no pazpadotke [10 pys Pazpabotka u nmunensuposanue [10

CTOPOHHHX OpPTraHU3aIMHi

14 IATEHTCTBO HEABHKUMOCTH 'Y nanéHHbIi JTOCTYT K
H(pOPMAITMOHHOMH
CHCTEME.
Mcnons3oBanue OTJIEIIbHBIX

15 TypucTuueckoe areHTCTBO YHUBEpCaJIbHBIX HH()OPMALIMOHHBIX
TEXHOJIOTUH B MaciTabe opraHu3auu

16 Oduc 61arorBopuTebHOrO PoHIA [Tpoenenue aynura b

17 MN3naTenscTBO IAHTUBUpPYCHAS 3alllUTa

18 KoHcanTunropas ¢pupma Pe3epBHOE KOMTMPOBaHKE

19 PexamMHO€E areHTCTBO Wb npu 251eKTpOHHOM
TOKYMEHTO000poTe

20 OTneneHne HaoTOBOM CITY>KOBI TexHuueckas 3amuTa THPOPMaLUU

21 Oduc HOoTapuyca PearupoBanue Ha nHIIMACHTH Vb

22 bropo nepeBoia (I0OKyMEHTOB) [TpoBencHMe CITyKeOHBIX
[pacciieI0BaHu I

23 CtpoutenbHOe IPEanpUsITUe 3aiuTa Hay4HO-TEXHUYECKON
MHpOpMaIUN

24 bpauHoe areHTCTBO KoHnTpo:b nmonb3oBareneii npu padore ¢
BHCITHIMH UCTOYHUKAMU HHPOpMAIIH

25 Penaxnus rasersl OnyOnuKoBaHHE MaTEPUAJIOB B
OTKPBITBIX HCTOYHUKAX

26 ["ocTuHHIIA 3aiuTa nepcoHaIbHBIX TaHHBIX

Kpurepuu ounenku (B 0a/1ax):

5 0a/u10B BBICTABIIACTCS OOyYalOIIEMYCsl, €CJIM OH B IMOJHOM OOBEME WM MPaBUILHO

BBITIOJTHUII 3a/laHKe (KoMIeTeHHs chOpMUPOBaHA HA MPOJABUHYTOM YPOBHE);

4 ©OaJjuia BBICTABIIETCS OO0yYaroIIeMycs,
HE3HAYUTEILHBIMU 3aMEUYaHUSIMH BBITIOJHWII 3a7aHue (KOMIIETCHIUS cpopMHUpoBaHa

Ha MOBBIIIIEHHOM YPOBHE);

3 Oasnsia BhICTaBIEeTCS OOydYarolmeMycsi, eciii OH Ha 0a30BOM YpOBHE, OIIMOKaMH

€CJIM OH B IIOJJHOM O00OBEME M C

BBITIOJTHIIT 3a/jaHue(KoMIeTeHIIus chopMUpOBaHa Ha 0a30BOM yYPOBHE).

3amaHud I TBOPYECKOT0 PeHTHHTa

TemaTnka 10KJI210B

Nuaukatopsl gocTkenus: YK-1.1.

1 adopmanmonHoe mpaBo 1 uHGOpMaIMOHHAsT 0€30MMaCHOCTb.



2 Konuenuust uHGOpMaIMOHHON 0€30MaCHOCTH.

3 AHanu3 3aKOHOJATENIBHBIX aKTOB 00 OXpaHe HMHQPOPMALMOHHBIX PECYPCOB
OTKPBITOTO JAOCTYTIA.

4 AHanmu3 3aKOHOJATENbHBIX AaKTOB O 3allUTe WH()OPMAIMOHHBIX PECYpCOB
OTPaHUYEHHOTO JIOCTYTIA.

5 CooTHollleHHe TOHATUN: WHGOPMAIMOHHBIE pecypchl, HHGOPMAIIMOHHbIE
CUCTEMBbI U UHPOPMALIMOHHAsL O€30ITACHOCTb.

6 ndopmarmonnas 6e30MacHOCTh (110 MaTepragaM 3apyOeKHbIX HCTOYHUKOB U
JUTEPATYPBHI).

7 IIpaBoBBIE OCHOBBI 3aIUTHI KOH(PUACHIIMATHFHOU HH(OPMALIUH.

8 DKOHOMHYECKHE OCHOBBI 3aIIUTHI KOH(PHUICHITUATBHON HH(POPMAIIH.

9 Opranu3anroHHbIE OCHOBBI 3aIIUTHl KOH(DUIECHIIUATBHON HHPOPMAIIH.

10 Crpyktypa, comep:kaHM€ W METOJAWKA COCTABJICHHS IIEPEYHS CBEACHUM,
OTHOCSIIMXCS K IPEeITPUHUMATEIbCKON TaliHe.

11 CocraBneHue MHCTPYKIMM MO 00pabOTKE M XpaHEHUIO KOH(UIEHIMAIbHBIX
JTOKYMEHTOB.

12 HanpaBneHus: 1 METO/IbI 3aLUTHI JOKYMEHTOB Ha OYMaXKHbIX HOCUTEJIAX.

13 HanpaBneHus: 1 METO/IbI 3aIUTHI MAIIMHOYNUTAEMBIX TOKYMEHTOB.

14 ApxuBHOE XpaHeHUE KOHPHUICHIUATbHBIX JTOKYMEHTOB.

15 HanpaBneHus: 1 METO/BI 3aIUTHI AyH0- U BU3YyaJIbHBIX JOKYMEHTOB.

16 TIlopsmox mombopa mepcoHana mjig paboThl € KOHPUACHIMAIBbHOU
uH(popmanuen.

17 Meroauka TeCTUPOBAaHUS U MPOBEACHUSI COOECEIOBaHUS C MIPETEHICHTAMH Ha
JOJIKHOCTb, CBSI3AHHYIO C CEKpEeTaMH (PUPMBI.

18 Amnanu3 HCTOYHHKOB, KAHAJIOB pACHPOCTPAHEHUS W KaHAJOB YTEUKHU
nH(popmanuu (Ha npuMepe KOHKPETHON (GUPMBI).

19 Ananu3 KOHKPETHOIl aBTOMAaTU3UPOBAHHON CHUCTEMbI, IPEAHA3HAYCHHOW JIs
00paboTKM 1 XpaHeHUs1 HH(OPMAITNN O KOH(PHUICHIIMAIBHBIX TOKYMEHTaX (PUPMBI.

20 OCHOBBI TEXHOJOTUH OOpaOOTKM W XpaHEHUS KOH(OUICHIIUATBHBIX
JIOKYMEHTOB (110 3apyOeKHOM JIuTepaType).

21 Has3naueHue, BUJbI, CTPYKTYpa U TEXHOJOTUS (PYHKIIMOHUPOBAHUS CHCTEMBI
3amuThl THHOPMAIIHH.

22 TloBeneHue mnepcoHaja W oOXpaHa (UPMBI B SKCTPEMAIbHBIX CHUTYyalHIX
pa3IMYHBIX THIIOB.

23 Ananutuueckass paboTa TO BBISIBICHUIO KaHAJIOB YTEYKM HHPOpMaLuu
(bupMBIL.

24 HamnpaBneHus: 1 METO/Ibl 3aIUThI MPOPECCUOHATBHON TalHBI.

25 HampaBneHus: 1 METO/IbI 3aIUTHI CIIY>KEOHON TalHBI.

27 HampaBiieHusI 1 METOABI 3alTUTHl IEPCOHALHBIX JAHHBIX O TPaKIaHAaX.

27 TlocTpoenue u (yHKIIMOHUPOBAHHUE 3ANTUIIIEHHOTO TOKYMEHTO000pOTa

28. Hambonee pacnpocTpaHEHHbBIE CETEBbIC aTaKH.

29. DTarbl MOCTPOCHUS CUCTEMBI 3aITUTHI HH(POpMAITUH.

30.ITepcniekTUBHBIC METO/IBI Ay TEHTU(DHUKAIINH.

31.buomMerpudeckue CUCTEMBI UACHTU(DUKAIINKI U Ay TCHTU(PUKAIIHAH.
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32.Metozsl pe3epBUpOBaHUs HHPOPMAIUH.
33. Tumnsl MeXCETeBBIX KPAHOB M UX KpaTKasi XapaKTepHCTUKA.

34. OreuecTBEHHbIE aHTUBUPYCHbIE IpOrpaMMHbIE

cepruduiupoBanasie DCTIKPoccum.

35. Creranorpadus u creraHorpapuyeckre METO bl 3aIUThl HHPOpMAITHH.

36. CpeacTBa 3amuUThl IepelaBaeMbIX TaHHBIX B IP-ceTsx.
37. Crannapr Ipsec.

38. Yrpo3sl U yA3BUMOCTH OECTIPOBOTHBIX CETEH.

39. TpeboBanwms K BEIOOPY M UCTIOJIB30BAHUIO TTAPOJICH.
40. ITepenava mapoJis 1Mo CETH B MPOIECCe ayTeHTU(PUKAIINH.
41. JluueH3upoBaHUEe JESATEIBHOCTH, CBA3aHHOU

CpeICTBaMU3AIINUTHI HH(POpPMALIHH.
42. Ceptudukaius KpUnTorpaGuyecKux CpeacTB 3aluThl HHOPMAIUH.

43. Cranaaptuzaius KpunTorpaduyecKux CpeICTB 3allUThl HHGOPMAIIHUH.

44, Mopenb KOHTpoJIA 1iesocTHocTH Kiapka-Buiicona.

45. lludposas (371€KTPOHHAS ) TOANMKCH, KAK MEXaHU3M KOHTPOJIS 1IEJIOCTHOCTH.

46. 3ammTa oT cO0€B MPOrpaMMHO-ANNapPATHON CPEIbI.

Kpurepuu ouenku (B 0a/1ax):
20 OaysI0B BBICTABISIETCA OOyYarOIEMYCs, €CJIM OH 0€3 OLMOOK MOATOTOBHII
nokinan. Conepkanue u oOpMIICHHE TOKJIa/la COOTBETCTBYET TPEOOBAHUSAM B TIOJTHOM
ob0beMe. YpoBeHb CPOPMUPOBAHHOCTH KOMIICTCHITMH COOTBETCTBYET MPOIABHHYTOMY

YPOBHIO;

C

CpCACTBa,

KpUOTOrpauuecKuMu

19-14 OGamna BBICTABIISIETCS OOydYaKOIMIEMYCs, €CIM OH C HE3HAYNTEIHHBIMH
3aMEYAHMSIMHU TI0 COACPKAHUIO WM OGOPMIICHUIO TIOJTOTOBHJI OTYET 1O pedeparty.
YpoBeHb chOPMUPOBAHHOCTH KOMIIETEHIIUH COOTBETCTBYET MOBBIIIICHHOMY YPOBHIO;

13-10 Gana BeICTABISIETCS 00YYAIOIIEMYCs, €CJIM OH C OIMOKaMHU TTOATOTOBHUII
oruer mo pedepary. Conpepxanue u odopmieHue pedepara COOTBETCTBYET
TpeOoBaHUSAM He MeHee, 4yeM Ha 50 mpoleHTOB. YPOBEHb CHOPMHUPOBAHHOCTH
KOMITETCHITUH COOTBETCTBYET 0a30BOMY YPOBHIO.

METOAUYECKHUE MATEPUAJIbI, XAPAKTEPU3YIOHINE OTAIIbI
®OPMHUPOBAHUSI KOMIIETEHIIVI BO BPEMS ITPOBEJIEHUSA

MMPOMEXYTOUYHOM ATTECTAIIMA

CTpyKTypa 3a4€THOr0 3a/IaHUA

Haumenosanue oyenounozo cpeocmea Makcumanvhoe
Koiuuecmeo 0annioe
Bonpoc 1 15
Bonpoc 2 15
Ilpakmuueckoe 3a0anue [ 10
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3aiaHus, BKJIOYaeMble B 3aUeTHOE 3a/IaHUe
Tunoegoii nepeuens 60npocos K 3auemy:

1. [lenu rocynapcTBa B 00s1acTi o0ecredeHus: HHPOpMaIMOHHOM 0€301aCHOCTH.

2. OCHOBHbIE HOpPMAaTHBHbIE aKkThl P®, cBs3aHHBIE C MPABOBON 3alUTON
uHopMarmm.

3. Busibl KOMIBIOTEPHBIX TPECTYTIICHUH.

4. CnocoObl M MEXaHU3Mbl COBEpIUICHHS HH(POPMAIMOHHBIX KOMIIBIOTEPHBIX
MIPECTYIUICHUN.

5. OcHOBHBIE TapaMeTpbl M  4YepThl HHPOPMAIMOHHON  KOMITBIOTEPHOU
npectynHocty B Poccun.

6. Komnsrorepusiii Bupyc. OCHOBHBIE BH]IbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTobl 3a1UThl OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX MPOTPAMM.

9. 3amuTel  OT HECAHKUMOHUPOBAHHOrO  Jocrtyna. HMnentudukauus u
ayTeHTU(UKALKS 0JIb30BaTENs.

10. OcHOBHBIE YIPO3bl KOMITBIOTEPHOW O€30MacHOCTU TpH paboTe B CETH
HNnTepner.

11. Bune! 3amuiiaemMon nHGopMaIuu.

12. TocynapcTBeHHas TaiiHa Kak OCOOBIN BHI 3alUIIaeMOi HH(pOpMAIIHH.

13. Kondunennumanpaas nHGOpMaIIus.

14. Cucrema 3a1IUThl TOCYTapCTBEHHOMN TalHBI.

15. IIpaBoBO# pex’UM 3alUThl TOCYJAPCTBEHHOMN TailHBI.

16. 3ammTa WHTEUIEKTyaJIbHOM COOCTBEHHOCTH CpEICTBaMH MATEHTHOTO U
aBTOPCKOTO TIpaBa.

17. MexayHapoIHOE 3aKOHOAATEIBLCTBO B 00JIACTH 3aIIUTH HH(OpMAIIHH.

18. IlporpammHo-amnmapaTHeie  cpeAcTBa  oOecriedeHus:  HUHGPOPMAIIMOHHOM
0€30MacHOCTH B MH()OPMALIMOHHBIX CETAX.

19. CummeTpuyHbie MUDPHI.

20. AccumeTtpudHbie UG PHI.

21. Kpunrorpaduyeckue mpoTOKOJIbI.

22. Kpunirorpaduueckue xeni-GhyHKIIUH.

23. DNeKTpOHHAs MOMHCH.

24. OpranuzainoHHoe odecrnedeHrne nHPOpMaIMOHHOM 0€30TaCHOCTH.

25. Ciry:x0a 6e301acHOCTH OpraHU3aIUu.

26. MeToibl 3a1UThl UH(POPMALIMU OT YTEUKM B TEXHUYECKUX KaHAaX.

2. nxeHepHas 3aliuTa 1 OXpaHa 0ObEeKTOB.

28.4Yto Takoe nHpopMaluoHHast 6€301MacHOCTh?

29.Tlepeuncnure OCHOBHBIE YTPO3bl HHPOPMAITMOHHOM 0€30MMaCHOCTH.

30. Kakue cy1iecTByIOT MOJIEIH U METOIbI HH()OPMALIMOHHOW 6€30MacHOCTH?

31. Yro Takoe mpaBOBbIC METOBI 3AIUTHI HHGOPMAITHH?

32. Uto Takoe opraHu3alMOHHBIC METOIbI 3aIIUTH HH(DOpMAITIH?

33. Uto Takoe TEXHUYECKHE METOIbI 3aIUThl HHGOpMAITIH?
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34. Yto Takoe mporpaMMHO-aIapaTHbIE METObI 3AIUTH HHpOpMaIn?

35. Uto Ttakoe kpunrorpaduueckue MeTO bl 3alIUThl HHGOpMaIUu?

36. Kakue TnaBHbIE TOCYAapCTBEHHbIE OpraHbl B oOjacTu olecreueHus
nH(popMarMoHHOM 0e30macHOCTH?

37. Ilepeuncnure BUABI 3alUIIAeMON HHOOPMAIIUH.

38. Kaxkwue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aIUThl HHPopMaIruu B PO?

39. Ilepeuncnure OCHOBHBIE IIeIM M 3agaun PD B obnactu obecnedeHuUs
uH(POPMaIIMOHHON 06€30M1acCHOCTH

40. Yro Takoe KoHIENIUS HHOOPMAITMOHHON O€30TTaCHOCTH?

41. Yro Takoe koH(puIEHIIHANbHAA HH(OpMALIKs?

42. Yto Takoe nepcoHagbHbIe JaHHbBIC?

43. B kakux cCiay4dasx BO3MOXKHO HCIOJb30BaTh IEPCOHANBHBIC ITaHHBIC 0€3
corjacusi o0naaarens?

44. OxapakTepu3yite OMOMETPUUECKHE JIaHHbIE KaK TIEPCOHATIbHBIC JTaHHBIE.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. Yro Takoe peKuM KOMMEpPUYECKOM TailHbI?

47. Yro Takoe rocyapcTBeHHas TaiiHa?

48. OnummTe NpaBoOBOU PEXXUM TOCY/ITAPCTBEHHOMN TailHBI.

49. Kakue rocyJapCTBEHHBbIE OpraHbl 3aHUMAIOTCS cepTuuKanuen u
JUIEH3UPOBAHUEM CPEACTB 3alUThl HHPpopMauu?

50. Kaxk cBs3aHbI MEXIyHAPOIHBIE CTAHAAPTHI U CTaHAAPTH PO?

51. Kakme ocHoBHble cTaHgaptel P® B obOmactu wuHGOpMAMOHHON
0€30MacHOCTH CYIIECTBYIOT?

52. Oxapaktepusyiite crangapt 'OCT P UICO/M3BK 27002-2014.

53. Uro Takoe moiuTHka 6€30MacHOCTH?

54. Kakoe KOJIMYECTBO CPEACTB OroJKeTa opraHu3alud >PQPEeKTUBHO TPATUTH
Ut obecniedeHust THGOPMAIIMOHHON 0€301acHOCTH?

55. Yto Takoe MHKEHEpHAas 3aluTa 00BEKTOB?

56. IlepeuncnuTe OCHOBHBIE MEpPONPHUATHS 1O OOECIEUEHUIO  3aIUTHI
uH(GOPMAITUHU OT YTEUKHU MO0 TEXHUYECKUM KaHaJIaM.

57. Kaxkwue BUIbI KOMIIBIOTEPHBIX YIPO3 CYIIECTBYIOT?

58. Yro takoe 6panamaysp?

59. UYto Takoe aHTUBHpYCHAs ITporpamma?

60. Yro Takoe IBPUCTUUYECKUIN AITOPUTM TTOMCKA BUPYCOB?

61. Yto Takoe cUrHATYpHBII MOUCK BUPYCOB?

62. Meroasl npoTUBOAEHCTBUS CHUPDUHTY?

63. Kakwe mporpaMMHBIE pealu3aliK MPOTPAMMHO-AIapaTHBIX CpPEJICTB
3aIUThl THPOPMALIMK BbI 3HaeTE?

64. UYto Takoe MEXaHU3M KOHTPOJISI U pa3rpaHUYeHUs 10CTyna?

65. Kakyro pois HeceT )KypHaTupoBaHHUE ACHUCTBUIN B MPOrPaMMHO-AIMAPATHBIX
CpelCTBax 3amuThl HHGOpMAITUH?

66. Uto Takoe cpencTBa cTeraHorpaduueckoi 3amu Tl HHGOpPMAITUN?

67. Uto Takoe kpunrorpadus?

68. Kakwue ucronab3yroTcss CHMMETPUYHBIE AITOPUTMBI (P poBaHUs?
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69.
70.
71,
72,
73.
74,

Kaxue ncnonb3yroTcsi aCCHMETPUYHBIE aITOPUTMBI TP POBAHHS?

Yro Takoe kpunrorpadpuyeckas xem-pyHkuus?

Kaxkue ucnonb3yrorcst kpunrorpaduueckue xen-QgyHKium?

Yro Takoe nudpoBasi oANUCH?

Yrto Takoe uHGPACTPYKTypa OTKPBITHIX KIItOUeh?

Kakue poccuiickue M MeXayHapoJHble CTaHAAPTHl Ha (opMUpOBaHHE

11 (pOBOH MOJUCH CYIIECTBYIOT?

75.

Kakue ocHoBHBIE KpunTOrpaduyecKkue MpOTOKOIbI UCTIOIB3YIOTCS B CETSIX?

Tunoegwie npakmuueckue 3a0aHus.

Obecneunth  KHOEpOE30MACHOCTh YNANEHHOW pabOTHl COTPYAHMKOB BO BpeEMs
HaHAeMHUH

Onpenenuth yS3BUMOCTH CEPBHUCOB I BHUICOKOH(DepeHImi, HeHaaéKHOCTh VPN,
yejoBeyeckril (pakTop M He Bcerja KBAIM(UIUPOBAHHbBIE COTPYJHUKH — CO BCEM
THM HEU30EKHO CTAJIKMBACTCS KaXKJas KOMIIAHMS, BBIHYXJIEHHas OpPraHU30BaTh
ynanéHHyro padoTy.

[Ipoananu3upoBaTh CUTYyallMIO M paccKa3aTh, KaK CBECTH K MHHHMYMY DPHCKH U
YCTPAaHUTh MOCJIEACTBUSI HU3KOTO YPOBHsI KHOEPIrpaMOTHOCTH

Hacrpoiika aynuta B Windows miist mosHonieHHOTo SOC-MOHUTOPHHTA

Onwucath HaCTPOWKY MOJIUTUKH ayauTa Windows TakuM o0pa3om, 4TOOBI OXBAT
MonuTopuara SOC ObUT MOJHOIIEHHBIM. PaccMOTpETh ONTUMAIIBHBINA CIIMCOK TOJIUTHK,
a TaK)Ke BBIICIUTh CaMOe HEOOXOAUMOE, OTCESIB JIMIITHEE.

Kak npoBouTh KOHTPOJIb IPOYKTUBHOCTH, 3aIIUTa OT MOILIEHHUYECTBA U yTEUEK
JAHHBIX TpHU YAAJIEHHOHN paboTe COTPYIHUKOB?

OnacHOCTh YTE€UYKHU JAHHBIX U BO3MOKHOCTh KOPIOPATUBHOTO MOIIIEHHUYECTBA —
Hen30eKHbIe CIYTHUKU BBIHY)KJICHHOH ynan€HHOM paboTel. PaccMOTpeTh, Kak MOKHO
MUHUMU3HUPOBATh PUCKU U CIIPABUTHCS C AKTYalIbHBIMU 33JJa4aMU KOHTPOJIS
COTPYJIHHUKOB Ha «yJaJIEHKE.

Omnwucatp mecTh Maros i 00eceYeHus JOIKHOTO YPOBHS O€3011aCHOCTH
YAAIEHHBIX COTPYIHUKOB

OnepaTuBHO NepeBOIsl COTPYAHUKOB Ha AUCTAHLIMOHHYIO Pa0O0Ty, HYKHO y4€CTh
CONPSDKEHHBIE C ATUM CJIOKHOCTHU M HE 3a0bITh PO MONBITKA KHOEPIPECTYITHUKOB
HCIIOJIB30BAaTh ysI3BUMBbIE MecTa. [Ipeu1okuTh MeEeCTh MaroB, KOTOPHIE O3BOJISIT
IIOZOWUTH K 3TOMY BOIIPOCY MOATOTOBICHHBIMH.

Omnucats TpeboBanust 'OCT 34-ii cepuu B mpoekTax 1o nHpopMarmoHHON
0e3omacHOCTH

UYro noapasymenaet TpeboBanue «poektruponath 1o ['OCTy», cTaHOBUTCS JTX OHO
MeHee 00s13aTenbHbIM? UTOo enaTh, €CIi roCyIapCTBEHHBIN PETYNIATOP HE Mpe/jiaraet
3ameny s 'OCTos 34-i1 cepun? Kakumu ctanaapTaMu CTOUT pyKOBOACTBOBATHCSA
1pu 0()OPMIICHUH MMPOEKTHON JOKYMEHTAaluu?

Kak BBISIBUTH aTaKy 3J0YMBIIIJICHHUKOB B CETEBOM Tpaduke?

OOHapyXuTh JIeWcTBUS KHOEPIPECTYIHUKOB B KOPIOPATUBHON CETH U
knaccupunupyem ux B coorserctBur ¢ Mmarpuneid MITRE ATT&CK, koropas
MTOKA3bIBAET, KAKME TAKTUKU M TEXHUKU IPUMEHSIJINCH B X0/1€ KUOepaTakH.

Ommucate Microsoft Security Compliance Toolkit: 3amuTa Windows rpynmoBsivu
IIOJINTUKaMHU
PaCCMOTpCTB Ioaxona K I/IH(I)OpMaLII/IOHHoﬁ 0€30IMacHOCTH KOMILTEKCHO. OnucaTh
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MHCTPYMEHTBI, KOTOPbIE 3aKpbLIN ObI BCE «ABIPBI» U co37alii HOBbIE. Onucarh
STAJIOHHBIE HACTPONKHU MOJIUTUK O€30MACHOCTH U MHCTPYMEHTHI JJ1s1 padOThI C HUMH.

Omnucarb npoliiecc HaCTPOIKU yJaleHKH sl COTpYAHUKOB: bricTpo, besomnacHo,
becrutatao

Urto HeoOXOAMMO AJI1 OpraHU3alMU yIaJdeHHON paboThl cCOTpYAHUKOB. Kakue
CYIIECTBYIOT MHOYKECTBA PEIICHUN CIIOCOOHBIX MIOMOYb B pean3aIluu 3TOH 1eTH.
natepHeT-1103 UKC. C ero moMoripo MOXKHO OpraHu30BaTh O€30MaCHBIN TOCTYIT K
CETH KOMITaHUH, 3aIIUTUTHCS OT BUPYCOB M HACTPOUTH BEO-PUIBTPAITHIO.

Kak opranuzoBath 6e30macHyr0 yaaléHHYI paboTy BO BpeMs KapaHTUHA?

Omnwucarp npoiiecc nepexo/ia Ha yAan€HHYI paboTy, pacCMOTPETh OYEBHIHBIC PUCKU
Ut ”HQOPMAIIMOHHON Oe30macHOCTH: MoauduKanus Tpaduka, mepexsar naposen u
KOH(HIESHIIMATBHBIX JAHHBIX, a TAK)KE B3JIOM MapUIPyTU3aTOPOB U IIepeHAaINpaBiIcHUE
M0JIb30BaTeNeH Ha BPCAOHOCHEBIC CalTHIL. HpoaHaJ'II/BI/IpOBaTB KOHTPMCEPEI; B KAUECTBEC
OJIHOT'O U3 BapUAHTOB PACCMOTPETh UCIIOIb30BaHNE BUPTYAJIbHOM YaCTHOM CETH
(Virtual Private Network, VPN).

10.

Kak moctpouts kpuntotyHHens o 'OCTy ¢ MUHUMaIbHBIMA 3aTPaTaMu?
ObecneueHne 6€30MaCHOCTH MPH TOMOIIU CPEACTB KPUITOrpahpuyecKoi 3aIuThl
nHpopmannu (CK3M) — He o4YeHb ClIo)KHas 33/1a4a, €CITH BCE TEXHOJIOTUIECKHE
Y4YaCTKH HaxoZsTcs Ha XocT-ManMHe. OJIHaKo Ui TOro 4ToObl IepeaaBaTh U
mmdpoBaTe HHPOPMAIIUIO OJJHOBPEMEHHO, HEOOXOJMMO TIOCTPOUTH TPAMOTHBIHN
TEXHOJIOTHYECKUH MPOLIECC MPOrPaMMHOI0 00eCIIeYEeHHUS.

11.

Kak obecnieunts 6e30omacHocTh loT-ycTpoiicT?

Nutepner Bemeit (Internet of Things) — yxe oueBuaHAS peallbHOCTH JJ1s1 OU3HEC-
MIPOIIECCOB KOMITAaHUI U KOPIIOPATUBHBIX HHMpacTpyKTyp. OIHAKO, HECMOTPS Ha
OTPOMHOE KOJIMUECTBO «yMHBIX» YCTPOUCTB, pa0OTAIONIMX Ha MPEIIPUATHIX U B
MIPOMBIIICHHBIX CETSX, Oe3omacHocTh [0T 3agactyro ocTaBiseT xenath gyqmiero. Kak
WCIIPABUTh MOJIOKEHHUE, U paccKa3aTh O METOJaX 3alllUThl MHTCPHETA BEIICH.

12.

Kak oprann3oBarh IpakTHKYy OpraHU3alii 0€30MacHOTO YAAJIEHHOTO JTOCTyTa?
UTo mpoucXoauT Ha phIHKE 06€30MacHOro YAaNE€HHOTO JOCTYMA U KaK MPaBUIBLHO
3alUTUTH MOAKIOYEHNE COTPYIHUKA K KOPIIOpaTUBHBIM pecypcaM nu3BHe? Kax
PETYIATOPHI BIUSIOT HA MPOLIECC AUCTAHIIMOHHON paObOThI U HY>KHO JTU CIIEUTH 32
COTPYHHKOM, paOOTArOIIUM U3 JoMa?

13.

PaccmoTtpeTs nporiecc npenoTBpaleH|sl BTOPKEHHUH ¢ TOMOLIBI0 MEKCETEBOTO
sKpaHa HoBoOro nokoneHus UserGate

B cocraBe MexkceTeBoro skpaHa HoBoro nokosieHus: UserGate npumeHseTcs cucrema
obOHapyxenus Bropkenuii (COB) coOcTBeHHOM pa3pabOTKH, Co3aHHasi BHYTpU
KOMIaHHUU 0€3 UCIO0Ib30BaHUs OTKPBITOro Kojia. CUTHATYpPbI CUCTEMBI OOHAPYKEHUS
BTOpPKEHUH pa3padaThIBAlOTCSA U BEPUPHUIIMPYIOTCS COOCTBEHHON KOMaHA0M
aHAJIMTUKOB LIEHTpa MOHUTOpUHra U pearnposanus UserGate.

14.

Kak co3nate koMIiekcHyI0 cuctemy Oe3onacHocTH Ha ocHoBe Fortinet Security Fabric
API?

OTkpbITHIN 1 00menocTyHbIN API, npegHazHaueHHBIN 17151 HHTETpaluy IPOAYKTOB
Fortinet c BHEIIHUMM pEIICHHUSIMH, ITO3BOJISET MOJIH30BATEISM PACIIUPATH
BO3MO>XHOCTH UMEIOIINXCSI KOMIIOHEHTOB, a TaKKe TMOKO HHTErpUpOBaTh CTOPOHHUE
MPOAYKTHI B €IMHYIO KOMIUIEKCHYIO Cpey HH(POPMAIMOHHOM 0€301MacHOCTH
MIpeNPUSITHSL.

15.

Kak ¢pynkumnonupyer mexcereBoil akpan UserGate X1: nndopmannonHas
0€30MaCHOCTb B HKCTPEMAIIbHBIX (PU3MUECKUX YCIOBUSAX

Kopniopatusnsiit mexxcereBoii skpan UserGate X1 BoiaensieTcst U3 TUHEHKH
npoxaykToB UserGate yHUKaJTIbHBIMU (PU3HKO-TEXHUUYECKUMHU XapaKTEPUCTUKAMH.
Jansbiit nporpammuo-annapatHbliil kommieke (ITAK) adpdextuBen u HanéxeH B
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CaMbIX CYpPOBBIX YCIIOBHUSIX SKCIUTyaTalliy: Ha IPOMBIIIJICHHBIX 00BEKTaX, OTKPBITOM
BO3/IyX€e, TPAHCTIOPTE, COXPaHSIs MPU ITOM BCE MPEUMYIIECTBA MIATHOPMBI
obecrieuenus npodeccuoHanbHoi kudep3ammtel UserGate.

16.

Onwucarp npoiecc UCTIOTHEHHS TPEOOBAHUN POCCUNCKUX PETYIISATOPOB MO KOHTPOJIIIO
COTPYJHUKOB

@duHaHCOBbIE OPraHM3aLMHU 00sI3aHbI COOI0ATh TPeOOBaHU MooKeHui banka
Poccuu n mpukazop ®CTIK Poccun. [TockonbKy Ha3BaTh CIIUCOK 3TUX TpeOOBAaHUI
MaJICHBKUM SI3bIK HE TIOBOPAYMBACTCS, MBI PELIMIIN PACCMOTPETH MPEIMTUCAHUS
PYKOBOJSIIMUX JOKYMEHTOB U MPEJIOKUTH CBOM BapHAHT — KaK MOXKHO PEIIUTh T
WJIA UHBIE IPOOJIEMBI WM XOTsI ObI O0JIETYUTH CBOIO YYaCTh.

17.

Kak npenorBpaTuth ciuB 6a3bl JAHHBIX CYNEPIOJIb30BATEISIMH ?
[TpuBHUnETNPOBaHHBIE MTOJIB30BATEIHN 0a3 JaHHBIX HEPEIKO CTAHOBATCS 0OBEKTaMH
aTakK XaKepoB WM CaMH, I1OJIb3YSACh PACIIMPEHHBIMU IIPaBaMU, IKCILTYaTUPYIOT
MH(OPMAIIHIO HE TOJIBKO B CIyXeOHBIX messix. CyniecTByeT HECKOIbKO 3((EKTUBHBIX
CHOCO0O0B 3aKPBITHS 3TUX YSI3BUMOCTEH, Cpe/ii KOTOPBIX MOKHO BBIJCIIUTH YCTAHOBKY
DLP-cuctemsl, pasrpaHiueHue 10CTYIIA, a TAKKE OTpaHUUEHUE MPaB
CyIeprojb30BaTesiell 10 HEOOXOJUMBIX U JOCTaTOYHBIX, HO y00HEee BCEro
aBTOMATH3MPOBATH 3aLIUTY OT BO3MOXKHBIX YTeUeK HHPOpPMAaLUU 13 0a3 JaHHBIX C
MOMOIIBI0 KOpoOouHbIX pemienuii, HanpuMep CYBJ] Jatoba ot komnanuu

18.

Kak npaBuipHO 3anoiHATSE xypHaI yuéra CK3U?

IIpakTryecku ar00as opraHu3aysi 0OMEHUBAEeTCs KOH(PUICHIIMAIbHBIMU JAHHBIMU CO
CBOMMM MapTHEPAMU U CTPYKTYPHBIMU MOpa3aAeacHUsAMU. /{151 Toro 4ro0Obt
o0ecneynTh COXpPaHHOCTh NepeiaBaeMoil HH(opMaIiu, TpeOYIOTCs CpeICTBa
kpunrorpaduueckoit 3amutsl (CK3U). Ho paboTa ¢ HUMU periiaMeHTupyeTcs
MHCTpYKLMEH, KoTopast HanucaHa 20 JieT Ha3aj U yXKe He OTBE4aeT COBPEMEHHBIM
peayinsM, a HEKOTOpPbIE €€ MYHKTh! BbI3bIBAIOT COMHEHUS Y CIIEUAINCTOB.

19.

Kak BrIOpath cepBuc-npoBaiinepa mist noctpoerus SOC?

Crpoc Ha ycayrd KOMMEpPUYECKHX [IEHTPOB MOHUTOPUHTA M pearupoBaHUs Ha
MHIIMIACHTHI B 001acT nH(opMmanmonHoi 6e3omacuoctu (Security Operations Center,
SOC) pacTét npsimo nponopuuoHaIbHO moBbieHUt0 Ub-3penoctu poccuiickoro
ousHeca. Kak crnencTBue, yBeIMUUBAETCS YMCIIO CEPBUCHBIX MTPOBAMIEPOB,
OKa3bIBAIOIINX YCIYTH IO CO3/IaHUIO M COMTPOBOKICHUIO IIEHTPOB MOHUTOPUHTA U
pearupoBaHUs Ha UHITUACHTHL. BIOUpaTh mpoBaiiziepa OCHOBBIBAsICh HA TPOMKUX
obemanusax noctpoutb SOC «c HyJs» B CUMTAHbIE JTHU — TJI0Xas Ujesl.

20.

Be3omacHOCTh B OZIHOM OKHE: KaK ONTHMH3HPOBATh pearnpoBaHue ¢ momMorpio IRP?
[Tatdopma aBTOMATH3AIMK PearnpOBaHKs Ha HHIIUIAECHTHI B HH(POPMAIIMOHHOM
6e3zomacHoct — Incident Response Platform (IRP) — 310 oTHOCHTEIHHO HOBBIH 15t
HAIIIETO PHIHKA HHCTPYMEHT, KOTOPHIH MMO3BOJISIET aBTOMATH3HPOBATH MIPOLIECCHI
MOHHUTOPHHTA U TIOBBICUTD 3P (PEKTUBHOCTH pearnpoBaHus Ha kubepaTaku. Huxe
pacckaxem o ToM, kak uMeHHO IRP nomoraer cnennanmucram o Ub u kak eé
TIOJIKJTFOYHTH.

27




Iloka3aTesin U KPpUTEPHH OLIEHUBAHUS IJIAHUPYEMBIX Pe3yJbTATOB OCBOCHNSI KOMIIETEHIIHII U pPe3yJIbTATOB 00y4eHMUs,
IIKAJIA OLleHUBAHUS

85—
100
0aJsI0B

kana oueHHBARMsE ®opmMmupyembie NuaukaTop qocTuzKeHust Kpurepuu YpoBeHb ocBoeHHs
t KOMIICTEeHIUH KOMIIETeHIUH OLICHUBAHHUSA KOMIIeTeHI U
VK-1. Cnocoden yK-ll_ OCyH_[eCTB_]]HeT 3HaeT BepHO U B IIOJJHOM HpOHBﬂﬂyTblﬁ

«OTJIHYHO»/
«32YTEHO»

0CYIeCTBJISATH MOMCK,
KPUTHYECKMI aHAJIN3 U
cuHTe3 nHpopmManum,
MPUMEHSATh CHCTeMHBIIi
MOAXO0/ 151 peleHus
MOCTABJEHHBIX 32124

MONCK HE0OXO0IMMOi
WH(pOpMAINY, ONTUPAsCh HA
[pe3yNbTaThl aHATTN3a
[TOCTaBJICHHOM 3a7a4H

00LeMe 0CHOBHBIE METOIbI
KPUTHYECKOT'O aHAJIM3a U OCHOBBI
CHCTEMHOT'O MOJX0/1a KaK
00IIEHAYYHOT0 METO/IA.

YMeeT BEpPHO HU B IOJHOM|
o0beMe  aHanu3MpoBaTh  3ajauy,
M CITI0JIb3Ys OCHOBBI KPHUTHYCCKOI'O,
aHaJIn3a 1 CUCTCMHOTI'O I10AX0/14a.

YMeeT BEpHO U B NOJHOM

o0bemMe OCYIIECTBIIATH IIOUCK
HE00XO0IMMOM [T pereHUs]
OCTaBJIEHHON 3a7a4il UH(OpMAIIHH,
KPUTHUYECKHU OLIEHUBAsT HAAEKHOCTD
a3JIMYHBIX HCTOYHUKOB MH(POPMALIUH.

YMeeT BEpHO M B MOJTHOM

00beMe: ucnonb30BaTh COBPEMEHHBII
MHCTPYMEHTapUH U UHTEJUIEKTYyallbHbIE
MH(pOPMaMOHHO-aHAIUTHYECKHE CHCTEMBI




70 -84
0aJ/I10B

«X0po1o»/
«32aYTEHO»

YK-1. Cnocoden
OCYIIECTBJISATH MOUCK,
KPUTHYECKHIT aHAIN3 U
cuHTe3 MH(popManum,
MPUMEHSATH CHCTEMHBI
[0/X0/1 1J151 pelIeHust
MOCTABJIECHHBIX 32124

YK-1.1. OcymecTBisier
[MOKMCK HEOOXOIUMOM
MH(OPMAIIHH, ONTUPAsICh HA
[PE3yNIbTAThI aHATH3a
[MOCTaBJICHHOM 3a1aun

3HaeT ¢ He3HAYHTEJIbLHBIMH
3aMEYAHUSAMM OCHOBHBIC METO/IbI
KPUTHYECKOT'O aHAJIN3a ¥ OCHOBBI
CHCTEMHOTO TIOX0/Ia KaK
00IICHAYYHOTO METO/IA.

YMmeer C HEC3HAYUTC/IBbHBIMHU
SaMCYAHUAMU AHAJIM3UPOBATH
3anauy, UCTIONB3YS OCHOBBEI
KPUTUYECKOTO aHaln3a M CHCTEMHOIO
[TOIX0/4.

YMeeT ¢ He3HAYUTEJIbHbIMH

3aMCUYAHUAMMHM OCYILICCTBIIATH IIOUCK
HEOOXOUMOM Ui pelieHus
[OCTaBJICHHOU 3a7auil UH(OpMAIHH,
KPUTHUYECKHU OLICHUBAsT HAJAEKHOCTD
a3JIMYHBIX HCTOYHUKOB UHPOPMALIUH.

YMeeT ¢ He3HAYNTEIbLHLIMHA

3aMEYaHUSAMM . ucrons308aTh
COBPEMEHHBIM HHCTPYMEHTApUN U
MHTEJUICKTyaIbHbIe HH(OPMAIMOHHO-
QHAIUTUYECKUE CUCTEMBbI

IToBbIIEHHBII

50 -69
0aJsI0B

«YOBJIECTBOPHUTEIbHO»/
«324TEHO»

YK-1. Cniocooen
O0CYLIECTBJISATH MOUCK,
KPUTHYECKHIT aHAIN3 U
CHHTE3 HH(popManum,
MPUMEHSATH CHCTEMHBI
MOIXO/ JJIs peleHus
MOCTABJEHHBIX 32124

YK-1.1. OcymecTBuser
MOMCK HEOOXOINMOK
MH(pOpMAaIUY, ONTUPAsCh HA
pe3yIbTAThHI aHATN3A
MOCTaBJICHHOW 3aJjauu

3Haer Ha 02a30BOM yYPOBHeE C

OIIHOKAMM OCHOBHBIE METOIBI
KPUTHUYECKOT'O aHAJIN3a U OCHOBBI
CHCTEMHOTO TI0IX0/1a KaK
00IIEHAYYHOTO METO/IA.

YMeeT ¢ HE3HAYHUTEJbLHBLIMH
3aMEedYaHusAIMH AHAJIIN3UPOBATH
3aaaqy, HCIIOJIb3YS OCHOBBEI
KPUTHYCCKOI'0 aHajin3a M CHCTCMHOIO,
moaxoaa.

ba3osBblii
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YMeeT ¢ He3HAYUTEJIbHBIMH

3aMEYAHUSAMM OCYIIECTBIISITH OUCK
HEOOXOAUMOM ISl pEeLICHHUs
OCTaBJICHHOM 3324 HH(OPMAIIHH,
KPUTUYECKH OLICHUBAs HAaJIC)KHOCTD
[Pa3JIMYHBIX HCTOYHUKOB HH(OPMAIIHH.

YMeeT ¢ He3HAYUTEJIbHbIMU

3aMEUYAHUAMM . ucroib30BaTh
COBPEMEHHBIM HHCTPYMEHTapui U
MHTEIJIEKTyaIbHbIe HH(POPMAIIHOHHO-
QHATUTHYECKAE CHCTEMBI

MeHee
50
0aJI10B

«Hey}.’[OBJ’leTBOpHTeJ’IbHO»/
«HE€ 3aYTECHO»

YK-1. Cnocoben
OCYILIECTBJISATH MOUCK,
KPUTHYECKHIT aHAIN3 |
cUHTe3 MH(popManum,
NPUMEHSATH CHCTEMHBI
MOIXO/ ISl peleHust
MOCTABJICHHBIX 32124

YK-1.1. OcymectBnser
MOMCK HEOOXOAUMOM
MH(OpMAIMHY, OIUPASCh HA
[pe3yIbTAaThI aHAIN3A
[OCTaBJIEHHON 3aJjauu

He 3HaeT Ha 6a30BOM ypOBHe
OCHOBHBIC MCTO/Ibl KPUTHYCCKOI'O
aHaJIn3a 1 OCHOBBI CUCTEMHOTI'O ITOAX04a
KaK OOIIEHAYYHOTO METOA.

He ymeer Ha 0a30BOM YpOBHe
AHAJIU3UPOBATDH 3azavy, HCIIOJIb3YS
OCHOBBI KPUTHYCCKOI'O aHallu3a H
CHUCTCMHOI'O IToAXo0J4a.

He ymeeT ¢ Ha 02a30BOM ypPOBHeE
OCYILECTBIIATH MMOUCK HEOOXOUMOM JUIs
[pELICHHS] TOCTABJICHHOW 3a1a4u
MH(pOpMAaIIUY, KPUTHUECKU OLEHUBAS
Ha/IKHOCTh PA3IMYHBIX UCTOYHUKOB
H(pOpMaIHH.

He ymeer Ha 0a30BOM ypoBHe:
HCIOb30BaTh COBPEMEHHBIN HHCTPYMEHTapuil U
MHTCJUICKTYaJIbHbIC I/IH(i)OpMaIII/IOHHO-
AHAJIUTUYCCKHUE CUCTCMbI

KoMnerenuuu He
chopMupoBaHbI
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