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I. OPTAHU3AIIMOHHO-METOIMYECKMIA PA3JIEJ

Heap 1 3a1aun 0OCBOEHUS JUCHHUILJIMHBI

Heap aucuMmaMHbl 3aKkiodaercs B (OpPMHUPOBAHMM 3HAHUN 00 OOBEKTaxX H
3ajja4ax 3allUThl, CII0CO0aX U CPEeICTBaX HapylIeHUs MH(OPMAIMOHHON 0€30MacHOCTH,
O MpUHIUNAX M TMOAXOAAaX K pEHICHHIO 3a7ad 3alluThl HH(POpMAIUH; a TaKxkKe
(dbopMHpOBaHHE YMEHHI 110 MPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTUM, BBIOOpA CPEICTB U
MHCTPYMEHTOB 3alIUThl MHGOPMALMU U MOCTPOEHHUS COBPEMEHHBIX 3aIIMIIEHHBIX
HKOHOMUYECKUX UH(POPMAIIMOHHBIX CUCTEM.

3ajauM JTUCUUIJINHBI:

- U3y4uTh  CpelncTtBa  oOecreyeHUss  MH(OpMAMOHHOW  ©€30MacHOCTU
HKOHOMHUYECKON MHPOPMAIIMOHHON CUCTEMBI COBPEMEHHOM OpraHU3allnu;

- (dopMupoBaHHE yMEHHS OOECHeYUTh 3aluTy HHPOpMaIUu W OOBEKTOB
uHpopmaTuzauuu; (GOpMHUPOBAHUE YMEHUSI COCTABISTH 3asBUTEIBHYIO JOKYMEHTAIIUIO
B HAJ[30pHbIE TOCYAAPCTBEHHbIE OpraHbl HHPOKOMMYHHUKAIIMOHHOW OTpaciiy;

- U3Y4YUTh CpEACTBA 3AIUUTHl JAHHBIX OT pPa3pylIAOIIMUX [POrPAMMHBIX
BO3JICHCTBUM;

- IOHMMaTh ¥ BHEJPSTH OPraHU3AIMI0 KOMIUIEKCHOW 3aIMThl MH(OPMAaLUK HA
KOMITBIOTEPAX OpraHU3ALMH

- (hopmupoBaHNE HABHIKOB 00ECMIEUEHUS 3aIUThl 00BEKTOB MHTEIUICKTYaTIbHOU
COOCTBEHHOCTH, PE3yIbTATOB UCCIECTOBAHUM U Pa3pabOTOK KAk KOMMEPUYECKOM TalHbI
IPEeANnpUsATUS.

2.Conepxkanue QM CHUNIMHBI:

MecTo TUCHHMILUINHBI B CTPYKTYpe 00pa3oBaTe/ibHO MPOrpaMMbl
HuctummuHa «OcHOBBI HHGOPMAIIMOHHON 0€30MacCHOCTH», OTHOCHTCS K 00sI3aTEIbHOM
4acTH y4eOHOro TiaHa.

O0beM AUCHMIJIMHBI U BUABI Y4eOHOH padoThl

Tab6muna 1
Bcero yacoB no popmam 00ydeHust
IToxa3zaTenu o0 beMa JUCIHUTIIINHBI
ounasn | OYHO-3A0UHAA
O0BeM OUCIUILUIMHEI B 3aUE€THBIX €IUHUILAX 33ET
O0BeM QUCIUIUIAHEL B aKaJ.yacax 108
[IpomexxyTouHas arrecranus:
hopma 3ayer 3a4er
KonTakTHas paGora o0y4yawmmxcs ¢ 30 14
npenoaasareieM (KoHTakr.uachl), Bcero:
1. KonrtakTHas paboTa Ha MpoOBECHNE 78 12
3aHSTUN JEKIHMOHHOTO U CEMUHAPCKOT0




THUITIOB, BCCT'O 4aCOB, B TOM YHUCJIC.

e JICKIUU 12 6

® [IPAKTUYECKHUE 3aHATUS 16 6

e ;1a00OpaTOPHBIC 3AHATHUS - -

B TOM YHMCJIC IPAKTHYCCKAA MMOATOTOBKA - -

2. nnuBuayanbHble KOHCYIbTAIIMU
(UK)**(3anorusemcs npu naruuuu no - -
OUCYUNTIUHE KYPCOBLIX pabOM/NPoeKmos)

3. KonrtakTHas paboTa 1o mpoMexyTOdHOM
arrecranuu (Kart) (3anonnsemcs npu
HAIu4uy no OUCYUNIUHE KYPCOBLIX
pabom/npoexmos)

4. Koncynpranus nepen 3x3ameHoM (K9) - -

5. KonrakTtHas paboTa o npomMexyTO4HOM
aTTeCTAllUU B IIEPHOJ] OK3. CECCUU / CECCUU - -
3a04anKOB (KarTak)

CamocrositesabHasi padora (CP), Bcero: 78 94

B TOM YHCJIC:

® CcaMOCTOSITENbHAS paboTa B MEPUOJ IK3.
ceccuu (CPak) (3anonnsemces npu nanuvuu - -
9K3AMEHA NO QUCYUNIUHe)

e camocrosiTenbHas padora B cemectpe(CPc) 78 94

B TOM YHCJIe, CAMOCTOSITeNIbHAs paboTa Ha
KYPCOBYIO paboTy(3anonnsemces npu Haiuduu - -
no QUCYuniuHe Kypcogulx pabom/npoexmos)

e usyuenue D0P (npu nanuuuu) - -

e H3y4yeHHE OHJIAWH-Kypca WM €ro YacTH - -

® BLINOJHEHHUE UHIUBHUIYAIbHOTO WIH
IPYIIIOBOIO IIPOEKTA

® U Opyeue 6uobl 78 94

IlepeyeHb MUIaHUPYEMBIX Pe3yabTATOB 00y4eHHA MO AMCHMILINHE

Tabnuma 2
dopmMupyemblie Nuauxkaropsl noctukenusi | Pe3yabrarbl 00yyeHus (3nanus,
KOMIIETeHIIU U KOMIIeTeHIH i YMeHus)
(k00 u Haumenosanue (k00 u Haumenosanue
KOMnemeHnyuu) UHOUKAmMOpQ)
YK-1. Cnioco0eH ocymecTBJISTh VK-1.2. Pa3zpabaTbiBaeT BAPHAHTEI VYK-1.2.3-1. 3Haer KpUTEpHU

TONCK, KpUTHYECKHH aHATIN3 1
CHHTe3 HH(pOpPMaMH, TPUMEHATH
CHCTeMHBIH MOAXO0] /15 pelleHust
MOCTABJICHHBIX 32124

pelIeHus MpoOIEeMHO CUTYyaIK Ha
OCHOBE KPUTHYCCKOTO aHAIN3a
JIOCTYIHBIX HCTOYHUKOB
nHpOpMAITAN

COIMMOCTABJICHUA  PA3JIMYHBIX BapHUaHTOB
peuicHus IOCTAaBJICHHOM 3aJadyun

VYK-1.2.V-1. YMeer  OCyLIECTBIATH
KPUTHIECKUI aHaM3 cobpaHHOI
nHpOpPMaIMK Ha  COOTBETCTBHE €€
YCIOBHSAM M KPHUTEPHSAM  PEIICHUS

MOCTABJICHHOM 3a1a9




VYK-1.2.¥-2. ¥Ymeer ornuyare (hakThl OT
MHEHUH, MHTEpIpeTanuii ¥ OLIEHOK HpH
aHaimM3e cobpaHHON MHpOpMAIMU

VK-1.2.Y-3. ¥YMeer CONOCTaBIATE H
OLIEHUBATh pa3iInyHbIC BapHUaHTHI
peleHus [IOCTaBIEHHOU 3a7a4H,
Ompeesisi UX JOCTOMHCTBA U HEJIOCTATKH

OIIK-2. CnocofeH ocymecTBIsITh
cOop, 00padoTKy U aHATU3
JaHHBIX, HEOOXOIMMBbIX JIJIsI
pelmIeHUus MOCTABJICHHBIX
yIpaBJeH4YecKHX 3a/1a4, ¢
UCMOJIb30BAHHEM COBPEMEHHOT0
HHCTPYMEHTAapHus H
HHTEJVICEKTYaJdbHBbIX
HH(OPMALMOHHO-AHAJIMTHYECKHUX
cucTeM

OIIK-2.1. Onpenensier UICTOUHUKU
nH(pOpManK U OCYIIECTBISIET UX
MIOUCK Ha OCHOBE TIOCTABJICHHBIX
Heseit sl peleHus
npodeccnoHaTbHBIX 3a1a4

OIIK-2.1. 3-1. 3maer wmeromsl cOopa
nadopmanmy, crnocoObl W BUI €€
NPENCTaBICHHUS, TPUMEHSSI COBPEMEHHOE
porpaMMHoOe o0ecreyeHue

OIIK-2.1. V-1. ¥MmeeT ucroyib30Bath
COBPEMEHHBI MHCTPYMEHTAPHUHN 1
HMHTEIUIEKTyalbHbIe HH()OPMAIIOHHO-
AQHATUTHYECKUE CUCTEMBI

OIIK-5. Cnioco6en ucnoab30BaTh
IIpH pelieHun
npogeccuoHaANbHBIX 32124
coBpeMeHHbIe HHGOPMaNMOHHbBIE
TEXHOJOTUM M TPOrpaMMHbBbIe
CpEACTBA, BKJIIOYad yIIpaBJE€HUE
KPYIIHBIMU MaCCMBaMH JaHHbIX U
Hux l/lHTe.]IJICKTyaJILHbIﬁ AHAJIN3

OIIK-5.2. Ilpumenser
COBpEMEHHbIE HHPOPMALIIOHHBIE
TEXHOJIOTUH U CUCTEMBI JUIS
MIOCTaHOBKHM M pElLIeHHs 33/1a4
yIIpaBJIEHUsI, BKIIIOYasl yIpaBIeHHE
KPYIHBIMH MacCHBaMH JaHHBIX U UX
MHTEJUICKTyalbHbIH aHaIH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HCIIONb30BAHUS COBPEMEHHBIX
HH()OPMAIMOHHBIX TEXHOJIOTHIH W CUCTEM
JUIi  TOCTAHOBKM ¥ pEIICHWs 3a/a4
yIpaBIeHUsI, BKJIIOYas yhpaBJieHue
KPYIHBIMH MAacCHUBaMHU JaHHBIX W HX
MHTEJJIEKTYaJIbHBIN aHAIU3

3Haer

OIIK-5.2. V-1. ¥MeeT pemiarth 3aa4n
YIIpaBJICHUST HA OCHOBE MCIIOIH30BAHHS
COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHHA B CUCTEM

OIIK-6. Cnioco0eH NOHUMATh
NPUHIHUIBI Pa00THI COBPeMEHHBIX
UHGOPMAIUOHHBIX TEXHOJIOTHHA U
HCIOJIB30BATH UX /ISl pelleHusI
3a1a4 NpogecCHOHAIBHOI
JAeSITeJIbHOCTH

OIIK-6.1. Ucnomb3yeT
COOTBETCTBYIOIINE COJIEPIKAHHIO
npodeccnoHaNbHBIX 33724
COBpEMEHHBIE LU(POBHIC
UH(POPMAIMOHHBIC TEXHOJIOTHH,
OCHOBBIBAsICh HA TIPUHITUIIAX HX
paboTsI

OIIK-6.1. 3-1. 3HaTh: XapaKTEPUCTHKH
COOTBETCTBYIOIINX COJCPIKAHHIO
podeCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
1 QpoBbIX HHPOPMAMOHHBIX
TEXHOJIOTUil

OIIK-6.1. Y-1. YMeTh: HCIIOJIb30BaTh
COBpPEMEHHEBIC ITUPPOBBIC
WH(POPMAIMOHHBIC TEXHOJIOTHH JJIS
pelieHus 3a1a4 IpoQecCUuOHANBHOMN
JIESITEILHOCTH

OIIK-6.2. [ToHnMaeT NpUHLHUIIBI
paboTHI COBPEMEHHBIX ITU(PPOBBIX
HH(OPMAIMOHHBIX TEXHOJIOTHH,
COOTBETCTBYIOUIMX COJCPIKAHHIO
npodeccHoHaANBHBIX 33124

OIIK-6.2. 3-1. 3HaTh: IPUHIUIIEI PAOOTHI
COOTBETCTBYIOUIUX COJCPIKAHHIO
npodeCcCHOHANBHBIX 33/1a4 COBPEMEHHBIX
U(GPOBBIX HHYOPMAIIMOHHBIX
TEXHOJIOTUI

OIIK-6.2.Y-1.

‘YMeeT IpUMEHSTh IPUHIHIEI PAOOTHI
COOTBETCTBYIOIINX COJICPIKAHHIO
podeCcCHOHANBHBIX 33/1a4 COBPEMEHHBIX
1 QpoBIX HHPOPMAIMOHHBIX
TEXHOJIOTUil




II. COJIEP)KAHUE TUCHUTIIMHBI

sTanbl GOPMHUPOBAHUA U KPUTEPUU OLIEHUBAHUSA C(POPMUPOBAHHOCTH KOMIIETEHIIH I

AJist o0yqaromuxcst 04HOM (popmbl 00yueHust

Tabmuma 3.1

Ne ni/n

HaumenoBanue pasjaesia, TeMbl

TpynoeMKkocTb, akageMHYeCKHe
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Cemectp 4
Pazoen 1. Ocnosnvie onpeodenenus u ROHAMUA UHPOPMAUUOHHOU DE30naACHOCMU
L. Tema 1. Undopmanus Kak 00beKT 2| 4 18 VK-1.2. VK-1.2.3-1 0. -
3ammThl. [IpaBoBoe o0ecneuenune OTIK-2.1. YK-1.2.Y-1.
. OIIK-5.2. . YK-1.2.Y-2.
uHGoOPMaNIMOHHOI (€30NACHOCTH OITK-6.1 VEK-12.Y-3
WudopmarnmonHas 6€30MacHOCTb. OIK-6.2. | OIK-=2.1.3-1.
OcHoBHBIe OHTHS. Mozaenn OIK-2.1. V-1.
nH()OpPMALMOHHOI Oe30macHoCTH. Bup OIIK-5.2. 3-1.
3amumaeMoi nHpopmau. OCHOBHBIE OIIK-5.2. V-1.
HOPMATHBHO-TIPABOBBIEC aKTHI B 00JIACTH OIIK-6.1. 3-1
MH(POPMALIMOHHOM 6E30IIaCHOCTH. OIIK-6.1. V-1
[IpaBoBBIe 0OCOOEHHOCTH OOECTICUEHHMS OIIK-6.2. 3-1.
OIIK-6.2.V-1.

0e30MacHOCTH KOH(HICHIIMATBHOM
UHQOPMAITUH U TOCYIAPCTBEHHOW TaiHBI.
Pecypchl npearnpusitys, noiexKaiiue 3aimTe
¢ Touku 3penusa Ub. Acnextsl 1Ib B pamkax
MEHEPKMEHTa HeTIPEPHIBHOCTH OM3HECa.




Tema 2. OprannzanuoHHoe odecnedeHue 4 4 18 YK-1.2. YK-1.2.3-1 0. K.
HHPOPMAILNOHHOI 0€30I1aCHOCTH OIIK-2.1. VYK-1.2.V-1.
OCHOBHBIE CTaHJIAPTHI B 00JIaCTH 0OeCTIeYeHUS OIIK-5.2. . YK-1.2.¥-2.
nHpopManoHHOK Oe3omacHocTH. [TomnTHka OIIK-6.1 VK-1.2.Y-3.
Oe3omacHOCTH. DKOHOMIYECKasi 0€301MacHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npennpusaTyst. UHxeHepHas 3aiuTa 00bEeKTOB. OIIK-2.1. V-1.
3ammTa HHGOPMAIIH OT YTEUKH I10 OIIK-5.2. 3-1.
TEeXHHYECKUM KaHajlaM. Mcronb3oBanme 6a3 OIIK-5.2. V-1.
JAHHBIX IS HAXOXKICHHUS U H3YICHUS OIIK-6.1. 3-1
HOPMaTHBHBIX JOKYMEHTOB B 00J1aCTH OIIK-6.1. V-1.
nH(popMaMOHHOI 6e3011acHOCTH. OIIK-6.2. 3-1.
Wnentudukaiys 1 oleHKa akTUBOB. Mo/ieb OIIK-6.2.V-1.
yrpo3. Unentudukanus ys3sumoctei. OueHka
puckoB. OOpaboTKa PUCKOB.
Mogenb HapyIIUTENs TOTUTUKI
Oe3onacHocTH. THIHYHBIE YIPO3BI
HHGOPMAIUY U ySI3BUMOCTH
KOPIIOPATHBHBIX HH(OPMALMOHHBIX
CHCTEM.
Pazoen 2. Ilpozpammno-annapammusvie cpeocmea u Memoovl obecneyeHus UHPHopmayuoHHou He30nacHocmu

Tema 3. IIporpammHo-annapaTHbie 2 | 4 21 YK-1.2. YK-1.2.3-1 I'p.n. K.
cpeacTBa obecnev4eHUust OIIK-2.1. YK-12.Y-1.

. OIIK-5.2. . YK-1.2.V-2.
HHGOpPMaLIMOHHOI 0€30ITACHOCTH B OIK-6.1 VK-12.V-3
MH(POPMANMOHHBIX CETAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIC BHIbI CETEBBIX U KOMITBIOTEPHBIX OIIK-2.1. V-1.
yrpo3. CpeacTBa 1 METO/bI 3aLUTHI OT OIIK-5.2. 3-1.
CETEeBBIX KOMIBIOTEPHBIX YIPO3. OIIK-5.2. V-1.
CHyMMeTpUYHbIE H aCCUMETPUYHBIE CHCTEMBI OIIK-6.1. 3-1
nmposanus. L{uppossie noammcu OIIK-6.1. V-1.
(Onexrponnsie moamucu). MadpacTpykTypa OITK-6.2. 3-1.
OTKPHITHIX Kitouel. Kpunrorpagpuaeckne OIIK-6.2.V-1.

TIPOTOKOJIBL




4. Tema 4. Ctangaptsl U cienuuKanumu B 4 4 21 YK-1.2. YK-1.2.3-1 0. Kop.
o0JacTu HHGOPMALMOHHOM 6e30aCHOCTH OIIK-2.1. VYK-1.2.V-1.
Crangaptuzaius B chepe ynpaBieHHs OIIK-5.2. . YK-1.2.¥-2.
MHPOPMAITMOHHOK 0€30MMacHOCThIO (Ha OCHOBE OIIK-6.1 YK-1.2.V-3.
MeXIyHapoaHsIx cranaaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. Y-1.
15408). Cozmanwne 3ammppoBaHHEIX (ailyioB 1 OIIK-5.2. 3-1.
KPUNTOKOHTEHHEPOB U HX pacIIu(ppoBaHHE. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHUAM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
COOTBETCTBHUE MOJUTHKAM 0€30MAaCHOCTU U OIIK-6.1. V-1.
CTaHJapTaM, TEXHHUECKOE COOTBETCTBHE. OIIK-6.2. 3-1.
Co3znanue yJJoCTOBEPSIIOIETO LIEHTPA, OIIK-6.2.V-1.
TeHepaLHs OTKPBITHIX U CEKPETHBIX KITFOUECH,
CO3/IaHHe CePTU(PHUKATOB OTKPBITBHIX KITFOUECH,
CO3/1aHKE AIICKTPOHHO MOAIICH, TIPOBEPKa
3JIEKTPOHHOU MOIITHUCH.
Koumaxmuas paboma no npomexcymoyHotl
- - - - -/2 2
ammecmayuu (Kamm)
HTtoro 12 | 16 - - 78/2 108
Jrtansl GOopMHPOBAHHMSA M KPUTEPHH OLICHUBAHHUS C()OPMHPOBAHHOCTH KOMIIeTeHIM I
JJISL 00Y4aIOIIUXCH 0YHO-32049HOM (PopMbI 00yUeHM I
Ta6muua 3.2
No 1/ HaumenoBanue pa3jaesia, TeMbl TpyaoeMKoOCTh, akaieMHYeCKHe o
AU CUHMILJINHBI 4achbl 5 e e
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Cemectp 4
Pazoen 1. Ocnoeuvie onpedenenus u NOHAMUA UHPOPMAUUOHHOU De30nACHOCIU




Tema 1. UndopMmanus Kak 00beKT 23 27 YK-1.2. YK-1.2.3-1
3amuThl. [IpaBoBoe o0ecnieuenne OIIK-2.1. YK-12.¥-1.
. OIIK-5.2. . VK-1.2.Y-2.
HHGOPMaLIMOHHOI 0€30ITACHOCTH OIK-6.1 VK-12.Y23.
Nudopmarnmonnas 6€30MacHOCTb. OMK-62. | OMNK-=2.1.3-1.
OcHoBHbIe noHATUA. Moaenu OIK-2.1.Y-1.
UHQOPMAIMOHHOM Oe30macHOCTH. Buip OIIK-5.2. 3-1.
3amminaeMoit napopmaruu. OCHOBHBIC OIIK-5.2. V-1.
HOPMAaTUBHO-TIPABOBBIC aKTHI B 00JaCTH OIIK-6.1. 3-1
MH()OPMAIMOHHON GE30MaCHOCTH. OIIK-6.1. V-1.
IIpaBoBEIE 0OcOOEHHOCTH O0ECIIeUeHUS OIIK-6.2. 3-1.
0e30macHOCTH KOH(HIEHIMATBHON OIIK-6.2.¥-1.
WHGOPMAIUH U TOCYTAPCTBEHHOW TaifHBbI.
Pecypchl npeAnpusiTHs, MOJICKAIIUE 3AIUTE
¢ Touxu 3penus Ub. Acnextel Ub B pamkax
MEHEKMEHTA HEMTPEPHIBHOCTH OHU3HECA.
Tema 2. OprannzanuoHHoe odecnedeHue 23 27 YK-1.2. YK-1.2.3-1 .
HH(OPMAIINOHHOMH 0e30MaACHOCTH OIIK-2.1. YK-1.2.V-1.
OCHOBHBIE CTaHIAPTHI B 00J1aCTH 00ECTICUCHHS OIIK-5.2. . YK-1.2.Y-2.
nHpopManmoHHOK Oe3omacHocTH. [TomnTHka OIIK-6.1 YK-1.2.V-3.
Oe3omacHOCTH. DKOHOMIYECKasi 0€301MacHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npennpusaTyst. UHxeHepHas 3anuTa 00bEeKTOB. OIIK-2.1. V-1.
3amuTa HHGOPMALIMH OT YTEUKH 110 OIIK-5.2. 3-1.
TEXHUYECKUM KaHajaM. Mcronb3oBanue 6a3 OIIK-5.2. V-1.
JIAHHBIX 7151 HAXOXKJICHUST U U3yUEHUS OIIK-6.1. 3-1
HOPMaTHBHBIX JOKYMEHTOB B 00J1aCTH OIIK-6.1. V-1.
nH(popMaLMOHHOI 6e3011acHOCTH. OIIK-6.2. 3-1.
Wnentudukaims 1 oleHKa akTUBOB. Mo/ieb OIIK-6.2.V-1.

yrpo3s. Unentudukanus yszpumocteit. OnieHKa
puckoB. OOpaboTKa PHCKOB.

Mozenp HapyIUTENs! HOTUTHKH
6e3omacHoCcTH. THUNHYHBIE YTPO3BI
nH(pOPMANNH U YI3BUMOCTH

KOPIOPaTHBHBIX HH(POPMAIIMOHHBIX

CHCTEM.

Pazoen 2. Ilpozpammno-annapammusie cpedcmea u Memoowvl 0decnederHus UHPopMayuoHHo 6e30nacHocmu

10




Tema 3. IIporpaMmMHo-annmapaTHbIe 24 26 YK-1.2. YK-1.2.3-1 I'p.n. K.
CpeCcTBa o0ecneYeHus OINK-2.1. YK-1.2.V-1.
. OIIK-5.2. . YK-1.2.Y-2.
HH(OPMALMOHHOM 0€30I1ACHOCTH B OIK-6.1 VK-12.Y-3
MH(POPMANMOHHBIX CETAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIE BH/IbI CETEBBIX U KOMITBIOTEPHBIX OIIK-2.1. V-1.
yrpo3. CpencTBa 1 METO/bI 3aLUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX yIPO3. OIIK-5.2. V-1.
CHUMMeTpUYHbIE H aCCUMETPUYHbBIE CHCTEMBI OIIK-6.1. 3-1
nmposanus. L{uppossie noammcu OIIK-6.1. V-1.
(Onexrponnsie moamucu). MabpacTpykTypa OIIK-6.2. 3-1.
OTKPHITHIX Kitouel. Kpunrorpagpuaeckne OIIK-6.2.V-1.
HPOTOKOJIEL
Tema 4. CTanaapThl 1 cnenuUKAIUN B 24 26 YK-1.2. VK-1.2.3-1 0. K.p.
obsacTy HHGOPMAIMOHHOI 6e30MacHOCTH OIIK-2.1. YK-1.2.V-1.
Crangaptuzaius B chepe ynpaBieHHs OIIK-5.2. . YK-1.2.¥-2.
nH(OpMaLMOHHOI 6€301aCHOCTHIO (Ha OCHOBE OIIK-6.1 VK-1.2.V-3.
MekayHapoaHbIx crannaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. ¥-1.
15408). Coznanue 3ammdpoBaHHbIX (aiioB u OIIK-5.2. 3-1.
KPUNTOKOHTEHHEPOB U HX pacIIu(ppoBaHHE. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHUAM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
CooTBeTCTBHE TOJIUTHKAM O€30MaCHOCTH 1 OIIK-6.1. Y-1.
CTaHIapTaM, TEXHHYECKOE COOTBETCTBHE. OIIK-6.2. 3-1.
Co3znanue yJoCTOBEPSIIONIETO IEHTPA, OIIK-6.2.Y-1.
reHepaLys OTKPBITEIX U CeKPETHBIX KIIIOUeH,
CO3/JaHuE CePTH(UKATOB OTKPBITHIX KIIIOYEH,
CO3JJaHUE JIIEKTPOHHOI MOJITHCH, IPOBEpKa
9JIEKTPOHHOM IOJUTHCH.
Konmaxmmnas paboma no npomesncymounotl ” P
ammecmayuu (Kamm)
Hroro 94/2 108

Dopmul yueOHbIX 3a0AHUT HA AYOUMOPHBIX 3AHAMUAX:

Onpoc (0)
I'pynmoBast quckyccus (I'p.x.)

Dopmbl meKyue2o KOHmMponA:

Keiic (K.)
Koumponvuvie pabomut (K/p)

Dopmubl 3a0anuil 011 MEOPUECKO20 Pelimunza:

Jloxnao (/)
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III. YHEBHO-METOAUYECKOE U MATEPUAJIbBHO-TEXHHYECKOE
OBECIIEYEHMUE JUCIUIIJINHBI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHasi IMTepaTypa

1.  bapanoga, E. K. Uadopmarnmonnas 6e30macHoOCTh U 3amuTa nHpopmaiuu : yaeoHoe mocobdue /
E.K. bapanoBa, A.B. ba6am. — 4-e u3n., nepepad. u gon. — Mocksa : PUOP : UHOPA-M, 2021.
— 336 c. — (Bwicmee obpazoBanne). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekct: anextponnsIit. - URL: https://znanium.com/read?id=364911

2. Kmmmenxko, U. C. MadopmaninonHas 0€30MacHOCTh U 3aIuTa HHGOPMAIUU: MOACIIA U METOIBI
ynpasienus : MoHorpagus / .C. Kinumenko. — Mocksa : UTHOPA-M, 2021. — 180 c. — (Hayunas
Mbicib). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN 978-5-16-015149-6. -
Texcr: anexrponnsiid. - URL: https://znanium.com/read?id=360289

3.  Cpues, 0. H. 3amura nadopmanuu 1 nHGopManmonHas 0€30MacHOCTh : yueObHoe mocodue /
FO.H. CprueB. — Mocka : UHOPA-M, 2022. — 201 c. — (Bsicmee obpa3oBanue: bakanaBpuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct: snekrtponnbii. - URL:
https://znanium.com/read?id=388766

JlonoJiHUTEIbHAS JIUTEpaTypa:

1. Mexnynaponnas nadopManuoHHas 6€30MaCHOCTh: TEOPUS M NPAKTUKA : B TpeX ToMax. Tom 1 :
yueOHuK / mox obmr. pexn A. B. Kpyrckux. - 2-e usn., mpom. - Mocksa : M3aarenbCTBO «ACHEKT
IIpece», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekctr : »nektponssii. - URL:
https://znanium.com/read?id=373117

2. babam, A. B. MoaenupoBaHue CHCTEMBI 3aIUTEl HHGOpMamuu. [IpakTukyM : yue6HOE OcoOHe
/ E.K. bapanoBa, A.B. babam. — 3-e u3n., nepepab. u non. — Mocksa : PUOP : UTHOPA-M, 2021.
— 320 c. + Homn. marepuansl [DnekTpoHHBIN pecypc]. — (Bricmee ob6pazoBanue). — DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekcr : snexkrtponnsii. - URL:
https://znanium.com/read?1d=371348

3. 3pepepa, B. II. VuacTue B IUIaHUPOBAaHWM W OPTaHM3ALUM PabOT 10 OOECIEUYECHHIO 3ALIUTHI
obbekTa : yuebnuk / B.I1. 3BepeBa, A.B. Hazapos. — Mocksa : KYPC : UHOPA-M, 2020. — 320 c.
- ISBN 978-5-906818-92-8. - Tekct: anexrponHsiid. - URL: https://znanium.com/read?1id=347024

4. KubGep6e30macHoCTh B YCIOBHAX JJIEKTPOHHOrO GAHKMHIA : MPAKTHYECKOE MOCOOHE / MO PEl.
I1. B. PeBenkoBa. - Mocksa: IIpomereir, 2020. - 522 c¢. - ISBN 978-5-907244-61-0. - Tekcr:
anekTpoHHBIH. - URL: https://znanium.com/read?id=374846

HopmaTuBHbIe NpaBoBbIe JOKYMEHTHI:

1. ®denepanbHbiil 3akoH 0T 31 utonsg 2020 r. No 258-D3 «O06 skcriepuMeHTAIbHBIX
MPaBOBBIX pexkumax B cdepe mudpoBbix HWHHOBalui B Poccuiickoit deneparum»
[DnexTpoH.pecypc]. — Pexxum JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW_ 358738/

2. "Ctparerusi pa3BuTusi tHGopMamoHHOTO oo6miecTBa B Poccuiickoit deneparmn
Ha 2017-2030 rojpl" [DnexTpoH.pecypc]. — Pexxum JoCcTyna
http://www.consultant.ru/document/cons_doc LAW 216363/
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HHEPEYEHb HHO®OOPMAIINOHHO-CITPABOYHbBIX CUCTEM

1. CnpaBouHo-npaBoBas cuctema «KoncynsrantlLiroc» http:// www.consultant.ru/
2. Hudopmanmnonno-npasoas cuctema «I apanT» http://garant.ru

HEPEYEHDB ITPO®ECCHUOHAJIBHBIX BA3 TAHHBIX

1. https://rosmintrud.ru/opendata - baza oTkpeIThIX HaHHBIX MuHTpYyAa Poccun
http://www.fedsfm.ru/opendata - ba3za oTkpsITBIX TaHHBIX PochuaMOHUTOpHHTA

3. https://www.polpred.com - Dnekrponnas O6a3za manHbIX "Polpred.com O630p
cMmp"

4. https://fstec.ru/ - @enepanpHas ciyx0a MO TEXHUYECKOMY M HKCIIOPTHOMY
KOHTPOJTIO

IIEPEYEHD PECYPCOB NHPOPMAIIMOHHO-
TEJJEKOMMYHUKAIIMOHHOU CETHU "UHTEPHET", HEOBXO/JIUMBbIX /UIA
OCBOEHMA JUCHUITJIMHBI

1. https://digital.gov.ru/ru/ - uHbOpMAIMOHHBIA pecypc MuHucTtepcTBa 1U(PpPOBOro
Pa3BUTHS, CBA3U U MACCOBBIX KOMMYyHHKau Poccuiickont denepaunun

2. http://citforum.ru/-«CepBep HHPOPMAITMOHHBIX TEXHOJOTHID - on-line 6ubanoTeka
MH(GOPMALIMOHHBIX MaTEPHAIIOB IO KOMIIBIOTEPHBIM TEXHOJIOTUSM.

3. http://www.intuit.ru/-O0pa3oBaTeNibHbIN MOPTai JUCTAHIIMOHHOTO O0YUYEHHUS.

4. www.coursera.org-Ilnardhopma s OecryiaTHBIX OHJAWH-NEKIUNA (IIPOEKT IO
nyOnukanuu oOpa3oBaTeNbHBIX MaTepuajJoB B HUHTEpHETE, B BuAe Habopa
OecIIaTHBIX OHJIAMH-KYPCOB).

NEPEYEHbh MH®OPMAIIMOHHBLIX TEXHOJIOTI'UHM, UCIIOJIb3YEMBIX
NP1 OCYHECTBJIEHUU OBPA3OBATEJIBHOI'O IIPOLECCA IIO
JAUCHUIIJIMHE, BKJ/IIOYASA INHEPEYEHDb ITPOTPAMMHOI'O
OBECIIEYEHUA

Onepaunonnasicuctrema Windows 10, Microsoft Office Professional Plus: 2019 rog
(MS Word, MS Excel, MS Power Point, MS Access)

AntuupycDr.Web Desktop Security Suite Kommnekcrnaszanmra

bpay3zep Google Chrome

Adobe Premiere

Power DVD

MediaPlayerClassic

MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JTUCIHUIIJIMHBI

Hucuunnuna «OcHOBBI HHPOPMALIMOHHOM 0€30MacHOCTU» O0ecreueHa:
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http://www.consultant.ru/
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JUTSI IPOBEJICHUS 3aHATUH JICKIIMOHHOTO TUIIA:
— yueOHOU ayauTopuen, 000pyIOBaHHON ydeOHON MeOenbio, MYJIbTHMEINHHBIMA
CpeICcTBaMU O0yUYEHUS ISl AEMOHCTPALUH JICKIIUH-TIpe3eHTaIHI;
JUTS IPOBEJEHUS 3aHIATHI CEMUHAPCKOro THIA (IPAKTUYECKUE 3aHSTHS);
— KOMIIBIOTEPHBIM KJIACCOM;
— TMIOMEIICHHEM [JIsi CaMOCTOSITENIbHOM pabOThl, OCHAIIEHHBIM KOMIIBIOTEPHOU
TEXHUKOU C BO3MOKHOCTBIO MOJKIIOUEHUS K ceTu «MHTepHeT» U obecrneueHueM
JOCTYyTMAaK 3JIEKTPOHHON HH(POPMAIIMOHHO-00pa30BaTEIBHOM Cpejie YHUBEPCUTETA.

IV. METOAWYECKME YKA3AHMSA 151 OBYYAIOIMXCS MO
OCBOEHMIO JUCHUIJIUHBI

» MeToauveckue peKOMEHIAIMKN 110 OPTaHW3alMd W BBITOJTHCHUIO BHEAYIUTOPHOU
CaMOCTOSTEIILHON paOOTHI.
» Meroandeckue yKa3aHus 110 BBITIOJIHCHHUIO MPAKTHYECKUX padoT.

V.METOANYECKHUE MATEPHUAJIbI, OTIPEAEJAIOINUE TPOLUEAYPbI
OLHEHMWBAHUA 3BHAHUU UYMEHUNU, XAPAKTEPU3YIOIUX OTAIIbI
OPOPMHUPOBAHUA KOMIIETEHIIUA

Pe3ynbTaThl TEKyLIEro KOHTPOJS U MPOMEKYTOUHOW aTTecTauuud (HOPMHUPYIOT
PEUTUHTOBYIO OIICHKY paboTel oOydaromerocs. Pacmnpenenenne OaioB mpH
(GhOopMHUpPOBaHUM PEUTUHTOBOW OIEHKH PaOOTHI OOYYArOIIETOCS OCYIIECTBISETCS B
cooTBeTCTBUM C «llojlokEeHMEM O PEUTHHIOBOM CHCTEME OLICHKHM YCIIEBAEMOCTH H
KaueCTBa 3HAHUW CTYIAEHTOB B IIPOLECCE OCBOCHUS AUCUUILIMHBI «OCHOBBI
nHpOpMaIIMOHHON Oe30macHOCTH» B (peepaibHOM TOCYJapCTBEHHOM OIOIKETHOM
00pa3oBaTEILHOM YUPEKJICHUU BBICIIETO 00pa3oBaHus «POCCUNUCKUN SKOHOMUYECKUM
yHuBepcuteT uMeHu I'.B. [lnexanosay.

Tabauma 4
Buasl pador MakcuMajibHOE KOJIHYeCTBO 0aJl10B

BrimonHenne yueOHbIX 3a/1aHU Ha ayUTOPHBIX 20
3aHSTHSIX

Texymuii KOHTPOJIb 20
TBOpYECKUI PEUTHUHT 20
[IpoMexyTouHas aTTecTauus (3auen) 40
NTOI'O 100

B coorsBerctBun ¢ IlomokeHneM O pPEUTHHIOBOM CHUCTEME  OLIEHKU
YCIEBAEMOCTH W KayecTBAa 3HAHUM OOYyYaloOIIUXCS «IIpernojaBaTesb Kadeapsl,
HEMOCPEICTBEHHO  BEAYIIMA 3aHATHS CO  CTYJACHUECKOW TPyMNIoH, o00s3aH
porH(GOPMUPOBATH TPYIITYy O PACHpEeICHUN PEUTHHTOBBIX 0aUIOB MO BCEM BHIAM
paboT Ha MEPBOM 3aHATUU y4EOHOTO MOAYJsS (ceMecTpa), KOJUYECTBE MOAYJIEH IO
y4eOHOM JUCHMIUIUHE, CpoKax H (opMax KOHTPOJS HX OCBOeHHs, (opme
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MPOMEKYTOUYHOM aTTeCTAllH, CHIDKEHUH OaljioB 3a HECBOEBPEMEHHOE BBITIOJHEHUE
BBIZIaHHBIX 3amanuii. OOydaromuiecss B TeYeHHUE YydeOHOTO MOAyJs (cemecTpa)
MOJIy4atoT HHPOPMAIMIO O TEKYIIEeM KOJIMYECTBE HaOpaHHBIX MO JUCIUILUINHE 0aioB
4yepes3 JTUYHbIN KaOUHET CTYIeHTay.

VI. OHEHOYHBIE MATEPUAJIbI 1JI51 IIPOBEEHU S
TEKYIIETI'OKOHTPOJIA U TIPOMEXYTOYHOU ATTECTALIUN

OueHouHble MaTepuaibl 10 JUCUUIUIMHE pa3paboTaHbl B COOTBETCTBUM C
[TonoxxeHneM 00 OILEHOYHBIX MaTepuajgax B (eAepalbHOM TOCYIapCTBEHHOM
OrO/DKETHOM 00pa3oBaTEeIbHOM YUYPEXKICHUH BBICIIETO oOpa3oBanus «Poccuiickuii
DKOHOMMYECKHUN yHHUBepcuTeT uMenu ['.B. [linexanosay.

Temamuka Kypcoswvix padom/npoexkmos

«KypcoBass  pabora/mpoekt mo aucuuiiiHe  «OCHOBbI  HMH(OPMALMOHHON
0e30macHOCTH» yU4eOHBIM IJIAHOM HE TIPEyCMOTpEHA.

Hepeuenb 60npocoe K 3auemy:

1. Ilenu rocygapctBa B o0acTu odecnedeHus: HHHOpPMAIIMOHHON O€301aCHOCTH.

2. OcHOBHbIE HOpMaTUBHbIE akTbl P®, CBsA3aHHBIE C MPAaBOBOM 3aIIUTOU
uHpopmanuu.

3. Buibl KOMIIBIOTEPHBIX NPECTYTUICHUM.

4. CriocoObl M MeEXaHU3Mbl COBEPIICHHUS HH(GOPMAILIMOHHBIX KOMIBIOTEPHBIX
IIPECTYIJICHUN.

5. OcHOBHbIE TapaMeTpbl HW 4YepThl HWHOOPMAIMOHHOW  KOMITHIOTEPHOU
npectynHoctu B Poccun.

6. KomnbrorepHslii Bupyc. OCHOBHBIE BUIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTobl 3a1UThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX IPOTPAMM.

9.3amuTel  OT HECAHKIMOHUPOBAHHOTO  joctyna. Mnentudukauus u
ayTeHTHU(PUKALIUS T0JIb30BaTEIS.

10. OcCHOBHBIE YIpO3bl KOMIBIOTEPHOU O€30MaCHOCTU MpH paboTe B CETU
HNuTepner.

11. Bunae! 3amuiaemMoi uHGOpMaIuu.

12. T'ocynapcTBeHHas TailHa Kak 0COObIN BUJ 3alIMIIIaeMO HHPOPMaLIUH.

13. Konduaennuanpaas nHGOpMAIIHS.

14. Cucrema 3a1uThl TOCYJapCTBEHHOU TAIHBI.

15. TIpaBoBO¥ peKUM 3aIIUTHI TOCYIAPCTBEHHOMN TalHBI.

16. 3amuTa MHTEIUIEKTYadbHOW COOCTBEHHOCTH CpEACTBAMH MATEHTHOTO WU
aBTOPCKOTO MpaBa.

17. MextyHapoIHOE 3aKOHOJATENLCTBO B 00JIACTH 3aIUTHI HHPOPMAIIUH.
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18. [IporpamMHo-annapatHble  cpeacTBa  obOecreueHus  MH(OpMaMOHHOU
0€30MacHOCTH B UH()OPMALIMOHHBIX CETHX.

19. CummeTtpuunbie UPHL.

20. AccumeTpuyHbIe IHUPPHI.

21. Kpunrorpaduueckue mpoTOKOJIBI.

22. Kpunrorpaduueckue xeu-QyHKIIH.

23. DAeKTpOHHAs MOJIUCH.

24. Opranu3aliMoOHHOE oOecreueHre nHGOPMAIMOHHON O€30MMaCHOCTH.

25. Ciiyx0a 0e301acHOCTH OpraHU3allUu.

26. Metoabl 3alIMThl HHPOPMALIMK OT YTEUYKH B TEXHUYECKHUX KaHAJaX.

277. UnxxeHepHas 3alluTa u oXpaHa OObEKTOB.

28.4Yto Takoe uHpopmalrionHast 0€30MacHOCTh?

29.1lepeuncnure OCHOBHBIE YIpO3bl HHHOPMAIIMOHHON O€30aCHOCTH.

30. Kakue cy1mecTByOT MOJIEIH U METO bl MH(POPMAITMOHHOM 0€301MacHOCTH?

31. Yto Takoe mpaBOBbIE METOBI 3AIUTHI HHGOPMAITIH?

32. Yto Takoe opraHu3aliOHHbBIE METOIbI 3aIUTH HHGOPMAITIH?

33. Yto Takoe TEXHUYECKHE METO I 3aIIUThl HH(MOpMAITIHN?

34. Yto Takoe mporpaMMHO-amnapaTHbie METObI 3aUTH HHpOpMaLUn?

35. Yro Takoe kpunTorpapudecKkue MeToAbl 3alUThl HHPOpMauu?

36. Kakue rnaBHBIE TOCyIapCTBEHHBbIE OpraHbl B 001acTu oOecnedeHus
MH(OPMAIMOHHON 0€301aCHOCTH?

37. Ilepeuncnute BUABI 3aIIAIIAEMON HHPOPMALIMH.

38. Kakue 0CHOBHBIE 3aKOHBI B 00J1aCTH 3a1UThl HHPopManuu B PO?

39. Ilepeuucnute OCHOBHBIE Ieau U 3agaun PD B oOnactu obecrnieyeHuUs
MH(OPMAIMOHHOW 0€30MaCHOCTH

40. Yro Takoe KoHUENUMS HHDOPMAMOHHONW O0€301aCHOCTH?

41. Yrto Takoe kKoHpuAEHIIUATIbHAS HHPOpMaLHs?

42. Yto Takoe nepcoHalbHbIC JaHHbIC?

43. B kakux ciydasx BO3MOXXHO HCIIOJIb30BaTh IEPCOHANIbHBIE JIaHHbIE 0€3
corjacusi oonaaarens?

44. OxapakTepu3yiite OMOMETpUUECKUE JaHHbIC KaK IEPCOHAIILHBIC JIaHHBIE.

45. UYrto Ttakoe mpodeccuoHaibHas TaitHa?

46. Yto Takoe peKUM KOMMEPUYECKON TalHBI?

47. Yto Takoe rocyJapcTBeHHas TaiiHa?

48. OnumuTe NpaBOBOW PEXUM I'OCYIapCTBEHHOMN TailHBI.

49. Kakue rOCymapCTBEHHBIE OpraHbl 3aHUMAIOTCS CcepTUPUKANUCH |
JUIEH3UPOBAHUEM CPEJICTB 3AIUTH HHPOpMAITIH?

50. Kak cBsi3aHbl MEXAYHAPOIHbIE CTAHAAPTHI U cTaHAapThl PD?

51. Kakme ocHoBHble cTaHmaptel P® B obOmactu uHDOpMALMOHHOU
0€30MacHOCTH CYIIECTBYIOT?

52. Oxapakrepusyiite ctanaapt 'OCT P UICO/M3K 27002-2014.

53. Yto Takoe MoiauTHKa O€30MacCHOCTH?
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54.

Kakoe xonmuectBo cpeicTB Orojkera opraHu3aiuu 3GQ(OEKTUBHO TPATHUTh

i obecriedeHust tHPpOpPMaAIIMOHHOM 6€30macHOCTH?

55.
56.

Yro Takoe HKEHepHas 3aliuTa 00bEKTOB?
[lepeuncnure OCHOBHBIE MEpPONPUATHS IO OOECIEUEHHUIO  3aIUTHI

uH(pOpPMaIIUU OT YTEUKU MO0 TEXHUUECKUM KaHaJlaM.

57.
58.
59.
60.
61.
62.
63.

Kakue BHUIbI KOMIIBIOTEPHBIX YIPO3 CYIIECTBYIOT?

UYro Takoe Opanamaysp?

YTo Takoe aHTUBHPYCHAs Mporpamma?

YT0 Takoe IBPUCTUYECKUI aNTOPUTM ITOMCKA BUPYCOB?

UYT0 Takoe CUrHaTypHBIN IMOUCK BUPYCOB?

Metobl NpoTUBOACUCTBUS CHUDPUHTY?

Kakne mnporpamMmHble peanu3aluyd IPOTrPaMMHO-ANNAPATHBIX CPEACTB

3aIUThl THPOPMALIMK BBl 3HAETE?

64.
65.

UTto Takoe MeXaHW3M KOHTPOJISI U pa3rpaHudyeHus 1ocTyna’?
Kakyto posb HeceT KypHaIMpOBaHUE IEUCTBUM B IPOrPaMMHO-ANIIAPATHBIX

CpeACTBax 3aIuThl HHpOopMaIuu?

66.
67.
68.
69.
70.
71.
72.
73.
74.

Uro Takoe cpenctBa creraHorpaduyueckoii 3amuTbl THGOpMAaIiu?

Yro Takoe kpunrorpadpus?

Kakue ucrnonb3yroTcst CHMMETPUUHBIE aJTOPUTMBbI MU(POBAHUS?

Kakue ncnonb3yroTcst acCUMETpUUHBIE aIrOpUTMbl UG POBaHU?

Yro Takoe kpunrorpadpuyeckas xem-pyHKuus?

Kakue ucnonb3yrorcst kpunrorpaduyeckue xem-QyHKuuu?

Yro Takoe uudpoBas NOANKUCH?

Yro Takoe uHPPACTPYKTypa OTKPBITHIX KIIOUEH?

Kakue poccuiickue M MeXIyHapoJHble CTaHAAPTHl Ha (opMupoBaHHE

1M poBOI MOJANUCH CYIIECTBYIOT?

75.

Kakne ocHOBHEBIE KpI/IHTOI‘pa(l)I/ILIGCKI/IC ITPOTOKOJIbI UCITOJIB3YIOTCA B ceTsax”?

Ilpakmuueckue 3a0anus K 3auemy:

Obecnieunth  kHOEpOE30MACHOCTh YAAIEHHOW pabOTHl COTPYJHHKOB BO BpeMs
MMaHJIEMUHN

Onpenenuts ysS3BUMOCTH CEPBUCOB Ui BHUICOKOH(epeHIi, HeHaa&KHOCTh VPN,
4enoBe4YeCcKuil (akTop M He Bcerja KBalu(UIMPOBAHHBIE COTPYIHUKH — CO BCEM
3TUM HEU30EKHO CTAJIKUBACTCS KaXKAas KOMIIAHMS, BBIHYXJECHHAs OpPTraHU30BaTh
YIUIEHHYIO padoTy.

[Ipoananu3upoBaTh CUTyalMI0 M pacckaszaTb, KaK CBECTM K MHUHHUMYMY DHCKU H
YCTPaHUTh MOCIEICTBUS HU3KOTO YPOBHS KHOEpPrpaMOTHOCTH

Hactpoiika aynuta 8 Windows miis monHonieHHOro SOC-MOHUTOPHHTA

Onucarh HacTPOWKY MOJAUTUKH ayauTa Windows Takum 00pa3om, 4TOOBI OXBAT
MoruToprHra SOC OBLT MOTHOIEHHBIM. PaccMOTpeTh ONITUMANTBHBIN CIIHCOK MOJIUTHUK,
a TaKk)Ke BBLICIMTH CaMOe€ HEOOXOIMMOE, OTCESIB JIMIITHEE.

17




Kaxk MMPOBOAUTDH KOHTPOJIb NPOAYKTHUBHOCTH, 3alllUTA OT MOIICHHUYCCTBA U YTCUCK
JTAHHBIX TIPU yIaIEHHON paboTe COTPYTHUKOB?

OrmacHOCTD YTCUYKH JAHHBIX U BO3BMOXXHOCTL KOPIIOPATUBHOI'O MOIICHHUYCCTBA —
Hens0eXHbIe CITYTHUKU BBIHYKACHHON yJIan€HHOM paboThl. PaccMoTpeTh, Kak MOKHO
MHUHUMU3UPOBATL PUCKHU U CIIPABUTHCA C AKTyaJIbHBIMU 3a/la4aMU KOHTPOJIA
COTPYJIHUKOB Ha «yJaJIEHKE.

Onwucatp mecTh MaroB Jyis 00ecreyeHns JOKHOTO YPOBHS 0€3011acHOCTH
YAQIEHHBIX COTPYIHUKOB

OmnepaTUBHO MEPEBOISI COTPYTHUKOB Ha IUCTAHIIMOHHYIO paboTy, HY)KHO Y4eCTh
COTPSIKEHHBIE C TUM CII0)KHOCTH U HE 3a0BITh PO MOMBITKU KHOEPIIPECTYITHUKOB
HCII0JIb30BaTh ysI3BUMbIE MecTa. [IpeayioxkuTh mecTh aroB, KOTOPbIE O3BOJIAT
MTOJAOWTH K 3TOMY BONPOCY MOJATOTOBJIECHHBIMHU.

Omnucats TpedoBanust ' OCT 34-ii cepuu B mpoekTax mo nHGopMarmoHHOH
0e301acHOCTH

UYro noxpasymeBaet TpeboBanue «mpoektrupoBatb 1o 'OCTy», cTaHOBUTCS JTX OHO
MeHee 00s13aTenbHBIM? UTOo enaTh, eCii roCy1IapCTBEHHBIN PETYISITOP HE Tpeijiaraet
3ameny a1 'OCToB 34-i1 cepun? Kakumu ctanaapTaMu CTOUT pyKOBOJCTBOBATHCS
pu 0(OPMIICHUU TTPOCKTHOM TOKYMEHTAIINH?

Kak BBIIBUTH aTaKy 37I0YMBIIIJICHHUKOB B CETEBOM Tpaduke?

OOHapyXUTh ACHCTBUSA KMOCPIIPECTYMMTHUKOB B KOPITOPATUBHOM CETH U
knaccupunupyem ux B coorserctBuM ¢ marpuiieit MITRE ATT&CK, kotopast
MTOKAa3bIBAET, KAKME TAKTUKU U TEXHUKU MPUMEHSJIUCH B X0/i€ KHuOepaTaku.

Omnucate Microsoft Security Compliance Toolkit: 3amura Windows rpynmnoBsiMu
MOJIUTUKAMH

PaccmoTpeTs nmoaxon kK mH(poOpMamoHHON 6€30MacHOCTH KoMILIeKCHO. Onucathb
MHCTPYMEHTBI, KOTOPBIE 3aKPbUTH OBl BCE «IBIPEI» U CO3AaIH HOBbIe. OnucaTh
ATAJIOHHBIE HACTPONKHU MOJIUTUK O€30MACHOCTH U MHCTPYMEHTHI JUIsl pabOThI C HUMH.

OnucaTp nponecc HaCTPOUKHU YAAIEHKH JJIsl COTpyAHUKOB: bricTpo, bezonacHo,
becninatHo

Uto HEeoOXOaUMO JIJIsi OpraHU3aAlMH YIAICHHONW paboThl COTpyIHUKOB. Kakue
CYIIIECTBYIOT MHOYKECTBA PEIICHUN CITIOCOOHBIX MIOMOYB B pealn3alliy 3TOH 1eIH.
natepHeT-1u103 UKC. C ero moMornipo MOXHO OpraHU30BaTh OE30MaCHBIN TOCTYT K
CCTU KOMITAHUU, 3AIMUTHUTHCA OT BUPYCOB U HACTPOUTH BGG-(bHHBTpaHI/IIO.

Kak opranusoBatp 6e30macHyto yanéHHyo paboTy BO BpeMs KapaHTHHA?

Omnwucarp npoiiecc nepexo/ia Ha YAaIEHHYI0 padoTy, paCCMOTPETh OYEBHUIHBIE PUCKU
JUTst ”HQOPMAIIMOHHON 0€30macHOCTH: MoauduKkanus Tpaduka, mepexsar maposiei u
KOH(HIESHIIMATBHBIX JAHHBIX, a TAK)KE B3JIOM MapUIPyTU3aTOPOB U IIepeHaINpaBlicHUE
MOJIb30BaTENEH Ha BPEOHOCHBIE CalThl. [IpoaHanmu3npoBaTh KOHTPMEPHI; B KAUECTBE
OJIHOT'O U3 BapUAHTOB PACCMOTPETh UCIIOJIb30BaHUE BUPTYAILHON YaCTHOU CETU
(Virtual Private Network, VPN).

10.

Kak noctpouts kpunroryHsens no I'OCTy ¢ MUHMManbHBIMU 3aTpaTamu?
Obecnevenne 6€30MaCHOCTH MPHU MTOMOIIU CPEACTB KPUTITOTpahUUECKOM 3aIUThI
uHpopmanuu (CK3M) — He o4eHb cliojKkHas 3a/1a4a, €CIIM BCE TEXHOJIOTHUECKUE
YYacCTKHU HAaxXoJsATcs Ha XocT-MamnHe. OIHaKo Ui TOro 4ToObl epegaBaTh U
mmdpoBaTe HHPOPMALIUIO OJJHOBPEMEHHO, HEOOXOUMO TTOCTPOUTH TPAaMOTHBIN
TEXHOJIOTHYECKHUI MPOLIECC MPOTrPaMMHOI0 00ECIIEUEHHUS.

11.

Kaxk obecnieunts 6e3omacHocts loT-ycTpoiicTs?
Wutepner Bemeit (Internet of Things) — ysxe oueBuaHas peallbHOCTH AJs OU3HEcC-
IPOLIECCOB KOMIAHUH M KOPIIOPATUBHBIX HHPPACTPyKTyp. OnHaKo, HECMOTpPS Ha
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OTPOMHOE KOJIMUYECTBO «YMHBIX» YCTPOUCTB, pab0TAIOIUX Ha MPEANIPUATHUSIX U B
MIPOMBIIIJICHHBIX CETAX, Oe3omacHocTh 0T 3auactyro ocraBiser xenarh Jy4dmero. Kak
HCIIPABUTD MMOJIOKCHHUC, U pACCKA3aTb O MCTOJAX 3allIMTEI MHTCPHCTA Belﬂeﬁ.

12.

Kak oprannsoBarh NpakTHKy OpraHu3alyy 0€30MacHOro yIal€HHOTo 10cTymna’?
YTo MpoUCXOAUT HA PHIHKE 0€30MacCHOr0 yIAIEHHOTO JOCTYIA U KaK MPaBHILHO
3aIIUTHUTH MTOJKIFOUEHUE COTPYHUKA K KOPIIOPAaTUBHBIM pecypcaM nu3BHe? Kak
PETYISITOPHI BIMSIIOT Ha MPOLIECC AUCTAHIIMOHHON pabOThI M HYKHO JIA CIEIUTH 32
COTPYJIHUKOM, pabOTAIOUINM U3 1oMa?

13.

PaccMmoTtpeTs mporiece mpenoTBpaIieHus] BTOPKEHH ¢ TOMOIIBIO0 MEXCETEBOTO
sKpaHa HoBoro nokosuieHus: UserGate

B cocraBe MexceTeBoro skpana HoBoro nokosneHus: UserGate mpuMeHsieTcs cuctemMa
oOHapy>xenus Brop>kenuit (COB) coOcTBeHHOM pa3pabOTKH, Co3aHHasI BHYTPH
KOMIIaHUHU 0€3 NCIOIb30BaHUS OTKPBHITOro Kojia. CUTHATYPBI CUCTEMBI OOHAPYKEHUS
BTOP)KCHHH pa3pabaThIBalOTC M BEPUPHUITUPYIOTCS COOCTBEHHON KOMaHI0M
AaHAJIMTUKOB IIeHTpa MOHUTOpHHTA U pearupoBanms UserGate.

14.

Kak co3nate koMIiekcHYI0 cuctemy Oe3onacHocTH Ha ocHoBe Fortinet Security Fabric
API?

OTKpHITHINA 1 001IenoCTyHBIA API, mpeHa3HaYeHHBIN 1711 MHTETPAlUK MPOTYKTOB
Fortinet ¢ BHEIIHUMHU pEIICHUSIMH, TIO3BOJISIET MOIH30BATENISIM PACIIUPSITH
BO3MO>KHOCTH UMEIOIINXCSI KOMIIOHEHTOB, a TaKye TMOKO UHTErPUPOBATh CTOPOHHHE
MPOAYKTHI B €IMHYIO KOMIUIEKCHYIO cpelly HH(OPMAMOHHON 0€30MacHOCTH
MIPEeANPUSITHSL.

15.

Kak ¢ynkmonupyer mexxcereBoit akpan UserGate X1: nundopmarmonnas
0€30MacHOCTh B IKCTPEMATBHBIX (DU3UUYECKUX YCITOBUSIX

Kopnoparusnsiit mexxcereBoii skpan UserGate X1 BbiaensieTcst U3 TMHEUKH
npoaykToB UserGate yHUKaJIbHBIMU (PU3UKO-TEXHUYECKMMH XapaKTePHUCTUKAMHU.
Jannslii nporpamMuo-anmnapaTabiii komiuieke (ITAK) apdextuen n HanéxeH B
CaMbIX CYPOBBIX YCIOBUSX SKCILTyaTalllu: HA MPOMBIIUIEHHBIX 00BEKTaX, OTKPHITOM
BO3/yX€, TPAHCIIOPTE, COXPAHSIS IPU ATOM BCE PEUMYIIECTBA IIIATPOPMBI
obecrieuenus npodeccnoHanbHOM kudep3ammuTsl UserGate.

16.

Omnwucarp npoiiecc UCTIOTHEHUS TPEOOBAHUN POCCUICKUX PETYIISTOPOB MO KOHTPOITIO
COTPYTHUKOB

DuHAHCOBBIE OpraHU3aliy 00s3aHBI COOIIOIaTh TpeOOBaHMs MOTOXKeHM banka
Poccun n mpukazop ®CTIK Poccun. [TockonbKy Ha3BaTh CIHCOK 3TUX TPEOOBAHUIMA
MaJICHBKUM SI3bIK HE TIOBOPAYMBACTCS, MBI PEIIHINA PACCMOTPETh MPEIMTUCAHUS
PYKOBOJSIIMX JOKYMEHTOB M MPEJJIOKUTH CBOM BAPHAHT — KaK MOYKHO PEIIUTh T
WJIM WHBIE POOJIEMBbl WM XOTsl OBl 00JIETYUTH CBOIO YUACTh.

17.

Kak npenoTBpatuth ciuB 0a3bl JaHHBIX CYNEPIIOJIb30BATENAMU?
[TpuBHUnETHpOBAaHHBIE MOJIL30BATENN 0a3 JAHHBIX HEPEIKO CTAHOBATCS 00bEKTaMHU
aTaKk XaKepoB WJIU CaMU, M10JIb3YSCh PACIIMPEHHBIMU NIPaBaMHU, YKCILTyaTUPYIOT
MH(POPMAIIHIO HE TOJIBKO B CIYXeOHBIX Heisix. CyliecTByeT HECKOIbKO 3 (HEKTUBHBIX
CIIOCOOOB 3aKPBITUS ITUX YSI3BUMOCTEH, CPEM KOTOPBIX MOKHO BBIIEIUTh YCTAHOBKY
DLP-cucremsl, pasrpaHideHue JOCTYIIA, @ TAK)KE OTPaHUYCHUE IIPAB
CyIEpITI0JIb30BaTENEH 1O HEOOXOIUMBIX U JOCTATOYHBIX, HO y100HEE BCEro
aBTOMAaTH3MPOBATH 3AIIUTY OT BOZMOKHBIX yTeueK HHPOpMaLMu U3 0a3 JaHHBIX C
MTOMOIIIbI0 KOpoOoUHBIX pemenuid, Hampumep CYB/] Jatoba ot kommannu

18.

Kak npaBunpHO 3anonHuTh xKypHan yuéra CK3U?
ITpakTryecku ar06as opraHuzanusi 0OMEHUBAETCS KOH(PHUIECHIMAIBHBIMU TaHHBIMH CO
CBOMMHU MAPTHEPAMHU U CTPYKTYPHBIMHU NOJpazaeneHUsIMU. JIJ1si TOro yTo0b!
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o0ecreYnTh COXpaHHOCTh IepenaBaeMoi HH(popMarum, TpeOyIoTCs cpeicTBa
kpunrrorpadudeckoit 3amuTel (CK3U1). Ho paboTta ¢ HUMU peraaMeHTHPYeTCs
MHCTPYKIMEH, KoTopas Hanucana 20 JieT Ha3aj U y>Ke He 0TBEYaeT COBPEMEHHBIM
peannsM, a HEKOTOpbIe €€ MYHKTHI BHI3BIBAIOT COMHEHHS Y CIICIIHAIIICTOB.

19.

Kak Bb1Opath cepBuc-nposaiifepa st nocrpoeHust SOC?

Crnpoc Ha yciyrd KOMMEPUYECKHX IIEHTPOB MOHUTOPUHTA M pearupOBaHUs Ha
WHITUACHTHI B 001acTy nHpopMamonHoit 6e3onacHoctu (Security Operations Center,
SOC) pacTé€T npsimo MponopIHOHaAILHO MoBbIIIeHUI0 MB-3penoctu poccuiickoro
ousHeca. Kak crnencTBuie, yBeTMUMBACTCS YMCIO CEPBUCHBIX MMPOBANIEPOB,
OKa3bIBAIOIINX YCIIYTH IO CO3JIaHUIO M COITPOBOKICHUIO IIEHTPOB MOHUTOPHUHTA U
pearupoBaHus Ha UHIIUACHTHI. BrIOMpaTh mpoBaiiziepa OCHOBBIBASICh HA TPOMKHX
obemanuax nocTpouTh SOC «C HyJIs» B CUMTAHbBIE JHU — TUIOXast Uiesl.

20.

be3onacHOCTb B OJHOM OKHE: KaK ONTUMHU3UPOBATh pearupoBaHue ¢ nomouisto IRP?
[Tnardopma aBTOMaTH3aLMU pearnpoBaHus HA MHIUACHTHl B ”HPOPMALIMOHHOM
6e3omacHoctr — Incident Response Platform (IRP) — 370 oTHOCHTENHEHO HOBBIIA JISI
HAIIEro peIHKa HHCTPYMEHT, KOTOPBIN MO3BOJIIET ABTOMAaTU3UPOBATh IIPOLIECCHI
MOHHUTOPHUHTA U MOBBICUTH 3((PEKTUBHOCTH pearupoBaHus Ha Kubeparaku. Hike
pacckaxem o ToM, kak uMeHHO IRP nomoraer cnennanucram o Ub u kak eé
MTOJIKJIFOUHUTb.

Tunoevie mecmoewie 3a0anus:

l.
TOYKHU 3pCHUA BEPOATHOIO MOIICHHUYCCTBA 1 HAPYIICHUSA Oe3omacHoCcTH?

Kakas KaTeropusa SABJISACTCA HauoOoee pHCKOBaHHOﬁ A KOMIIaHHHU C

a) CoTpyIHUKHU

0) Xakepbl

B) ATaKylolue

r) KortparenTs! (uia, paboTaroIme mo J0roBopy

2.Ecnau pa3nuyHbBIM TpyIIaM MOJb30BaTeNel C pa3IuYHbBIM YPOBHEM JOCTyMa
TpeOyeTcst AOCTYN K OJHOM M TOH ke MH(POpMaLMU, KaKO€ U3 YKa3aHHBIX HUXKE
NEUCTBUI CeayeT NpeANpUHATh PyKOBOACTBY? BapruaHThl oTBeTA:

a) CHU3UTh YpOBEHb 0€30MaCHOCTH 3TOW WMH(pOpMaIuu sl 0OecrieueHus ee
JOCTYITHOCTH M YJ00CTBA UCTIOIb30BAHUS

0) TpebGoBaTh moanMUCaHWs CHEUATBHOTO pa3pelieHusl KaXIbld pas, Korua
YeJI0BEKY TpeOyeTcs JOCTYII K 3TON MHGOpMaLiu

B) YIIy4IlIUTh KOHTPOJIb 32 0€30MacHOCThIO 3TON MH(pOpMaIUu

r) CHU3UTBH YPOBEHD KJIacCU(DUKALINK 3TOU HH(POpMAITUN

3.KTo B KOHEYHOM cuYeTe HeceT OTBETCTBEHHOCTb 3a TapaHTUHU TOTO, YTO
JaHHbIE KJIacCU(PUIIMPOBAHBI U 3AIIUIIEHBI?

a) Branenbipl naHHBIX

0) Ilomp3oBarenu

B) AIMUHUCTPATOPHI

r) PykoBoacTBo
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4. Kakoit ¢akrop Hambonee BaxeH i TOro, 4YTOObI OBITh YBEPEHHBIM B
YCIICITHOM OOecCIiedYeHnH 0€30MacHOCTH B KOMIIaHUN?

a) [lognepskka BICIIIETO PYKOBOJICTBA

0) DddekTUBHBIE 3aIUTHBIC MEPHI 1 METOJIbI X BHEAPCHUS

B) AKTyaJbHBIC U aJICKBATHBIC MMOJTUTHKU U TIPOLIETYPbl 6€30MacHOCTH

r) [IpoBenenue TpeHMHTOB 110 0E30MMACHOCTH JJISI BCEX COTPYIHUKOB.

Ilpumepwt 6onpocoe onsa onpoca:

Yro Takoe nHpopManmoHHas 6€301macHOCTh?

[lepeuncnure OCHOBHBIE YTPO3bl HHPOPMALMOHHONW O€30MAaCHOCTH.

Kaxkue cymecTByrOT MoIe T M METOIbI HH(GOPMAITMOHHONW O€30MacHOCTH?

Urto Takoe nmpaBOBBIC METOIbI 3AIIUTHI HHOpMaru?

Yo Takoe opraHU3alMOHHbIE METO/IbI 3AIIUTH HHPOpMAIIH?

UTto Takoe TEXHUYECKHE METOIbI 3aIUTHl HH(pOpMaruu?

Yto Takoe mporpaMMHO-aIapaTHble METObI 3alIUThl HHPOpMauu?

Uro Takoe kpunTorpapuuecKue METOIbl 3alUThl HH(popMaruu?

9 Kakue riaBHble rocyJapcTBEHHbBIE OpraHbl B o0jacTu obecriedeHusi WH()OPMAIMOHHOM
6e3omacHocTH?

10. TlepeuncnuTe BUIBI 3alIMIIaeMON HH(OpMAITUH.

11. Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3alUThHI HHpopManuu B PO?

12. TIlepeuncauTe OCHOBHBIE TIenMd u 3agaun PO B obmacth  oOecmieyeHHs
UH(POPMALIMOHHOM 0€30MacHOCTH

13.  Yto Takoe koHIENIMs HHOOPMAITMOHHOM 0€3011acHOCTH?

14. UYro Ttakoe koH(puaeHIMANbHAS HHPOpMAIUs?

15.  Yrto Takoe nepcoHaIbHbIE JaHHbIE?

16. B kakux cimydasx BO3MOXHO HCIIOJIb30BaTh MEPCOHAIBHBIE NaHHBIE 0€3 coriacus
oOmazaress?

17. OxapakrepusyiiTe OMOMeTpUIECKIe JaHHBIC KaK MePCOHATbHBIC JaHHBIE.

18. UYto Ttakoe nmpodeccruoHanbHas TaiiHa?

19. Yro Takoe peKUM KOMMEPUECKOM TaliHbI?

20. Yo Takoe rocynapcTBeHHas TalHa?

21. Onummre NpaBOBOW PEKUM I'OCYTaPCTBEHHOMN TalHBI.

22. Kakue rocyaapCTBEHHBIE OpPTaHbl 3aHUMAIOTCS CEPTUPUKANMCH W JIMIICH3UPOBAHUEM
CPEICTB 3alUThl HHPOPMAITIH?

23. Kak cBsA3aHbl MEXKIyHAPOAHBIE CTAaHAAPTHI U cTaHAAPTHI PD?

24. Kakue ocHoBHbIE cTaHfapTel P® B ob6nactu wuH(OpManmoHHONW O€30MacHOCTH
CYIIECTBYIOT?

25. Ogxapakrepusyiite crangapt 'OCT P UCO/M3BK 27002-2014.

26. Yro Takoe MoJuTHUKa 6€30MacHOCTH?

27. Kakoe KOJIMYECTBO CpEACTB OIO/pKeTa opraHu3anuu 3((EeKTUBHO TPaTUTh IS
obecrnieueHust ”HPOPMAIIMOHHON O€30MaCHOCTH?

28.  Yrto Takoe MHXKEHEepHasl 3alUTa 00BHEKTOB?

29. IlepeuncnuTe OCHOBHBIE MEPONPHATHS MO OOECHEYCHHUIO 3alUThl WH(OpPMAIUU OT
YTEUKH 110 TEXHUIECKUM KaHAJIaM.

30. Kakwue BUIbl KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

31.  Yro takoe Opanamays3p?

P©NA U AW
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32.  Yro Takoe aHTUBUPYCHAs Mporpamma’?

33.  Yro Takoe IBPUCTUYECKUI aJITOPUTM ITIOMCKA BUPYCOB?

34.  Yrto Takoe CUTHATYPHBII MOUCK BUPYCOB?

35.  Meroas! npoTuBoAeHCTBHS CHUDGUHTY?

36. Kakue mnporpamMmHble peaau3alid MOPOrpaMMHO-aNmnapaTHbIX CPEACTB  3alUThI
uH(pOpMaLIUH BBl 3HaeTe?

37. Urto Takoe MEXaHU3M KOHTPOJIA U pa3rpaHUdeHus 1ocTymna?

38. Kakyro ponp HeceT >KypHAJUpOBaHUWE [JEHUCTBUH B NPOrpaMMHO-alIapaTHBIX
CpeACTBax 3alUThl MH(pOpMauu?

39. Uro Takoe cpencTBa creranorpaduueckoit 3amuTel HHGopManun?

40. Yro Takoe kpunrorpadus?

41. Kakue UCTIONB3YIOTCSI CHMMETPUYHBIE ITOPUTMBI ITU(PPOBaHUS?

42. Kakue ucronb3yroTcs aCCUMETPUYHBIC aJITOPUTMBI MG POBAHUS?

43.  Yrto Takoe kpunrorpaduyeckas xem-QyHKuus?

44. Kakue ucnonb3yoTcs KpUuntorpaguieckue Xem-(OyHKIum?

45. UYro Takoe nuudpoBas moAMUCH?

46. Yro Takoe MHGPACTPYKTYpa OTKPHITHIX KIIFOUEH?

47. Kakue poccHiickMe M MEXAyHapoJIHble CTaHIApThl Ha (OpMHUpPOBAaHUE IHUPPOBOH
MOJIMCH CYILIECTBYIOT?

48. Kakue oCHOBHbIE KPUIITOIpapHUECKUE MPOTOKOIIBI HCTIOJIB3YIOTCS B CETIX?

Ilpumepwt mem 2pynnoewix ouckyccuii:

1.Ha3znauenue, CTpyKkTypa U METOJMKA IIOCTPOCHHUS pa3pelIUTENbHON CHCTEMBI
J0CTyTa MepcoHaia K cekperaM (GupMBbl.

2 Tlopsaok mpoBeACHHsI MEPEroBOPOB U COBEUIAHHMN MO KOH(UIACHIIMATbHBIM
BOIIPOCAM.

3. Buasl ¥ Ha3HaueHHE TEXHMYECKHUX CPEACTB 3allUThl HMHQOpMAIMH B
ITOMEILEHUSIX, UCTIOJIb3YEMBIX JIJIS1 BEICHHS TIEPETOBOPOB U COBEIIAHUIA.

4. Tlopspok paboOTbl C TMOCETUTENSIMU (UPMBI, OpraHU3alUOHHBIE U
TEXHUYECKHE METO/IbI 3aIUThHI CEKPETOB (PUPMBI.

5. IMopsimok 3anuThl HHGOPMAIIUK B PEKJIAMHON U BHICTABOYHOMU JEATEIIBHOCTH.

6. OpraHuzanMoHHOEe oOecreueHrue 3auuThl MHpopMaluu, oOpadaTbiBaeMOi
CPEACTBAMHM BBIYHMCIUTEIIBHON U OPraHU3AIMOHHON TEXHUKH.

Ilpumepsl munogvix 3a0anuii 011 KOHMPOJILHOU PAOOMbL:

Tema 1. Yrpo3s! uHPOpMAIIMOHHOM 0€30MaCHOCTH B CETSIX OpraHU3aI|H
Jlis BbIOpaHHOTO O0BEKTa 3amuThl HH(OpManuu (HampuMep, MOYTOBBIM cepBep,
KOMIIBIOTEp B Oyxrantepuu, TenedoHHas Oa3za OrpaHUUYCHHOIO TIOJIb30BAaHUS Ha
AJIGKTPOHHBIX HOCHUTENIAX MU Jp) MPOBECTH AaHANU3 3alIUIICHHOCTH O0BEKTa IO
CJIEIYIOIIUM IMyHKTaM BHUJ YIpO3, XapaKkTep MPOMCXOXKJIEHUS yrpo3, KJIacChl KaHAJIOB
HECAaHKIMOHUPOBAHHOTO TMOJY4YeHUS] HH(OPMALUM, HMCTOUYHUKHU TIOSBIIEHUS YIPO3,
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IMPUYHUHBI HApPYIICHUA LCIOCTHOCTH I/IH(bOpMaHI/II/I, INOTCHIOHWAJIBHO BO3MOXXHBIC
3JIOYMBIIIJICHHBIC I[CI;'ICTBI/IH. OHpeI[eJ'II/ITI) KJIaCC 3alllUThl I/IH(i)OpMaI_[I/II/I.

Tema 2. Vnpaenenue wunuujaeHtamu Kb u olecnedeHune HENpepbIBHOCTH
OousHeca

PaccmoTpers HOpMaTuBHYI0 ©0a3y ynpasineHuss uHOuaentamu Wb wu
oOecrieuenue HenpepbiBHOCTH OusHeca. Cranmapt ISO 27035. Mnpentuduxanus,
NPOTOKOJIMPOBAHUE, pearupoBaHue Ha nHUUAEHTHl Vb, Bnusnue nnuuaentos b Ha
ousHec-nponieccol. CpeactBa ynpasieHus: coobitusamu Ub. SOC-uentpsr b, SIEM-
CUCTeMBbl  ympaBieHuss uHbopMmanued o  OE30MaCHOCTM U COOBITUSMHU
nHpopmanmonHoit 6e3onacHoctH, IRP-cucreMbl aBTOMaTH3anmuu pearupoBaHMs Ha
MHUUJEHTH THPOPMAIIMOHHOM 0€30MacHOCTH

VYnpasiieHue HenpepbIBHOCTHIO OU3HECA OpraHU3alUu.

Temamuka 00K1a008:

1 UadopmanmonHoe npaBo 1 nHGopMaImoHHas 6€30MmacHOCTb.

2 Konneniust uHGOPMAITMOHHON O€30MaCHOCTH.

3 AHanu3 3aKOHOJATENbHBIX AKTOB 00 OXpaHe MH(POPMAIMOHHBIX PECYPCOB
OTKPBITOTO JOCTYTIA.

4 AHanu3 3aKOHOJATENbHBIX AaKTOB O 3alluTe HH()OPMAIMOHHBIX PECYpPCOB
OTPaHUYEHHOTO JOCTYTIA.

5 CooTHolIEeHNE NOHATHI: HWHMOPMALMOHHBIE PECYPChl, MH(OPMALMOHHBIE
CUCTEMBI 1 MH(pOpMAaIOHHAs1 6€30MaCHOCTb.

6 MudpopmanronHas 0e30MacHOCTh (10 MaTepHaliaM 3apyOexKHbIX UCTOYHHKOB
U JIUTEPATYPHI).

7 [IpaBOBBIE OCHOBBI 3aIIUThI KOH()UIECHIINAIBHON HH(POpMALIHH.

8 DKOHOMHUYECKHE OCHOBBI 3aIIUThI KOH(PUICHIMATbHON HUH(POPMALIH.

9 Opranu3anvoHHbIE OCHOBBI 3aIIUThI KOH()HIEHIMAIBHON HHPOPMAIIH.

10 Crpykrypa, coxepXaHhe U METOAMKA COCTaBJICHHS IEpPEYHs CBEICHU,
OTHOCSIINXCS K NPEIPUHUMATEIbCKON TaliHE.

11 CocraBnenne MHCTPYKIMU MO0 00pabOTKE M XpaHEHHUIO KOH(UIEHIINAIbHBIX
JOKYMEHTOB.

12 HanpaBneHus: 1 METO/BI 3alIUTHI JOKYMEHTOB Ha OYMa)KHBIX HOCUTEIIAX.

13 HanpaBneHus: 1 METO/bI 3alIUTHl MAIIMHOYUTAEMBIX JOKYMEHTOB.

14 ApxuBHoe XpaHeHHE KOHPUACHIIUATBHBIX TOKYMEHTOB.

15 HanpaBneHust 1 METOABI 3alIUTHI Ay TUO- U BU3YAJIbHBIX JJOKYMEHTOB.

16 Tlopsimoxk mombopa mepcoHasa Juisi padboThl ¢  KOH(PUIACHIMAIBHON
uH(pOopMaLuen.

17 Meronuka TECTUPOBAaHUS U MPOBEACHUS COOECENOBaHUs C NMPETEHAEHTAMU
Ha JI0JKHOCTb, CBSI3aHHYIO C CEKPETaMU (PUPMBI.

18 HazHaueHue, CTpyKTypa U METOJIMKA ITOCTPOEHUS pa3pelINTEIbHON CUCTEMBI
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J0CTyIa MepcoHaia K cekperaM (pupMBl.

19 Tlopsimox mpoBeneHUsT MEPETOBOPOB M COBEIIAHUHN MO KOH(DUICHIIMAIBHBIM
BOIIPOCAM.

20 Buzapl ¥ Ha3HayeHHE TEXHUYECKUX CPEACTB 3allUThl WH(OpPMALUU B
MTOMEIICHUSX, UCIIOJIb3yEMBIX IS BEICHHS IEPETOBOPOB U COBEILIAHMIN.

21 [opsimok paboThl € MOCETUTENSIMU (UPMBI, OpPraHU3AL[MOHHBIE U
TEXHUUYECKHUE METO/IbI 3aIIUThI CEKPETOB (PUPMBI.

22 llopsmok 3ammTbhl  WHGOpPMAMM B  PEKIAMHOM W BBICTABOYHOMU
NEATEIIBHOCTH.

23 OpraHu3allmoHHOE OOecrnedeHHue 3aluThl MHpopMaluu, oOpadaTbiBaeMOn
CpelCTBaMH BbIUUCITUTENBHOW U OPTraHU3AlMOHHON TEXHUKHU.

24 AmHanu3 HMCTOYHMKOB, KAaHAJIOB pACIpPOCTPAHEHHUS U KaHAJIOB YTEUYKHU
uH(popmanuu (Ha npuMepe KOHKPETHON (DUPMBI).

25 AHanu3 KOHKPETHON aBTOMAaTU3HPOBAHHOW CUCTEMBI, IPEIHA3HAYCHHOW J1JIs1
00paboTKM U XpaHeHUsI HHMOPMAITUU O KOHPHUICHIIMAIBHBIX TOKYMEHTaX (PUPMBI.

26 OCHOBBI TEXHOJOTHUH OOpaOOTKM U XpaHEHUs KOH(UICHIIMATBHBIX
JIOKYMEHTOB (T10 3apyOeKHOM JTUuTepaType).

27 Ha3naueHue, BUbI, CTPYKTYpa U TEXHOJIOTUS (PYHKIMOHUPOBAHUS CHCTEMBI
3amuThl THHOPMAIIHH.

28 IloBeneHue mnepcoHana M oxpaHa (UPMbI B SKCTPEMAIbHBIX CHUTYaLUsX
Pa3IUYHBIX TUIIOB.

29 Amnanmutuueckas paboTa IO BBISBICHUIO KAHAJIOB YTEUYKHM HH(POpMaLUU
(bupMBI.

30 HampaBieHust 1 METOJIbI 3aUTHI TPOPECCUOHATIBHON TaHBI.

31 HampaBieHust 1 METO/IbI 3aLUTHI CITYKEOHOM TailHBI.

32 HanpasneHus 1 METOIBI 3aIIUATHI TIEPCOHATBHBIX TaHHBIX O TPAXKJAHAX.

33 IloctpoeHue U PyHKIIMOHUPOBAHKE 3aLIUILEHHOTO JOKyMEHTO000poTa

TunoBasi CTPyKTYpa 3a4€THOIO 32 JaHUSA

Haumenosanue oyenounozo mamepuana Maxcumanvnoe
KoJluuecmeo 0annog

Bonpoc 1. Omnpenenutb MecTO HWH(POPMAIIMOHHOM 15
0e301acHOCTH B 00ECTIEYEHUH CUCTEMBI OOIIIECTBEHHON
0e301acHOCTH
Bonpoc 2 OxapakTepus3oBaTb YpPOBHH peaIM3alvuu 15
nH(OpMaIIMOHHOM 0€301aCHOCTH
Ilpaxmuuecroe 3a0anue. Onucath xapaktep ACHCTBHS 10
OpraHU3allMOHHBIX KaHAJIOB HECAHKIIMOHHUPOBAHHOTO
aocTyna K uH(pOopMaIuu. PackpbITh
MOCJICIOBATEILHOCTh YCIOBUA ©  (OPMBI  JTOMyCKa
JOJKHOCTHBIX JIMI] K TOCYIapCTBEHHOM TanHe
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IToka3aTe/in 1 KPUTEPUHU OLIEHUBAHNS IVIAHUPYEMbIX Pe3yJbTATOB OCBOECHMS
KOMIIETEHIIUIl U Pe3yJIbTATOB 00YUYeHHUs, IIIKAJIA OlleHUBAHUSA

Tabmuma 5
®opmupyemsble Wrmkarop Kpurepun Yposeik
lxana oueHUBaHUS JOCTUKEHUS OCBOCHMS
KOMIIETCHIM U OLlCHUBAHUA .
KOMIIETEHIM U KOMIIeTeHN i
YK-1. Cnocoden VK-1.2. 3HaeT BepHO M B MOJHOM oObeme: IIpoaBUHYTBIH
OCYIIECTBJIATH IPaspabaTsiBacT KPUTEPUH COIIOCTABJIEHUS PA3JIUYHbIX
MOMCK, BapUaHTHI PELICHUS [BADUAHTOB pPEIICHUS MOCTaBJICHHOMN
KPUTHYeCKHIi npoOJIeMHOM 3ajayu
AHAJU3 M CHHTE3  CUTyallud Ha OCHOBEYMeeT BEPHO M B IOJHOM obeMe:
uHpoOpMaNNH, KPATHUYCCKOTO OCYILLECTBJIATh KPUTHUYECKUN aHaIu3
NPpUMEHSTH aHaIM3a JOCTYMHBIX co6paHH0171 I/[H(l)opMaHI/H/I Hal
CHCTEMHBIH MOJX0/ [ICTOYHUKOB ICOOTBETCTBUE ee YCIOBHSIM U
VISl pCIICHUSA mH(popMaK KPUTEPUSIM PpELICHUS MOCTaBJICHHON
MOCTaABJIC€HHBIX Bama4yu; OTINYaTh (HakThl OT MHEHHH,)
Baaav MHTEpIpeTallMii ¥ OLEHOK  TIpH|
aHanmM3e COOpaHHOW WH(OpPMAIUH;
COITOCTaBIIATH 31 OLICHUBATD|
[pa3JInYHBIE BAPDMAHTBl  pEILICHUs
[IOCTABJICHHOM 3ajayu, Onpenenss Hx
ITOCTOMHCTBA U HEJOCTATKH
OIIK-2. Cnocoden [OIIK-2.1. 3HaeT BepHO M B MOJHOM oOObeMme:
0CYIIECTBJIATH Onpenensier MeTO bl cOOpa MHQOPMAIIHH, CIIOCOObI
cOop, 00padoOTKy M [MCTOYHUKHU 1 BUJ €€ MpeACTaBICHUS, MPUMEHSS

85—
100
0aJs1I0B

«3a4YTECHO»

AHAJN3 JaHHbIX,
Heo0X0AMMBIX JJIsI

mHGOopMaLK 1
OCYIIECTBIISET UX

COBPEMCHHOE
obecnieuenue

IpOTrpaMMHOE

PeLICHUS [IOMCK Ha OCHOBE  |YMeeT BepPHO U B IOJHOM 00beMe:
MOCTAaBJICHHbBIX MMOCTAaBJICHHBIX IMCITOJIF30BaTh COBpCMCHHBIﬁ
YIpaBJCeHYCCKUX LCIICHU IJId pCIICHUA I/IHCprMCHTapHﬁ u

Baaa4, ¢ MPO(ECCHOHANBHBIX MHTEJUIEKTyaJIbHbIE HH()OPMAIIHOHHO-
MCIO0JIb30BAHUEM Baxa4 QHAJTUTUYECKUE CUCTEMBI
COBPEMEHHOI'0

MHCTPYMEHTApus 1

MHTEJJIEKTYATIbHbIX

MHPOPMALTOHHO-

AHAJTUTHYECKHX

cucremM

OIIK-5. Cnocoden [OIIK-5.2. 3HaeT BepHO M B MOJHOM oO0beMme:
HCnoab30BaTh Npu [Ipumenser 0COOEHHOCTH HUCIIOJIb30BaHUS|
peleHuu COBpPEMEHHbBIE ICOBPEMEHHBIX MH(POPMAIMOHHBIX|
npodeccHoOHATbHBIXUHPOPMAITMOHHBIE [TEXHOJOTHH u CUCTEM LS|
Baga4 COBPEMEHHBIETCXHOJIOIUN U MOCTAaHOBKM U  pELICHUA  3a1ay
MHGOPMAIMOHHBIE [CUCTEMBI ISt YOpaBJICHUs, BKIIOYas YIIPABICHUE]
TEeXHOJIOTUU U MMOCTAHOBKHU U KPYIIHBIMA MAaCCUBAMU JAaHHBIX U HUX
MporpaMMHbIe pelIeHus 3a1a4 MHTEJUICKTYaJIbHBIN aHaIu3

CpeaAcTBa, BKJIIOYaA [yIPABICHHUS, 'YMeeT BepHO U B NMOJIHOM 00beMe:
ynmpaBJieHHE BKJIIO4ast [pelaTh 3a1a4u yIpaBJICHUs Ha
KPYNHBIMH yIIpaBJICHUC IOCHOBE HCIIOJIb30BaHMUSA COBPEMEHHBIX
MacCHBaMH JaHHBIX KPYITHBIMU I/IH(l)OpMaHI/IOHHLIX TEXHOJIOTHH U

M UX

MacCHBaMHU JTaHHBIX

HHTeJ’lJ’leKTyaJ’leblﬁ

1 UX

CUCTEM
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aHaIN3 MHTEJJIEKTY AJIbHBII
aHaJIN3
OIIK-6. Cnoco6en [OITK-6.1. 3HaeT BEpPHO U B MOJHOM O00beMe::
MOHMMATH [Mcnonb3yer XapaKTEPUCTUKHA COOTBETCTBYIOLINX
NMPUHIHMIBI PA60THI [COOTBETCTBYIOIIUE (COJACPIKAHUIO PO ECCHOHATIBHBIX
COBPEMEHHBIX COIEPIKAHUIO 3a71a4 COBPEMEHHBIX LU(PPOBBIX
nHGOPMAIMOHHBIX [MpodeccHoHaTbHbIX [MHPOPMAIMOHHBIX TEXHOJIOTHH
TeXHOJIOTHIi 1 Bajjay COBPEMEHHBIC Y MeeT BEPHO U B MOJIHOM 00beMe:
MCIO0JIb30BAThL HX  [IU(POBHIE MCIIOJIb30BaTh COBPEMEHHbBIC
IS pelIeHust 3a1a4 MH(OOPMaLMOHHbIE U poBbIe HHOOPMAIIOHHBIC
l'lpO(l)eCCl/lOHa.]'leOﬁ MTCXHOJIOTHH, [TEXHOJIOUU JJIs1 PELICHUS 3a0a4
MeATECIbHOCTH OCHOBBIBAsICh Ha npo@eccnonanbﬂoﬁ NEATEIIbHOCTH
MPUHIUIIAX UX
a00THI
OI1K-6.2. 3HaeT BEpHO U B MOJHOM 00beMe:
I[Tonumaer MIPUHITAITEI paOOTHI COOTBETCTBYIOIINX|
MPUHIIAITEI pa0O0THI  |COAEPIKAHUIO TPOGECCHOHATHHBIX
COBPEMEHHBIX 3amad COBPEMEHHBIX IU(PPOBBIX
P POBBIX mH(pOpMAMOHHBIX TEXHOJIOTHI
MH(POPMALMOHHBIX [V MeeT BepHO W B MOJHOM
[TEXHOJIOTHH, 00BbeMe: IPUMEHSATH IPUHIIUIIEL
COOTBETCTBYIOIMX [paGOTHl COOTBETCTBYHOIIUX
COZICPKAHUIO coJieprkaHnIo PO ecCHOHATBHBIX
PO(eCCHOHANBHBIX 33134 COBPEMEHHBIX LIU(PPOBBIX
Bajtaqy mH(OpMaMOHHBIX TEXHOJIOTHI
YK-1. Cnocoden  [VK-1.2. 3HaeT c He3HAYHMTEeIbHBIMY
0CYIIECTBJIATH IPazpabarsiBaeT 3aMe4YaHUsIMH: KpUTEpUU
TMONCK, BAPHUAHTEI PEIIEHUS [COMIOCTABIIEHHS PA3IMYHBIX BAPUAHTOB
KPUTHYeCKHIi npoOJIeMHOM [pEILIeHHs] TOCTAaBICHHON 3a0auu
AHAJIHM3 M CHHTE3 CUTyaliy Ha
HH(opMaLuH, OCHOBE
NMPUMEHATH KPUTHYECKOTO
CHCTEeMHBII MOAX0/ [AHAJIN3A JOCTYIIHbIX|
70 — 84 IJIs pereHust HCTOUHHKOB
6as0B MOCTaBJIE€HHBIX nHbopMauK
Bagayq

«3BaYTECHO»

'YMeer c He3HAYHMTeJIbLHbIMH
BaMe4YaHHSIMU: OCYIIECTBIISATH|
KPUTHUUSCKMH  aHaiu3  CcoOpaHHOM

MH(pOpPMAIIMK HAa COOTBETCTBUE €€
YCIIOBUSIM U KPUTEPHUSIM  PELICHHUS]
[IOCTaBJIEHHOW  3aJauyd;  OTJIMYaTh|
(bakTbl OT MHEHHWH, MHTEPIpETAINA U
OIICHOK TMpH aHaJm3e COOpaHHON
nHpOpPMAaNNH; COTIOCTAaBIIATh n
OIICHMBaTh  PA3IMYHBIE  BapHAHTH]
pEeIIeHUsT ~ IIOCTABJICHHOW  3a/1ayw,|
ompenensisi  UX ~ JOCTOMHCTBA W

HCIOCTaTKHN

TloBBIIIEHHBIH
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OIIK-2. CniocoGen (OIIK-2.1. 3HaeT c He3HAYUTeIbHBIMY
OCYLIECTBJIATH Omnpenensier 3aMeYaHHAMHU: METOBI coopal
cO60p, 00padOTKY M [ICTOUHUKU nHpopmanmy, crocodbl M BUA €€
AHAJIN3 JaHHBIX, mHGOpMaLK 1 [IpeaCTaBICHHUS, pUMEHSS
He00XOAMMBIX UIfl (OCYIECTBISIET UX |[COBPEMEHHOE IpOTrpaMMHOE
pPeleHns MOMCK Ha OCHOBE  |oOecredeHue

MOCTABJE€HHBIX MMOCTAaBJICHHBIX YMeeT ¢ He3HAYUTEJIbHBIMHA
YOpaBJIeHYECKAX  [UENCH [l PEIICHAS 3aMedAHMAIMH : UCTIONb30BATh

3ajgad4, ¢ PO eCCHOHANbHBIX(COBPEMEHHBII HHCTPYMEHTAPHIA 1
MCII0JIB30BAHUEM  [3a/la4 MHTEJIEKTya bHbIe HH(OPMAIIMOHHO-
COBPEMEHHOT'0 AHAJTUTHYECKUE CUCTEMBI
WHCTPYMEHTAPHSA H

MHTENIEKTYaJIbHBIX

HHPOPMALIOHHO-

AHAJIMTHYECKHX

cucTeM

OIIK-5. Cniocoben |OIIK-5.2. 3HaeT c He3HAYHMTEeIbHBIMY
HCNOIb30BAThL Npu [[Ipumenser BaMeYaHHSIMU: 0COOCHHOCTH
[peleHun COBpEMEHHBIE MCTIONb30BaHUS COBpPEMEHHBIX
npodeccHOHATBHBIXMHPOPMAIIMOHHBIE |[MHQOPMAIMOHHBIX  TEXHOJNOTHH |
3aja4 COBPEMEHHBICTEXHOJIOTUU 1 cucTeM JUIl NOCTAaHOBKH U pELICHUs|
MHPOPMALHOHHBIE CHCTEMBI IS 3anad YIpaBJIeHNUs, BKIII0Yas
TEeXHOJOTHH H MOCTAHOBKU U [YIpaBJI€HUE KPYIHBIMH MAacCCHBaMHY|
MporpaMMHbIe peleHns 3aga4d TAHHBIX M WX HHTEJJIEKTyaJbHBIN
cpeacTBa, BKJIK0Yasi [ylIPaBICHHUS, aHaJIN3

ynpaBJICHHE BKJIIOYas 'YMeeT ¢ He3HAYUTEJIbHBIMU
KPYIHBLIMH YIIpaBJIeHUE 3aMeYaHUsIMH: PEIIATh 3aa4U

MaCCHBaMH JaHHBIX
M UX
HHTeJIJIeKTyaJIbeIﬁ
AHAJIN3

KPYIHBIMU
MacCHUBaMH JaHHBIX
11X
MHTEJUIEKTYaIbHBIN
AHAIN3

[YIpaBJICHUS Ha OCHOBE
MCTIOTB30BaHUS COBPEMEHHBIX
MHPOPMAIMOHHBIX TEXHOJIOTHH U
cuctemMm

OIIK-6. Cnioco0en
MOHMMATH
MPUHIUIBI Pa0O0ThI
COBpEeMEHHBIX
HHPOPMAIMOHHBIX
TeXHOJIOT Ml U
HCMOJIb30BATh UX
NS pelieHus 3aaay
npogeccHoHAIBHO
nesATeJIbHOCTH

OIIK-6.1.
[Mcnonb3yer
COOTBETCTBYIOIINE
COZIePKAHUIO
nmpodeccnoHaTbHBIX
Bamad COBPEMECHHBIC
U poBbIE
MHPOPMAaITMOHHBIE
TEXHOJIOTHH,
OCHOBBIBAsICH Ha
MPUHIUIAX UX

3HaeT ¢ He3HAYNTETbHBIMUA
BaMeYaHUsSIMU:: XapaKTCPUCTHKH
COOTBETCTBYOIIUX COJCPKAHUIO
rmpodeccnoHaTbHBIX 33724
COBPEMEHHBIX LH(PPOBBIX
MH(OPMAMOHHBIX TEXHOJIOTUI
'YMeeT ¢ He3HAYNTETbHBIMHU
3aMe4YaHUsIMH: UCIIOJIb30BaTh
COBpeMEHHBIE TU(PPOBBIC
MH(pOpPMALMOHHBIE TEXHOIOTHH IS
pelieHus 3aaa4 npogeccHoHaNbHOR

paboThI IEATENBHOCTH

OIIK-6.2. 3HaeT ¢ He3HAYUTETbHBIMH
TTonnmaeT 3aMeYaHMsIMH: IPUHIOUIBI PaOOTHI
MPUHLUIIBI PA0OTHI [COOTBETCTBYIOIIUX COJEPKAHHIO
COBPEMEHHBIX npodeccHoHaNBHBIX 33124

I POBBIX COBPEMEHHBIX LIU(PPOBBIX
MH(OOPMALMOHHBIX [MH(OPMAIIMOHHBIX TEXHOJIOTHH
[TEXHOJIOTHH, 'VMeeT ¢ He3HAYNTENLHBIMI
COOTBCTCTBYIOIIMX 3amMeYaHUSIMMU: IPUMEHATH IIPUHIUAIILI
COACPIKAHUIO [pabOTBI COOTBETCTBYIOIIUX

PO eCCHOHANBHBIX|COIepKaHUIO TPO(ECCHOHATBHBIX
Baga4q Bamad COBpEMEHHBIX MU(DPOBBIX

MHPOPMAMOHHBIX TEXHOJIOTHI
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50 - 69
0aJsI0B

«3a4YTECHO»

'YK-1. Cnocoden VK-1.2. 3Haer Ha 0a30BOM YypOBHe, ¢
OCYLIeCTBJIATH IPaspabaTsiBacT ommoKamMu: KpUTEPHUH
TMOWCK, BapHAHTHI PEIICHUS |[COMOCTABICHHS PA3JIUYHBIX BAPHAHTOB
KpUTHYeCKHit poOIeMHO [PEILICHYSI TIOCTABJICHHOW 3a1a4u
aHAJIN3 U CHHTE3  (CUTYyalldu Ha
MH@opManum, OCHOBE
IPUMEHSITD KPUTH4ECKOro 'YMeer Ha 06a30BOM YpOBHe,
CHCTEMHBIH MOAXO0/ [AHAJIM3a IOCTYNHBIX|oIIuOKaMHU: OCYIIECTBIISTH
/IS PELICHUSA MCTOTHUKOB KPpUTHYECKHH  aHauu3  COOpaHHOM
MOCTAaBJICHHBIX HpOpMaLmK MHOpPMAIMM HA COOTBETCTBHE €€
saja4 YCIOBUSIM M KPUTEPUSAM  pEILECHHUS
[MOCTABJICHHOW  3aJa4d;  OTJIMYATH
(bakTBl OT MHEHHH, MHTEpIpeTauuii u
OIICHOK TMpH aHaju3e COOpaHHOW
MH(pOpPMALIUY; COIOCTAaBIIATh u
OIICHUBATh  Pa3JIMYHbIC  BapHAHTH
PEIICHUsT ~ ITOCTAaBJICHHOW  3a/ayw,|
ompenensist  UX ~ JOCTOMHCTBA W
HETOCTATKH
OIIK-2. Cnocoden [OIK-2.1. 3Haer Ha 0a30BOM YpOBHe, ¢
OCYIIeCTBJISITH Onpenenser omHOKaAMu: METOIbI cbopa
cOop, 00padoTKy M [MCTOUYHUKHU nH(pOPMANINK, CIOCOOBI W BHUI €€
aHAJIN3 TaHHBIX, MHPOPMALNH H MPEICTaBICHHSA, TIPAMEHSIS
He00XOAMMBIX VISl (OCYIIECTBISIET UX  |[COBPEMEHHOE MPOTPaAMMHOE
pelenns MOWCK HA OCHOBE  [0OecrieueHue
MOCTABJE€HHBIX MOCTAaBJICHHBIX YMeeT HA 0230BOM YPOBHeE, €
yIpaBJIeHYeCKHX  [[EJICH ISl PCLICHUS joyu§KaMH: UCIIOJIb30BaTh
Bamad, ¢ PO eCCUOHANBHBIX(COBPEMEHHBII HHCTPYMEHTAPHIL 1
MCIIOJIb30BAHUEM  3a/ia4 MHTEJUIEKTyJIbHbIe HH(DOPMAaIMOHHO-
COBPEMEHHOI'0 AHATUTUYECKHUE CUCTEMBI
HHCTPYMEHTAPHA U
MHTENTeKTYAJIbHBIX
MHGOPMAIIMOHHO-
AHAJIUTHYECKHX
cHucTeM
OIIK-5. Cnocoden [OITK-5.2. 3Haer Ha 0a30BOM YpOBHe, ¢
HCcnoab30BaTh Npu [[Ipumenser ommoKamMm: 0COOEHHOCTH|
peLieHun COBpEMEHHBIC MCTIOTB30BaHUS COBPEMEHHBIX
nmpogeccHOHATBLHBIXMHQOPMAIIMOHHBIEC [MH)OPMAIIMOHHBIX  TEXHOJOTHHA U
3aja4 COBpeMeHHBbIETEXHOJIOTHH U CHCTEM JUIs TOCTAaHOBKH U PELICHUS
WHQOPMAIIMOHHBIE (CHCTCMBI JIJIS 3amay yIpaBJICHUS, BKITIOYasi
TEeXHOJOTHH H [MOCTAHOBKU U VIpaBJICHUEC KPYIMHBIMH MACCHBAMHU|
MpOrpaMMHBI€e [peleHus 3a1a4 MAHHBIX W WX HHTCIUICKTYaJIbHBIN
cpencTBa, BKIIIOYAS [yIIPABICHHUS, aHaN3
ynpasJieHue BKIIEOYast 'YmeeT Ha 6a30BOM ypOBHe, €
KPYNHbBIMH yIpaBJICHHAC oIMOKAMU: penaTh 3a1a4u
MaCCUBaAMU TaHHBIX [KPYITHBIMHA [yIIpaBJIEHUSA Ha OCHOBE

H X
HHTeJ’lJ’leKTyaJ’leblﬁ

MaCCHBaMM TaHHBIX
1 UX

MCTIOTB30BaHUS COBPEMEHHBIX
MHPOPMAIMOHHBIX TEXHOJIOTHH U

aHaamn3 MHTEIUICKTYaIbHBIH |crcTem

aHau3
OIIK-6. Cnocoden [OITK-6.1. 3HaeT Ha 0230BOM yYPOBHe, ¢
MOHUMATH Mcnonb3yer OIINOKAMMU:: XapaKTCPUCTUKH
NMPUHIOHNBI PA00THI (COOTBETCTBYIOIINE [COOTBETCTBYIOIIUX COJCPIKAHHIO
COBpEeMEHHBIX COJICPKAHUIO mpogeCCHOHATBHBIX 3324
WHPOPMAIMOHHBIX [TPO(ECCHOHATBHBIX|COBPEMEHHBIX IIH(PPOBBIX
|'reXH0J10rm71 " Bazia4 COBPEMCHHBICMH(DOPMAIMOHHBIX TEXHOJIOTHIA

ba3oBbIit
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HMCII0Jb30BATh UX

U pOBBIE

'YMeeT Ha 6a30BOM YpOBHe, C

IS pelieHus 3aAa4 MHPOPMAINOHHBIE |OIIMOKAMM: HCIIOIb30BaTh
npodeccHOHAILHOM TEXHOIOT U, COBpEMEHHBIE LU(POBHIC
mesATeIbHOCTH OCHOBBIBAsICh HA  [MH()OPMAIIMOHHBIC TEXHOJIOTUH IS
MPUHLIMIIAX UX perenust 3a1a4 npogeccHoHaIbHON
paboTHI e TeTbHOCTH
OI1K-6.2. 3HaeT Ha 0230BOM yYPOBHe, ¢
[Morumaet OIIMOKAMU: TIPUHIIAIIBI PAOOTHI
MPUHIAIE] PaOOTHI |[COOTBETCTBYIOMINX CONEPKAHHIO
COBPEMEHHBIX MpodecCHOHATBHBIX 3a1a4
I POBBIX COBPEMCHHBIX IA(POBBIX
MHPOPMALMOHHBIX [MH(QOPMAIMOHHBIX TEXHOJIOTHIA
TeXHOJIOT U, VMeer Ha 6a30B0M ypoBHe, ¢
COOTBCTCTBYIOINNX |omiMOKAMM: IPUMEHATH ITPUHIIHIIBI
COJICPIKaHUIO PabOTHI COOTBETCTBYOIINX
PO eCCUOHANBHBIX|ConepKaHMIO TTPOECCHOHATBHBIX
sanad 3amad COBPEMEHHBIX IU(PPOBBIX
MHGOPMATMOHHBIX TEXHOJIOTHI
YK-1. Cnocoden  [VK-1.2. He 3maer Ha 0a3oBoM yposHe: Komnerenuun
OCYIIeCTBJIATH IPazpabartsiBaeT KPUTEPUU COTOCTABJICHUSI Pa3JIMYHbIX] He
MOMCK, BapUaHTHI PELICHU [BADUAHTOB PEIICHUS MOCTaBICHHOU|IC(hOPMUPOBAHBI
KPUTHYECKUH MPOoOIeMHOM Bajauu
AHAJU3 U CUHTE3 CAUTyallMy1 Ha He yMeeT Ha 0a30BOM YPOBHeE
uHdopmauy, OCHOBC OCYIIECTBJIATh KPUTUYECKUN aHAIH3
NMPUMEHATH KPUTHIECKOT'O coOpaHHOI nHpOpMAITAN Ha|
CUCTEMHBIM MMOJAXO0/1 [aHaJIn3a JOCTYIIHBIXICOOTBETCTBUEC ce YCIIOBHSIM "
TSI PEILICHUS MCTOYHHUKOB KpUTEpUAM pEUICHUS TOCTaBICHHOM|
MOCTABJIE€HHBIX MHpOpMaUK Bama4yu; oTiandaTh (HakThl OT MHEHUH,
Baga4 MHTEpIpeTauii MU OLEHOK  TIpH|
aHamM3e coOpaHHOM  HMH(pOpMaLUH;
COMOCTAaBIIATh u OLICHUBATD)|
[pa3Iu4HbIe BapUAHTBl  pELICHUS]
[OCTaBICHHON 3a/auu, ONpenenss HX
/IOCTOMHCTBA U HEAOCTaTKH
OIIK-2. Cnocoden [OIIK-2.1. He 3Haer Ha 0a30BOM YpoOBHe:
OCYIIeCTBJIATH Onpenensier MeTobl cOopa MH(pOPMAIUH, CIIOCOObI
MeHee cO60p, 00padOTKY M [ICTOUHUKU 1 BUJ €€ MpPeICTaBICHUS, MNPHUMEH:S
50 aHAIU3 JaHHBIX, MHPOPMALIUU U COBpEMEHHOE IpOTrpaMMHOE
GaLI0B «HE 32YTeHO0» HEe00XOAMMBIX VISl (OCYIIECTBISIET X |0OecreueHme

peleHus [IOMICK Ha OCHOBE He ymeeT Ha 6a30BOM ypoBHe:
MOCTAaBJICHHbBIX MMOCTAaBJICHHBIX IMCITOJIF30BaTh COBpCMCHHBIﬁ
yOpaBjeHYeCKHuX  [eJIeH IS PEIICHUS MHCTPYMEHTAPHUI 1

Bama4, € HPO(I)GCCI/IOHaHBHBIXI/IHTenneKTyanLHLIe nH(OPMAITMOHHO-
HCIOJb30BAaHHEM  Bajayd QHAJTMTUYECCKUE CUCTEMBI
COBPEMEHHOI'0

MHCTPYMEHTApus 1

MHTEJJIEKTYAIbHbIX

MHPOPMALTOHHO-

AHAJTUTHYECKHX

cucreM

OIIK-5. Cnocoden [OIIK-5.2. He 3Haer Ha 0a30BOM YpOBHe:
MCHoJib30BaTh Npu [[I[pumenser 0COOCHHOCTH HCIIOJIb30BAHUS|
peleHnn COBpPEMEHHBIE ICOBPEMEHHBIX MH(OPMAITMOHHBIX|
npodgeccuoHATbHBIXUHPOPMAITMOHHBIE [TEXHOJOTHUH U CUCTEM ISl IOCTAHOBKH|
3aa4 COBPEeMEHHBbIeTEXHOJIOTHH U M pemeHus 3adad  yOpaBJIECHUS,
MHGOPMAIMOHHBIE [CUCTEMBI ISt BKJIFOYasi  yOPaBIICHUE  KPYIHBIMY|
TEXHOJOTUM U MOCTAHOBKH U MacCuBaMH JIAHHBIX U HX
nporpaMMHbIe CIICHUS 3a]1a4 MHTEJUIEKTYaJIbHbIM aHaIu3
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cpeacTBa, BKJIIOYast
ynpaBJieHue
KPYIHBIMH
MacCHBaAMH TaHHBIX
M uX

yTIpaBIeHUS,
BKJTIOYAs
yIIpaBJjeHUE
KPYIHBIMU
MacCHUBaMH JaHHBIX

He ymeeT Ha 6230BOM YpOBHe:
[peraTh 3aJauu yIpaBICHNS HAa OCHOBE
MCIIONIb30BAHMSI COBPEMEHHBIX
MH(pOPMALMOHHBIX TEXHOJIOTHI 1
cucrem

MpUHIUIIAX UX

MHTEJUIEKTYadbHBIHM 1X
aHaIn3 MHTEJJIEKTYaJIbHbIHI

aHanun3
OIIK-6. Cnocoden [OIIK-6.1. He 3HaeT Ha 6a30BOM ypOBHe::
MOHNMATH [Mcnonb3yer XapaKTEPUCTUKU COOTBETCTBYIOIIUX
MPUHIIUNBI Pa00ThI [COOTBETCTBYIOIINE |COACPIKAHUIO MPOPECCHOHATHHBIX
COBPEMEHHBIX COAEpIKAHUTO Bamad COBPEMEHHBIX MU(DPOBBIX
MH(OPMAIMOHHBIX PODHEeCCHOHATHLHBIXMHGOPMAITMOHHBIX TEXHOJIOTHIA
TEeXHOJIOTHH U 3aa4 COBpEMCHHBICHe yMeeT Ha 0a30BOM YpPOBHE:
MCIO0JIb30BATh X  [IH(POBEIE MCITI0JIb30BaTh COBPEMEHHBIE
J1s1 pemieHust 3aAa4 [MHGOPMAIMOHHBIS uppoBble THPOPMAITUOHHEIE
npoc[)eccnonanbﬂoﬁ TEXHOJIOT'HH, [TEXHOJIOTUU IJIs PELICHUS 3a0a4
MeAaTe IbHOCTH OCHOBbIBAsICb Ha rmpodeccnoHaTLHOM IeATETBHOCTH

a00ThI
OI1K-6.2. He 3naeT Ha 6a30BOM ypOBHe:
[Tonumaet IPUHIUITEI PAOOTHI COOTBETCTBYIOIINX
MPUHIUIEL pabOThI [COACPIKAHUIO MPO(HECCHOHATBHBIX
COBPEMEHHBIX 3aa4 COBPEMEHHBIX IUPPOBBIX
UG POBBIX MHGOPMAIMOHHBIX TEXHOJOTHI
MHPOpPMaUMOHHBIX |He ymeeT Ha 6a30BOM
TEXHOJIOT U, YPOBHE: IPUMEHSTH PUHIUIIBI
COOTBETCTBYIOIIMX [paOOTHI COOTBETCTBYIOIINX
COACPIKAHUIO cotep kaHnIo MPOQeCcCHOHATBHBIX
Mpo(eCCHOHATBHBIX3a1aY COBPEMEHHBIX ITUPPOBBIX
Bajga4q MHGOPMAIMOHHBIX TEXHOJOTHI
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MHUHUCTEPCTBO HAYKH U BBICHIET'O OBPA3OBAHUS POCCUMCKOM ®EJIEPALIMN
DenepalibHOE TOCYIAPCTBEHHOE OHIZKeTHOE 00pa30BaTe/IbHOe Y4YpeskIeHHe BbICILEro 00pa3oBaHus
«Poccuiickuii s3xoHOMUYeckuii ynusepcurer umenu I'.B. Ilinexanosa»

Kpacnonapckuii pusnuan PIY um. I'. B. Iliexanosa

CDaKYJIBTeT 9KOHOMHKH, MCHCIPDKMCHTA U TOPT'OBJIN

Kadenpa skoHoMHUKH 1 TUPPOBBIX TEXHOJIOTUIN

AHHOTAIIUSA K PABOYEN TPOI'PAMME JUCHUIIINHBI
b1.0.113.02.02 OcHoBbI HHPOPMALMOHHOI 0€30MIACHOCTH

Hanpasaenue moaroroBku 38.03.02 MeHe:KMEHT

HanpasJieHue (mpo¢puJib) nporpammbl MeHeUKMEHT OpraHu3auum

YpoBeHnsb Boiciiero oopazosanusi bakanaspuam

Kpacnomap — 2024 r.



1.Ileab u 3a7aun AMCHUTIMHBI:

Heab AMCHUILUIMHBI 3aKTI09aeTcs B ((OPMUPOBAHHUHU 3HAHUI 00 00bEKTaxX M 3aJadax 3alluThl,
crocofax W CpeAacTBax HapylleHUs MHPOPMALMOHHOM 0€30MacHOCTH, O MPUHLIHMIAX U MOAXO0JaX K
pEUICHUIO 33/7a4 3amMThl WHPOpPMAIMK; a Takke (opMUpOBaHNE YMEHHH IO NPHUMEHEHUIO
COBPEMEHHBIX TEXHOJIOTHH, BbIOOpa CpPEACTB W MHCTPYMEHTOB 3alIUThl WHGpOpPMALUU UL
MOCTPOEHUS COBPEMEHHBIX 3aIUIIECHHBIX SKOHOMUYECKUX HHPOPMAIIMOHHBIX CHCTEM.

3amaun QTUCHUILIMHBI:

- H3YYHUTh CpeAcTBa o0ecredyeHuss HHPOPMALMOHHOM 0€30MacHOCTH HSKOHOMHYECKOM
WH(POPMAITMOHHON CHCTEMBI COBPEMEHHOMN OpraHU3aIlNH;

- (hopMupoBaHHEe yMEHUsI 00eCHEeUnTh 3alUTy UH(OPMAIMK U 00BEKTOB MHPOPMATU3ALIUY;
dbopMupoBaHNE YMEHUS COCTABIATH 3asBUTENBHYIO JOKYMEHTAIMIO B HAJA30PHBIE TOCYJapCTBEHHBIC
opranbsl ”HPOKOMMYHHUKAIIMOHHON OTpacIH;

- U3yYUTh CPEJICTBA 3AIINUTHI JAHHBIX OT pa3pymIAONINX MPOrPpaMMHBIX BO3/ICHCTBUIA;

- IOHUMATh W BHEAPSATH OPraHU3alNI0 KOMIUIEKCHON 3alUThl HH(POpMAIUK Ha KOMIIbIOTEpax
OpraHM3aLIH

- (dopmupoBaHuME HABBIKOB OOECHEYECHHUS 3alIUTBI OOBEKTOB  HMHTEIUICKTYalIbHON
COOCTBEHHOCTH, PE3YJIBTATOB UCCIIEIOBAHUH 1 pa3pabOTOK KaKk KOMMEPYECKON TalHBI IPEIPUITHS.

2.Coaep:xaHue TUCHMIIMHBI:

HanmMenoBaHue pa3iesioB / TeM QU CHUNIIHHBI

Pazoen 1. Ocnosnvie onpeodenenus u ROHAMUA UHPOPMAUUOHHOU DE30naACHOCMU

Tewma 1. Undopmanus kak 00beKT 3amuThl. [IpaBoBoe obecnieuenre nHGOPMAITMOHHON
0e30MacHOCTH

2. Tewma 2. OpranuzanronHoe odecredeHrne nHGopMarmoHHON 0€30MacHOCTH

Pazoen 2. Ilpozpammno-annapammusie cpeocmea u Memoowvl 00ecneyenus
UHpopmayuonnoil HezonacHocmu

4 Tewma 4. IIporpamMmmHo-anmapaTHBIE CpEACTBA oOecrieueHrss MHPOPMAIIMOHHON 0€30MacHOCTH
B MH(QOPMALIMOHHBIX CETSX.

5. Tema 5. Crannaptsl U cienuuKauy B 001acTu HHPOpPMAITMOHHON 6€30MaCHOCTH

TpynoeMKocTh TMCHUILIMHBI cocTaBJseT 3 3.e. / 108 yaca.

®opMa KOHTPOJIS — 3a4eT.
CocraBureib:

JlonieHT Kadeapsl SKOHOMHUKH U U POBBIX TexHonoruit Kpacnonapckoro ¢punmnana POY um. I'.B.
[InexanoBa, k.1.H. @posios P.H.
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