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I. OPTAHU3AIIMOHHO-METOINYECKHWI PA3JEJ

eap 1 3a1aun OCBOEHHUS JUCHHUILJIMHBI

Heap TMCHMIVIMHBI 3aKIIO9acTcs B (OPMUPOBAHMHM 3HAHWK 00 OOBEKTaxX H
3a/1avax 3amuThl, CIOCO0axX M CPEACTBAX HapYIICHUS WH(OPMAITMOHHON 0€301MacHOCTH,
0 TpPHWHIHWMAX W TOAXO0JaX K PEIICHUIO 3a1ad 3alluThl WHOOpPMAIMU; a TaKXKe
dbopMupoBaHrE YMEHHUH TIO IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOTHIA, BHIOOpA CPEIACTB U
WHCTPYMEHTOB 3alUThl WHGOPMAIMKU JISI TTOCTPOSHUS COBPEMEHHBIX 3allUIICHHBIX
YKOHOMHUYECKUX HH(POPMAIIMOHHBIX CHCTEM.

3ajauyu TUCUMILIUHBI:

- U3Yy4YUTh CpelcTBa  obecneyeHUss  MHOOpPMAIMOHHOW  0€30MacCHOCTH
HKOHOMHUYECKON HH(POPMAIIMOHHON CUCTEMBI COBPEMEHHOM OpraHU3allnu;

- (dopMupoBaHHE yMEHUS OOCCHEUYUTh 3alUTy HHPOpMAIUd H OOBEKTOB
uHpopMaruzanum; (GopMHUPOBaAHUE YMEHHUS COCTABIIATH 3aIBUTEIBHYIO JTOKYMEHTAIUIO
B HaJI30pHBIE TOCY/IapCTBEHHBIC OpraHbl HHHOKOMMYHHKAIIMOHHOW OTPaCIIu;

- UW3YYUTh CPEACTBA 3alIUTHl JAHHBIX OT pPa3pyMAIIMNUX POTPAMMHBIX
BO3JCHUCTBUM;

- TOHUMAaTh ¥ BHEIPSATH OPTaHW3aIMI0 KOMIUIEKCHOW 3alTuThl HHGOPMAIMK Ha
KOMIIBIOTEpAX OpraHu3aluu

- hopMHUpOBaHKE HABBIKOB 00CCIICUCHUS 3aIIUTHl 00BEKTOB UHTEIUICKTYJIbHOM
COOCTBEHHOCTH, PE3YJIbTATOB UCCIEAOBAHUI U pa3padOTOK KaKk KOMMEPUYECKOM TailHbI
IPEATPUATHS.

2.Coaep:xxaHue TUCHMIIJIMHBI:

MecTo IMCUMILUIUHBI B CTPYKTYpPe 00pa30BaTeIbHOM MPOrpaMMbl
Hucrumnaa « OCHOBBI MH(GOPMAIIMOHHON 0€30MaCHOCTHY, OTHOCUTCSA K 00s3aTEIbHON
4acTH y4eOHOro TuiaHa.

O0beM TUCHMILVIMHBI M BUABI y4e0HOH padoThI

Tabmnma 1
Bcero yacoB no ¢gopmam o0yueHust \
IHoka3aTenn 00beMa TUCHMIIINHBI
ounasn OYHO-3a04HaA

OO0beM TUCHMITIMHBI B 3a4€THBIX eTMHHUIIAX 33ET
O0BeM QUCIHUIUIMHEI B aKaJl.yacax 108
[TpomesxyToUHas aTTeCTAIUS:
bopma 3ayer 3auer
KonTakTHas padora o0y4yaommuxcs ¢ 30 14
npenoaasareneM (Konrakr.uacel), Bcero:

1. KonrakTHas paboTa Ha IPOBEJCHHE 8 12

3aHSATHH JEKIIMOHHOTO M CEMHUHAPCKOTO




THUIIOB, BCCT'O 4aCOB, B TOM YHUCJIC.

12 6

® JICKIIMH

® IPAKTUYCCKUEC 3aHATHUS 16 6

Ld na60paT0pHLIe 3aHATHUA - -

B TOM YHMCJIC NPAKTHYCCKAA MMOATrOTOBKA - -

2. NHnuBuayalibHbIe KOHCYJIbTAIIUN
(UK)**(3anoansemcs npu naruuuu no - -
QUCYUNIUHE KYPCOBBIX pAOOM/NPoeKmos)

3. KoHrakTHas paboTa 1o mpoMeKyTOUHOM
arrectanuu (Karr) (3anoansemces npu
Hamuuuy no OUCYUNIUHE KYPCOBLIX
pabom/npoexmos)

4. Koncynpranus nepen 3x3ameHoM (K9) - -

o1

. KonrakTHas pabora 1o mpoMexyToqHON
aTTecTalliy B IEPUOJ IK3. CECCUU / CECCUU - -
3aouyHukoB (Karrak)

Camocrositeabnas padora (CP), Bcero: 78 94

B TOM YHCIJIC:

® camocCToOsTeNbHAs paboTa B MEPUOJT IK3.
ceccun (CPaK) (3anonnsemes npu nanuyuu - -
9K3AMEeHA NO OUCYUNTIUHE)

e camocrosTenbHas pabota B cemectpe(CPc)

78 94

B TOM YHCJIE, CAMOCTOSITeNIbHAst paboTa Ha
KYPCOBYIO pabOTy(3anonnsemcs npu Haiuduu - -
1o OUCYUNTIUHE KYPCOBLIX pabOm/NpoeKmos)

e msyuenue DOP (npu nanuuuu) - -

® MH3YYCHHUC OHnaﬁH-Kypca WM €TI0 94aCTH - -

®  BBINOJHEHNUE UHIUBHUYAIbHOIO WIH
I'PYIIIOBOTO ITPOEKTA

78 94

® u dpyeue 8udbl

HepequL IVIAHUPYEMBIX PE3YyJabTaTOB oﬁyqumI o ITMCIOMIIJIMHE

Tabmauma 2
dopmupyemMble Nupuxarops! noctrxenus | Pesyabtarsl 00ydenus (3nanus,
KOMIIETEeHII U KOMIIeTeH I Uil yMeHus)
(k00 u Haumenosanue (k00 u Haumenosanue
Komnemenuyuu) UHOUKAmMopa)
YK-1. CniocodeH ocynecTBJISITh VYK-1.2. Pa3zpabatbiBaeT BApPHAHTHI YK-1.2.3-1. 3Haer KpUTEpHU
NMOUCK, Kpl/lTﬂ‘leCKl/lﬁ AHAJIM3 " peuICHuA HpO6HCMHOﬁ CUTyalluu Ha COIIOCTABJICHUA  pPa3JIMYHbBIX BapUAHTOB
CHHTE3 qu)opmaulm, NPUMEHATDH OCHOBE KpUTUYCCKOI'O aHaJIn3a peIcHUsA TIOCTaBJICHHOM 3a1a4n
CUCTEMHBIH MOAX0/ 1JIsl pelieHusl | JOCTYMHBIX HCTOYHUKOB YK-1.2.V-1. Ymeer OCYIIECTBIISITh
MOCTABJIECHHBIX 32124 uHpOpMALUU KpUTHUYECKUI aHaIN3 coOpaHHOU
I/IH(l)OpMaIII/II/I Ha COOTBECTCTBUEC cc
YCHOBUSIM M KPUTEPHAM  pELIEHUs
TMOCTaBJICHHOM 3aga4yun




VYK-1.2.¥-2. ¥Ymeer orinuyarh (akThl OT
MHEHUH, MHTEpIpeTaluii ¥ OLIEHOK IpH
a”anuse coOpaHHo# nHpopManuu

VK-1.2.V-3. ¥YMeeT CONOCTaBIATHL W
OIIEHUBATh pasiuyHbIe BapUAHTHI
petieHus [TOCTABJIEHHOMN 3a/1a4H,
OTpeIesIsis UX TOCTOMHCTBA U HEAOCTATKH

OIIK-2. Cnioco0eH ocymecTBIATh
cOop, 00padoTKy U aHAIU3
JAaHHBIX, HEOOXOTUMBIX 151
pelleHust MOCTABJIEHHBIX
ylpaBJeH4YecKHuX 3a/1a4, ¢
UCMOJIb30BAHHEM COBPEMEHHOI0
UHCTPYMEHTAPHS H
UHTEJVIEKTYAIBHBIX
NH(OPMALHOHHO-AHATHTHYECKUX
cucTeM

OIIK-2.1. OnpenensieT ICTOYHUKH
nH(pOpMaNUK U OCYIIECTBISIET UX
TIOUCK HA OCHOBE TIOCTaBJICHHBIX
Leneu Juist peleHus
po¢eCCHOHANBHBIX 3a1ad

OIIK-2.1. 3-1. 3maer w™eromsl cOopa
nHpopmanuy, crnocodbl W BUI  ee
MPENCTABICHUS, TPUMEHSSI COBPEMEHHOES
IIporpaMMHOe o0ecriedyeHue

OIIK-2.1. V-1. YMeeT HCIOJIL30BaTh
COBPEMEHHBIN HHCTPYMEHTapuil U
MHTEIJICKTyaJbHbIe HH(OPMAI[HOHHO-
AHAJUTUYECKHAE CHCTEMBI

OIIK-5. Cnnoco0eH ncnojib30BaTh
NpPH penieHun
npogecCHOHAJIBHBIX 32124
COBpeMeHHbIe NH(POPMAIHOHHBIE
TeXHOJIOTHH H MPOrpaMMHbIe
CpelIcTBa, BKJIKYAs yIpaBjieHNe
KPYIMHBIMH MAaCCHBaMU JaHHBIX U
HX HHTEJIEKTYAJIbHBIA aHATH3

OIIK-5.2. [TpumenseT
COBpEMEHHbIE HHPOPMAIMOHHbIE
TEXHOJIOTHH ¥ CUCTEMBI IS
MOCTaHOBKHU ¥ PELICHHS 33134
yIpaBJeHUsl, BKIIIOYAs yIpaBJieHHe
KPYIHBIMH MacCHBaMH JaHHbBIX M UX
WHTEIUICKTYalbHbIH aHaIH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HUCIIOJIb30BaAHUA COBpeMeHHLIX
UH(OPMALMOHHBIX TEXHOJIOTHH U CHUCTEM
JUJIA IIOCTAaHOBKH nu peHIeHI/ISI 3aga4
praBHeHHﬂ, BKJIFOYas praBﬂeHHe
prHHbIMI/I MaCCHUBaAaMHU JAaHHBIX W HUX
HHTEJUIEKTYaJIbHBIN aHAIU3

3naer

OIIK-5.2. V-1. ¥MmeeT pemats 3a1a4n
yIpaBJICHUsI HA OCHOBE MCIOIb30BAHMUS
COBPEMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHI M CHCTEM

OIIK-6. CnocoGeH moHUMATH
NPUHIMIBI PA0OTHI COBPEMEHHBIX
HH(OPMALMOHHBIX TEXHOJIOTHI U
HCNOJIb30BAaTh UX /UISl peleHust
3aa4 npogeccHoHAIbHOI
JAeATeTbHOCTH

OIIK-6.1. Mcnonb3yet
COOTBETCTBYIOIINE COJECPIKAHHIO
IpoQeCCHOHANBHBIX 33/1a4
COBpEMEHHbIE LIN(POBbIC
UH(OPMALMOHHBIE TEXHOJIOTHH,
OCHOBBIBASICh Ha MPUHIIMIAX UX
paboTs!

OIIK-6.1. 3-1. 3HaTh: XapaKTePUCTUKU
COOTBETCTBYIOLINX COAEPIKAHUIO

PO eCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
dpoBbIX HHPOPMALIMOHHBIX
TEXHOJIOIHil

OIIK-6.1. Y-1. ¥YMeThb: UCTIOJIB30BaTh
COBpEMEHHbIE LIU(POBHIC
I/IH(bOpMaI_[I/IOHHI)Ie TEXHOJIOTHUH IJIA
peteHus 3a1a4 npogeccHoHaIbHON
JIeSTeNIbHOCTH

OIIK-6.2. IToHMMaeT NPUHIUIIBI
paboThl COBPEMEHHBIX LIU(PPOBBIX
UH(OPMALMOHHBIX TEXHOJIOTHH,
COOTBETCTBYIOLIHUX COACPKAHUIO
npoheCcCHOHANBHBIX 33/1a4

OIIK-6.2. 3-1. 3HaTh: IPUHIMITEI PAOOTHI
COOTBETCTBYIOIINX COAEPKAHUIO

PO eCCHOHANBHBIX 33/1a4 COBPEMEHHBIX
IU(PPOBBIX HHPOPMAIIHOHHBIX
TEXHOJOTHH

OIIK-6.2.V-1.

YMeeT IpUMEHATH MPUHIMITBI PAOOTHI
COOTBETCTBYIOIINX COAEPIKAHUIO
Mpo¢eCCHOHATBHBIX 337a4 COBPEMEHHBIX
IU(POBBIX HHPOPMAITMOHHBIX
TEXHOJIOT Uil




1. CONEPY)KAHUE JUCHMIIIAHBI

Tanbl GOPpMUPOBAHNS M KPUTEPUH OLleHUBAHHUS C()OPMHUPOBAHHOCTH KOMIIETEH U

AJis1 o0yqarommxcst 04HOM (popmbl 00yueHust

Tabmuma 3.1

HaumenoBanue pa3jaesia, TeMbl

TpynoeMKoCTb, akageMHYecKHe
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Cemectp 4
Pazoen 1. Ocnoensvie onpeodenenus u NOHAMUA UHPOPMAYUOHHOU He3onacHocmu
1 Tema 1. Undopmanus Kak 00bexT 2 | 4 18 YK-1.2. YK-12.3-1 0. -
3amuthl. [IpaBoBoe o0ecneyeHune OINK-2.1. YK-1.2.Y-1.
HH(OPMANHOHHOI 6€301aCHOCTH OIMK-5.2. 1. YK-1.2.Y-2.
pMan OI1K-6.1 YK-1.2.Y-3.
HHupopmarimonHas 6€301acHOCTb. OTTK-6.2. OIK-2.1. 3-1.
OcHoBHbIe NOHATHS. Monenn OIK-2.1. V-1.
uHGOPMAIMOHHOM Oe30macHoCTH. Buibt OIIK-5.2. 3-1.
3amuinaeMoi napopmaru. OCHOBHBIC OIlK-5.2. V-1.
HOPMAaTHUBHO-TIPABOBBIE aKThI B 00JIaCTH OIIK-6.1. 3-1
MH(OPMAIMOHHON GE30MACHOCTH. OIK-6.1. V-1.
ITpaBOBbIe 0OCOOEHHOCTH OOECTICUSHHUS OIIK-6.2. 3-1.
OIIK-6.2.V-1.

0e30MmacHOCTH KOH(HIEHIIMATLHON
WHGOPMAIUH U TOCYITAPCTBEHHOW TaifHBI.
Pecypcsl npeanpusTus, nojiexalie 3alure
c Touxu 3peHust Ub. Acnekrtsl b B pamkax
MEHE/KMEHTa HEeIIPEPhIBHOCTH OHM3Heca.




Tema 2. OprannzanuoHHoe odecneyeHue 4 4 18 YK-1.2. YK-1.2.3-1 0. K.
HHPOPMALMOHHOI 0e30I1acCHOCTH OIlK-2.1. YK-1.2.¥-1.
OCHOBHBIE CTaHAAPTHI B 001aCTH 00ECIICUCHUS OIIK-5.2. . YK-1.2.Y-2.
nHpopMannoHHOH 6e3onmacHocTd. [TonuTrka OIIK-6.1 YK-1.2.Y-3.
6e3omacHOCTH. DKOHOMUYECKasi 0€30II1aCHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npeanpusaTus. MmxeHepHas 3ammra 00beKTOB. OIIK-2.1. V-1.
3ammta HHGOPMAIHH OT YTEUKH I10 OIIK-5.2. 3-1.
TEXHUYIECKNM KaHanaM. Vcronp3oBanue 6a3 OIIK-5.2. V-1.
JAHHBIX IS HAXOKJCHUS U U3YUCHUS OIIK-6.1. 3-1
HOPMATHBHBIX JOKYMEHTORB B 00J1aCTH OIIK-6.1. V-1.
HH(POPMAITMOHHOW 0€30I1aCHOCTH. OIIK-6.2. 3-1.
Wnentudukanus u oliecHKa akTUBOB. Mojeinb OIIK-6.2.VY-1.
yrpo3. Unentudukanus ys3sumocreid. OneHka
puckoB. OOpaboTKa PUCKOB.
Mogenb HapyIIUTENs TOJTUTUKHU
Oe3onacHocTH. TUNHYHBIE YTPO3BI
UHGOPMALUH U ySI3BUMOCTH
KOPIOPATUBHBIX MH(POPMALIHOHHBIX
CHCTEM.
Pazoen 2. Ilpozpammno-annapammusie cpeocmea u Memoovl 06ecneyeHus UHPHopmMayuoHHoul 6e30nacHocmu

Tema 3. TIporpaMMHO-anmapaTHbie 2 | 4 21 YK-1.2. YK-1.23-1 | I'p.a. K.
cpeacrsa odecrne4eHus OIK-2.1. YK-1.2.y-1.

. OIIK-5.2. . YK-1.2.V-2.
I/IH(l)OpMa].[I/IOHHOI/I 0e30macHOCTH B OITK-6.1 VK-1.2.V-3.
MH(POPMALHOHHBIX CETAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIE BHIbI CETEBBIX U KOMITBIOTEPHBIX OIK-2.1. V-1.
yrpo3. CpeJcTBa U METO/IbI 3aLIUTHI OT OTIK-5.2. 3-1.
CETEeBBIX KOMIBIOTEPHBIX YIPO3. OIIK-5.2. V-1.
CHUMMeTpUYHbIE U ACCUMETPUYHBIC CHCTEMBI OTIK-6.1. 3-1
mmdposanus. Ludpossie noxnucu OIIK-6.1. V-1.
(Onexrponnsie moamucu). MabpacTpykTypa OIIK-6.2. 3-1.
OTKPBITHIX Kitouell. Kpunrorpaduueckue OTIK-6.2.V-1.
HOPOTOKOJIBL




4. Tema 4. Ctangaptsl U cnenudukanuu B 4 4 21 YK-1.2. YK-1.2.3-1 0. K.p.
obsiacTi nHGOPMALMOHHOI 0€30MACHOCTH OIIK-2.1. YK-1.2.Y-1.
Crannaptusaius B chepe yrnpapicHHs OIIK-5.2. . YK-1.2.Y-2.
MHPOPMAIMOHHON 6€30MacHOCTEIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXayHapoaHsx cranaaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Cozpanne 3ammppoBaHHBIX (ailioB 1 OIIK-5.2. 3-1.
KPUNITOKOHTEHHEPOB M UX pacIIn(poBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHUAM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
CoOTBeTCTBHE MOJIUTHKAM 0€30I1aCHOCTHU U OIIK-6.1. V-1.
CTaHAapTaM, TEXHUYECKOE COOTBETCTBHUE. OIIK-6.2. 3-1.
Coznanue yJJoCTOBEPSIIOIIETO IEHTPA, OIIK-6.2.VY-1.
TeHepauurd OTKPLIThIX U CCKPETHBIX KJ'IIO‘IeI‘/II,
CO3/IaHHe CEPTUPHUKATOB OTKPBITHIX KITFOUCH,
CO3/IaHKE BIICKTPOHHOI MOAIKCH, TPOBEPKa
JICKTPOHHOH NOIIHCH.
Konmaxmuas paboma no npomesxcymoutou ) ) ) ) /2 2
ammecmayuu (Kamm)
Hroro 12 | 16 - - 78/2 108
ITanel (l)OpMHpOBaHI/Iﬂ H KPUTEPHUHU OLICHUBAHUA C(l)OpMI/IpOBaHHOCTH KOMHETCHIII/IFI
AJIs1 00y4aIOIIMXCH OYHO-32049HOH ()OPMBbI 00yUeHU s
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Cemectp 4
Pa3zoen 1. Ocnoenvie onpeodenenus u nOHAMUA UHPOPMAYUOHHOU He30naACHOCHmU




Tema 1. Undopmanus Kak 00beKT 23 27 YK-1.2. YK-1.2.3-1
3ammThl. [lpaBoBoe o0ecnieuenne OITK-2.1. YK-1.2.¥-1.
. OIIK-5.2. . YK-1.2.Y-2.
HHGopMaLOHHOI 0€30IIACHOCTH OIIK-6.1 VK-12.Y-3.
Wudopmarnmonnas 6€301MacHOCTb. OIK-6.2. | OIMK-2.1.3-1.
OcHoBHBbIe noHATUA. Monaenu OIIK-2.1. V-1.
nHGOPMAITMOHHOM Oe30macHoCTH. Buabt OIIK-5.2. 3-1.
3amuinaeMoit napopmarui. OCHOBHBIC OIIK-5.2. V-1.
HOPMAaTUBHO-TIPABOBBIC aKTHI B 00JaCTH OIIK-6.1. 3-1
MH(OPMAIMOHHOM 6€30M1aCHOCTH. OIIK-6.1. V-1.
[IpaBoBbIe 0OCOOEHHOCTH OOECTICUSHHS OIIK-6.2. 3-1.
0e30MacHOCTH KOH(DHIECHIIMATBLHOM OIIK-6.2.Y-1.
MHQOPMAIUH U TOCYIAPCTBCHHOW TalHBI.
Pecypcsl npeanpusTys, oAaekKalye 3ammre
¢ Touxu 3peHus Ub. Acnektsl b B pamkax
MEHEKMEHTa HEeIPEPhIBHOCTH OHM3Heca.
Tema 2. OprannzanuoHHoe odecneyeHue 23 27 YK-1.2. YK-1.2.3-1 .
HHPOPMAIMOHHOI 6€30IAaCHOCTH OIIK-2.1. VK-1.2.V-1.
OCHOBHBIE CTaHAAPTHI B 00aCTH 00ecIeueHIUs OIIK-5.2. . VK-1.2.V-2.
uHpopMannoHHOH 6e3onmacHocTd. [TommTika OIlK-6.1 YK-1.2.Y-3.
Oe30macHOCTH. DKOHOMHYECKas 0€30MacHOCTh OIIK-6.2. OIIK-2.1. 3-1.
npeanpusaTus. MHxeHepHas 3ammra 00bEKTOB. OIIK-2.1. V-1.
Zamura HHGOPMAIMH OT YTEUKH I10 OIIK-5.2. 3-1.
TeXHUYECKUM KaHanam. Mcmonb3oBaHue 6a3 OIIK-5.2. V-1.
JIAHHBIX JIJIS1 HAXOXKJICHUST 1 H3yUEHUS OIIK-6.1. 3-1
HOPMATHUBHBIX JOKYMEHTOB B 00J1acTH OIIK-6.1. V-1.
nHPOPMAITMOHHON 06€30MaCHOCTH. OIIK-6.2. 3-1.
Wnentudukaius u olieHKa akTUBOB. MoJieNb OIIK-6.2.VY-1.

yrpo3. Unentudukanus yszsumocteil. OnieHKa
puckoB. OOpabOTKa PHUCKOB.

Mozenp HapyIUTENs MOJTUTHKH
6e3omacHocTH. THITHYHBIE YTPO3BI
uH(OpMAaLUK U YSI3BUMOCTH

KOPHOPaTUBHBIX HHPOPMAIMOHHBIX

CHCTEM.

Pazoen 2. Ilpozpammno-annapammusie cpeocmea u memoowvl 0decneyeHus UHPHopmayuoHHoul He30nacHocmu
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Tema 3. IIporpaMMHoO-annapaTHbie 24 26 YK-1.2. YK-1.2.3-1 I'p.a. K.
cpeacTBa obecnevyeHus OIIK-2.1. YK-1.2.¥-1.
. OIIK-5.2. . YK-1.2.Y-2.
HHGpopMaNMOHHOI 0€301TACHOCTH B OIIK-6.1 VK-12.Y-3.
HH(OPMALHOHHBIX CeTHAX OIIK-6.2. OIIK-2.1. 3-1.
OCHOBHBIC BUJIBI CETCBBIX U KOMITBIOTEPHBIX OIIK-2.1. V-1.
yrpo3. CpecTBa U METOIbI 3aIUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX YIPO3. OIIK-5.2. V-1.
CHMMETpHYHBIC B aCCUMETPUYHBIE CHCTEMBI OIIK-6.1. 3-1
mmpposanus. Lluppossie moamnmcu OIIK-6.1. V-1.
(Onexrponnsie moxamuicu). MabpacTpykTypa OIIK-6.2. 3-1.
OTKPHBITHIX Kitodel. Kpunrorpagpuaeckue OIIK-6.2.V-1.
MIPOTOKOJTBL
Tema 4. CtangapTtsl 4 cnenuduKanuu B 24 26 VK-1.2. VK-1.2.3-1 0. Kop.
obJactu nHGpOpPMANHOHHON (6€30MACHOCTH OIIK-2.1. VK-1.2.V-1.
Cranpaptusaius B chepe yrnpaBieHHsI OIIK-5.2. . YK-1.2.Y-2.
nH(OopMalMOHHO# 6€301I1aCHOCTBIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXIyHapoaHsix cranaapros ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Co3nanue 3ammuppoBaHHbIX (ailyioB U OIIK-5.2. 3-1.
KPUINITOKOHTEHHEPOB M UX pacuIn(poBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHSIM 3aKOHOIATEIHCTBA. OIIK-6.1. 3-1
CoOTBETCTBHUE MOTUTHKAM 0€30IaCHOCTH H OIIK-6.1. V-1.
CTaHAapTaM, TEXHUYECKOE COOTBETCTBUE. OIIK-6.2. 3-1.
Co3znianue yJ0CTOBEPSIIOIIETO LIEHTPA, OIIK-6.2.V-1.
TeHepaInus OTKPBITHIX U CEKPETHBIX KIFOUeH,
CO3/1aHHE CEPTUPHUKATOB OTKPHITHIX KITFOUEH,
CO3/IaHHE DJICKTPOHHOH MOAMUCH, IPOBEPKA
3JEKTPOHHOU MOJITUCH.
Koumaxmmnas paboma no npomesncymoynoul 2 2
ammecmayuu (Kamm)
Hroro 94/2 108

Dopmbi yuedHbIX 300AHUTL HA AYOUMOPHBIX 3AHAMUAX:

Onpoc (0)
I'pynmoBas muckyccus (I'p.a.)

(DopM bl meKyuieco KOHmpaoJis:

Keiic (K.)
Koumponvuvie pabomot (K/p)

Dopmul 3a0anuii 01 MEOPYECKO20 PeliMUn2a:

Hoxnao (/)
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I1l. YHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHME JUCIIUIIJINHbI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHas JInTEpaTypa

1.  bapanosa, E. K. Undpopmanmonnas 6e30MmacHOCTb U 3aluTa HHPOPMAILIUH : Yu4eOHOEe mocoodue /
E.K. bapanoBa, A.B. babam. — 4-e uzn., nepepad. u gorn. — Mocksa : PUOP : UHOPA-M, 2021.
— 336 c. — (Bsiciree obpasosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr: anekrponHsIit. - URL: https://znanium.com/read?id=364911

2.  Kmumenko, U. C. UadopmanmonHas 0€30MacHOCTh U 3aliuTa HHPOPMAIIUU: MOACTH U METOIbI
ynpasienus : MoHorpadus / U.C. Knumenko. — Mocksa : UHOPA-M, 2021. — 180 c. — (Hayunas
mbiciib). — DOI 10.12737/monography_5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. -
Tekcr: anekrponnsiii. - URL: https://znanium.com/read?id=360289

3. Crrues, 0. H. 3amura undopmanuu u nadopmannoHHas 0€30MacHOCTh : yueOHoe mocodue /
IO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c. — (Bricuiee obpazoBanue: bakanaBpuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekct: osaekrponnsii. - URL:
https://znanium.com/read?id=388766

JlonoJiHUTeIbHAS JINTEPaTypa:

1. Mexnynapoanas uaopManoHHas 6€301aCHOCTh: TEOPHUs U MPAKTUKA : B TpeX ToMax. Tom 1 :
yueOHuK / moa obmr. pex A. B. Kpyrckux. - 2-e m3n., gomn. - Mocksa : M31atenscTBO «ACHEKT
IIpecc», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekcr : oamekrponnbii. - URL:
https://znanium.com/read?id=373117

2. babam, A. B. MosenupoBaHye CHCTEMBI 3alUThI HHpOpManuy. [IpakTukyM : ydeOGHOE MocoOue
/ E.K. bapanoBa, A.B. babam. — 3-e u3j., nmepepad. u gon. — Mocksa : PUOP : UH®PA-M, 2021.
— 320 c. + J[lon. marepuansl [OnekTpoHHBIH pecypc]. — (Bwicmee ob6pazoBanue). — DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekct : amekrponusii. - URL:
https://znanium.com/read?id=371348

3. 3sepepa, B. Il. YuacTue B NIaHMPOBAHMH M OPraHU3allMd PaboT MO OOECTIEYEHHMIO 3AlUTHI
oobekra : yueOnuk / B.I1. 3Bepea, A.B. HazapoB. — Mocksa : KYPC : UHO®PA-M, 2020. — 320 c.
- ISBN 978-5-906818-92-8. - Tekct: anexkrponnsiid. - URL: https://znanium.com/read?id=347024

4. Kubep6e30nacHOCTh B YCIOBHUAX IEKTPOHHOIO OAHKHMHIA : NPAKTHYECKOE MOCOOME / MO pel.
I1. B. PeBenkoBa. - MockBa: Ilpomereit, 2020. - 522 c. - ISBN 978-5-907244-61-0. - Tekcrt:
anektpouHbii. - URL: https://znanium.com/read?id=374846

HopmaTuBHbIE IPaBOBbIE JOKYMEHTDI:

1. ®enepanbubiil 3ak0H OT 31 wmromns 2020 1. Ne 258-D3 «O06 skrcriepuMeHTaTIbHBIX
MpaBOBBIX pexuMax B cdepe 1udpoBeix WHHOBaMK B Poccuiickoit depepammm»
[DnexTpoH.pecypc]. Pexum JIoCTyna
http://www.consultant. ru/document/cons doc_LAW_358738/

2. "Crparerust pa3BuTusi ”HPOpMallMOHHOTO ob1IecTBa B Poccuiickoit deneparuu
Ha 2017-2030 rojabr" [DnekTpoH.pecypc]. — Pexxum JOCTyTIa
http://www.consultant.ru/document/cons_doc_LAW 216363/
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HEPEYEHb HHO®OOPMAIINOHHO-CITPABOYHbBIX CUCTEM

1. CnpaBouno-npaBoBasi cuctema «Koncynbrantllnroc» http://www.consultant.ru/
2. Hudopmanmonno-npasosas cucrema «I"apant» http://garant.ru

HEPEYEHDB ITPO®ECCHOHAJIBHBIX BA3 JAHHBIX

1. https://rosmintrud.ru/opendata - ba3a oTkpbeIThIX JaHHBIX MunTpyaa Poccun

2. http://www.fedsfm.ru/opendata - ba3a oTkpbITBIX JaHHBIX PochrHMOHMTOpHHTA

3. https://lwww.polpred.com - Dnektponnas ©6a3a nmaHHbeix "Polpred.com O0630p
cMn"

4. https://fstec.ru/ - denepanbHas ciry’)k0a MO TEXHUYECKOMY H DKCIIOPTHOMY
KOHTPOJTIO

IHEPEYEHD PECYPCOB NHPOPMAIIMOHHO-
TEJJEKOMMYHUKAIIMOHHOU CETHU "UHTEPHET", HEOBXOJIUMBIX /UIA
OCBOEHMA JUCHUMITJINHBI

1. https://digital.gov.ru/ru/ - wadopMaIMoHHBIH pecypc MuHHCTepcTBa MU(POBOTO
pa3BUTHS, CBSA3U U MacCOBbIX KOMMyHHKaun Poccuiickon denepanuu

2. http://citforum.ru/-«CepBep nHGOPMAIIMOHHBIX TEXHOJIOTHIN - ON-line 6GubaroTeka
MH(POPMAITMOHHBIX MAaTEPHUAJIOB MO KOMIIBIOTEPHBIM TEXHOJIOTHSIM.

3. http://www.intuit.ru/-O0pa3oBaTeNIbHBIN MOPTAT TUCTAHITMOHHOTO O0yUYCHUSI.

4. www.coursera.org-Ilnargopma as OecruiaTHBIX OHJIAWH-TIEKIIUN (MPOEKT MO
nyosuKauu 00pa3oBaTENIbHBIX MaTepUalioB B HMHTEpPHETE, B BUJE Habopa
OecCIUIaTHBIX OHJIAH-KYpPCOB).

NEPEYEHb MH®OPMAIIMOHHBIX TEXHOJIOTHWH, UCIIOJIb3YEMBIX
P OCYHWMECTBJIEHUU OBPA3ZOBATEJIBHOI'O IHPOLHECCA 11O
JAUCHOUIIJIMHE, BKJUIIOYASA IHEPEYEHDb IHPOI'PAMMHOI'O
OBECIIEYEHMUA

Omneparnmonnascuctema Windows 10, Microsoft Office Professional Plus: 2019 ron
(MS Word, MS Excel, MS Power Point, MS Access)

AntuupycDr.Web Desktop Security Suite KomriekcHaszammra

Bbpayzep Google Chrome

Adobe Premiere

Power DVD

MediaPlayerClassic

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCIHUIIJIMHBI

Huctunnnaa « OcHOBbI MTHGOPMAIIMOHHON 0€301acHOCTHY 00ecreyueHa:
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JUTSl IPOBEJICHUS 3aHATHUH JIEKIIMOHHOTO THUIIA:
— y4deOHOU ayauTopuei, 000OpyJAOBaHHON y4eOHOW MeOesnbio, MYIbTUMEIUMHBIMU
cpeAcTBaMH OOy4eHUs JJIsl JEMOHCTPAIIUU JIEKIIUN-TIPE3CHTAIUH;
JUTSI IPOBEJICHUS 3aHITHI CEMUHAPCKOTO THMA (TPAKTUICCKUEC 3aHSITHS);
— KOMIIBIOTEPHBIM KJIaCCOM;
— TOMEIICHUEM JJII CaMOCTOSITEIbHOH paboThl, OCHAIICHHBIM KOMITHIOTEPHOU
TEXHUKON C BO3MOXHOCTHIO TIOJKIIIOUCHHS K ceTu «VHTepHeT» M obecrieueHueM
JOCTYyTMAaK 3JIEKTPOHHON HH(POPMAIIMOHHO-00pa30BaTENbHOM Cpejie YHUBEPCUTETA.

IV. METOAWYECKHUE YKA3AHMSA /151 OBYYAIOIMXCS MO
OCBOEHMIO TUCHUMIAHBI

» Metoauueckne peKOMEHIAINK 0 OPTaHU3allii U BBIIOJIHEHUIO BHEAYIUTOPHON
CaMOCTOSATENbHON padOTBHI.
» Meronndeckne yKa3aHUs 110 BHITIOTHEHUIO TPAKTUYECKUX PadoT.

V. METOAUYECKHUE MATEPHAJIbIL, ONPEAEJIAIOINUE NPOUEAYPBI
OLHEHUBAHUSA 3HAHUU UYMEHUU, XAPAKTEPU3YIOIUX OTAIIbI
®OPMUPOBAHUS KOMIIETEHIUIA

Pe3ynbTaThl TEKyIIEro KOHTPOJS W MPOMEKYTOUHOM arrecTanuu GOpMUPYIOT
PEUTUHTOBYIO OIIEHKY paboThl oOyuaromierocs. Pacnpenenenne 0amuioB Ipu
bopMUPOBAHUU PEUTHUHTOBOW OIEHKH pPabOThl OOYdYarolIErocsi OCYIIECTBISETCS B
cootrBeTcTBUM C «llojlokeHHeM O PEUTHHIOBOM CHUCTEME OIICHKH YCHEBAEMOCTH U
KauecTBa 3HAHUU CTYAEHTOB B IMPOLECCE OCBOCHHS AUCHUIIUHBI «OCHOBBI
uH(pOpPMAITMOHHON 0e30MmacHOCTU» B (elepaibHOM TOCYAapCTBEHHOM OFOIKETHOM
00pa3oBaTeILHOM YUPEKICHUH BhICIIEro oOpa3oBanus «Poccuiickuii SJKOHOMHUECKUH
yHuBepcureT uMeHu ['.B. [linexanosay.

Tabmnuma 4
Buasl pador MakcuMajibHOE KOJIH4eCTBO 0a/1U10B

BrinonHenue yueOHbIX 3a1aHNI Ha ay TUTOPHBIX 20
3aHATHUSIX

Texymmii KOHTPOJIb 20
TBopueckuil peHTHHT 20
[IpomexyTouHas aTTecTauus (3auem) 40
UTOTI'O 100

B coorBerctBum ¢ Ilosio)keHMEM O PEUTHHTOBOM CUCTEME  OIICHKH
YCIEBAaEMOCTH M KauyecTBa 3HAHUW OOyYaloOIIMXCS «IIpernojaBaTelib Kadeapsl,
HEMOCPEJCTBEHHO  BEAYLIMH 3aHSATHS CO  CTYJIEHYECKOM Tpynmoi, oO0si3aH
npoUH(OPMUPOBATH TPYMIY O PACTIPENCICHUN PEUTUHIOBBIX OAJIJIOB MO BCEM BHJIAM
paboT Ha MEepBOM 3aHATHUU Yy4eOHOTO MOAYJs (CeMecTpa), KOJUYECTBE MOAYJEH IO
y4eOHOM JNUCLUMIUIMHE, CpOKax U (opMax KOHTPOJIS MX OCBOEHMs, (opme
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IPOMEXKYTOUYHOW aTTECTAIH, CHUKCHHH OaJIOB 32 HECBOCBPEMEHHOE BBITIOJTHEHUE
BBIJIaHHBIX 3amanmid. OOydJaromuecss B TeueHHWE Yy4eOHOro MoOAyJs (cemecTpa)
MOJTy9aroT HHPOPMAIIUIO O TEKYIIEM KOJIMYECTBE HAOpaHHBIX MO AUCITUIUIMHE OaJLIOB
4yepe3 JIMYHBIN KaOMHET CTYJCHTA.

VI. OHEHOYHbIE MATEPHAJIbI /151 IPOBEJEHUA
TEKYHIEI'OKOHTPOJIA U TIPOMEXYTOYHOU ATTECTALIUAN

OneHouyHble MaTepuanbl MO AWCHUIUIMHE pa3pabOoTaHbl B COOTBETCTBUU C
[lonoxkxenneM 00 OIEHOYHBIX MaTepuaiax B (enepalibHOM TOCYJIapCTBEHHOM
Or0/KETHOM 00pa3oBaTeIbHOM YUPEXKIIEHUH BBHICIIETO oOpasoBaHus «Poccuiickuit
DKOHOMMYECKNN yHUBepcUTET MMeHH [.B. [limexanoBay.

Temamuxa Kypcoswvix pabom/npoekmos

«KypcoBass  pabora/mpoextr 1o  aucuumimHe — «OCHOBBI  MH(DOPMAMOHHOU
0e301acHOCTH y4E€OHBIM IJIAHOM HE IPEyCMOTPEHA.

Ilepeuens eéonpocos k 3auemy:

1. [lenu rocymapctBa B 06s1acT o0ecreueHuss HHOOPMAIIMOHHOM 0€30MacHOCTH.

2. OCHOBHbIE HOpPMAaTHBHBIE aKThl P®, cBs3aHHbIE C TMPaBOBOM 3aIIUTON
uHbopMaIuu.

3. Bujibl KOMIIBIOTEPHBIX MPECTYTUICHHUM.

4. CriocoObl ¥ MeEXaHU3Mbl COBEPIICHHUS HH(GOPMAIIMOHHBIX KOMIBIOTEPHBIX
MIPECTYIIEHU.

5. OCHOBHbIE TIApamMeTpbl M  4YepThl MHOOPMAIMOHHOW  KOMIIbIOTEPHOM
npectynHocty B Poccun.

6. Kommsrorepsslit Bupyc. OCHOBHBIE BUIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeToapl 3aIUTHl OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX MPOTPAMM.

0. 3ammTBl  OT HECAaHKIMOHWPOBAHHOTO  jaocTyna. MaeHTudukamus u
ayTeHTU(PUKALUS TOJIH30BaATEIIS.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOM O€30MacCHOCTU TpH paboTe B CETU
HNuTepner.

11. Buns! 3amuimaemMoi nHGOpMaIuu.

12. T'ocynapcTBeHHas TaifHa Kak OCOOBINM BHJI 3aIIUIIIAeMON HHHOPMAIIHH.

13. Kondunennuansuas uadopmarusi.

14. Cucrema 3a1UThl TOCYIapCTBEHHOM TalHBI.

15. IIpaBoBO#i pex’UM 3alTUThl TOCYJAPCTBEHHOM TaHBI.

16. 3amuTa WHTEJUIEKTYyaJIbHOM COOCTBEHHOCTH CpEJICTBAMH MATEHTHOTO U
aBTOPCKOTO MpaBa.

17. MexayHapoIHOE 3aKOHOAATEIBCTBO B 00JIACTH 3allIUThl HH(pOpMALIHH.
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18. [IporpammHoO-anmapaTHble  CpeAcTBa  obOecrieueHuss  MHGOPMAIMOHHON
6e30MmacHOCTH B MH()OPMALIMOHHBIX CETSX.

19. CummeTpryHbIe MUDPHI.

20. AccumeTpudHbIe UG PHI.

21. Kpunrorpapudeckue mpoTOKOIbI.

22. Kpunrorpapudeckue Xem-QyHKINH.

23. DNeKTpOoHHAs MOMHCH.

24. OpranuzainoHHoe odecrnedeHrne nHPOpMaIMOHHON 0€30TTaCHOCTH.

25. City»x0a 6e30I1MacHOCTH OpraHu3aIluy.

26. MeTo1bl 3a1IUThl UH(POPMAIIUU OT YTEUKU B TEXHUYECKUX KaHaIaX.

27. UmxeHepHas 3aimTa 1 oxpaHa 00beKTOB.

28.Yto Takoe nHpopMalnoHHass 6€30MaCHOCTh?

29.Tlepeuncnure OCHOBHBIE YTPO3bl HHPOPMAIIMOHHOM 0€30MaCHOCTH.

30. Kakwe cymecTByIOT MOJIEIH U METOIbI HH(OPMAIIMOHHON 6€30macHOCTH?

31. Yto Takoe mpaBOBbIE METOBI 3aIIUTHI HHPOpMAITIH?

32. Yto Takoe OpraHM3alMOHHBIC METO/IBI 3aIMThI HH(pOpMaLUn?

33. UTto Takoe TeXHUYECKHE METO/bI 3aUTH HHPOpMaIiu?

34. Yo Takoe mporpaMMHO-aInapaTHble METOABI 3aIUTH HHPOpMAaIiu?

35. Uto Takoe KpunrorpadpuyecKue METOAbI 3alUThl HHPOpMAIUHN?

36. Kakme TiaBHBIE TOCYJapCTBEHHBIC OpraHbl B o00OJacTu oOecredeHus
uHGOPMAITMOHHON O€301TaCHOCTH?

37. Ilepeuncnure BUABI 3alUIIAeMON HHHOOPMAIIUH.

38. Kakue oCHOBHBIE 3aKOHBI B 00J1aCTH 3aiuThl uHPopMaiuu B PO?

39. IlepeuncnuTe OCHOBHBIE IenM W 3amaun P® B obOmactu obecrieueHus
UHGOPMAITMOHHON O€30MaCHOCTH

40. Yro Takoe KoHIENIHUS HHOOPMAITMOHHON 0€30TIaCHOCTH?

41. Yro Takoe koHGUAEHIMATbHAS UH(OpMaIs?

42. Yro Takoe mepcoHaNTbHBIC JaHHBIC?

43. B kakuxX ciydasx BO3MOXKHO HCIOJb30BaTh IEPCOHAIBHBIC JaHHBIC 0€3
corjacusi oonaaaresns?

44, OxapakTtepu3yiite OMOMETPUUECKHUE TaHHbIE KaK MEPCOHATIbHBIEC JaHHBIE.

45. Yro Takoe npodeccruoHanbHas TaitHa?

46. Yro Takoe peKuM KOMMEpPUYECKOM TailHbI?

47. Yro Takoe rocy1apcTBEHHas TaiiHa?

48. OnummTe MpaBOBOW PEXXUM TOCYIapPCTBEHHOMN TaiTHBI.

49. Kakume TOCYyJapCTBEHHBIE OpTaHbl 3aHUMAIOTCA cepTudukanuend u
JTUIEH3UPOBAHNUEM CPEJICTB 3alTUThl HPOpMaIun?

50. Kak cBsi3aHbl MeXKIYHAPOIHBIEC CTAHAAPTHI U cTaHAapThl PD?

51. Kakme ocHoBHBIe cTaHmaptel P® B oOmactu wHGOpPMAIMOHHON
0€30MacHOCTH CYIIECTBYIOT?

52. Oxapakrepusyiite crangapt [[OCT P UCO/MSK 27002-2014.

53. Yto Takoe MojauTHKa 6€30MacCHOCTH?
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54,

Kakoe xonudectBo cpeicTB Orojkera opraHu3anu 3G(EKTUBHO TpPaTUTh

TSt obecniedeHust THGOPMAIMOHHON O6e30macHoCTH?

55.
56.

Yro Takoe MHKEHEepHas 3alIiuTa 00bEKTOB?
[lepeuniciuTe OCHOBHBIE MEPOINPUATUS IO OOECHEUYECHHUIO  3aIUTHI

uH(GOPMAIIUU OT YTEUKU MO TEXHUUYECKUM KaHaJaM.

57,
58.
99.
60.
61.
62.
63.

Kaxue BUIbI KOMITBIOTEPHBIX YTPO3 CYIIECTBYIOT?

Urto Takoe Opanamaysp?

Yrto Takoe aHTUBUPYCHAs Tporpamma?

Yo Takoe IBPUCTHUUECKUN aITOPUTM TIOMCKA BUPYCOB?

YTo Takoe CUTHATYPHBIN MOUCK BUPYCOB?

MeTtonsl ipotuBOACHicTBUS CHUGDPHUHTY?

Kakue mnporpammubie peanu3anuu NpOrpaMMHO-ANIMAPATHBIX CPEJICTB

3amuThl THGOPMAIIUK BBl 3HAETE?

64.
65.

UTo Takoe MeXaHWU3M KOHTPOJISI M pa3rpaHUYECHUS JOCTyma?
Kakyro poisp HECET )KypHAIMpOBaHUE JEUCTBUM B ITPOTPAMMHO-ANIIAPATHBIX

CpelCcTBax 3alUThl HHPOpMALIUH?

66.
67.
68.
69.
70.
71,
72,
73.
74,

Yro Takoe cpencTBa creraHorpaduyecKkoi 3aiuThl HHPOpMaLuu?

Yro Takoe kpunrorpadus?

Kaxkue ucnonb3yroTcsi CHMMETPUYHBIE aJITOPUTMBbI UG POBaHUS?

Kaxkue ucnonb3yroTcss aCCUMETPUYHbBIE AITOPUTMbI IIU(PPOBAHUS?

Yro Takoe kpunrtorpaduueckas xem-QyHKuus?

Kakue ncnonb3yroTcs kpunrorpapuieckue xem-QyHKunu?

UYro Takoe 1udpoBast MOAMKUCH?

Yro Takoe nHGPACTPYKTypa OTKPBITHIX KITFoUuei?

Kakue poccuiickue M MeEXIyHApOJIHbIE CTaHIApThl Ha (OPMUpPOBaHHUE

1u(POBOI MOAMUCHU CYIIECTBYIOT?

75.

Kakue ocHOBHBIE KpunTOrpauieckre NpoOTOKOIbI UCTIOJIBb3YIOTCS B CETAX ?

Ilpakmuueckue 3a0anus K 3auemy:.

Obecrieunth  KMOEPOE30MACHOCTh YAANEHHOW pabOThl COTPYJHUKOB BO BpeMs
MaHAEMHUH

OrnpenenuTh ySA3BUMOCTH CEPBHCOB ISl BUIACOKOH(EpEHINH, HEeHaAEKHOCTh VPN,
yeoBeYecknii (pakTop M He Bcerja KBAIM(UIMPOBAHHbIE COTPYIHUKH — CO BCEM
3TUM HEU30€KHO CTAJIKUBAeTCs KaKJash KOMIAHHS, BBIHYXJIEHHAs OpraHu30BaTh
ylanéHHyio padory.

[Ipoananu3upoBaTh CHUTyalMI0 M paccka3aTh, KaK CBECTM K MHUHUMYMY PHUCKH U
YCTPAHUTH MOCJIEACTBUSL HU3KOTO YPOBHS KHOEPrpaMOTHOCTH

Hacrpoiika aynura B Windows asist motHotieHHOro SOC-MOHUTOpUHTA

Onucarh HacTpoHKy MOMUTHKH ayauTta Windows Takum 00pa3oM, 4ToObI OXBaT
MouuTopuara SOC OB MOTHOIIEHHBIM. PaccMOTpeTh ONTUMAaTBHBIN CIIHCOK TOJUTHK,
a TaK)Ke BBIJICIMTL CAMOE HEOOXOAMMOE, OTCESB JIUIITHEE.
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Kax nmpoBouTh KOHTPOJIb MPOAYKTUBHOCTH, 3aIIUTa OT MOIIICHHUYECTBA U YTEUEK
JaHHBIX MPU YJAIEHHOIN paboTe COTPYIHUKOB?

OnacHOCTh YTEUKH JIAHHBIX U BO3MOKHOCTh KOPIIOPATUBHOTO MOIIIEHHHUYECTBA —
Hen30eXHbIE CITYTHUKU BBIHYKICHHON yJan€HHOM paboThl. PaccMoTpeTh, Kak MOKHO
MUHUMHU3UPOBATh PUCKU U CIIPABUTHCS C aKTYaJIbHBIMH 33Ja4aMHi KOHTPOJIS
COTPYJIHHUKOB Ha «yHaJIEHKE.

Omnwucatp mecTh maroB Jyisg 00ecIeyeHns JODKHOTO YPOBHS O€30MacHOCTH
YAQIEHHBIX COTPYIHUKOB

OmnepaTuBHO MEPEBOS COTPYTHUKOB HA TMCTAHIMOHHYIO paboTy, HY>KHO y4eCTb
COMPSIKEHHBIE C TUM CIIO)KHOCTH U HE 3a0BITh PO MOIBITKU KHOEPIIPECTYTHUKOB
HCII0JIb30BaTh ysI3BUMbIE MecTa. [IpeayioxkuTh mecTh aroB, KOTOPbIE O3BOJIAT
MIOJAOWTH K 3TOMY BONPOCY MOArOTOBJIECHHBIMH.

Omnucats TpedoBanus [ OCT 34-ii cepun B mpoekTax 1mo nHGOopMarmoOHHOH
0e30macHOCTH

UYro noapasymeBaetr TpeboBaHue «poektuposathb 1o 'OCTy», cTaHOBUTCS JI OHO
MeHee o0s3aTesibHbIM? YTO AenaTh, €clii roOCyAapCTBEHHBIN PEryJIsITOp HE Mpejyiaraet
3ameny s 'OCToB 34-i1 cepun? Kakumu ctanaapraMu CTOUT PyKOBOJCTBOBATHCSA
pu 0pOPMIICHUH IPOEKTHOHN TOKYMEHTALUu?

Kak BBISIBUTH aTaky 3JI0YMBIIUICHHUKOB B CETEBOM Tpaduke?

OOHapyXuUTh JAeWCTBUS KHOEPIPECTYITHUKOB B KOPIOPATUBHON CETH U
kinaccuduupyem ux B cootBercTBuu ¢ Marpuieit MITRE ATT&CK, kotopas
MTOKA3bIBAET, KAKME TAKTUKU M TEXHUKU IPUMEHSJINCH B X0/1€ KUOepaTaKH.

Omnucate Microsoft Security Compliance Toolkit: 3amuTa Windows rpynmnoBsiMu
IIOJIMTUKaMH

PaccmoTtpeTs moaxo Kk HHPOPMAITMOHHOH 0€301MacHOCTH KOMIUIeKCHO. Onmcarh
HHCTPYMCHTBI, KOTOPBIC 3aKPbLIN OBl Bce «ABIPBD» U CO3aJIM HOBBIC. Omnucath
O3TAJIOHHBIC H&CTpOﬁKH MOJIMTHK 0€3011aCHOCTH U HHCTPYMCHTBI JJIA pa6OTI>I C HUMMH.

Onucatp npoiecc HACTPOMKH YIAIEHKH JUIsl COTPYIHUKOB: beicTpo, be3omacHo,
becmnatao

Urto HEoOXOoAMMO AJIs1 OpTaHU3AlMU yAaJeHHONW paboThl COTpYIHUKOB. Kakue
CYIIECTBYIOT MHOKECTBA PEUIEHUN CITOCOOHBIX IIOMOYb B peaTu3aIlii 3TOU IEIH.
untepHet-1uT03 UKC. C ero noMoIipo MOXHO OpraHH30BaTh 0€30MacHbBIN JOCTYT K
CC€THU KOMIIaHUH, 3allIUTUTHCA OT BI/IpyCOB u HaCTPOI/ITL B€6-(1)I/IJ'II>TpaHI/IIO.

Kak oprannsoBaTh 0€30MacHyo y1anéHHy0 paboTy BO BpeMsi KapaHTHHA?

Omnucatp npoiiecc rnepexo/ia Ha yaanéHHyo padoTy, pacCCMOTPETh OUEBUIHBIE PUCKU
11 ”HPOPMALIMOHHON 6e30MacHOCTH: MoAn(pUKaIus Tpaduka, nepexsar napoieit u
KOH(i)I/IIleHHI/IaHI)HBIX JAaHHBIX, a TAKKC B3JIOM MapIIpyTU3aTOPOB U NICPCHAIIPABIICHUC
oJIL30BaTesIe Ha BPCAOHOCHBIC CaMThI. HpoaHaJII/BI/IpOBaTL KOHTPMCPBI; B KAUCCTBC
OJIHOTO U3 BaPUAHTOB PACCMOTPETh UCIIOIB30BaHNE BUPTYAJIbHON YaCTHOM CETH
(Virtual Private Network, VPN).

10.

Kak moctpouts kpunrotyHHens o 'OCTy ¢ MUHUMaIIbHBIMU 3aTpaTamMu?
Obecneuenne 6€30MaCHOCTH MPH MTOMOIIU CPEACTB KPUITOTpapuyuecKoit 3aInuThl
nnpopmanuu (CK31) — He oueHb clloKHAs 3a/1a4a, €CJIM BCE TEXHOIOTHUECKHe
YUYaCTKH HaXoAATCs Ha XocT-MarmHe. OfHaKo Ui TOro 4TOOBI epeaaBaTh U
¢ poBaTh HUHPOPMAIUIO OJTHOBPEMEHHO, HEOOXOIMMO MOCTPOUTH I'PAMOTHBIN
TEXHOJIOTHYECKUI MPOIIECC MPOrPaMMHOI0 00eCTIeYeHHUI.

11.

Kak obecnieunts 6e3omacHocTh loT-ycTpoiicTs?
Wurepner Bewteit (Internet of Things) — yxe oueBuAHAs pealbHOCTD JJ1s1 OM3HEC-
IIPOIIECCOB KOMITAHUM M KOPIOPATUBHBIX MHPpacTpyKTyp. O1HaKO, HECMOTPSI Ha
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OTPOMHOE KOJIMUECTBO «YMHBIX» YCTPOUCTB, pabOTAIONINX Ha MPEIIPUATHIX U B
IIPOMBILIIEHHBIX CeTAX, Oe3onacHocTh 10T 3agactyto octaBiseT enats yumiero. Kak
HCIIPABUTH IIOJIOKEHUE, U PACCKA3aTh O METOAAX 3AIUTHI HHTEPHETA BEILECH.

12.

Kak oprannsoBarh NpakTHKy OpraHu3aluy 0e30MacHOro yJaJl€HHOTO 10CTyIa?
YTo MpOUCXOAUT HA PHIHKE 0€30MMacHOr0 yIAIEHHOTO OCTYIa U KaK MPABUIBHO
3aIIUTUTH MMOJKIFOUEHNUE COTPYAHUKA K KOPIIOPAaTUBHBIM pecypcaM u3BHe? Kak
PEryJsiTOpbl BIUSIOT HA MPOIECC TUCTAHIIMOHHON paOOThI U HYKHO JIU CJIEIUTH 3a
COTPYJIHUKOM, pabOTaIOUINM U3 1oma?

13.

PaccMoTtpeTs mporiece npeIoTBpaIieHus] BTOPKEHHUH ¢ TTOMOIIBI0 MEXKCETEBOTO
sKkpaHa HoBoro nokosieHus: UserGate

B cocraBe mexcereBoro skpana HoBoro nokosienust UserGate mpuMeHsieTcs cucreMa
obHapyxenus Bropxkenuii (COB) coOcTBeHHOM pa3paObOTKH, CO3aHHAS BHYTPH
KOMITaHUU 0€3 MCII0JIb30BAHMSI OTKPBITOTO Ko/1a. CUTHATYPBI CHCTEMBI 00OHAPYKESHUS
BTOPKEHUH pa3padaThIBAIOTCS U BEPUPHUIUPYIOTCS COOCTBEHHON KOMaH101
AHAJIMTUKOB IIEHTpa MOHUTOpHHTA B pearnpoBanus UserGate.

14.

Kak co3nate KOMILIEKCHYI0 cucTeMy O6e3onacHocTy Ha ocHoBe Fortinet Security Fabric
API?

OTkpbITHI 1 00MmenocTynHbIN API, npeHa3HaueHHBIN 7151 UHTErPaluy MIPOITYyKTOB
Fortinet ¢ BHEIIHUMH pPEIICHUSIMH, TIO3BOJISIET TIOJIB30BATENSIM PACIIUPSTH
BO3MO)KHOCTH UMEIOIIMXCSI KOMITOHEHTOB, a TAK)KEe THOKO MHTETPUPOBATh CTOPOHHUE
MPOYKTHI B €IUHYI0 KOMIUJIEKCHYIO Cpealy HH(POPMAIIMOHHON 6€3011acCHOCTH
TPEATPHSATHSL.

15.

Kak ¢ynkmmonupyer mexcereBoit okpan UserGate X1: unpopmanmorHast
0€30MacHOCTh B 9KCTPEMAIBbHBIX (PU3MUECKUX YCIOBHSIX

Kopnioparusnsiit mexxcereBoii skpan UserGate X1 BoiaensieTcst U3 JTUHEHKH
npoaykroB UserGate yHUKaTbHBIMU (PU3UKO-TEXHUUYECKUMHU XapaKTEPUCTUKAMH.
JHannbiit nporpammHo-annapatHblil kommieke (ITAK) adpdextuBen u HanéxeH B
CaMbIX CYPOBBIX YCIOBHUSX IKCIUTyaTallii: Ha IPOMBIIIJIEHHBIX 00bEKTaX, OTKPHITOM
BO31lyXe, TPAHCIIOPTE, COXPaHssl IPU ATOM BCE MPEUMYILECTBA MIaT(HOPMbI
obecnieyeHus npodeccuoHanbHol kubep3amuTsl UserGate.

16.

Onucatb npoiiecc UCIOTHEHUS TPEOOBAHUN POCCUIICKUX PETYIISITOPOB IO KOHTPOJIIO
COTPYJHUKOB

®duHaHCOBbIE OpraHu3aluy 00s3aHbI COOJI01aTh TPeOOBaHUS MMOJI0KEeHUI banka
Poccun u mpukazoB @CTIK Poccun. [Tockonbky Ha3BaTh CIIMCOK 3THX TPeOOBaHUI
MaJICHbKUM $SI3bIK HE IIOBOPAYMBAETCSI, MbI PEILIMIIA PACCMOTPETh IPETUCAHUS
PYKOBOJAIIMX JOKYMEHTOB U IIPEJJIOKUTH CBOM BapMaHT — KaK MOYKHO PEIINTH T
WJIM MHBIE POOJIeMbl WK XOTsl Obl O0JETYUTh CBOIO YUaCTh.

17.

Kak npenoTBpatuth ciuB 0a3bl JaHHBIX CYIIEPIIOJIb30BATENISIMU ?
[IpuBuerupoBaHHbIE MOJIL30BATENH 0a3 JaHHBIX HEPEIKO CTAHOBSTCS 00bEKTaMU
aTaK XaKepoB WJIN CaMH, I10JIb3YsICh PACIIMPEHHBIMH MPAaBaMU, SKCIUTYaTUPYIOT
MH(}OPMALIHIO HE TOJBKO B CITyKE€OHBIX 1elsix. CylecTByeT HECKOJIBbKO 3 (HEKTUBHBIX
CIOCOOOB 3aKPBITUS ITUX YSI3BUMOCTEH, CPEN KOTOPBIX MOKHO BBIIEIUTH YCTAaHOBKY
DLP-cuctemsl, pa3rpaHiueHue 10CTYyIIa, a TAK)KE€ OrpaHUUEHUE TpaB
CYIEpITIOJIb30BaTENeH 10 HEOOXOIUMBIX U JIOCTATOYHBIX, HO yJI00HEE BCEro
aBTOMATHU3HPOBATh 3aAIIUTY OT BO3MOXKHBIX yTeuek nH(popMaluy U3 6a3 JaHHBIX C
MIOMOIIBI0 KOpoOouHBIX pemenuii, Hanpumep CYB/I Jatoba ot koMnanuu

18.

Kak nmpaBuiipHO 3anoiHATSE KypHAI yaéra CK31?
[TpakTryecku ar06as opraHu3aisi 0OMEHUBAEeTCs KOH(PHICHIIMATbHBIMHU JAHHBIMU CO
CBOMMHM MapTHEPAMU M CTPYKTYPHBIMHU HoJIpa3aeneHusiMu. [{j1st Toro 4roobl
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o0ecreynTh COXpaHHOCTh MepeaBaeMoi HH(popMaIum, TpeOyIoTCs CpeicTBa
kpunrorpaduaeckoit 3ammuTsl (CK3U1). Ho paboTa ¢ HUMU periaMmeHTUpyeTcs
MHCTPYKIMEH, KoTopasi Hanucana 20 JieT Ha3aj U y’Ke He OTBEYaeT COBPEMEHHBIM
peausiM, a HEKOTOpbIE €€ MYHKTHI BHI3BIBAIOT COMHEHHSI Y CIICITUAITUCTOB.

19.

Kak Bb1Opath cepBuc-npoaiizepa st mocrpoerust SOC?

Crpoc Ha yciayrd KOMMEpYeCKUX EHTPOB MOHUTOPUHTA U pearnpoBaHUsI Ha
WHITUACHTHI B 001acTy MHPOpMAIIMOHHOM Oe3onacHocTH (Security Operations Center,
SOC) pacTéT npsiMo nponopuuoHaIBHO MoBbIIeHUI0 Nb-3penoctu poccuiickoro
6usneca. Kak cinencTBue, yBenmu4nBaeTCs YMCIO CEPBUCHBIX NPOBANACPOB,
OKa3bIBAIOIINX YCIYTU MO CO3AAHUIO U COMPOBOXKICHHUIO IIEHTPOB MOHUTOPUHTA U
pearupoBaHHs Ha UHITUICHTHI. BeIOMpaTh mpoBaiiiepa OCHOBBIBASICh HA TPOMKHX
obenranusx noctpouth SOC «c HyJs» B CUMTaHbIe JTHU — ILIOXas Ujesl.

20.

be3zomacHOCTh B OTHOM OKHE: KaK ONTHMH3UPOBATh pearupoBaHue ¢ moMoIiso IRP?
[TnaTdhopma aBTOMaTH3alMK pEaripOBaHKs HA MHIIMICHTHI B MH()OPMAIMOHHOM
oe3zomacHoctu — Incident Response Platform (IRP) — 370 oTHOCHTEIBHO HOBBIH 15t
HalIEero pblHKa HHCTPYMEHT, KOTOPbIN MTO3BOJISIET aBTOMATU3HPOBATh MIPOLIECCHI
MOHHUTOPHHTA U MIOBBICUTH 3(h(DEKTHBHOCTH pearupoBaHus Ha KubepaTaku. Hroke
pacckaxeMm o ToM, kak umMmeHHO IRP momoraer crieriuanuctam no b u kak eé€

MO JKJTIOYHTE.

Tunoewvie mecmoenvie 3a0anus.

1.
TOYKH 3PCHUA BCPOATHOTO MOIMICHHUYCCTBA U HAPYIIICHUA Oe3omacHOCTH?

Kaxkas KaTCropuAa ABJIACTCA HauoOoee pHCKOBaHHOﬁ 1 KOMIIaHHHU C

a) CoTpyAHUKHU

0) Xakepbl

B) ATaKylolue

r) KontparenTs (uiia, paboTaromue no A0roBopy

2.Ecnm pa3nmuuHbIM TpymmaM Mojb30BaTeliel C pa3IMdHBIM YPOBHEM JOCTyTa
TpedyeTcss AOCTYN K OJHOM M TOH ke MHPOPMAIINH, KaKOe U3 YKa3aHHBIX HIDKE
NEUCTBUH CEAYET NPEANPUHATh PYKOBOJICTBY? BapuaHThI OTBETA:

a) CHU3UTh ypoBeHb Oe30macHOCTH 3TOM HHOpMAIMH ISl 00ecTieueHus ee
JOCTYITHOCTH M YJI00CTBA HUCIIOIH30BaAHUS

6) TpebGoBaTh MoOANMUCAHUS CHEIUAIBHOTO Pa3pEIICHHs] KaKIbI pa3, Korja
YeJIOBEKY TPeOyeTCs JOCTYII K 3TOM MHGOpMAITHH

B) YIy4IIUTh KOHTPOJIb 32 O€30MIaCHOCTHIO ATOM MH(MOPMAIIUH

r) CHU3UTH YPOBEHB KiIacCUPUKAIIMHN 3TON HHMOpMAITUU

3.KTo B KOHEYHOM cueTe HECeT OTBETCTBEHHOCTb 3a TapaHTUU TOTO, YTO
TaHHBIE KJIacCU(DHUIIMPOBAHBI U 3AIIUIICHBI?

a) Brnangenblibl JaHHBIX

0) Ilonb3oBarenu

B) AIMUHUCTPATOPHI

r) PykoBoacTBo
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4. Kakoit ¢aktop Hambonee BaKeH MJIi TOrO, YTOOBI OBITH yBEPEHHBIM B
yCIIEITHOM 0OecIeueHur 0€30IacHOCTH B KOMITAaHUH ?

a) [Tognepskka BBICIIIETO PYKOBOJICTBA

0) DddexkTUBHBIC 3aIIUTHBIC MEPHI X METObI KX BHEAPCHHS

B) AKTyaJbHBIC U aJICKBAaTHBIC MMOJIMTHKHU U TIPOIEAYPhI 0€30IMaCHOCTH

r) [IpoBeneHue TPEHUHTOB TI0 OE30MTACHOCTH JIJISI BCEX COTPYAHHKOB.

Ilpumepwt 6onpocoe ons onpoca:

Yro Takoe nHhopMannoHHast 0€30MacHOCTh?

[Tepeuncnure OCHOBHBIC YTpO3bl MH)OPMAIIMOHHON OE30ITACHOCTH.

Kakwue cymiecTByoT MoJIenu U METO Ikl UH(POPMALIMOHHON O€30IacHOCTH?

Uro Takoe npaBoBbIe METO/IbI 3aIIUThI HH(OpMaLUn?

UYto Takoe OpraHu3alMOHHbIE METO/IbI 3aIUTH HHPOpMAIIH?

Uro Takoe TEXHUYECKHE METOBI 3aIUThl HHPOpPMAITU?

Yrto Takoe MporpaMMHO-aMapaTHble METObI 3alTUThl HHPOopMaIun?

Uro Takoe KpunTorpaduuecKue METO bl 3alIUThl HH(popMarum?

9 Kakue riaBHble rocyqapcTBeHHbIE OpraHbl B o0nacTu obOecriedeHus WHGOPMalUOHHON
Oe3omacHOCTH?

10. Ilepeuuncnute BUABI 3aIIUIIAEMON HH(OPMAITUH.

11. Kakwue ocHOBHBIE 3aKOHBI B 00JaCTH 3aIUTHI HHGOopMauu B PO?

12. Ilepeumcnure OCHOBHBIE IIedd W 3amaun  P®d B obmactu  oOecrieueHHs
MH(pOpPMaLlMOHHON 0€3011aCHOCTU

13. UYro Takoe KoHueNus HHPOPMAIIMOHHON 0€3011acCHOCTH?

14.  Yto Ttakoe KoHpUAECHIMANbHAs UHPOpMaLUs?

15.  Yto Takoe nmepcoHanbHbIC JaHHbBIE?

16. B kakumx cimyyasx BO3MOXHO HCIIOJIb30BaTh NEPCOHAIBHBIE JaHHBIE 0€3 coriacus
obnanarens?

17. Oxapakrepusyiite 6MOMETpUUYECKHE JAHHbBIE KaK EPCOHAJIbHBIE JAHHBIE.

18. Yro Takoe mpodeccuoHanbHas TaitHa?

19.  Yro Takoe pe:KuM KOMMEPUYECKON TaliHbI?

20. Yro Takoe rocynapcTBeHHas TaiiHa?

21. Onumwre MPaBOBOI PEKUM TOCYAAPCTBEHHON TaiTHBI.

22. Kakue rocyqapcTBEHHbIE OpraHbl 3aHUMAIOTCS cepTU(UKAIEH U TUIEH3UPOBAHUEM
CPEICTB 3alUThl HHPOpMAIIH?

23. Kak cBs3aHbl MeXAyHAPOIHBIE CTAHIAPTHI M cTaHaapThl PD?

24. Kakue oOcHOBHbIE cTaHmaptel P® B oOmact WHGOPMANMOHHONW O€30MacHOCTH
CYIIECTBYIOT?

25.  Oxapaxrepusyiite ctanmapt [OCT P MCO/MOK 27002-2014.

26. Yro Takoe monuTHKa O6e30macHoCcTU?

27. Kakoe KOJMYECTBO CpEJICTB Oro/pKeTa opraHu3anud S(Q(GEKTUBHO TPaTHUTh IS
oOecrieyeHns HHPOPMALIMOHHOM 6e30macHOCTH?

28. Uro Takoe MHXKEHEpHAs 3alIiuTa 00HEKTOB?

29. IlepeuncnuTe OCHOBHBIE MEPOIPHATHS MO OOECIEYEHUIO 3aIUThl WHPOPMALUU OT
YTEUKH 110 TEXHHYECKIUM KaHaJIaM.

30. Kakue BubI KOMIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

31. UYro Takoe 6panaMaysp?

LN wNE
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32. Uto Takoe aHTHBUPYCHAs Mporpamma’?

33.  Uro Takoe IBPUCTHUYECKUIN AIITOPUTM TIOUCKA BUPYCOB?

34. Yro Takoe CUTHATYPHBIN MOUCK BUPYCOB?

35.  Meroasl npoTHBOACHCTBUSA CHUDDUHTY?

36. Kakue mnporpammubie peaau3aldyd IPOrpaMMHO-AIIAPATHBIX CPEACTB  3alllUThI
uHpOpMaLnH BBl 3HaeTe?

37. Uro Takoe MeXaHMU3M KOHTPOJIS U pa3rpaHUUYEHUs 10cTymna’?

38. Kakyro ponp HeceT KypHAJIMPOBAHHWE JICHCTBUH B MPOrpaMMHO-aIaAPATHBIX
CpeICTBaX 3alluThl HHpOpMauu?

39. UYro Takoe cpeacTBa creraHorpagpuueckon 3amuTel HHGopManun?

40. Yro Ttakoe kpuntorpadus?

41. Kakue HCIIONB3YIOTCS CHMMETPHYHBIC aITOPUTMBI HIM(PpOBaHUs?

42. Kakue UCTIONB3yIOTCS ACCUMETPUYHBIE aJTOPUTMBI IIU(POBaHUS?

43. Yro Takoe kpunrorpadudeckas xen-GpyHKius?

44. Kakue ucnonb3yroTcs Kpunrorpapudeckue xem-Qyukumun?

45.  Yro Takoe nudpoBas MOAIKICH?

46. Yro Takoe HH(PACTPYKTYpa OTKPBITHIX KIFOUEH?

47. Kakue poccuiiCKHEe W MEXKIyHAPOIHBIC CTaHIAPTHl Ha (QopMupoBaHue IU(POBOU
MOJIKUCH CYIIECTBYIOT?

48. Kakue OCHOBHBIE KpUNTOrpahudecKre MPOTOKOIIBI UCIIOIB3YIOTCS B CETAX?

Ilpumepvt mem 2pynnoevix oucKyccuii:

1.Ha3znadeHnue, CTpyKTypa U METOJMKA TTOCTPOCHUS Pa3pEIINTEILHON CUCTEMBI
J0CTyTa MepcoHaia K cekperaM GUupMBI.

2 Tlopsimox TpoBEACHMS TMEPETOBOPOB M COBEIIAHWN O KOH(MUICHIIHATHHBIM
BOTIPOCAM.

3. Bumpl w Ha3HaueHHWE TEXHUYECKHUX CPEACTB 3aluThl WHMOpMaIuu B
MOMEIICHUSIX, UCTIOJIb3YyEMBIX JJIs BEICHUS TIEPETOBOPOB M COBEIIIAHUM.

4. Tlopsmok paboOThl C TOCETUTEISIMH  (UPMBI, OpPraHU3allMOHHBIE U
TEXHUYECKUE METOJIbI 3aIUThI CEKPETOB (DUPMBI.

5. [Mopsimok 3ammTel HHGOPMAITUU B PEKIAMHOM U BHICTABOYHOM JESATEILHOCTH.

6. OpranuzannonHoe obecreueHue 3anuThl UHPopManuu, oOpadbaTbiBaeMon
CpelICTBaMH BBIUMCIUTEIBHON U OPTaHU3AIIMOHHON TEXHUKH.

Ilpumepvl munoesvix 3a0anHuil 0131 KOHMPOALHOU PAOOMBbL.

Tema 1. Yrpo3sl HHPOPMAITMOHHOM 6€30MTaCHOCTH B CETSIX OpraHu3aIuu
st BpIOpaHHOrO OOBEKTa 3amUThl MH(OpManuu (Hampumep, MOYTOBBIM CcepBep,
KOMIIbIOTEp B Oyxrairepuu, TenedoHHas Oa3za OrpaHMYEHHOrO IMOJIb30BAaHUS Ha
ANIEKTPOHHBIX HOCHUTENSAX W Jp) MPOBECTH aHAIM3 3allUIIEHHOCTH OOBEKTa MO
CJIEYIOIIMM MyHKTaM BHUJ YTPO3, XapakTep MPOUCXOKIEHHUS YIpo3, KJIACChl KaHAJIOB
HECAaHKIIMOHUPOBAHHOTO TMOJy4YeHUs WHGOpPMAIMU, HUCTOYHUKU TOSIBICHUS YIpO3,
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OPUYUHBl HApPYLIEHUS LEJIOCTHOCTH MH(OpPMAaLMM, TOTEHIMAIBHO BO3MOKHBIE
370YMBINIICHHBIE AeHCcTBUA. ONpeaenuTh KiIace 3aluThl HH)OpMaInU.

Tema 2. Vnpasnenne wunmuaeHramu Kb u obecnieueHne HENPEPHIBHOCTH
ousHeca

PaccmoTpeTrs HOpMaTuBHYIO ©0a3y ympaBieHus uHUuAeHTamu Wb wu
oOecrieuenue HenpepbiBHOCTH OusHeca. Cranmapt ISO 27035. Unentuduxanus,
IIPOTOKOJIMPOBaHUE, pearnpoBanue Ha uHUUACHTH Ub. Bnusaue nauuaenros b Ha
ousHec-niponiecchl. CpeactBa ynpapneHus: coobitusimu b, SOC-nentpsr b, SIEM-
CUCTEMBbI  ympaBlieHuss  uHopMmanued 0  0e30macHOCTM U COOBITHSIMU
uHpopmarmonHon Oe3omacHoctd, |RP-cucTteMbl aBTOMaTH3aIMu pearupoBaHus Ha
UHIUCHTHI HHPOPMAITMOHHOM 0€301MacHOCTH

VYrpaBiieHre HENPEPHIBHOCTHIO OM3HECA OpTraHU3alIUH.

Temamuka 00K1a006:

1 MudpopmanonHoe npaBo U HHGOPMAIIMOHHASI 0€30MaCHOCTb.

2 Konuenmus nH(pOpMalmOHHON 0€301aCHOCTH.

3 AHaiu3 3aKOHOJATENIbHBIX AKTOB 00 OXpaHe HH(OPMAIMOHHBIX PECYPCOB
OTKpPBITOTO AOCTYyTIA.

4 Ananu3 3aKOHOJATENBHBIX AKTOB O 3alUTE HH(OPMALMOHHBIX PECYPCOB
OTPaHUYEHHOIO JIOCTYTIA.

5 CooTHolIeHUE MOHATHIA: WH(POPMAIMOHHBIE pPECYypChl, HMH(OPMALMOHHbIE
CUCTEMBbI 1 UH(POpPMAIIMOHHAsI OE€30TTaCHOCTb.

6 Mudopmanmonnas 0e301macHOCTh (10 MaTepuaiaM 3apyOeKHBIX MCTOYHUKOB
U JINTEPATYPHI).

7 1lpaBoBbIE€ OCHOBBI 3aIUTHI KOHPUACHIIMAIBHONW HH(pOpMaALUK.

8 DKOHOMHMYECKHE OCHOBBI 3aIUThl KOH(DHUICHINATBHON NH(HOPMALIIH.

9 Opranu3aloOHHbIE OCHOBBI 3alIUThl KOH(PHUICHIIMATIBHON UH(OPMAIUH.

10 Crpykrypa, coaepXaHHE€ M METOJMKA COCTABJICHUA NEPEUYHS CBEICHUM,
OTHOCSIIIIUXCS K MPEAIPUHAMATEIBCKON TallHE.

11 CocraBneHue UHCTPYKIUU 1O 00pabOTKE U XpaHEHUIO KOH(PUACHIIUATBHBIX
JIOKYMEHTOB.

12 HanpaBneHUs: 1 METO/BI 3aIIUTHI JOKYMEHTOB Ha OyMa)kKHBIX HOCUTEISX.

13 HampaBneHust 1 METOJIbI 3aLIUThl MAIIMHOYUTAEMBIX JTJOKYMEHTOB.

14 ApxuBHOE XpaHeHHE KOHPHUACHITUATHHBIX JOKYMEHTOB.

15 HampaBneHust 1 METO/IbI 3aIUTHI ayAN0- U BU3YAJIbHBIX JIOKYMEHTOB.

16 TIlopsmoxk momOopa TepcoHana st paboThl ¢ KOH(MHICHIIMAILHOMN
uH(popmaIuei.

17 MeToauka TECTUPOBaHUS U MPOBENCHUSI COOECEIOBaHUS C MPETEHIECHTAMU
Ha JI0JDKHOCTD, CBA3aHHYIO C CEKpeTaMu (PUPMBI.

18 Ha3nauenue, CTpyKTypa U METOAMKA MOCTPOEHHUS Pa3pELINTEIbHON CUCTEMbI
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J0CTyMa MepcoHaia K cekperaM (pUupMBl.

19 Tlopsimox mpoBeAEHUSI MEPETOBOPOB W COBEIIAHHH MO KOH(PHICHIIMAIBHBIM
BOITPOCAM.

20 Buzapl u Ha3HaYeHHE TEXHUYECKHX CPEACTB 3allUThl WHGOpMAllMU B
MTOMENICHUSIX, UCIIOJIb3YEMBIX IS BEJCHHSI IEPETOBOPOB U COBEIIAHMIA.

21 Topsmox pabGoTel ¢ TmOCETUTENSIMH (UPMBI, OpraHU3AlMOHHBIE U
TEXHUUYECKHE METOIbI 3aIIUThI CEKPETOB (DUPMBI.

22 llopsaok 3amuThl MHPOPMAUUMUd B PEKIAMHOM M BBICTABOYHOU
JESITEIBHOCTH.

23 OpraHu3allMOHHOE OOecleueHHe 3aluThl MHpopManuu, oOpadaTbiBacMON
CPEICTBAMU BBIUMCIUTEIBHON U OPTaHU3ALIMOHHONW TEXHUKH.

24 AHai3 WCTOYHUKOB, KaHAJIOB pAaCIpPOCTPAHEHUsS W KaHAJIOB YTEUYKU
uHbopMaIuu (Ha mpuMepe KOHKPETHOU PUpMBbI).

25 AHanu3 KOHKPETHOM aBTOMAaTU3UPOBAHHON CUCTEMBI, IPEIHA3HAYECHHON IS
00pabOTKM 1 XpaHeHUs! HH(OPMAIMU O KOHPHUICHIMAIBHBIX TOKYMEHTaX (PUPMBI.

26 OCHOBBI TEXHOJOTUH OOpabOTKM W XpaHEHHs KOH(UIECHUIMAIbHBIX
JIOKYMEHTOB (110 3apyOexHOM IuTepaType).

2’7 HazHaueHue, BUIbI, CTPYKTYpa U TEXHOJOTUS ()YHKIIMOHUPOBAHUS CHCTEMBI
3alUThl UHPOPMAIUH.

28 lloBexgeHue mnepcoHana M OXpaHa (UPMbI B HKCTPEMAJBHBIX CHUTYaLHSIX
Pa3IMYHBIX TUIIOB.

29 AmnanuTHueckas paboTa IO BBIABICHUIO KaHAJIOB YTEUKU HH(OpManuu
(bupMmBI.

30 HampaBieHust ¥ METOJIbI 3alTUTHI TPOPECCUOHATILHOMN TaiTHBI.

31 HanpaBieHus © METOJIBI 3aIIUTHI CITY>KEOHOM TaHBI.

32 HanpaBneHUs: 1 METO/IbI 3aIUThI IEPCOHATIBHBIX TAHHBIX O IPa)/J1aHax.

33 I[locTpoenue u GyHKIMOHUPOBAHHE 3AIIUIIEHHOTO JOKYMEHTO000pOTa

TunoBasi CTPYKTYpa 3a4eTHOI0 3aJaHUS

Haumenosanue oyenounozo mamepuana Maxcumanvnoe
KoJluuecmeo 0aio6

Bonpoc 1. Onpegenutb wmecTo HUHOOPMAITMOHHON 15
0e30MacHOCTH B 00€CMEYEHUH CUCTEMBI OOIIECTBEHHOM
0€30MacCHOCTH
Bonpoc 2 OxapakTepu3oBaTh YpPOBHU peaM3aluu 15
nH(OpPMAITMOHHON 0€30MaCHOCTH
lIpakmuueckoe 3adanue. OnucaTh XapaxkTep AEHCTBUSA 10
OpraHU3allMOHHBIX KaHAJIOB HECAaHKIMOHUPOBAHHOTO
JOCTyTa K uHpopmanuu. PackpreiTh
MOCJIEIOBATENbHOCTh YCIOBUSL U (OPMBI  JOIyCKa
JOJKHOCTHBIX JIMIL K TOCYTApCTBEHHOU TalHE
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IMoka3aTe/in U KPUTEPUHU OLIEHUBAHUS IUIAHUPYEMBIX Pe3yJbTATOB OCBOCHHS
KOMIIETEHIUH U Pe3yJbTATOB 00y4eHHUs1, IIKAJIA OLleHNBAHUS

Tabmuua 5
®opmupyemsble Hmmkarop Kpurepun Yposen
IIIkana oneHNBaHUA JOCTHKEHUS OCBOCHUSA
KOMIIeTeHIIUH OLlCHUBAHNS .
KOMIIeTeHIIUH KOMIIeTeHI Ui
YK-1. Cnocoden  [YK-1.2. 3HaeT BepHO U B MoaHOM o0beMme:| IIpoaBUHYTHI
OCYLIeCTBJISATH PaspabatbiBaeT KPUTEPHH COIOCTAaBJICHUS Pa3JIMYHBIX
MOMUCK, BapUaHTHI PEIICHNUS [BADUAHTOB pELIEHUs IOCTABICHHON
KpUTHYeCKHIi pobaeMHOI 3ajayu
AHAJIM3 M CHHTE3  CUTyallud Ha OCHOBE[YMeeT BepHO H B IIOJIHOM ofeMme:
uHpopmanum, KPATHUYCCKOTO OCYILECTBIIATh KPUTUYECKUHM aHau3
MPUMEHATDH aHaJIn3a JOCTYIHBIX c06paHHof/'1 I/IH(I)OpMaIII/II/I Ha|
CHCTeMHBIH moaxoJa MCTOYHHUKOB COOTBETCTBUE ee YCIIOBUSIM bil
ISl peIICHUA MH(pOpMAIIH KPUTEpUSAM PpELIEHUS IIOCTABJICHHOM
MOCTABJIE€HHBIX 3aJa4yd; OTJIUYATh (i)aKTLI OT MHCHUH,
Baga4q MHTEpHpeTaMii W  OLEHOK IpH
aHamm3e coOpaHHOW WH(OpPMaNuHy,
COMOCTABIISIT u OLICHUBATD)|
[Pa3IM4HbIE  BAapUAHTBl  PELLIEHUS
MOCTABJIICHHOM 3a1ayu, ONpenenss Hx
IMOCTOMHCTBA U HEJJOCTATKH
OIIK-2. Cnocoden [OITK-2.1. 3HaeT BepHO M B MOJHOM O0beMme:
OCYLIeCTBJISATH Onpenensier MeTo bl cOopa HH(OPMALUH, CITOCOOB]
cOop, 00padoTKy U [MCTOYHUKHU W BUJ €€ MpPEICTaBJICHMsS, MPUMEHSS]

85 —
100
0aJI10B

«3aYTECHO»

AHAJIN3 JAHHBIX,
HEe00XO0AMMBIX JJI51

MHPOPMALIUHU U
OCYIIECTBIISIET UX

COBPEMECHHOE
oOecrieueHne

MPOTPaMMHOE

PeILIeHHS IOMCK Ha OCHOBC 'YMeeT BepHO U B NOJIHOM 00beMe:
MOCTAaBJIEHHBIX IMOCTABJICHHBIX IMCITIOJIL30BaTh COBpeMeHHLIP'I
YIpaBJE€HYECCKHUX HEJIEH I PEIICHUA I/IHCTp}’MeHTapI/Iﬁ u

Baaad4, ¢ PO eCCHOHANbHBIX MHTEIJIEKTya bHbIe HH(POPMAIIHOHHO-
MCNHOJb30BaAaHUEM  3ajJaq AHATUTUYECKUE CUCTEMBI
COBPEMEHHOI0

MHCTPYMEHTAPHUA U

MHTEJIEKTYaJIbHbIX

MH(opMaLHOHHO-

AHAJIMTHYECKUX

cucremM

OIIK-5. Cnocoden [OITK-5.2. 3HaeT BepHO MU B MOJHOM oO0beMme:
Hcnoab30BaTh npu [[Ipumenser 0COOCHHOCTH UCIOJIb30BAHHUSA
pelieHnu COBPEMEHHLIE COBPEMEHHBIX HHPOPMAIMOHHBIX|
npogeccHoHAIBLHBIXMH)OPMAIIIOHHBIC  [TEXHOJIOTHIA u CUCTEM I
327124 COBPE€MEHHbIeTEXHOJIOTUU 1 MOCTAHOBKM M pelleHus  3a1ay
MH(OpPMAIIMOHHBIE [CUCTEMBI JJIS [YOpaBIEHUsI, BKIOYAs YIpaBICHUE
TeXHOJIOTUU U IIOCTAHOBKU U KPYIIHBIMA MAacCUBaMU JNAHHBIX U UX
NporpamMMHbIe [peleHus 3a1a4 MHTEJJICKTYaJIbHBIM aHaAJIN3

CpeacTBa, BKJIK4asi [ylIpaBJICHU, 'YMeeT BepHO U B NOJHOM 00beMe:
ylpaBJi€eHUe BKJIIO4as1 [peIIaTh 3a1a4Yd YIIpaBJICHUS Ha
KPYIHBIMU yIpaBJICHHC OCHOBE MCII0JIb30BaHUsI COBPEMEHHBIX

MaCCUBaMHU JJaHHbIX

N UX
I/lHTeJIJIeKTyaJIbHLIi;I

KpPYIHBIMHU
MacCHUBaMU JIaHHBIX
1 uX

MH(POPMAMOHHBIX TEXHOIOTUH U
CUCTEM
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aHaJIn3 MHTEJIEKTY JIbHbIN
aHaIN3
OIIK-6. Cnocoden [OITK-6.1. 3HaeT BepHO U B MOJHOM o0beMe:!
NMOHMMATH Wcnone3yer XapaKTEPUCTHUKU COOTBETCTBYIOLIUX
MPUHIMIBI PA60THI COOTBETCTBYIOIIUE [COJEPIKAHUIO ITPOPECCHOHATIBHBIX
COBPEMEHHBIX COZIEP>KAHULIO 3a/ia4 COBPEMEHHBIX UPPOBBIX
WHGOPMANMOHHBIX [MPO(ECCHOHATBHBIX [MHPOPMAIIMOHHBIX TEXHOJIOTUI
TeXHOJIOTHIi 1 3a/1a4 COBPEMEHHBIC [Y MeeT BEPHO M B IIOJIHOM 00beMe:
MCIO0JIb30BAThL HX  [IU(POBHIE MCIIOJIb30BAaTh COBPEMEHHbBIC
AJIA peIICHUsA 3a1a4 I/IH(i)OpMaIII/IOHHLIE up[(bpog],le I/IH(I)OpMaIII/IOHHLIe
npodgeccHoOHANbHOM TEXHOJIOTHH, [TEXHOJIOTHH JIJIsl PELICHUS 33124
MeATCIbHOCTH (OCHOBBIBAsICH Ha npotbeccnonam,Hoﬁ NEATEIIbHOCTH
IPUHLIMIIAX UX
a00THI
OI1K-6.2. 3HaeT BEpHO U B MOJHOM 00beMe:
[Tonumaer MPUHITUAIIEI paOOTHI COOTBETCTBYIOIINX
MPUHIAITEI pabOTHl  |COAEPIKAHHUIO MPO(HECCHOHATBHBIX
COBPEMEHHBIX 3amad COBPEMEHHBIX TUPPOBBIX
I (poBBIX MH(OPMALMOHHBIX TEXHOJIOTUI
MHPOPMALMOHHBIX [YMeeT BEPHO H B MOJIHOM
TEXHOJIOTHH, 00beMe: TIPUMEHSITh PUHIIUTIBI
COOTBETCTBYIOIIHUX  |paGOThl COOTBETCTBYIOIUX
COZIEPIKAHUIO COZIePIKaHUIO MTPO(ECCHOHATBHBIX
NPO(EeCCHOHANBHBIX 33/1a4 COBPEMEHHBIX HU(POBBIX
sazaq MH(OPMALMOHHBIX TEXHOJIOTUI
'YK-1. Cnocoben YK-1.2. 3unaert c He3HAYUTEIbHBIMH
OCYILIIECTBJISAITh Pa3pabaTbiBaeT BaMeYaHHsIMU: KpUTEpUH
IMOMCK, BapHaHTHI PEIICHUS [COMOCTABICHHS PA3IMUYHBIX BapUAaHTOB
KpUTHYeCKU i Mpo6IeMHOI [PEeLIEHHs ITIOCTABJICHHOM 3a/1a4u
AHAJIN3 M CUHTe3  [CUTyallluH Ha
MH@opManum, OCHOBE
NPUMEHSTH KpUTHYECKOTO
CHCTEeMHBII MOAX0/ [AHAJIN3A JOCTYIHbIX]
70 -84 JIs1 peleHust MCTOYHUKOB
6anoB nocTaBJIeHHBIX nHpOPMALIT
3ajay

«GaAYTECHO»

'Ymeer c He3HAYNTEIbHBIMY
3aMeYaHUsIMH: OCYIIECTBIISITH
KPUTHYECKHH  aHajgu3  COOpaHHON

MHpOpPMAIMH HAa COOTBETCTBHE €€
[YCIIOBMSIM W KPHUTEPHAM PEIICHHS
MOCTAaBJICHHOM  3aJadd;,  OTJIWYATh
(aKTbl OT MHEHHH, WHTEpIIpeTanuii u
OLICHOK TpU aHaiu3e COOpaHHOH
nHpOopManny; COTOCTAaBIIATh u
OLICHUBATh  Pa3IUYHbIE  BapUAHTEI
[pEIIEHUs]  TOCTABICHHON  3amauH,
ompenenss UX  AOCTOMHCTBA 1

HCIOCTATKH

TloBbIIIEHHBIT
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OIIK-2. Cniocoben (OITK-2.1. 3HaeT c He3HAYHUTeJAbHbIMY
OCYLIeCTBJIATH Omnpexemnser BaMeYaHUAMM . METOIBI cbopa
cO6op, 00padOTKY M [ICTOUHUKHU mHpopManny, CcrocoObl M BUA €€
AHAJIN3 JaHHBIX, nHbopManuu 1 MpEACTaBICHUS, IIpUMEHSIS]
He0OXOAMMBIX ISl (OCYIECTBIISIET UX |[COBPEMEHHOE IIPOrpaMMHOE
peueHust MOWCK Ha OCHOBE  |oOecredeHue

MOCTAaBJICHHbBIX IMOCTaBJICHHBIX YMeeT ¢ He3HAYUTEeIbHBIMHA
YIpaBJaeHYeCKUX (el 1 PEICHUS 3aMeYaHUSAMM  UCTIOJB30BaTh

Banad, ¢ PO eCCHOHANbHBIX(cOBPEMEHHbII HHCTPYMEHTAPHIA U
HMCII0JIB30BAHUEM  [3a/la4 MHTENJIEKTyaJ bHbIe HHPOPMAIIHOHHO-
COBPEMEHHOI'0 AHAJTUTUYCCKUE CUCTEMBI
MHCTPYMEHTApHUsA U

MHTEJUIEKTYaJIbHbIX

MH(OopMaLHOHHO-

AHAJIUTHYECKHX

cHcTeM

OIIK-5. Cnioco6en [OIIK-5.2. 3HaeT c He3HAYMTeIbHBIMY
HMCo0Jb30BaTh Npu [[Ipumenser 3aMeYaHUsAMM 0COOCHHOCTH
peleHnn COBpEMEHHBIE MICIIOJIb30BaHHUS COBPEMEHHBIX|
npodgeccHoHATBHBIXMHPOPMAIIOHHBIE |[MHQOPMAIIMOHHBIX  TEXHOJIOTHH |
3224 COBPEMEHHbIETEXHOJIOTUU U CACTEM I IMOCTAHOBKM U PELICHUS
MHPOPMALMOHHBIE (CHCTEMBI AJIS Bamay YIIpaBJICHUS, BKJIIOYas]
TeXHOJIOTMH U [TIOCTAHOBKH U [YIIpDaBJICHUE KPYIHBIMM MacCHUBaMy
nporpaMMHbIe [pELICHUS 3a1a4 MAHHBIX W WX HHTEIUIEKTyallbHbIN]
CpeACcTBa, BKIKOYast [ylIpaBICHUs, AHAJIN3

ynpaBJjieHue BKJIIIO4ast 'YMeeT ¢ He3HAYUTEIbHBIMH
KPYyIHbIMH yIpaBJICHHC 3aMe4YaHUsIMH. pelIaTh 3a1a4u

MaCCuBaMM JAaHHBIX
M UX

KpPYIHBIMU
MacCHUBaMU JIaHHBIX

lyOpaBJICHHS Ha OCHOBC
IMCIIOJIb30BaHHsA COBPEMCHHBIX

MHTENIEKTYAJIbHBINHN X I/IH(bopMauI/IOHHLIx TEXHOJIOTHUI 1
aHaJIN3 MHTEJIEKTYJIbHBIN |cucTeM

aHaIu3
OIIK-6. Cnoco6en [OITK-6.1. 3HaeT ¢ He3HAYUTETbHBIMH
NMOHMMAThH Mcnons3yer BaMeYaHUAMM .. XapaKTepUCTUKHA
NMPUHIUIBI PA60ThI [COOTBETCTBYIOIINE |COOTBETCTBYIOIIUX COAECPKAHHUIO
COBpPEMEHHBIX COJIEPIKAHUIO mpogeCCHOHATBHBIX 3a1a4
MHPOPMAIIMOHHBIX TPO(ECCHOHATEHBIX|COBPEMEHHBIX I (PPOBHIX
TeXHOJOTuH 1 3aad COBpeMEHHBICMH()OPMAITMOHHBIX TEXHOJIOTHHA
MCII0JIb30BAThL HX  [IH(PPOBHIE 'YMeeT ¢ He3HAYNTEIbHBIMHI
IJIs penenus 32924 MHQOPMAMOHHBIE 3aMeYaHUsIMH: UCIIOIb30BaTh
npodeccHoHaIbLHOM TEXHOIOI U, COBpEMEHHBIE ITU(POBLIE
MEeATCJIBbHOCTH OCHOBBLIBAsSICh Ha I/IH(I)OpMaLII/IOHHLIe TEXHOJIOTHUHA JJIA

MPUHIUIIaX UX

pemeHust 3a1a4 npoecCHoHaIbHON

paboTh ESTENEHOCTH

OIIK-6.2. 3HaeT ¢ He3HAYUTEJTbHBIMH
[Tonumaer BaMeYaHMSIMH: ITPUHINIBI pabOTHI
MPHUHIAIEI pabOTHI [COOTBETCTBYIOIINX COJIEPKAHHIO
COBPEMEHHBIX MpodecCHOHaTBHBIX 3a1a4
IU(PPOBBIX COBPEMEHHBIX IU(POBBIX
MHGOPMAIMOHHBIX [MH()OPMAITMOHHBIX TEXHOJIOTHHA
TEXHOJIOTHA, 'YMeeT ¢ He3HAYMTEeJIbHBIMU
COOTBCTCTBYIOIIMX BaMeYaHUSAMM: IPUMEHATH IIPUHIUAIIB]
COEPIKAHUIO [PabOTHI COOTBETCTBYIOIINX

PO eCCHOHANBHBIX COZIEPKAHUIO TIPO(PECCHOHATBHBIX
3aziaq 3aja4 COBPEMEHHBIX LU(PPOBBIX

MH(pOPMaMOHHBIX TEXHOJIOTHI
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'YK-1. Cnocoden
OCYLIECTBJIATH
MOMUCK,
KpUTHYeCKHii
AHAJIM3 ¥ CHHTE3
uHpopmanum,
NPUMEHSTh
CHCTEMHBII IOAX0]
71 peleHns
IMOCTABJICHHBIX
3agay

YK-1.2.
IPa3pabaTsiBacT
BapUaHTBI PEILICHUS
MpoOIeMHON
CUTyaIlH Ha
OCHOBE
KPUTHYECKOTO
aHaJIM3a JIOCTYITHBIX
MCTOYHHKOB
MHPOPMALTTH

3Haer Ha 0a30BOM YypOBHe, C
OIIMOKAMM: KpUTEPHH
COMOCTABJICHUS PA3JIMYHBIX BAPUAHTOB
[peILIeHNS] TOCTAaBJICHHOH 3a/1aui

'YMeer Ha 06a30BOM YpOBHe, ¢

OLIMOKAMU: OCYILIECTBIISTH|
KPUTHYECKUH  aHajdu3  COOpaHHOW
mHpOpMAMd HA COOTBETCTBHE e

[YCIOBHAM M KPUTEPHUSAM pELICHUS
TOCTABJICHHOM  3aJauyd;  OTJIMYaTh)
(bakTbl OT MHEHHH, WHTEpIIpeTanuil u

OIICHOK TMpU aHAIKW3e COOpaHHOM]
MH(pOpMAIIUH; COTIOCTaBJIATh u
OILICHUBATb  PA3JUYHbIE  BapHUAHTHI
[peLIeHUs ~ NOCTaBICHHOW  3ajauu,
omnpezensis UX  JOCTOMHCTBA U
HEJIOCTaTKH

OIIK-2. Cnocoben [OITK-2.1. 3Haer Ha 0a30BOM YpOBHe, ¢

0CYILIeCTBJISATH Onpenensier OIIMOKAMM METO/IbI coopa

cOop, 00padoTKy U [MCTOYHUKHU WHpOPMALUK, CIOCOOBI W BUA €€

aHAJIN3 JaHHBIX, MHPOPMALINH H MpeCTaBICHUS, TIPUMEHSIS]

He00X0AMMBIX /ISl (OCYLIECTBIISIET UX |[COBPEMEHHOE MIPOTrpaMMHOE

peleHust [MOVCK HA OCHOBE  |0OeCTieUeHUE

MOCTABJIEHHBIX MOCTaBJIEHHBIX YMeer Ha 6230BOM YpPOBHe, ¢

YHpaBJIeHYeCKHX  [e/IeH Ul PeIICHUS o muGKaMM: HCIIONB30BaTh

3amad4, ¢ HpO(beCCHOHaHBHHXCOBpeMeHHLH‘/'I WHCTPpYMEHTapui u

MCIOJIb30BAHUEM  3aJla4 MHTEIUICKTyalTbHbIe HH()OPMAITOHHO-

COBPEMEHHOI'0 AHATUTUYECKUE CUCTEMBI

MHCTPYMEHTAPHUA U

MHTEJVIEKTY AIbHBIX

MH(OpMaLUOHHO-

AHAJIMTHYECKUX

cucrem

OIIK-S. Cnocoden [OIIK-5.2. 3naer Ha 0a30BOM YpPOBHe, C

MCHoab30BaTh Npu [[Ipumenser OIIMOKAMM O0COOCHHOCTH|

peleHun COBPEMEHHBIE MCTIOIb30BAHUS COBPEMEHHBIX

npogeccuoHAILHBIXMHDOPMAIIHOHHBIE |[MHG)OPMAIIMOHHBIX  TEXHOJOTHHA W

3aj1a4 COBPeMEeHHbIETEXHOJIOTUU U CHUCTEM I TIOCTAHOBKH U PEIICHHS

MH(OPMAIIMOHHBIE [CUCTEMBI JIJIS Bamay yIpaBieHUs, BKJTIOUas

TEXHOJIOTUU U MOCTAaHOBKH U [yIIpaBJieHHe KPYMHBIMH MacCHUBaMHU|

nporpaMMHble [pelIeHus 3a1a4 MAaHHBIX W WX HHTEJUIEKTYaJIbHBIN

cpeacTBa, BRIKYAsI [yIpaBIeHMS, AHAIN3

ynpaBJieHH€E BKJIrOYast 'YmeeT Ha 6a30BOM ypOBHe, €

KPYINHBIMH YIIpaBJICHUC OLIMOKAMU pemarts 3aga4n

MaCCUBaAaMM JaHHBIX
M UX

KPYIHBIMU
MacCHUBaMH JJaHHBIX

lyOpaBJICHHS Ha OCHOBC
IMCIIOJIb30BaHHs COBPEMEHHBIX

MHTEJJIEKTY AJIbHbIHK 1X MH()OPMAMOHHBIX TEXHOJIOTHH U
AHAJIN3 MHTCJJICKTYAJIbHBIN [cCTEM

aHaJIN3
OIIK-6. Cnocoden [OITK-6.1. 3HaeT Ha 6230BOM yPOBHe, ¢
MOHUMATh Mcnonbp3yer OIIMOKAMM: : XapaKTePUCTUKN
NMPUHIHUIBI PA60THI [COOTBETCTBYIOIINE |[COOTBETCTBYIOIIUX COJACPKAHUIO
COBPEMEHHBIX COZIEP>)KAHUIO Mpo¢ecCHOHATBHBIX 3a7a4
HHGOPMALMOHHBIX [IPO(eCcCHOHANBHBIX|COBPEMEHHBIX IT(POBBIX
}'I‘CXHOJ‘IOFMﬁ U Basia4 COBPEMEHHBICHMH(DOPMAITMOHHBIX TEXHOJIOTHHA

ba3oBblii
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151 pelieHus 3a1a4 MHOOPMALMOHHBIE (OIIHOKAMH: HCIIOIb30BaTh
npogeccHoHAIbLHOM TEXHOJIOTHY, COBpPEMEHHBIE LIU(POBHIC
eATeIbHOCTH OCHOBBIBasICh Ha  [MH(OPMAIIIOHHBIE TEXHOJIOTHHU IS
MPUHIUIAX UX pereHus 3a1a4 npogeccHoHaIbHON
[paboTHI MesITeIbHOCTH
OI1K-6.2. 3HaeT Ha 0230BOM ypOBHe, €
[Monmmaer OIIUOKAMM: TIPUHITATIEI PAOOTHI
MPUHIUIIBI PA0OTHI [COOTBETCTBYIOIIUX COIEPKAHHIO
COBPEMEHHBIX MpodecCHOHANBHBIX 33124
I pOBBIX COBpPEMEHHBIX LIU(DPOBBIX
MH(GOPMAMOHHBIX [MH(OPMAIIOHHBIX TEXHOJIOTHH
TeXHOJIOT A, 'YMeeT Ha 6a30BOM yYpOBHe, ¢
COOTBETCTBYIOIINX |omiuOKaAMM: TIPHUMEHSTh IPHHIIHIIBI
CONCPKAHUIO [pabOTBI COOTBETCTBYIOIIIUX
PO eCcCHOHANBHBIX{CoepkaHmIO MPODECCHOHATLHBIX
sana4 3amad COBPEMEHHBIX IUPPOBBIX
MH(GOPMANMOHHBIX TEXHOJIOTHH
YK-1. Cnocoden  [YK-1.2. He 3nHaer Ha 6a3oBoM YypoBHe Kommerenuum
OCYLIeCTBJISATH Pa3pabaTbiBaeT KPUTEPUU COIIOCTABIICHHUS Pa3IHYHBIX] He
MOMUCK, BapHaHTHI PEIICHNS [BAPUAHTOB pPELICHUs I0CTAaBICHHOW|C()OPMHUPOBAHBI
KpUTHYeCKHUI MpoOIeMHO Bajayu
AHAJIU3 M CHHTE3 CUTyallMHd Ha He ymeer Ha 06a30BoM YypOBHe
uHpopmanmn, OCHOBC OCYILIECTBIIATh KPUTUYECKUI aHaIu3
NpPUMEHSTh KPUTHYICCKOTO co6paHH0171 I/IH(bopMauI/m Hal
CHCTEMHBIIi MOJX0/] AHATN3A JOCTYTHBIX|[COOTBETCTBHE €€ YCJIOBHAM |
ISl peIICHUA MCTOYHHUKOB KPUTEPHUSIM PELIEHUS] ITOCTABJICHHOU
OCTABJICHHBIX rHpOpMaLmK Bajga4yd; OTIMYaTh (PAKTHI OT MHEHHH,
3aaa4 MHTEpIpeTalMii U  OLIEHOK  IpH|
aHanu3e CcoOpaHHOW  HH(pOpMaIWy,
COIIOCTAaBIIATh u OIICHUBATH)
[pa3IMYHbIE ~ BapUaHTBl  PELICHHUS
[IOCTABJICHHOW 3aJauu, ONIpENeisid UX
ITOCTOMHCTBA U HEJIOCTATKH
OIIK-2. Cnioco6en [OTIK-2.1. He 3Haer Ha 0a30BOM YpOBHe:
OCYLIeCTBJISATH Omnpenensier MeToJIbl cOOpa MH(OpPMAIUH, CIIOCOOb]
cOop, 00padoTKy U [MCTOYHUKHU M BHUJl €€ TMPEACTaBICHUS, TMPUMEHSS

AHAJIN3 JAHHBIX,
HEe00XO0AMMBIX JJI51

MHPOPMALIUU U
OCYIIECTBIISIET UX

COBPEMECHHOE
oOecrieueHne

MPOTPaMMHOE

PEUICHMS [MOMCK Ha OCHOBC He ymeeT Ha 6a30BOM ypoBHe:
MOCTAaBJIEHHBIX IMOCTABJICHHBIX IMCITIOJIL30BaTh COBpeMeHHLIP'I
YIpaBJE€HYECCKHUX HEJIEH I PEIICHUA I/IHCTp}’MeHTapI/Iﬁ u

Baaay, ¢ HPO(i)eCCHOHaHBHHXI/IHTeJmeKTyaJILHLIe I/IH(I)OpMaL[I/IOHHO-
MCHOJIb30BAHHEM Baxa4 AQHAJIUTHYECKHUE CUCTEMBI
COBPEMEHHOI0

UHCTPYMEHTapHUs U

MHTE/VIEKTYAJIbHbIX

HH(OPMALHOHHO-

AHAJTUTHYECKUX

cucremMm

OIIK-5. Cnioco6en [OTIK-5.2. He 3Haer Ha 0a30BOM YpOBHe:
HMCHoab30BaTh Npu [Ipumenser 0COOEHHOCTHU UCTIOJIb30BaHUs]
pelieHnu COBPEMEHHDIE COBPEMEHHBIX WH(POPMAIIHOHHEIX
npogeccHOHATLHBIXMH()OPMAIIOHHBIC ([TEXHOJIIOTUI M CUCTEM ISl IOCTAHOBKH|
327124 COBPE€MEHHbIe TEXHOJIOTUU 1 M  pelleHus 3ada4  YIOpPaBJIECHHS,
MH(OpPMAIIMOHHBIE [CUCTEMBI JJIS BKJIFOYasi  yOpaBJIEHUE  KPYIHBIMY
TEXHOJIOTUU U MOCTAaHOBKHU U MacCHUBaMU JaHHBIX " 1704
nporpamMMHble CIICHUS 3a1a4 MHTEJJICKTYaJIbHBIM aHAJIN3

29




cpeacTBa, BKIOYast
ynpaBJeHue
KPYNMHBIMH
MacCHUBaMH JaHHBIX
M UX
HMHTEJJIEKTYATbHBIN
aHaIn3

yIIpaBICHUS,
BKJTFOYAs
yIIpaBJIE€HUE
KPYIHBIMU
MacCHUBaMH JJAHHBIX
M 1X
MHTEJUIEKTYaIbHBIH
aHaIu3

He ymeeT Ha 6a30BOM ypOBHe:
[peIIaTh 3a/1a9 yIpaBICHUS HA OCHOBE
MCIIOJIb30BAaHMS COBPEMEHHBIX
MH(pOPMAIMOHHBIX TEXHOJIOTHH 1
CHCTEM

OIIK-6. Crioco6en
MOHUMATH
NPUHLUIBI PA00ThI
COBpEeMEHHBIX
MH(OpPMaLHOHHBIX
TeXHOJIOTMii U
HCIOJb30BATH UX
1 pelieHus 3aaa4
npogeccHoHAIBHO
esATeIbHOCTH

OIIK-6.1.
Mcnonb3yer
COOTBETCTBYIOIINE
COZIEPIKaHNIO
Mpo¢eCcCHOHATBHBIX
Bagad COBPEMEHHBIE
I pOBBIE
MHPOPMALNOHHBIC
TEXHOJIOTUH,
OCHOBBIBAsICh Ha
MPpUHIUIIaX UX

He 3naeT Ha 6a30BOM ypoBHe::
XapaKTEPUCTUKU COOTBETCTBYOLIUX
COZEpKaHUIO MPO(ECCHOHATBHBIX
3azad COBPEMEHHBIX IIU(PPOBBIX
MH(GOPMANNOHHBIX TEXHOJIOTHI

He ymeeT Ha 60a30BOM ypOBHe:
MCTIONB30BaTh COBPEMEHHBIC
mupoBbIe HHYOPMAITOHHEIE
[TEXHOJIOTUH ISl pELICHUS 3a1a4
MpoQecCHOHANBHOMN NESITENFHOCTH

a0O0THI
OIIK-6.2. He 3naeT Ha 6a30BOM ypOBHE:
ITonumaer MPUHLUITEL PA0OTHI COOTBETCTBYFOLIHX
MPUHIUIIBI Pa0OTHI [COAEPIKAHUIO ITPOPECCHOHATBHBIX
COBPEMEHHBIX 3ajia4 COBPEMEHHBIX LU(PPOBBIX
(pPOBBIX MH(GOPMANNOHHBIX TEXHOJIOTHH
MHPOPMALMOHHBIX |He ymeeT Ha 62a30BOM
TEXHOJIOT U, YPOBHE: IPUMEHSTH IPHHIIUIIBI
COOTBETCTBYIOINUX [paOOTHI COOTBETCTBYIOIINX
COACPIKAHUIO COZIepKAHUIO TTPO(PECCHOHATEHBIX
NpoQeCCHORANBHBIX3anay COBPEMEHHBIX MU(PPOBBIX
Bal1aq MHPOPMAMOHHBIX TEXHOJIOTHI
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MUHHUCTEPCTBO HAYKH M BHICIIEI'O OBPA3OBAHMSI POCCUMCKOM ®EJEPAIIAN
DenepalibHOE TOCYIAPCTBEHHOE OHIZKeTHOE 00pa30BaTesibHOE Y4YpeKIeHHe BbICILEro 00pa3oBaHus
«Poccuiickuii s3xoHOMUYeckuil ynuBepcurer umenu I'.B. Ilinexanosa»

Kpacnonapckuii puauan PIY um. I'. B. [li1exanosa

CDaKYJIBTeT 9KOHOMHKH, MCHCIPKMCHTA U TOPTI'OBJIN

Kadenpa skoHoMHuKH 1 TUPPOBBIX TEXHOIOTUI

AHHOTAIIUS K PABOYEM ITPOT'PAMME JUCIIUTIJIAHBI
b1.0./13.02.02 OcHoBbI HHPOPMALTMOHHOM 0€30MACHOCTH

Hanpasyenue noaroroBku 38.03.02 MeHea)KMEeHT

HanpagJjeHue (mpo¢uis) nporpaMmbl MeHeIKMEHT OPraHu3aluu

YposeHns Boicuiero oopazosanuust bakanagpuam

Kpacuogap — 2023 r.



1.1leab u 3a7aun AMCHUTLIHMHBI:

Leab AUCHUIIHHBI 3aKTI04aeTcsl B GOPMUPOBAHUM 3HAHUN 00 00BEKTaxX M 3a/1a4ax 3alluThl,
crnocofax W CpeAcTBax HapylleHUs MHPOPMAMOHHOW 0€30MacHOCTH, O MPUHLIMIAX U MOAX0JaX K
pelleHrIo 3a7ady 3alluThl MHbopManuu; a Takke (opMHpOBaHME YMEHHH MO NPUMEHEHHIO
COBPEMEHHBIX TEXHOJIOTHH, BBIOOpa CPEACTB W MHCTPYMEHTOB 3alIUThl WHGPOpPMALUU JUIA
MIOCTPOCHUSI COBPEMEHHBIX 3aIUIIEHHBIX SKOHOMUYECKUX UH(POPMAIIMOHHBIX CUCTEM.

3agauM AUCHMILIUHBI:

- U3y4UTh cpeiacTBa obecredyeHUs HMHGOPMAIMOHHONW ©O€30IMacHOCTH 3KOHOMHUYECKOMN
MHGOPMALMOHHOM CUCTEMbI COBPEMEHHOM OpraHu3aluy;

- (hopMupoBaHHE YMEHHsI 00ECTIEUUTh 3alIUTy WH(POpPMAUU U 00BEKTOB HH(POPMATH3AINH;
(bopMHpOBaHNHE YMEHMsI COCTAaBJIATh 3aABUTENIbHYIO JOKYMEHTALMIO B HA/I30pPHbIE TOCYJapCTBEHHbIE
opranbsl ”HPOKOMMYHHUKAITMOHHOW OTPAcIIHy;

- U3yYUTh CPEJICTBA 3ALUTHI JaHHBIX OT pa3pylIAOLINX IPOrPAMMHBIX BO3ICHCTBUI;

- MIOHUMATh Y BHEAPSTHh OPraHU3aLUI0 KOMIJICKCHOH 3aIIUuThl HHPOPMAIIUN Ha KOMITBIOTEpPAax
OpraHu3aIlH

- (QopMupOBaHHME HABBHIKOB OOECHEYEHHUS 3alIUTHl OOBEKTOB  HMHTEIJICKTYyaJIbHOU
COOCTBEHHOCTH, PE3YyJIbTATOB MCCIIEJOBAHUI U Pa3pabOTOK KaKk KOMMEpPUYECKON TalHbI MPEIIPUATHSL.

2.Conep:xaHue M CUMIIIMHbBI:

1'3‘121 HaumeHnoBaHue pa3aesioB / TeM U CUMILIMHBI
Pazoen 1. Ocnoenvie onpeodeneHus u NOHAMUA UHPOPMAYUOHHOU De3onacHocmu

1 Tema 1. Mndopmanus kak 00bekT 3auuThl. [IpaBoBoe obecneueHne nHPOPMaIMOHHOM

' 0€301acHOCTH

2. Tema 2. OpranuzanuoHHoe o0ecrnieyeHre HHPOPMALMOHHOM 6€30I1acCHOCTH
Paszoen 2. Ilpozpammno-annapammusie cpeocmea u memoobl 00ecnedenus
UHGOpMAUUOHHOU He30nacHocmu

4 Tema 4. IIporpammHoO-anmapaTHble cpeCcTBa o0ecneueHust HH(OPMAIIMOHHON 0€30MacHOCTH
B MHQOPMALIMOHHBIX CETSX.

S. Tema 5. CtanmapTsl ¥ cienMpUKaIMU B 00J1acTH HHPOPMAITMOHHOM 0€3001aCHOCTH

TpynoeMKkoCTh IMCHUILIHHBI cocTaBiaseT 3 3.e. / 108 yaca.

®opma KOHTPOJIA — 3a4eT.
CocraBurein:

JlonieHT Kadenpsl SKOHOMUKH B IUPPOBBIX TexHONoruit Kpacnogapckoro ¢punuana POY um. I'.B.
[Inexanosa, k.1.H. @posios P.H.
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