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I. OPTAHU3AIIMOHHO-METOIUYECKHWMA PA3JIEJ

He.]]b H 3aJJa9Y4 OCBOCHHUA JUCIHHUIIINHDBI

Heap aucHUNIMHBI 3aKI0YaeTcs B (OPMUPOBAHMU 3HAHUU 00 OOBEKTax U
3aJla4yax 3allUThl, CI0co0ax M CPeACTBAaX HapyLIEHUs MH(POPMALMOHHON 0€30I1aCHOCTH,
O MpUHIMIAX M TMOAXO0JaX K PEIICHUI0 3aJad 3alluThl HMH(OpMalMM; a TaKke
(opMupoOBaHHE YMEHUI IO IPUMEHEHUIO COBPEMEHHBIX TEXHOJIOT U1, BBIOOpa CPEACTB U
MHCTPYMEHTOB 3alllUThl MH(QOpPMALMHU JJIs [OCTPOEHHUS] COBPEMEHHBIX 3alUIIEHHBIX
HKOHOMUYECKUX MH(OPMALIMOHHBIX CUCTEM.

3amaum JTUCUMILUIUHBI:

-  U3Y4YHTh  cpeAcTBa  obOecreyeHHs:  HHPOPMAIMOHHOM  Oe30macHOCTH
SKOHOMUYECKOI MHPOPMALIMOHHON CUCTEMBI COBPEMEHHOMN OpraHU3alnu;

- (¢dopmupoBaHUe yMeHHUsA OOECHEeUUTh 3aluTy HUHPOpMAMU U OOBEKTOB
uHpopMatuzanuu; (GOpMHUPOBAHUE YMEHUSI COCTABIATH 3aIBUTEIBHYIO JOKYMEHTAIUIO
B HaJI30pHBIE TOCYIapPCTBEHHBIE OpraHbl TH(HOKOMMYHUKAITMOHHOW OTpaciu;

- U3Y4YUTh CpPEJACTBA 3allUThl JAHHBIX OT pa3pylIAIOMKUX MPOrPAMMHBIX
BO3JICHCTBUM;

- IOHUMAaTh | BHEJPSATh OPraHU3AIMI0 KOMIUIEKCHOM 3allluThl MHPOpMALlUU Ha
KOMIIBIOTEPAX OpraHu3aluu

- popMHpOBaHUE HABBIKOB 00ECTICUCHUS 3AIIUTHI 00BEKTOB HHTCIUICKTYJIbHOM
CcOOCTBEHHOCTH, PE3yJIbTATOB UCCIEAOBAHUMN U pa3pabOTOK KaK KOMMEPUYECKOW TalHBI
IpEANPUSITHUS.

2.Conep:xxanne JMCHUIIUHBI:

MecTOo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMBbl
Huctumiraa « OcHOBbI MHGOPMAIIMOHHON 0€30I1aCHOCTHY, OTHOCUTCS K 0053aTeNbHON
4acTH y4eOHOro IJiaHa.

O0beM TMCHUILUIMHBI M BUAbI Y4eOHOH PadoThI

Tabmuma 1
Bcero yacos no ¢popmam o0yuyeHust
Iloka3aTenu 06beMa TUCIUTLIHHBI
ounasn | 0YHO-3A04HaA
O0BEM QUCIUILIMHLI B 3aYE€THBIX €IUHHUIIAX 33ET
O0beM AUCHMILIMHBI B aKaJl.gacax 108
[TpomexyTouHasi aTTecTalus:
bopma 3a4eT 3aueT
KonTtakTHast pa6oTa 00y4arommuxcs ¢ 30 14
npenoaasaresieM (Konrakr.yacol), Bcero:
1. KonrakTHast paboTa Ha poBeieHUE 28 12
3aHATUHN JEKIIMOHHOTO ¥ CEMUHAPCKOTO




THUIIOB, BCETO 4aCOB, B TOM YHCJIC:

N

e JIEKI[UU 12

® TIPAKTUYCCKUE 3aHATHUS 16 6

e 1abopaTopHbIC 3aHATH - -

B TOM YHMCJIC IPAKTUYCCKas IMOATOTOBKA - -

2. NnauBuayanbHbIE KOHCYIBTAIUN
(UK)** (3anonusemcs npu naruuuu no - -
QucCyunuHe Kypcogulx pabom/npoexmos)

3. KoHrakTHast paboTa 1o mpoMeKyTOUHOM
arrectanuu (Karr) (3anoansemces npu
HAIU4uy no OUCYUNJIUHe KYPCOBbIX
pabom/npoexmos)

4. Koncynprarus nepes 3x3ameHom (KD9)

5. KonrakTHast paboTta o mpoMexyTO4HOMI
aTTeCTallU B IIEPUOJL 3K3. CECCUH / CECCUU - -
3aouHukoB (Kartak)

78 94

CamocTositeabHasi padora (CP), Bcero:

B TOM YHCJIC:

®  CaMOCTOsTENIbHAs paboTa B MEPUOJT IK3.
ceccuu (CPak) (3anonnsemces npu Hanuvuu - -
9K3AMEHA NO OUCYUNTIUHE)

e camocTosTenbHas padoTa B cemectpe(CPc)

78 94

B TOM YHCIIE, CAMOCTOATEIbHas paboTa Ha
KYPCOBYIO paOOTy (3anonnsemcs npu Haiuvuu - -
1o QUCYuniuHe Kypcogulx pabom/npoexmoas)

e usyuenue DOP (npu nanuuuu) - -

e M3y4yeHHE OHJIAWH-Kypca WM €ro 4acTu - -

e  BBINOJHEHUE UHIUBUYaJIbHOIO WIX
IPYIIIOBOTO ITPOEKTA

78 94

® i Opyeue 8Uobl

Hepequb IJIAHUPYEMBIX PE3YyJIbTATOB oﬁyquml o IMCIOMIIJINHE

Tabmuna 2
dopmupyeMble Nupnkarops! noctu:kenust | Pesyabtathl 00yuenus (3nanus,
KOMIIETEeHIIUH KOMIIeTeHI Uil yMeHus)
(K00 u naumenosanue (K00 u naumenosanue
KomnemeHuuu) UHOUKamopa)
YK-1. Cnioco0eH ocymecTBJISITh VYK-1.2. Pa3zpabatbsiBaeT BapuaHThI VK-1.2.3-1. 3Haer KpUTEPHUU
MMOUCK, Kpl/ITH‘leCKl/Iﬁ AHAJIM3 " peuICHuA HpO6J’ICMHOI>i CUTyalluu Ha COIIOCTABJICHUSA  PA3JIMYHBIX BapUAHTOB
CHHTE3 l/lﬂq)OpMa].[l/ll/l, NPUMEHATH OCHOBE KPUTHYECKOT'O aHAJIN3a PEeIICHUA ITOCTaBJICHHOM 3aJa4u
CHCTEMHBIH MOAXO0A JJIsl pellleHUsl | JOCTYIHBIX HCTOYHUKOB VK-1.2.V-1. Ymeer OCYILECTBIIATh
MMOCTABJEHHBIX 3aJa4 I/IH(l)OpMaI_[I/II/I KpI/ITI/I‘leCKI/Iﬁ aHaJInu3 C06paHHOI>'I
HH(bOpMaHHH Ha COOTBETCTBHUC cC
YCI10BUAM n KpUTCpUAM peuicHus

IMOCTaBJICHHOU 3aJa4yn




VK-1.2.Y-2. YmeeT oTnn4dath (GakThl OT
MHEHUH, MHTEpOpETaluil U OLIEHOK IIpU
aHanm3e coopanHoi nHOpMaIHH

YK-1.2.¥-3. YmeeT cCONoCTaBnATb W
oueHunBaTb pasfinyHble BapuaHTbl
pelleHusn NnocTaB/IeHHOM 3ajauu,
onpeaenasn Ux A4OCTOMHCTBA M HeAO0CTaTKU

OIIK-2. Cnioco0eH ocyniecTBJISITh
cOop, 00padoTKy U aHAIU3
JAHHBIX, HEOOXOAMMBIX /LI
pelIeHNs OCTABJIEHHbBIX
yIpaBJieH4YeCKHX 3aJa4, ¢
HCNOJIb30BAHHEM COBPEMEHHOI0
HHCTPYMeHTapusi U
HHTE/JIEKTYATbHBIX
HHGOPMANMOHHO-AHATHTHYECKHX
cucreMm

OIIK-2.1. Onpenenser UCTOYHUKU
MH()OPMANNH U OCYIIECTBISIET HX
MIOMCK HA OCHOBE MOCTABJICHHBIX
Lene amsl peleHus
npodeccnoHaNIbHBIX 3a/1a4

OIIK-2.1. 3-1. 3naer w™ertomsl cbopa
WHPOPMALIMU, CIOCOOBI H BUA  €¢
MPEJICTABJICHUS, TPUMEHSS COBPEMCHHOE
IporpaMMHOE oOecrieyeHue

OMNK-2.1. ¥Y-1. YmeeT ucnonb3oBaTb
COBPEMEHHbI MHCTPYMEHTAPUI U
WHTENNEeKTyaNbHble MHGOPMALMOHHO-
aHaNIUTUYECKME CUCTEMDI

OIIK-5. CnocofeH ucnoJib30BaTh
TIPH peleHnnn
npogeccHoOHANBHBIX 3a1a4
coBpeMeHHbIe HH(OpPMaNMOHHbIE
TEeXHOJIOTHH U MPOrpaMMHbIe
cpeicTBa, BKJIOYasl ylipaBJjeHHe
KPYNHBIMH MaCCHBAMHM AAHHBIX H
HX HHTEJUIEKTYAJIbHBIH aHAIN3

OIIK-5.2. IIpumenser
COBpEMEHHbIE HH(POPMAIIMOHHBIE
TEXHOJIOTUH U CUCTEMBI ISl
MOCTaHOBKH M PEIIEHHMs 33,14
YIIpaBIICHU, BKIIIOYast yIIpaBJIcHHE
KPYIIHBIMH MAaCCHBaMH JaHHBIX U
WX MHTEIUIEKTYTbHBIN aHAIH3

OIIK-5.2. 3-1. 0COOEHHOCTH
HCIIOJIL30BaHUS COBPEMEHHBIX
MH()OPMALMOHHBIX TEXHOJIOTHI U CHCTEM
JJIs IIOCTAaHOBKH u peHIeHI/ISI 3aaa4
VIpaBICHUS,  BKJIIOYas  yIpaBJCHHE
KPY[HBIMH MAacCCHBAMHM JaHHBIX H HX
MHTEJUICKTYAIbHBIN aHAIN3

3Haer

OMK-5.2. ¥-1. Ymeer pewatb 3a4a4um
ynpas/ieHUA Ha OCHOBE UCMO/Ib30BaHMUA
COBPEMEHHbBIX MHOOPMALMOHHbIX
TEXHOJIOTUIA U CUCTEM

ONK-6. Cnoco6eH noHMMaTb
NPUHUMNbI paboTbl COBPEMEHHbIX
MHPOPMALUOHHbBIX TEXHONOIMIA U
MUCNO/Ib30BaTb UX AN1Al pelleHuns
3agay npodeccMoHanbHoOM
BeATeNbHOCTU

OIIK-6.1. Ucnons3yet
COOTBETCTBYIOILHE COJEPIKAHUIO
po¢eCCHOHATBHBIX 33124
COBpEMEHHBIE IN(POBHIC
UH(OPMAIMOHHBIE TEXHOJIOTUH,
OCHOBBIBasICh Ha ITPUHINAIIAX UX
paboTsl

OIIK-6.1. 3-1. 3HaTh: XapaKTepUCTUKU
COOTBETCTBYIOIINX COAEPKAHUIO
npodeccnoHaNBHBIX 33/1a9 COBPEMEHHBIX
1 poBBIX MHPOPMALTMOHHBIX
TEXHOJIOTHH

OMNK-6.1. ¥Y-1. YmeTb: ncnonb3oBaTtb
COBpPEMEHHbIe LndpoBble
MHPOPMALMOHHbIE TEXHONOTUM AN
peleHua 33434 npodeccroHaibHoM
[eATeNbHOCTU

OIIK-6.2. IToHnMaeT NpUHLIUIIBI
PpaboTHI COBPEMEHHBIX IIH(PPOBBIX
HH()OPMALMOHHBIX TEXHOJIOTHH,
COOTBETCTBYIOIINX COAEPKAHUIO
npohecCHOHAIBHBIX 331a4

OIIK-6.2. 3-1. 3HaTh: IPUHIMITEI PAOOTHI
COOTBETCTBYIOIMINX COAEPKAHUIO
npodeccnoHaNBHBIX 33/1a9 COBPEMEHHBIX
1 poBBIX MHPOPMALTMOHHBIX
TEXHOJIOTHH

ONK-6.2.Y-1.

YMmeeT NpuMeHATb NPUHLMIMbI PaboTbl
COOTBETCTBYIOLLMX COAEPKAHMIO
npodeccMoHanbHbIX 33434 COBPEMEHHbIX
uMdpoBbIX UHOOPMALMOHHbIX
TEXHOIOTUM







II. COAEP)KAHUE JACHUTIINHBI

3Tanbl JOPMHPOBAHNUS U KPUTEPHHU OLCHMBAHUSA ¢(POPMHUPOBAHHOCTH KOMIIETEHIM I
AJ 00y4aroIuxcs 04HOi (popMbI 00yUeHH s

Tabmuia 3.1

Ne ni/n

HaumenoBanue pasjaeia, TeMsl

TpynoeMKoCTh, aKageMHYEeCKHE
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Cemectp 4
Pazoen 1. Ocnogusvie onpeodesienus u NOHAMUA UHPOPMAUUOHHOU He30naACHOCU
1. Tema 1. I/IH(I)OpMaIII/Iﬂ Kak 00bLeKT 2 4 18 VK-1.2. VK-1.2.3-1 0. -
3ammThl. [IpaBoBoe o0ecneuenne OINK-2.1. YK-1.2.Y-1.
. OIIK-5.2. . YK-1.2.V-2.
HHPOPMALMOHHOM 0€30I1aCHOCTH OIK-6.1 VK-12.Y-3
NudopmanuonHas 6e300acHOCTb. OMK-6.2. | OMK-2.1.3-1.
OcHoBHble noHATUA. Mogenu OIK-2.1. V-1.
uHpopmarronHol 6e30macHoCTH. Bujibt OIIK-5.2. 3-1.
3amumiaeMon napopmarun. OCHOBHEBIE OIIK-5.2. V-1.
HOPMAaTHBHO-TIPABOBBIC aKThI B 00J1aCTH OIIK-6.1. 3-1
MH(OPMAIIMOHHON OGE30MaCHOCTH. OIIK-6.1. V-1.
[TpaBoBBIC 0OCOOCHHOCTH 00ECTICUCHHUS OIIK-6.2. 3-1.
OIIK-6.2.Y-1.

6e30macHOCTH KOH(UIACHINATBHON
nH(GOPMAITNH U TOCYJAPCTBEHHON TalHBI.
Pecypcsl npeanpusTus, HoaaexKaye 3auure
¢ Touxu 3peHus Ub. Acnektsl Ub B pamkax
MEHEIDKMEHTa HEIPEPhIBHOCTU OHM3Heca.




Tema 2. OprannzanuoHHoe odecnevyeHue 18 YK-1.2.3-1 0. .
HH(OPMALOHHOI1 0e301acHOCTH YK-1.2.V-1.
OCHOBHBIE CTaHAAPTHI B 00J1aCTH 0OECTIEUCHUS . YK-1.2.¥-2.
nHdpopMannoHHoit 6e3onacHocTy. [lonutuka YK-1.2.Y-3.
Oe3omacHOCTH. DKOHOMITYECKas 0€301MacHOCTh OIIK-2.1. 3-1.
npennpusTas. MmkeHepHast 3an1uTa 00beKTOB. OIIK-2.1. V-1.
3amuTa nHGOpMALUK OT YTEUKH 110 OIIK-5.2. 3-1.
TEeXHHMYECKNM KaHanaMm. Mcronp3oBanne 6a3 OIIK-5.2. V-1.
JIaHHBIX JJIs1 HAXO0XKICHUS U U3yUeHUs OIIK-6.1. 3-1
HOPMaTHBHBIX JJOKyMEHTOB B 00J1aCTH OIIK-6.1. V-1.
“H(OPMAITMOHHOK OE€30MTaCHOCTH. OIIK-6.2. 3-1.
WaeHTuduKanms 1 OlieHKa akTHBOB. Mojeib OIIK-6.2.YV-1.
yrpo3. Mnentudukauus ysssumocreid. OueHka
puckoB. OOpaboTKa PUCKOB.
Monenb HapyIIHUTENs HOTUTHKH
6e3zomacHOCTH. TUIIMYHBIE YTPO3BI
HHGOPMAIIUH U YSI3BUMOCTH
KOPIOPATUBHBIX HHPOPMAIIMOHHBIX
CHCTEM.

Pazoen 2. Ilpozpammuo-annapamnsie cpeocmea u Memoovl 0decneueHus UHGPOPMayuoHHOU 6e30nacHocmu
Tema 3. IIporpaMMHo-anmapaTHbie 21 YK-1.2.3-1 I'p.n. An.O.
cpeacTBa odecneyeHust yK-l.zz.y- 12'
HH(OPMAIMOHHOI 0e30I1aCHOCTH B ;II? '11 5 ;, 3
MH(POPMAIMOHHBIX CETAX OMK-2.1.3-1.
OCHOBHBIE BHIBI CETEBBIX W KOMITBEOTEPHBIX OIIK-2.1. V-1.
yrpo3. CpeacTBa U METObI 3AIUTHI OT OIIK-5.2. 3-1.
CETEeBBIX KOMITBIOTEPHBIX yIPO3. OIIK-5.2. V-1.
CuMMeTpUYHbIe 1 aCCUMETPUYHBIE CHCTEMBI OIIK-6.1. 3-1
mmdposanust. L{udpossie noxnucu OIIK-6.1. V-1.
(OnextponHsle noanucu). Madpacrpykrypa OIIK-6.2. 3-1.
OTKpBITHIX KiTtouel. Kpunrorpaduueckue OIIK-6.2.V-1.

ITPOTOKOJIBI.




4. Tema 4. CtanaapTtbl U cienquukanuu B 4 4 21 YK-1.2. YK-1.2.3-1
obs1acTy NHGOPMALMOHHOI 0e30MacCHOCTH OIIK-2.1. YK-1.2.VY-1.
Cranpaptuzanus B chepe yrnpaBieHHs OIIK-5.2. . YK-1.2.¥-2.
nH(OpPMAIIMOHHO# 6€30MacHOCTHIO (Ha OCHOBE OIIK-6.1 YK-1.2.Y-3.
MeXIyHapoaHbIX crangaptoB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/TEC27002, ISO/IEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Coznanue 3ammppoBaHHBIX (ailIoB 1 OIIK-5.2. 3-1.
KPHUITTOKOHTEHHEPOB M NX pacurdpoBaHue. OIIK-5.2. V-1.
CooTBeTCTBHE TPEOOBAHUSIM 3aKOHO/IATEIILCTBA. OIIK-6.1. 3-1
CooTBeTCTBHE OJIUTHKAaM 0€30MacHOCTH U OIIK-6.1. V-1.
CTaHAapTaM, TEXHHYECKOE COOTBETCTBHE. OIIK-6.2. 3-1.
Co3znanue yJI0CTOBEPSIIOIIETO IIEHTPA, OIIK-6.2.Y-1.
TeHepalns OTKPBITBHIX U CEKPETHBIX KITFOUEH,
co3/1aHue CepTU(PUKATOB OTKPBITHIX KITFOUEH,

CO3/IaHUE AIEKTPOHHOH ITOIMUCH, IPOBEPKa
ANEKTPOHHOH IOMITUCH.
Koumakmmuas paboma no npomesicymounou
- - - - -2 2
ammecmayuu (Kamm)
Hroro 12 | 16 - - 78/2 108

Jrtansl (OpMUPOBAHUS M KPUTEPUH OLICHUBAHUSA CGOPMHUPOBAHHOCTH KOMIIETCHIIUH
AJIs1 00y4aKOIIHUXCH 0YHO-32049HOM (POPMBI 00y4YeHUSs

Ta6muua 3.2
No 1/ HaunmenoBanue pasjaesna, TeMbl TpyaoeMKoCTb, aKkaleMHYeCKHe o>
AUCHHUILIMHBI yacel = e _ =
= o~ ¥
Z
2 = L $3z
g = v = = Qo
(= R =) (=3 E
‘S 8 i’\ = 5 =" ) A
® ) = 2 = Q' 3 =3 = B =g
= o < § = - O =} 3 = = =)
= = s | =5 2 = z 3 s Z e EE= =
g =y Qg 2 2 &= 2 s & 3 = == =
5 e 5 Q| 3¢ & = s A o T = o =
5= o | £ 7 s 2 o 2 = = =
= = s 2 = e 5 2 = 2= 2 5 =z 2z =
S| |85 E2|55| o | £8 = 3 & E S | EE3¢
& < e = < E S & b = = S o = Z < )E = g
o | = & S| &3 Zs 5] = S 3 = S o 53 8 =
SIE|IR8EE |z | & | =% I > & = I A™
Cemectp 4
Paszoen 1. Ocnosnvie onpedenenus u NOHAMUA UHPOPMAYUOHHOU De30nacHocmu
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Tema 1. Undopmanus Kak 00beKT 23 27 YK-1.2. YK-1.2.3-1
3allUThI. HpaBOBOC o0ecreyenue OIIK-2.1. YK-1.2.V-1.
HH(poOpMAIIMOHHON (e30MacCHOCTH OIHK-3.2. ) . YK-1.2.¥-2.
OIIK-6.1 YK-1.2.Y-3.
HNudopmanmonnas 6€30macHOCTb. OITK-6.2. OIK-2.1.3-1.
OcHoBHEBIE TOHATHS. Monenu OIK-2.1. Y-1.
nH(GOPMAITMOHHOW 0e30MacHOCTH. Buibt OIIK-5.2. 3-1.
3amuinaemMoin nHpopmarmuu. OCHOBHBIC OIIK-5.2. V-1.
HOPMAaTHUBHO-IIPABOBBIC aKTHI B 00JIaCTH OIIK-6.1. 3-1
UHPOPMALMOHHOM 0€30MaCHOCTH. OIIK-6.1. ¥-1.
[IpaBoBEIe 0OCOOEHHOCTH OOecTiedeHus OIIK-6.2. 3-1.
0e3omacHOCTH KOH(HICHIINATHHON OIK-6.2.Y-1.
WHQPOPMAIMH U TOCYJAPCTBEHHON TalHBI.
Pecypcsl npennpusitis, HoAjIekKalyue 3amuure
¢ Touxu 3perus Ub. Acnexktsr Ub B pamkax
MEHEIDKMEHTa HEeNPEePhIBHOCTU OH3HEca.
Tema 2. OprannzanuoHHoe odecneyeHne 23 27 VK-1.2. YK-1.2.3-1 .
HH(OPMALHOHHOI 0€30I1aCHOCTH OIIK-2.1. VK-1.2.V-1.
OCHOBHBIE CTaHIAPTHI B 00JIaCTH 00eCTIeYeHUs OIIK-5.2. . YK-1.2.Y-2.
nHdpopMannoHHoit 6e3onacHocTy. [TonuTrka OIIK-6.1 VK-1.2.V-3.
6e3onacHOCTH. DKOHOMHYECKasi 0€30MacHOCTb OIIK-6.2. OIIK-2.1. 3-1.
npennpustus. exeHepHas 3aniura 00bEKTOB. OIIK-2.1. V-1.
3amuTa HTHPOPMAITUH OT YTEUKH 110 OIIK-5.2. 3-1.
TEeXHHMUYECKHUM KaHanaM. Mcronp3oBanne 6a3 OIIK-5.2. V-1.
JTaHHBIX T HAXO0KJICHUS U U3yYEHHUSI OIIK-6.1. 3-1
HOPMAaTHBHBIX JOKyMEHTOB B 00J1aCTH OIIK-6.1. V-1.
nH(OPMaIMOHHOI 6€30MaCHOCTH. OIIK-6.2. 3-1.
WnenTudukanms u oreHka akTuBoB. Mojiens OIIK-6.2.V-1.

yrpo3. Unentudukanus yszsumocreit. OneHka
puckoB. OOpaboTKa PUCKOB.

Mogens HapyHIHTENs NOTUTHKA
6e3omacHOCTH. THIMYHBIE YTPO3BI
nH(pOpMaLNK U YSI3BUMOCTH

KOPHOPATUBHBIX HH(POPMaMOHHBIX

CHCTEM.

Pazoen 2. Ilpozpammuo-annapammusie cpeocmea u Memoovl 06ecnedeHus UHGOPMAUUOHHOU De30nacHoCmu
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Tema 3. IIporpamMmmHo-annapaTHble 24 26 YK-1.2. YK-1.2.3-1 I'p.o. K. An.O.
cpeacTBa odecreyeHUsI OIK-2.1. YK-1.2.¥-1.

. OIIK-5.2. . YK-1.2.Y-2.
I/IH(l)OpMaIII/IOHHOI/I 0€30I1aCHOCTH B OITK-6.1 VK-12.Y-3
MHPOPMALMOHHDIX CETHAX OHK-6..2. OHK—é.i. 31
OcHOBHEBIE BUBI CETCBBIX U KOMITbIOTCPHBIX OIIK-2.1. V-1.
yrpo3. CpeacTBa 1 METO/IbI 3alUTHI OT OIIK-5.2. 3-1.
CETEBBIX KOMITBIOTEPHBIX yTPO3. OIIK-5.2. V-1.
CI/IMMeTpI/I‘{HLIe N ACCUMETPUYHBIC CUCTEMBI OIIK-6.1. 3-1
mudposanus. Lludpossle noanucu OIIK-6.1. V-1.
(OnextponHble noanucu). Madpactpykrypa OIIK-6.2. 3-1.
OTKpPHITHIX Kitoueil. Kpunrorpapuueckue OITK-6.2.V-1.
ITPOTOKOJIBI.
Tema 4. CtanaapTthl U cienupUKAIUM B 24 26 YK-1.2. YK-1.2.3-1 0. K.p.
obsiacTy nHGOPMALMOHHOI 0€30MacCHOCTH OIIK-2.1. VK-1.2.¥-1.
Cranpaptuzanus B chepe yrnpaBieHHIs OIIK-5.2. . YK-1.2.Y-2.
nH(OPMAITMOHHOK 0€30MMacCHOCThIO (Ha OCHOBE OIIK-6.1 VK-1.2.¥-3.
MeXIyHapoaHbIX cranaapToB ISO/IEC 17799, OIIK-6.2. OIIK-2.1. 3-1.
ISO/IEC27002, ISO/TEC27001,ISO/IEC OIIK-2.1. V-1.
15408). Coznanue 3ammppoBaHHBIX (ailioB 1 OIIK-5.2. 3-1.
KPHITTOKOHTEHHEPOB M UX pacirdpoBaHue. OIIK-5.2. V-1.
CooTBeTcTBHE TPEOOBAHHUSIM 3aKOHO/IATEILCTBRA. OIIK-6.1. 3-1
CooTBeTCTBHE NOJIUTHKAaM 0€30MacCHOCTH U OIIK-6.1. V-1.
CTaHJapTaM, TEXHUYECKOE COOTBETCTBHE. OIIK-6.2. 3-1.
Co3znaHne yIoCTOBEPSIONIETo EeHTpa, OIIK-6.2.YV-1.
reHepalus OTKPBITBIX U CEKPETHBIX KITIOUEH,
cOo3/1aHue CePTHU(UKATOB OTKPBITHIX KIIIOYEH,
CO3JIaHUE NIEKTPOHHOH MTOIHCH, TIPOBEPKa
JICKTPOHHOH ITOTHCH.
Koumaxmmnas paboma no npomexncymounou

-/2 2

ammecmayuu (Kamm)
Hroro 94/2 108
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III. YYHEBHO-METOAUYECKOE U MATEPUAJIBHO-TEXHUYECKOE
OBECIIEYEHHUE JUCIUITJINHbI

PEKOMEHAYEMAS JIMTEPATYPA

OcHoBHas1 JIUTepaTypa

1.  bapanosa, E. K. Undopmarnmonnas 6e30nacHoCTh U 3a1uTa HHpopMaluu : yuebHoe nocooue /
E.K. bapanoBa, A.B. babam. — 4-e u3z., nepepad. u gon. — Mocksa : PUOP : UTHOPA-M, 2021.
— 336 c. — (Bsicmiee o6pazoBanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekct: snextponnsiid. - URL: https://znanium.com/read?id=364911

2. Kiuumenko, U. C. MadopmarpionHast 6€30mMacHOCTh U 3aIIuTa HHHOPMAILIUU: MOJIETH U METO/IbI
ynpasnenus : Mmonorpagus / M.C. Kinmenko. — Mocksa : UHOPA-M, 2021. — 180 c¢. — (Hayunas
mbichb). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN 978-5-16-015149-6. -
Texcr: anextponnsiid. - URL: https://znanium.com/read?id=360289

3. Ceues, 0. H. 3amura uadopmanuu u nHbopMalmoHHas 0€30MacHOCTh : yueOHoe mocooue /
I0.H. CprueB. — Mocksa : UHOPA-M, 2022. — 201 c. — (Bsicmee oOpa3zoBanue: bakamaBpuar).
— DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekct: osnekrponnbiii. - URL:

https://znanium.com/read?1d=388766

JonosHuTeILHAS JIUTEPATYypa:

1. Mexnaynaponnas uadopManMoHHas 0€30MaCHOCTh: TEOPHS U IPAKTHKA : B Tpex Tomax. Tom 1 :
yaeOHuK / mox oomi. pen A. B. Kpyrckmx. - 2-e u3z., mom. - MockBa : M31aTenscTBO «ACIEKT
[Ipece», 2021. - 384 c. - ISBN 978-5-7567-1098-4. - Tekct : nsnektponHbld. - URL:
https://znanium.com/read?id=373117

2. babam, A. B. MozgenupoBanue CHCTEMbI 3amuThl nH(GOpManuu. IIpakTMkyMm : ydeOGHOE
noco6ue / E.K. bapanoBa, A.B. babam. — 3-e uzn., nepepad. u gon. — Mocksa : PUOP : UHOPA-
M, 2021. — 320 c. + [dom. maTepuansl [ InekTpoHHBIN pecypc]. — (Bricmee obpazosanue). — DOI:
https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. - Tekct : snextpoHHbId. - URL:
https://znanium.com/read?1d=371348

3. 3sepesa, B. II. YuacTue B IJIaHMPOBaHWM U OPraHM3alUM PAbOT MO OGECIEYEHHIO 3AIIUTHI
obObekTa : yueOnuk / B.I1. 3BepeBa, A.B. Hazapos. — Mockga : KYPC : UTHOPA-M, 2020. — 320 c.
- ISBN 978-5-906818-92-8. - Tekct: anexkrponHsiid. - URL: https://znanium.com/read?1d=347024

4. KubepOe30macHOCTh B YCIOBHUAX IEKTPOHHOrO OaHKUHIA : IPAaKTUYECKOE MOCOOUe / MOM pe.
II. B. PeBenkoBa. - Mocksa: Ilpomereii, 2020. - 522 c. - ISBN 978-5-907244-61-0. - Tekcr:
anekTpoHHbId. - URL: https://znanium.com/read?id=374846

HopMmaTuBHbIE MpaBOBbIE JOKYMEHTDI:

1. ®enepanpubiii 3ak0H OT 31 utonst 2020 1. Ne 258-D3 «O06 3xcrieprMeHTaIbHbBIX
IPaBOBBIX pexuMax B cdepe 1uppoBeIXx MHHOBaLMK B Poccuiickoil Penepaunm»
[DnexTpoH.pecypc]. — Pexum JOCTyTIa
http://www.consultant.ru/document/cons_doc LAW_358738/

2. "Ctpaterus pa3Butusi HHPopMarmoHHoro obiecta B Poccuiickoit denepanuu
Ha 2017-2030 rojsr" [DnexTpoH.pecypc]. — Pexum JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW 216363/
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INEPEYEHb UTH®OPMAIINMOHHO-CITPABOYHbBIX CUCTEM

1. CnpaBouno-npaBoBas cuctema «Koncynsrantllmocy http:/www.consultant.ru/
2. HudopmanmonHo-npaBoBas cuctema «['apant» http://garant.ru

INNEPEYEHD ITPO®ECCHUOHAJIBHBIX BA3 JAHHBIX

1. https://rosmintrud.ru/opendata - ba3za oTkpbITEIX TaHHBIX MuHTpyaa Poccuun

2. http://www.fedstm.ru/opendata - baza oTKpbITBIX JaHHBIX POChUHMOHUTOpUHTA

3. https://www.polpred.com - OnexkrponHass 6a3a nanubiX "Polpred.com OG630p
cMH"

4. https://fstec.ru/ - denepanbHas chayx0a MO TEXHUYECKOMY U DKCIOPTHOMY
KOHTPOJTIO

IHHEPEYEHD PECYPCOB NHO®OPMAIIMOHHO-
TEJEKOMMYHUKAIIUOHHON CETH "UHTEPHET", HEOEXOIUMBIX JIJIsI
OCBOEHUA JTUCHUITINHBI

1. https://digital.gov.ru/ru/ - uHbopMaMOHHBIH pecypc MuHucrepcTsa 1udpoBoro
pa3BUTHS, CBS3M U MACCOBBIX KOMMyHHKau Poccuiickon Denepannun

2. http://citforum.ru/-«CepBep HHPOPMAITMOHHBIX TEXHOJIOTHI» - on-line OubIMoTEKA
UH(OPMAIIMOHHBIX MaTePUaIOB MO KOMITBIOTEPHBIM TEXHOJIOTUSIM.

3. http://www.intuit.ru/~-O0Gpa3oBaTeNbHbIN TOPTAT JUCTAHIIMOHHOTO O0YYCHHUSI.

4. www.coursera.org-Ilnarpopma 1151 OeCIUIaTHBIX OHJIAWH-JIEKUIUNA (TMPOEKT IO
nyOnukanuu oOpa3oBaTeIbHBIX MAaTepUajIoB B HHTEpPHETE, B BHjae Habopa
OecIIaTHBIX OHJIAH-KYpPCOB).

NEPEYEHb MHO®OPMAIMOHHBIX TEXHOJIOI'U, UCHOJAb3YEMBIX
NP1 OCYHWECTBJIEHUU OBPA3OBATEJBHOI'O ITPOLECCA IIO
JANCIUIIJIMHE, BKJIIOYASA HEPEYEHD HPOI'PAMMHOI'O
OBECHHEYEHMUSA

Onepannonnasicucrema Windows 10, Microsoft Office Professional Plus: 2019 rox
(MS Word, MS Excel, MS Power Point, MS Access)

AntuBupycDr.Web Desktop Security Suite Kommnekcnaszanmra

Bbpaysep Google Chrome

Adobe Premiere

Power DVD

MediaPlayerClassic

MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIIUITJINHbI

Hucrumuinaa « OcHOBBI MHGOPMAIIMOHHON 0€30macHOCTHY oOecTeueHa:
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JUTSI TIPOBEJICHUS 3aHITHI JIEKIIMOHHOTO THUIIA:
— ydeOHOU ayauTopuei, o0opyJOoBaHHOM y4yeOHOU MeOenblo, MYJIbTUMEIUNHBIMU
CpeICTBaMU O0yUYEHUS /ISl IEMOHCTPAIUY JICKITHIA-TTPE3CHTAIIHIA;
JUTSI TIPOBEJICHUS 3aHITHI CEeMUHAPCKOTO THUMA (TPAKTUYECKUE 3aHITHS);
— KOMIIBIOTEPHBIM KJIACCOM;
— TIOMEIICHHWEM JJII CaMOCTOSTEIbHON paboThl, OCHAIICHHBIM KOMITBIOTEPHOU
TEXHUKON C BO3MOXKHOCTBIO MOJIKIIIOUEHUS K ceTH «HTepHeT» u obecrnieueHuem
JOCTYTIaK JIEKTPOHHON MH(POPMAITMOHHO-00pa30BaTEIbHOM Cpeie YHUBEPCUTETA.

IV. METOAUYECKHME YKA3AHMSA JUISI OBYYAIOLUXCS MO
OCBOEHUIO JJUCLHUTIIMHBI

» MeTtoaudeckre peKOMEHIAINH 0 OpPTraHU3allii U BHITIOJHEHUIO BHEAYAUTOPHOM
CaMOCTOATEIbHON pabOTHI.
» MeTtoaudeckue yKa3aHHs 10 BBIIOJHEHUIO MTPAKTHYECKUX PadoT.

V.METOAUYECKHE MATEPHAJIbl, ONPEJEJAIOINUE MTPOUEAYPBI
OLEHUBAHUWSA 3BHAHUU UYMEHHNU, XAPAKTEPU3YIOHIUX OTAIIbI
®OPMHUPOBAHUSA KOMIETEHIIU

Pe3ynbraThl TEKymero KOHTPOJISI U MPOMEXKYTOYHON aTTeCTaluu (OPMHUPYIOT
PEUTUHTOBYIO OIIEHKY paboThl oOyuaromierocs. Pacnpenenenune 0OamioB m0pu
bopMUpPOBAaHUU PEUTUHTOBOM OIEHKU PAOOThI OOYYaIOIIErocs OCYIIECTBISETCS B
cooTBeTCTBUM C «llonmoKE€HHEM O PEUTHHTOBOM CHUCTEME OLIEHKH YCIEBAEMOCTH M
KauecTBa 3HAHUW CTYJACHTOB B TIPOIECCE OCBOCHUS JUCHUIUIMHBI «OCHOBBI
uH(popMalMOHHOM Oe30macHoCTH» B (enepaibHOM TOCYJapCTBEHHOM OOKETHOM
00pa3oBaTEILHOM YUPEXKJICHUU BbICIIEro 00pa3oBaHus «Poccuiickuii SJKOHOMHUECKUN
yHuBepcuteT uMmeHu ['.B. [Inexanosay.

Tabmnua 4
Buasbl pador MakcumaabHOe KOJIH4YeCTBO 0a/NI0B

BrimonHeHne y4eOHBIX 3aJaHHi Ha ay IUTOPHBIX 20
3aHITHIX

Tekymmii KOHTPOJIb 20
TBOpUYECKUI PEUTHUHT 20
[IpomexxyTouHast aTrectauus (3auem) 40
UTOI'O 100

B coorBerctBum ¢ IlosokeHMeM O PEUTHHTOBOM CHUCTEME  OILICHKH
yCIEBAaEMOCTH U KadecTBa 3HAHUN O0OydYaloluXcs «IpernojaBaTesib Kadeapsl,
HEMOCPEJCTBEHHO  BEAYIIMWA 3aHATHS CO  CTYJIEHYECKOW Tpynmoid, o0s3aH
porH()OPMUPOBATH TPYMITY O PACTIPEACICHUA PEHTUHTOBBIX OAJIJIOB MO BCEM BHUIAM
paboT Ha MEepBOM 3aHATHH YYEOHOTO MOy (cemecTpa), KOJTUYEeCTBE MOMAYJEH M0
y4eOHOM JHUCLUMIUIMHE, CpOKax MW (QopMax KOHTPOJs HMX OCBOEHHMs, (opme
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IPOMEXYTOUHOM aTTecTally, CHUKEHUH OaJlJIoB 32 HECBOEBPEMEHHOE BBHITIOJHEHHE
BBIIAaHHBIX 3agaHuil. OOyuwaroniecss B TeueHHE Y4YeOHOTO Moayis (cemecTpa)
MOJy4YaloT MHPOPMAIIHIO O TEKYIIEM KOJIMYeCTBe HAaOpaHHBIX MO JUCIHUILIMHE 0alloB
4yepe3 JTUYHbIN KaOUHET CTYICHTaY.

VI. OHEHOYHBIE MATEPHAJIbBI J1JIAA IPOBEAEHUSA
TEKYIIETOKOHTPOJISI U TIPOMEXKYTOYHOM ATTECTALIUA

OrneHouHbIE MaTepHabl TIO0 JTUCHUIUIMHE pa3paboTaHbl B COOTBETCTBUU C
[TonoxenneM 00 OIIGHOYHBIX Marepuaiax B (eIepalbHOM TOCYJIapCTBEHHOM
OroKeTHOM 00pa30BaTeILHOM YUPEKIECHUW BBICIIET0 OOpasoBaHus «Poccuiickuit
SKOHOMMYECKNH yHUBepcUTET uMeHH [.B. [liiexanosay.

Temamuxa Kypcoevix pabom/npoekmoes

«KypcoBass  pabota/mpoexkt 1o  gucuuiiinHe  «OCHOBBI  WH(DOPMAIIMOHHOM
0€301acCHOCTH» y4eOHBIM IJIAHOM HE MPETyCMOTPEHA.

Ilepeuens 6onpocos k 3auemy:

1. enu rocyaapcTBa B o0sactu obecrieueHnsi HHPOpMalMOHHOM 0€301MacHOCTH.

2. OCHOBHbIE HOpMAaTUBHbIE aKkTbl P®, cBsi3aHHBIE C NPAaBOBOM 3aIIUTOU
uHpopManmm.

3. Buabpl KOMIIBIOTEPHBIX MPECTYIIICHUM.

4. CiocoObl M MEXaHW3Mbl COBEpPIICHUS HWH(HOPMAIMOHHBIX KOMIBIOTEPHBIX
IIPECTYIUICHU M.

5. OcHOBHBIE MapamMeTpbl W YepThl HMH(POPMALMOHHOW  KOMIIBIOTEPHOMN
pecTynHocTu B Poccun.

6. KomnprorepHsiil Bupyc. OCHOBHBIE BUJIBI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTozpl 3alIUThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX MTPOTPAMM.

9.3ammTel  OT HECAaHKUMOHUpOBaHHOro jgoctyna. Mpaentudpukauus u
ayTeHTU(PUKALMS TOJTH30BATEIIS.

10. OcCHOBHBIE YIpO3bl KOMIBIOTEPHON Oe€30macHOCTH Ipu paboTe B CETH
HNuTtepner.

11. Buasr 3amumiaeMoi HHGpOpMaIuy.

12. T'ocynapcTBeHHas TaifHa Kak 0COOBIN BUJI 3alIUIIaeMON WH(DOpMAaIUy.

13. Kondunennnansaas nuapopmarus.

14. Cucrema 3amUThl rOCyAapCTBEHHOW TalHBI.

15. IIpaBOBOM peKHUM 3aIIUATHI TOCYJAPCTBEHHOW TAMHBI.

16. 3amMra HMHTEIVIEKTyaJIbHOW COOCTBEHHOCTH CpPEACTBAMHM MATEHTHOILO U
aBTOPCKOTO TIPaBa.

17. MexyHapoaHO€ 3aKOHOIaTeILCTBO B 00JIACTH 3aIlUThl UH(POPMAITUH.
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18. [IporpammHo-anmapaTHble  cpeicTBa  oOecriedeHuss  UHOOPMAIMOHHON
0e301macHOCTH B MH(OPMALIMOHHBIX CETAX.

19. CummeTpuyHbIe THQPHI.

20. AccuMmeTpruyHbIe IUDPHI.

21. Kpunrorpaduueckue npoTOKOJIBI.

22. Kpunrorpaduueckue xem-QyHKINH.

23. DIIeKTpOHHAS MOAIHUCH.

24. Opranu3zallioHHOE oOecredeHrne HHPOpMaITMOHHON 0€30ITaCHOCTH.

25. Ciyx0a 6e301acHOCTH OpraHU3allUH.

26. Metoapl 3a1UThl UHPOPMALIUU OT YTEYKU B TEXHUUYECKUX KaHaax.

27. NnxxenepHas 3amuTa U OXpaHa 00ObEKTOB.

28.4Yt1o Takoe nHbopMaIoHHast 0€301MacHOCTh?

29.Ilepeuricnure OCHOBHBIC YIPO3bl HHGOPMAIIMOHHON 0€30TacHOCTH.

30. Kakue cymecTByI0T MOJEIH U METOABI MH(DOPMAITMOHHOM 0€301TaCHOCTH?

31. Yto Takoe mpaBOBBIE METO/IbI 3aIIUTHI HH(pOpMarn?

32. Yro Takoe OpraHu3allMOHHbIE METObI 3AIUTHI HHPOPMALIUH?

33. Yro Takoe TEXHUYECKUE METObI 3aIIUTHI HHPOpMALIUU?

34. Yro Takoe mporpaMMHO-annapaTHble METO/bI 3aIUTh HHPOpMaLuu?

35. Yro Takoe KkpunTorpapuyeckue MeToAbl 3alUThl HHPOpMauu?

36. Kakue rnaBHBIE TOCYyJAapCTBEHHbIE OpraHbl B 00JIaCTM OOECIEUCHHS
nH(popMaIMoHHOM 6e30macHOCTH?

37. IlepeuncnuTe BUABI 3alHUIIaeMON HH(HOPMALIHH.

38. Kakue ocHOBHBIC 3aKOHBI B 00J1aCTH 3aUThl HHPopMaruu B PD?

39. Ilepeuncnaute OCHOBHBIE Henu HU 3amaun PD B obmactu obecredeHUs
uH(OPMAITMOHHON 0€30MaCHOCTH

40. Yro Takoe KOHIEHINS NHGOPMAIIMOHHON Oe30macHoCTH?

41. Yro Takoe koH(pUAEHIMATbHAS HHPOpMALUs?

42. Yrto Takoe NepCOHAIbHBIE TaHHBIE?

43. B kakux ciy4asx BO3MOYKHO HCIIOJIb30BaTh MEPCOHAIbHBIE JaHHbIE O€3
coriacusi odnaaarens?

44, Oxapaktepu3yiTe OMOMETpUYECKHUE TaHHBIC KaK MEPCOHANIbHBIC JIAHHBIC.

45. Yto takoe npodeccruoHaapHas TaitHa?

46. Yto Takoe pexrUM KOMMEPUYECKON TalHbI?

47. Yro Takoe rocy/1apCcTBEHHAas TaitHa?

48. OnumwuTe IpaBOBON PEXKUM IOCYJaPCTBEHHOM TAHBI.

49. Kakume TOCYHapCTBEHHBIE OpraHbl 3aHUMAIOTCA cepTudUKanuendn u
JUILEH3UPOBAHUEM CPEICTB 3aIIUThl HH(pOpMau?

50. Kak cBsi3aHbl MEKIyHAPOJAHBIE CTAHAAPTHI U CTaHAPThI PD?

51. Kakme ocHOBHBIE cTaHgaptel P® B ob6mactu uHGOPMAIMOHHON
0€30MacHOCTH CYIIECTBYIOT?

52. Oxapaxrepusyire ctangapt 'OCT P UCO/M3K 27002-2014.

53. UYrto Takoe nmoiuTuka 6€30macHOCTU?
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54.

Kakoe kommuecTBo cpeAcTB OropkeTa opranu3anuu d()pQEeKTUBHO TPaTUTh

TSt obecniedeHust THGOPMAIIMOHHON Oe30TacHOCTH?

55.
56.

Yro Takoe HHKEHEPHAs 3aIIUTa 00BEKTOB?
[lepeuncnure OCHOBHBIE MEPONPHUATHS TIO OOECIMEYCHHIO  3aIIUTHI

uH(pOpPMAaIMHU OT YTEUKH MO TEXHUYECKUM KaHaJIaM.

57.
58.
59.
60.
61.
62.
63.

Kakue BUIbI KOMIIBIOTEPHBIX YTPO3 CYMIECTBYIOT?

Yrto takoe Opanamaysp?

Yro Takoe aHTUBUPYCHAS porpaMma’?

UYrto Takoe IBPUCTHUYECKUIN aITOPUTM TIOMCKA BUPYCOB?

UTo Takoe CUTHATYPHBII TTOUCK BUPYCOB?

MeTtob1 poTUBOACHCTBUS CHUDPUHTY?

Kakue mnporpamMmHbie peaiu3aluu MpOrpaMMHO-AIMaApaTHBIX CPEJICTB

3amuThl THGOPMAIIMH BBl 3HAETE?

64.
65.

UT0 Takoe MEXaHU3M KOHTPOJISI U pa3rpaHUYECHUs JOCTyna?
Kakyro ponp HeceT )KypHaIMpPOBaHHUE JCUCTBUM B TPOTPAMMHO-ANNAPATHBIX

CpeACTBax 3alUThl UHPOpMAIUU?

66.
67.
68.
69.
70.
71.
72.
73.
74.

Yo Takoe cpencTBa cTeraHorpaduueckoi 3amuTel “HGopManuu?

Yrto Takoe kpunrorpadus?

Kakue ucnosib3ytoTcsi CHAMMETPUYHBIE aITOPUTMBI ITUGPOBaAHUS?

Kakue ucnosib3ytoTcst acCUMETPUYHbIE aITOPUTMBI ITUGPOBAHUS?

Urto Takoe kpunrorpaduyeckas xem-QpyHKkuus?

Kakue ucnonb3yrorcst kpunrorpadpudeckue Xenr-QyHKIum?

Urto Takoe mudpoBas moAnuch?

Yro Takoe HHGPACTPYKTYypa OTKPHITHIX KITFOUei?

Kakue poccuiickne W MEXIyHapOJHBIE CTaHAAPThI Ha (OPMHUPOBAHUE

G POBOI MOAMKICH CYIIECTBYIOT?

75.

Kakue ocHOBHBIE KpUNTOTpadudecKre MPOTOKOIbI UCTIONB3YIOTCS B CETAX?

Tunoesuvie npakmuueckue 3a0anus:

1. 1 Obecrieunth  KMOEPOE30MACHOCTh YAANEHHOW pabOThl COTPYIHUKOB BO BpeMs
TaHJIEeMUN
Onpenenuth ysI3BUMOCTH CEPBHUCOB Jis BUACOKOH(pepeHImid, HeHan&xHOCcTh VPN,
yeoBeueckuil (pakTop u HEe Bcerga KBATH(PUIIMPOBAHHBIC COTPYIHUKH — CO BCEM
TUM HEU30EXKHO CTANKMBACTCS KaK[as KOMIIAHWs, BBIHYXKICHHAs OPraHU30BaTh
yAQJIEHHYIO padoTy.
[Ipoananu3upoBarh CHUTyalMIO M paccka3aTh, KaK CBECTM K MHUHUMYMY DPHUCKUA U
YCTPAHUTh MOCIEACTBUS HU3KOTO YPOBHSI KHOEPTPaMOTHOCTH

2. Hactpoiika aynura 8 Windows i nonHornieHHOro SOC-MOHUTOPHHTA

Onucate HacTpOWKy modauTuku ayauta Windows Takum 00pa3om, 4TOOBI 0XBAaT
Monutopunra SOC ObLT MOTHOIEHHBIM. PacCMOTpeTh ONTHUMAIBHBIN CIIUCOK TOJTUTHK,
a TaK)Ke BBLICIUTh caMoe HeOOXOAMMOE, OTCESIB JIUILIHEE.
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Kaxk MMPOBOAWUTL KOHTPOJIb NPOAYKTHUBHOCTH, 3alllUTa OT MOIICHHUYCCTBA U YTCUCK
JTAHHBIX TIPU yIaJIEHHOW paboTe COTPYIHUKOB?

OmacHOCTh YTCUYKU JAHHBIX U BO3BMOKHOCTH KOPIIOPATUBHOT'O MOILICHHNYCCTBA —
Hen30e)KHbIE CITYTHUKU BBIHYXACHHOHN yqal€HHOM paboThl. PaccMoTpeTh, Kak MOMXKHO
MHUHUMH3UPOBATH PUCKU U CIPABUTBHCA C AKTYAJIbHBIMH 3a/la4aMU KOHTPOJIA
COTPYJIHHUKOB Ha «yHaJIEHKE.

Omnwmcath mecTh NIaroB Jyis 00eCIeYeHUs JOJDKHOTO YPOBHS O€30MaCHOCTH
YAQIEHHBIX COTPYIHUKOB

OmnepaTUBHO MEPEBOS COTPYTHUKOB HA JIUCTAHIMOHHYIO paboTy, HY>)KHO Y4eCTb
COMPSIKEHHBIE C 3TUM CJIO)KHOCTH U HE 3a0BITh PO MOMBITKU KHOEPIIPECTYTHUKOB
HCII0JIb30BaTh ysI3BUMbIE MecTa. [IpeyioxkuTh ecTh H1aroB, KOTOPbIE MO3BOJISAT
MOJAOWTH K 3TOMY BONPOCY MNOATOTOBJIECHHBIMH.

Omnwucats TpeboBanus ['OCT 34-ii cepuu B mpoekTax 1mo WHPOPMAIMOHHOM
6e3omacHOCTH

Uro noapasymeaer TpeboBanue «npoektupoBath 1o 'OCTy», cTaHOBUTCS JIM OHO
MeHee 00s13aTesibHbIM? YTO AenaTh, €Clii rocy1apCTBEHHBIN PEryssaTop He Mpelaraer
3ameny a1 I'OCToB 34-i1 cepun? Kakumu ctaniapraMu CTOUT PYKOBOACTBOBATHCS
pu 0pOPMIIEHUU POEKTHON JOKYMEHTAUK?

Kak BBISIBUTH aTaky 3J0yMBIIUICHHUKOB B CETCBOM Tpaduke?

OOHapyXUTh AEUCTBUS KUOEPIPECTYIHUKOB B KOPIIOPATUBHON CETH U
knaccuduiupyem ux B cootBercTBur ¢ Marpuneid MITRE ATT&CK, kotopast
MTOKA3bIBAET, KAKME TAKTUKU U TEXHUKU MIPUMEHSINCH B X0/1€ KHOepaTaki.

Omnucarp Microsoft Security Compliance Toolkit: 3amura Windows rpynmnoBsiMu
MOJIUTUKAMU

PaccmoTtpets moaxon k nHGOpMaIMoOHHON 6€30MacHOCTH KOMIUIEKCHO. OmHcaTh
MHCTPYMEHTBI, KOTOPBIE 3aKPbUIH ObI BCE «JIBIPBI» U CO3JalId HOBbIe. OnucaTh
STaJIOHHbIE HACTPOMKH MOJIUTUK 0€3011aCHOCTU U MHCTPYMEHTHI JIIsl pabOThI C HUMHU.

Onucatp npoiiecc HaCTPONKU YAAJIEHKH ISl COTPYIHUKOB: beicTpo, be3omnacHo,
becratao

Urto HEoOXOAMMO IJI1 OpTaHU3AlNH yAaJeHHONU paboThl COTpYTHUKOB. Kakue
CYIIECTBYIOT MHOKECTBA PEIICHUH CITIOCOOHBIX IOMOYb B pEaTU3aIMH ITOH IIEITH.
unTepHeT-111I03 UKC. C ero moMoIpo MOKHO OpraHU30BaTh 0€30MaCHBIN TOCTYII K
CETH KOMIIaHWH, 3aIIUTUTHCS OT BUPYCOB M HACTPOUTH BEO-(DUIHTPAIIHIO.

Kak oprannzoBath 0e30macHyIo yaainéHHy0 paboTy Bo BpeMs KapaHTUHA?

Omnucath npolecc nepexoja Ha yJaJ€HHYI0 paboTy, pacCMOTPETh OUEBHIHBIE PUCKU
U1 MTHPOPMALIMOHHOW Oe30MacHOCTH: MoauuKanys Tpaduka, nepexnar napoiei u
KOH(HIEHIIMATIBHBIX JAHHBIX, a TAKKE B3JIOM MapUIpyTU3aTOPOB U IIEpEHAINIPABIICHHE
II0JIB30BATEJICH HA BPENOHOCHBIE CalThl. IIpoaHann3upoBaTh KOHTPMEPBI; B KAYECTBE
OJTHOTO U3 BapUaHTOB PACCMOTPETh MCII0JIb30BaHUE BUPTYalIbHON YaCTHON ceTH
(Virtual Private Network, VPN).

10.

Kak noctpouts kpunroryHuesns 1o 'OCTy ¢ MUHUMaJIbHBIMM 3aTpaTamu’?
Obecneuenme 6€30MaCHOCTH MPH TOMOIIU CPEACTB KPUNTOrpahUIECKOM 3aIUThI
nHpopmanuu (CK31) — He oueHb ciio)KHas 3a/1a4a, €CIIM BCE TEXHOJIOTHYCCKUE
Y4acTKH HaXOJATCs Ha XocT-MamuHe. OHaKo i TOro yToObl IepeiaBaTh U
mgpoBaTh HHPOPMAIUIO OJTHOBPEMEHHO, HEOOXOIUMO MOCTPOUTH IPAMOTHBIN
TEXHOJIOTHUECKUH MPOLIECC MPOrPaMMHOI0 00ecreyeHusl.

11.

Kaxk obecnieunts 6e3omacHocts loT-ycTporicTs?
Wutepner Bemelt (Internet of Things) — ysxe oueBHIHAs peaqbHOCTH ISl OU3HEC-
MIPOLIECCOB KOMITAHUN U KOPIIOPAaTUBHBIX HHGpacTpyKTyp. O/1HAKO, HECMOTpPS Ha
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OTPOMHOE KOJIMYECTBO «YMHBIX» YCTPOUCTB, pabOTAIONINX Ha MPEAIPUATHIX U B
MIPOMBIIIJICHHBIX CETAX, Oe3omacHocTh [oT 3adactyro octaBmiser xenarth aydmero. Kak
HCIIPABUTL IMOJIOKCHHUEC, U paCCKA3aTh O METOJaX 3allMThl MHTCPHCTA BCIJ.IGIZ.

12.

Kak oprannzoBath IpakTHKy OpraHu3anuu 0€30MacHOro yAaaéHHOro qocTyna?
UTo MpOMCXOAUT Ha PhIHKE 0€30MacHOr0 yIIEHHOTO JOCTYIa U KaK MPAaBUIBHO
3aIIUTUTH MTOJKIIOUEHUE COTPYJHUKA K KOPIIOPATUBHBIM pecypcaM u3BHe? Kak
PETYISITOPBI BIMSIIOT HA MPOLIECC AUCTAHITMOHHON pabOThl M HYKHO JIU CJICTUTH 32
COTPYJIHHUKOM, pabOTaIOUINM U3 1oMa?

13.

PaccMoTpeTs miporiece nmpeIoTBpaIieH|s] BTOPKSHHI ¢ TIOMOIIIBEO MEKCETEBOTO
sKpaHa HoBoro nokonenus UserGate

B cocraBe mexcereBoro skpana HoBoro nokosieHust UserGate mpuMeHsieTcs cucreMa
obHapyxenus Brop>kenuii (COB) coOcTBeHHOM pa3paObOTKH, CO3/TaHHAS] BHYTPH
KOMITaHUM 0€3 MCITOJIb30BAHUS OTKPHITOrO Koja. CUTHATYPBI CUCTEMBI OOHAPYIKEHUS
BTOP)KEHUH pa3padaThIBarOTCS U BEPUPUIMPYIOTCS COOCTBEHHOW KOMaHI0M
AQHAJIMTUKOB IIEHTpa MOHUTOpUHTA U pearnpoBanus UserGate.

14.

Kak co3nate KOMITIEKCHYIO cucTeMy Oe3omacHocTH Ha ocHoBe Fortinet Security Fabric
API?

OTKpbITHIH U 001IenocTyHbIN API, mpeqHa3HaYeHHBIH 171 HHTETPallii IPOAYKTOB
Fortinet ¢ BHENTHUMHU PEIICHUSMU, TIO3BOJISIET TTOIH30BATEIISIM PACIIUPSITH
BO3MOKHOCTH UMEIOIIMUXCSI KOMIIOHEHTOB, a TaKk)Ke THOKO MHTETPUPOBATH CTOPOHHUE
MIPOYKTHI B €MHYIO0 KOMIUICKCHYIO Cpey HHPOPMAIIMOHHOW 0€3011acCHOCTH
NPENPUATHSL.

15.

Kaxk ¢pynkmumonnpyet mexcereBoit axpan UserGate X 1: undopmarmonnas
0€301acCHOCTb B HKCTPEMAJIbHBIX (PU3MUECKUX YCIOBUSAX

Kopniopatusnsiii MexxcereBoi skpan UserGate X1 BoIaensieTcst U3 TUHEHKH
npoaykroB UserGate yHUKaTbHBIMU (PU3UKO-TEXHUUECKUMH XapaKTEPUCTUKAMH.
JHannbiii nporpammHo-annapatHelii koMivieke (ITAK) addextrBen u Hanéxex B
CaMbIX CYPOBBIX YCJIOBHUSAX IKCIUTyaTallMH: HAa IPOMBIIIICHHBIX 00bEKTaX, OTKPHITOM
BO3lyXe, TPAHCIIOPTE, COXpaHssl MpU ITOM BCE MPEUMYILECTBA I1aT(HOPMbI
obecneyenus: npodeccuonanbHoi kubdep3amuTsl UserGate.

16.

Omnucatp MpoIecc UCTIOTHEHUS TPEOOBAHUI POCCUUCKHUX PETYIISITOPOB 10 KOHTPOJIO
COTPYAHHUKOB

duHAHCOBBIC OPraHU3aAIIUN 00s13aHbI COOI0IATh TPEOOBAHMS TIOJIOKEHH banka
Poccun u mpukazoB @CTIK Poccun. [lockonbky Ha3zBaTh CIIMCOK ITHX TpeOOBaHUN
MaJIEHBKHUM $SI3BIK HE TIOBOPAYMBAETCS, MBI PEIIMIIA PACCMOTPETh MPETUCAHHUS
PYKOBOASIIMX JOKYMEHTOB M MPEIOKUTH CBOM BAPUAHT — KAK MOKHO PEIIUThH T€
WJTU MHBIE TPOOJIEMBI JIH XOTsI ObI 00JIETYUTh CBOIO YYaCTh.

17.

Kak npenorBpaTuth cnuB 06a3bl JAHHBIX CYIEPIIOIE30BATEISIMU?
[IpuBuerupoBaHHbI€ MOJIB30BATENH 0a3 JAaHHBIX HEPEIKO CTAHOBITCS 0ObEKTaMU
aTaK XaKepoB WM CaMH, MOJIb3YSICh PACIIMPEHHBIMU MPaBaMHU, YKCIUTYaTHPYIOT
“H(pOpPMAIHIO HE TOIBKO B CITYKEOHBIX 1eisX. CyIecTByeT HeCKOIbKO 3(h(PEeKTUBHBIX
CHIOCOOOB 3aKPBITHSI TUX YSA3BUMOCTEH, CPEIU KOTOPBIX MOXKHO BBIJICIIUTh YCTAHOBKY
DLP-cucremsl, pa3rpaHid4eHHE JOCTYIIA, a TAKKE OrPAHUYCHUE TTPaB
CYTNeproab30BaTeNiel 10 HEOOXOUMBIX M IOCTATOYHBIX, HO yI00HEE BCETO
aBTOMATHU3HPOBATh 3aAIIUTY OT BO3MOXKHBIX yTeueK HH(popMaluu U3 6a3 TaHHBIX C
MTOMOIIBI0 KOPOOOUHBIX penieHui, Hanpumep CYB/] Jatoba ot koMIaHuu

18.

Kak npaBuibHO 3anonHuTth xypHai yuéta CK3N?
[IpakTudecku mobast opranu3anus 0OMEHUBAETCS KOH(MUICHIIMATLHBIMUA JAaHHBIMHU CO
CBOMMH MapTHEPAMU M CTPYKTYPHBIMU NOJIpa3aeseHUusIMU. J{71s1 TOro 4To0Obl
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o0ecreYnTh COXpaHHOCTh MepeaBaeMoi HH(opMaIiu, TpeOyIOTCs CpelIcTBa
kpunrorpaduaeckoit 3ammTsl (CK3U1). Ho paboTa ¢ HUMU periaameHTUpyeTcs
MHCTPYKIMEH, KoTopast HanucaHna 20 JeT Ha3aj U y>Ke He 0TBEYaeT COBPEMEHHBIM
peannsM, a HEKOTOpbIe e€ MYHKTHI BHI3bIBAIOT COMHEHHS Y CIIELIHAIIICTOB.

19.

Kak Bb1Opath cepBuc-npoBaiigepa ais nocrpoenust SOC?

Crpoc Ha yciayrd KOMMEpYEeCKHX LIEHTPOB MOHUTOPUHTA U PearnpoBaHus Ha
MHIMJEHTHI B 006JacTu nHpopManmonHoi 6e3onacuoctu (Security Operations Center,
SOC) pacTéT npsiMo MponopIHOHAIBHO MOBbIIeHUIO VB-3penocTu poccuiickoro
6usneca. Kak cnenctBue, yBeqIuunBaeTCst YUCIO CEPBUCHBIX MPOBANAECPOB,
OKa3bIBAIOUINX YCIYTU MO CO3AAHUIO U COMPOBOXKICHHUIO IIEHTPOB MOHUTOPUHTA U
pearupoBaHMs HAa MHIUACHTHL. BpIOMpaTh npoBaiizepa OCHOBBIBAsICh HAa TPOMKHUX
obenanuax noctpouth SOC «c HysIs» B CUMTaHbIC THU — IUI0Xas UAesl.

20.

be3onacHOCTh B 0JHOM OKHE: KaK ONTHMHU3UPOBATh pearnpoBaHue ¢ nomouibo IRP?
[Tnardopma aBTOMATH3AIUU pearupoBaHUs HA MHLIUIACHTHI B THPOPMAITMOHHOM
6e3omacuoctu — Incident Response Platform (IRP) — 3710 oTHOCHTENHHO HOBBIN ISt
HAIIIETO PhIHKA MHCTPYMEHT, KOTOPBIN MO3BOJISIET aBTOMAaTU3UPOBATH MIPOLIECCHI
MOHHUTOPHHTA M MOBLICHTH 3(h(DEKTHBHOCTEH pearupoBaHus Ha kubepaTaku. Hrinke
pacckaxem o ToM, kak uMeHHO IRP momoraert cnenuanucram o b u kak eé

MO AKITIOYUTD.

Tunoewvie mecmoewie 3aoanus:

1. Kakast xareropusi sBisieTcsi HanOojee PUCKOBAHHOM Il KOMIAHUU C

TOYKHU 3pPEHUSI BEPOSTHOTO MOILIEHHUYECTBA U HAPYIICHUsI 0€30MacHOCTH?

a) CoTpyaHuKU

0) Xakepbl

B) ATakyrolue

r) KonTparentsl (nuna, paboTaroriye mo J0roBopy

2.Ecny pa3nuuHBIM TpyNIaMm MOJb30BaTeNlell ¢ Pa3jIMYHbIM YPOBHEM JOCTyIla
TpeOyeTcs AOCTYI K OJHOW M TOW ke MH(pOpMAIH, KaKoe U3 YKa3aHHbBIX HIDKE
JNENUCTBUH CleAyeT MPEANPUHATh PYKOBOACTBY? BapuaHThl oTBeTA:

a) CHU3UTh ypoBeHb 0€30MaCHOCTH 3TOW HWH(pOpMAMH AJiT 00CCIICUeHUs ee
JOCTYITHOCTH U Y00CTBa HCIIOJIb30BaHUS

0) TpeboBaTh moAmMCcaHUs CIELHATBHOIO pa3pelIEHUs KaxAbld pa3, Korjaa
YeJI0BEKY TpedyeTcs JOCTYII K 3TOH MH(POpMALIUU

B) YIIy4IlIUTh KOHTPOJIb 32 O€30MACHOCTHIO 3TOM UH(pOpMAIUU

r) CHU3UTH YPOBEHb KIacCU(PUKALIMK 3TON HHPOPMALINH

3.KTo B KOHEYHOM cyeTe HEeCeT OTBETCTBEHHOCTh 3a TapaHTHUH TOTO, YTO
JAHHBIEC KIACCU(PUIIMPOBAHBI U 3aIUIICHBI?

a) Brnagenbuibl JaHHBIX

0) I[Tons3oBaTenun

B) AJIMUHUCTPATOPbI

r) PykoBoacTBo
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4. Kakoi dakrop Hamboyiee BaXX€H [JIi TOTO, YTOOBI OBITh YBEPEHHBIM B
YCIICIITHOM 00€CIieueHH 0€30MacCHOCTH B KOMITAaHUH ?

a) [Toaneprkka BBICIIETO PYKOBOJICTBA

0) D dexTuBHBIC 3aITUTHBIC MEPHI M METO/IbI UX BHEAPECHUS

B) AKTyaJIbHBIC U aJICKBATHBIC MOJUTUKHU U TIPOLIEAYPHI O€30MaCHOCTH

r) [IpoBeaeHue TpeHUHroB 10 0€30MACHOCTH AJI BCEX COTPYAHUKOB.

Ilpumepwt 6onpocoe ons onpoca:

UYro Takoe nHpopMalmoHHast 0€30MaCHOCTh?

[Tepeuncnnre 0OCHOBHBIE YTpO3bl HH(YOPMAIIMOHHOH 0€30MacHOCTH.

Kakwue cymiecTByoT Moieil U METO Ikl UH(POPMALIMOHHON 6€30acHOCTH?

Uto Takoe MpaBOBBIE METOBI 3aITUTHI HHPOPMAITUH?

Uro Takoe opraHu3allMOHHbIE METO/IbI 3aIIUTHI HHpOpMau?

Uro Takoe TEXHUYECKUE METOBI 3alTUTHl HHPOpMAITUU?

Uro Takoe MporpaMMHO-aIIapaTHbIE METObI 3alIUThl HHPOpMAIUU?

Yro Takoe KpunTorpaguueckiue MEeTo bl 3alIUThl HHPOpMALUU?

9 Kakue rmaBHble rocyJapcTBeHHBIE OpraHbl B o0iacTtu oOecrieueHuss HHPOPMAITMOHHOM
6e3onmacHocTu?

10. TlepeuncnauTe BUIBI 3aIUIIaeMON HH(POpPMAITUH.

11. Kakue oCHOBHBIE 3aKOHBI B 00JIACTH 3alIUTHI HH(pOpMaru B PO?

12. Tlepeuncnute OCHOBHBIE Iead U 3amaud  P®D B obmactu  obecrieueHus
MH(POPMALIMOHHOM 0€3011aCHOCTH

13.  Yto Takoe KOoHIEHIUS HHDOPMAITMOHHOM 0€301MacHOCTH?

14.  Yro Takoe koH(puACHIIMATbHAS HH)OpMAIHs?

15. Yo Takoe nepcoHaIbHbIE JaHHbIE?

16. B kakux ciiy4asx BO3MOXKHO HCIIOJIb30BaTh IMEPCOHANbHBIC JaHHbIE 03 coriiacus
oOmanaress?

17. OxapakrepusyiiTe OMOMETPUYECKHE JaHHBIC KaK MIEPCOHATbHBIC JaHHBIC.

18. Yto Takoe nmpodeccruoHanbHas TaitHa?

19.  Yro Takoe peKUM KOMMEPUYECKOU TaliHbI?

20. Yo Takoe rocymapcTBeHHas TaiiHa?

21. Onummre NpaBOBOW PEKUM I'OCYIapCTBEHHOM TailHBbI.

22. Kakue rocynapcTBeHHbIE OpPraHbl 3aHUMAIOTCS cepTU(UKAIEe U TUIEH3UPOBAHUEM
CPEICTB 3alIUTHI HHPOpMAIIH?

23. Kak cBsg3aHbl MEXKIyHApOAHBIE CTaHAAPTHI U cTaHAApTHI PD?

24. Kakue ocHOBHbIE cTaHmapTel P® B obOmactu uHGOPMAIMOHHONW O€30MacHOCTH
CYIIECTBYIOT?

25. Oxapakrepusyiite crangapt OCT P UCO/MBK 27002-2014.

26. UYro Takoe monuTuka 6e3omnacHoctu?

27. Kakoe KOJIMYECTBO CpEACTB Oro/pkeTa opraHu3anmuud 3(QQGEKTUBHO TPAaTUTh JUIS
obecrieueHnst UHPOPMaIMOHHOM Oe30macHOCTH?

28. Yro Takoe MH)KEHEpHas 3alIUuTa 00BHEKTOB?

29. Ilepeuucnnre OCHOBHbIE MEPONPUATHS MO OOECHEUYECHUIO 3alIUThl MH(OpPMALUU OT
YTEUKH 110 TEXHUYECKUM KaHaJlaM.

30. Kakue BUIIbI KOMIIBIOTEPHBIX YTPO3 CYIIECTBYIOT?

31.  Yro takoe Opanamaysp?

N YR W

22



32.  Yro Takoe aHTMBHpYCHasl MporpamMma?

33.  Yr0 Takoe 3BPUCTUYECKHUNA AJITOPUTM ITOMCKA BUPYCOB?

34. Yro Takoe CUTHATYpHBIN MOUCK BUPYCOB?

35.  Metoasl npotuBoaelcTBUs cHUGGUHTY?

36. Kakue mnporpaMMHbIE peaqu3alUy MPOrpaMMHO-ANNapaTHBIX CPEICTB 3aIMUThI
nH(popMaluu Bbl 3HaeTe?

37. Yro Takoe MEXaHM3M KOHTPOJIS U pa3rpaHUYeHMsI 1ocTyna?

38. Kakyr poip HECeT JKypHAIMPOBAaHUE JIEWCTBUM B IPOrPaMMHO-ANIAPATHBIX
CpeAcTBax 3alUThl HH(pOpMaIn?

39.  UYto Takoe cpeacTBa CTEraHOTPaPUIECKOM 3aTUThl HHPpOpMauu?

40. Yo Takoe kpunrtorpadpus?

41. Kaxkue ucnonb3yroTcsl CAMMETPHYHBIE aJTOpPUTMBbI K(POBaHUS?

42. Kakue UCIONB3YIOTCS aCCUMETPUYHBIE aJITOPUTMBI IU(PPOBAHUS?

43. Yro Takoe kpunrtorpaduueckas xem-QyHKIus?

44. Kakue UCIIONB3YIOTCS KpUNTOTpapuuecKue Xem-QpyHKIuu?

45. Yro Takoe mudpoBasi MOAMUCH?

46. Yto Takoe MHPPACTPYKTypa OTKPBITHIX KIIIOUEH?

47. Kakue poccuiickue M MEXIyHapOJIHbIE CTaHIApThl Ha (QopMmHUpoBaHUE HUGPOBOMH
MOAMUCH CYILECTBYIOT?

48. Kakue ocHOBHBIE KpUNITOTpadruecKue MPOTOKOIBI UCIIONB3YIOTCS B CETSIX?

Ilpumepovr mem 2pynnoewix OucKyccuii:

1.Ha3naueHue, CTpyKTypa U METOJIUKA MOCTPOCHUS PA3PEUINTEIIbHON CUCTEMBI
JOCTyTa MepPCoHaIa K ceKpeTaMm (GUPMBI.

2 Tlopsigok MpoBeNICHHs] MEPErOBOPOB U COBEIIAHUMI 1O KOH(PHUIECHIIUAIbHBIM
BOIIPOCAM.

3. Buasl M Ha3HaueHHWE TEXHUYECKUX CPEJCTB 3alluThl HHPOpPMAIUU B
MOMEIIICHUSX, UCTIOJIb3YEMBIX JIJI1 BEJICHUS TIEPETOBOPOB U COBEILIAHUH.

4. Tlopsgok paboTbl C TMOCETUTENSIMU (UPMBI, OpraHU3alUOHHBIE U
TEXHUYECKUE METO/IbI 3alIUThI CEKPETOB (DUPMBI.

5. IMopsimok 3amuThl HHGOPMAIIMK B PEKJIaMHON U BBICTABOYHOH JEATEILHOCTH.

6. OpranuzanuoHHoe oOecrieueHue 3aluThl UHpOopMmalmu, oOpabaThiBacMO
CpPEIACTBAaMHU BBIYMCIIUTEIIBHON U OPTaHU3AMOHHON TEXHUKHU.

Ilpumepvl munogvix 3a0anuil 011 KOHMPOILHOU PAOOMDbL:

Tema 1. Yrpo3sl uHPpOpMAITMOHHOM O€30MTACHOCTU B CETSAX OpraHU3aIluu
Jlnst BeIOpaHHOrO OOBEKTa 3amMThl MH(OpManuu (Hampumep, MOYTOBBIA CEpBED,
KOMIIbIOTEp B Oyxrairepuu, TenedoHHas Oa3za OrpaHMYEHHOIO IMOJIb30BAaHUS Ha
AJIEKTPOHHBIX HOCUTEISX M Jp) MPOBECTH AaHAIMU3 3alIUIIEHHOCTH OOBEKTa 10
CIEAYIOIIUM MyHKTaM BHJ YTpO3, XapakTep MPOUCXOXKICHHS yrpo3, KIAcChl KaHAJIOB
HECAHKIIMOHUPOBAHHOTO TMOJIy4YeHUs HWHGOPMAIMN, WCTOYHHUKHU TOSBICHUS YTPO3,
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NPUYUHBl HAPYIICHHWS [EJOCTHOCTH HH(POPMAIMK, TOTCHIIMAILHO BO3MOXKHBIE
3II0YMBINIUICHHBIC JeHCTBUSA. ONpeaenuTh KIAcC 3alnuThl HHPOPMAIIUH.

Tema 2. VYnpaenenue unHuujgeHtamMmu Wb u obecrneueHue HeNpepbIBHOCTU
OusHeca

Paccmotpers HOpMaTuBHYIO 0a3y  ynpaBieHus uHHUAeHTamu Wb u
oOecrieuenue HenpepbiBHOCTH OusHeca. Cranpapt ISO 27035. Unentuduxanus,
IIPOTOKOJIMPOBAaHUE, pearnpoanue Ha uHuuAeHTsl Ub. Biusuue nnuunenros b Ha
ousnec-nporecchl. Cpeacta ympasieHus coobitusiMmu Mb. SOC-uentpsr b, SIEM-
CUCTEMBbI  ympaBlieHuss  uHPopMmanued 0  0e30macHOCTM W COOBITHSIMU
uHpopmarmonHon Oe3omacHoctd, [RP-cucTteMbl aBTOMaTu3amum pearvpoBaHus Ha
WMHIIMICHTHI HHPOPMAITMOHHON 6€3011aCHOCTH

VYrpaBiieHre HENPEPHIBHOCTHIO OM3HECA OPraHU3alIUH.

Temamuka 00Kk1a008:

1 MudpopmanmonHoe npaBo U nHpopMauoHHasi 0€30MaCHOCTb.

2 Konuenius nHGOpMAIIMOHHON O€30MaCHOCTH.

3 AHanu3 3aKOHOAATENbHBIX AaKTOB 00 OXpaHe MH(OPMAIMOHHBIX PECYPCOB
OTKPBITOTO AOCTYyTIA.

4 AHanu3 3aKOHOJATEIBHBIX aKTOB O 3allUTe HMH(POPMALMOHHBIX PECYPCOB
OTPaHUYEHHOIO JOCTYIIA.

5 CooTHolleHHE MNOHITUNA: HHPOPMAILMOHHBIE pPECYpChl, MH(POPMALMOHHBIE
CUCTEMBI 1 UH(POpPMaIIMOHHAsI OE30ITaCHOCTb.

6 Muadopmanmonnas 0e30macHOCTh (10 MaTepuaiaM 3apyOeKHBIX MCTOUYHUKOB
U JIUTEPATYpPHI).

7 IIpaBoBBIE OCHOBBI 3aIIMThI KOH(UICHIINATBEHON HHDOPMALIHH.

8 DKOHOMHYECKHE OCHOBBI 3aIUThl KOH(PHUICHIHATBHON NH(POPMALIIH.

9 Opranu3allMOHHBIE OCHOBBI 3aIIUTHl KOH()HIEHIUATBbHON HH(POPMALIHH.

10 Crpyktypa, coaepXaHHE€ M METOJIMKA COCTABJICHUS MEPEYHSI CBEICHUM,
OTHOCSIIMXCS K IPEAIPUHUMATEIIBCKON TalHE.

11 CocraBieHne UHCTPYKIIMU TTO 00pabOTKe U XpaHEHUIO KOH(MUICHIIUATBHBIX
JOKYMEHTOB.

12 HampaBieHus: ¥ METOJIbI 3aIIUTHI JOKYMEHTOB Ha OyMaKHBIX HOCUTEIISIX.

13 HampaBieHus: 1 METOJIbI 3aLUThl MAIIMHOYUTAEMBIX JIOKYMEHTOB.

14 ApxuBHOE XpaHEeHHE KOHPUACHIINAIBHBIX TOKYMEHTOB.

15 HampaBieHust 1 METOJIbI 3aLUTHI ayAMO- U BU3YaIbHBIX JJOKYMEHTOB.

16 TIlopsmox momxbopa TmepcoHana st paboThl ¢ KOH(MHICHIIMAIBHOMN
uHpopMaIueil.

17 Meroauka TeCTUPOBAHUS M MPOBEJCHUSI cOOECEIOBaHMs C MPETEHICHTaAMU
Ha JIOJDKHOCTD, CBA3aHHYIO C CEKpeTaMu (PUPMBI.

18 Ha3nauenue, CTpyKTypa U METOAMKA MOCTPOEHHUS Pa3pEUINTEIbHON CUCTEMBI
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JI0CTyTa MepcoHaia K cekperaM (GupMbl.

19 Topsinok mpoBeneHus: MEPEroBOPOB U COBEUIAHUM MO KOH(PHIEHIIUATBHBIM
BOIIPOCAM.

20 Buasl ¥ Ha3HAuYE€HHWE TEXHUYECKHUX CPEACTB 3allMThl HHQOpMaLUU B
NOMEIIEHUSIX, UCTIOJIb3YyEMbIX JJIs1 BEJIEHUS IEPErOBOPOB U COBEILIAHU.

21 Tlopsgok paboOThl C MOCETUTENSIMU (UPMBI, OpraHU3alHUOHHBIE U
TEXHUYECKUE METO/IbI 3aLIUThI CEKPETOB (DUPMBI.

22 Tlopsimoxk 3amuTbl MHGOPMAIMKM B PEKIAaMHOM U  BBICTABOYHOM
NEATEIIbHOCTH.

23 OpranuzaiimoHHoe oOecrieueHue 3aumThl Hopmaiuu, oopadaTbiBaeMoi
CPEICTBAMM BBIYMCIUTEIBHON U OPraHU3allMOHHON TEXHHUKHU.

24 AnHanu3 WCTOYHHMKOB, KaHAJOB PACIHpPOCTPAHEHUS M KAHAIOB YTEUKHU
uHpopMaIu (Ha mpuMepe KOHKPETHOW PUpMBbI).

25 AHanu3 KOHKPETHOM aBTOMAaTU3UPOBAHHOW CUCTEMBI, ITPEHA3ZHAYCHHOM JIsl
00paboTKu U XpaHeHUs HH(HOPMALIUK 0 KOH(DUICHITHATBHBIX JOKYMEHTaX (PUPMBI.

26 OCHOBBI TEXHOJOTMM OOpa0OTKM W XpaHEHHUS KOH(PUACHIIMATbHBIX
JIOKYMEHTOB (I10 3apyOexHOM IuTeparype).

27 Ha3zHaueHue, BUAbl, CTPYKTYpa U TEXHOJIOTUS (PYHKIMOHUPOBAHUS CUCTEMBI
3aIUThl THHOPMALIH.

28 lloBeneHue mepcoHana M oOXpaHa (PUPMBI B IKCTPEMAJIbHBIX CHUTYaIUsIX
Pa3JIMYHBIX TUIIOB.

29 Amnanurtuyeckas paboTa MO BBISBICHUIO KaHAJOB YTEUKH HWHOOpMAIUU
(bupMBI.

30 HampaBieHus: ¥ METOIbI 3aIIUTHI TPO(PECCHOHATLHOMN TaHBI.

31 HampaBieHust 1 METOIbI 3aIUTHI CTY>KEOHOU TaiHBI.

32 HanpaBiieHUsI M1 METO/IbI 3AIMTHI IEPCOHAIBHBIX JAHHBIX O IPaXk/laHax.

33 Ioctpoenue u GyHKIIMOHUPOBAHKE 3AIUIIEHHOTO JOKYMEHTO000pOTa

TunoBasi CTpPyKTypa 3a4eTHOI0 3aJaHUS

Haumenosanue oyenounozo mamepuana Maxcumansnoe
Kouuecmeo 6annog

Bonpoc 1. Onpegenutb wmecTto HUHOOPMAIMOHHON 15
0€30IacHOCTH B 00ECIIEUEHUN CUCTEMBI OOIIECTBEHHOMN
0e301acHOCTH
Bonpoc 2 Oxapaktepu3zoBaTb YPOBHU peaIM3alUU 15
nH(OPMAITMOHHON 0€30MTaCHOCTH
Ilpakmuueckoe 3adanue. Onucarb xapakTep JEUCTBUS 10
OpraHU3allMOHHBIX KaHAJIOB HECAHKIIMOHUPOBAHHOTO
JOCTyTIa K uH(pOpMAaLIIH. PackpriTh
MOCJIEI0BATEIbHOCTh  YCIIOBUSL W (pOpMBI  JOIyCKa
JOJKHOCTHBIX JIUIL K TOCYJIAPCTBEHHOM TaiiHe
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Iloka3aTe/im U KPpUTEPUU OLICHUBAHMS IIAHMPYEMbIX Pe3yJIbTATOB OCBOCHHS

KOMIIETEeHIIUH U pe3yjabTaToB oﬁyqunﬂ, IIKaJ1a ONCHUBAaHUA

Tabmuna 5
dopmMmupyemMble Mumkarop Kpurepun Yposenn
Ikana oueHNBaAHUSA JOCTHKEHUS OCBOEHHS
KOMMeTEeHI[UN OlleHUBaHUS .
KOMIIeTeHI[HH KOMIIeTeHIU i
85- «3auteHo» [YK-1. Cnocoden [YK-1.2. 3Haer BepHOo U B 1NoaHOM IIpoaBHHYTHI
100 ocyuiecTBaATh  [PazpabarpiBacT |[00beMme: KpUTEPHH i
(ER &) MOUCK, BapUAHTHI COTIOCTaBJICHHSI Ppa3IUYHBIX
B KPUTHYECKHI pemeHAs BapHaHTOB pereHws
AHAJU3 M CHHTe3 [[IPOoOJIeMHOM MOCTaBJICHHON 3a1a4n
uHGopManuu, CUTyallMH Ha 'VMeer BepHO M B NOJHOM
IPUMEHATDH OCHOBC odoeme: OCYILIECTBIIATH|
CHCTEMHBIH KPUTHUYCCKOI'O KPUTHUUYECKUI aHau3 co6paHH017I
MOAXO0x MJIsd aHaIn3a I/IH(i)OpMaL[I/II/I Ha COOTBETCTBUE €€
peHICHUA JOCTYITHBIX [YCIOBHSIM U KpUTEPUSIM PELICHUS]
MOCTABJIEHHBIX  [MCTOYHHKOB IIOCTABJICHHOM 3aJa4M; OTJIHYATH|
3a1a4 MH()OpMAIIH (aKThl oT MHEHHUIA,
MHTEPIPETAIMA W OLEHOK TIpH
aHaM3e coOpaHHOMH
MHGOPMALIMK; COIMOCTABIATh U
OIICHUBATh PAa3JIMYHbIC BAPUAHTHI
[pEIIeHHsI TTOCTABICHHON 3a7advH,
ompenenss WX JOCTOMHCTBA U
HETOCTATKU
OIIK-2. OIIK-2.1. 3HaeT BepHO H B MOJHOM
Crnocoden Onpenensier o0beme: METOJbI coopa
OCYLLECTBJISATh  [ACTOYHUKHU MH(POPMALINHU, CIIOCOOBI M BUA €¢)
cOop, 00padoTKy [MHGOPMALMU U |[IPESICTABICHHUS, TIPUMEHSIS]
U aHAJIU3 OCYIIECTBIISIET UX [COBPEMEHHOE MIPOrPaMMHOE]
ITAHHBIX, [MOVCK Ha OCHOBE |oOecreueHue
He00X0IUMBIX [I0OCTABJICHHBIX  [YMeeT BEPHO H B IIOJIHOM
AJIA pelieHus Lese s 00BeMe: HCII0JIL30BaTh
MOCTABJICHHBIX  [PCIICHUA COBPEMEHHBIN HHCTPYMEHTapUuil u
YNPaBJeH4YeCKHX [IPOQECCHOHANBH [HHTEIIEKTyalbHbIE
3aaad4, ¢ bIX 3a/1a4 MH(pOpPMALMOHHO-aHATUTHYECKUE
HMCIIOJIb30BAHUEM CUCTEMBI
COBPEMEHHOT0
HHCTPYMEHTapHA
14
HHTEJIEKTYaJIbH
bIX
HHGOPMALIIOHHO-
AHAJTHTHYECKHX
cHCTEM
OIIK-S. OI1K-5.2. 3HaeT BepHO U B TMOJHOM
Crnioco0eH [Tpumenser o0beme: 0COOEHHOCTH|
HCIOJIb30BAaTh  [COBPEMCHHBIC MCIIOTB30BaHUS COBPEMEHHBIX|
MpH peleHnn WH(POPMAINOHHBI [MH(POPMALMOHHBIX TEXHOJIOTHH U
NpogecCHOHANBH |[© TEXHOJIOTUU U [CUCTEM  JJI1  IIOCTAaHOBKU U
bIX 32124 CHUCTEMBI IS pEIICHUsT  3a1ad  yIpaBIICHUS,
COBpeMeHHbIe [MOCTAHOBKH U BKJIIOYasl YIpaBJIeHWE KPYIMHBIMU
HH(OPMANMOHHBI[PEIICHUS 3a7]ad  MacCMBaMU  JIaHHBIX W HX

€ TCXHOJIOI'MM U

YIIpaBICHUS,

I/IHTCJIHCKTyaHLHbIﬁ aHaJIn3
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JIs1 peleHust
3agayq
npo¢eccCHoOHAIBH

MporpaMMHbIe  [BKJIFOUast 'YMeeT BepHO U B IIOJTHOM
cpe/icTBa, yIpaBJIeHHE o0Bbeme: permaTh 3a1a49n
BK.JII0Yast KPYIMHBIMU YIIpaBJICHUS] HA OCHOBE
ynpaBJeHue MacCHBaMHU MCIIOJIb30BAaHHS COBPEMEHHBIX
KPYNHBIMHA TAaHHBIX U UX MH(GOPMAMOHHBIX TEXHOJIOTUH 1
MaccHBaMH MHTEJUIEKTYaJIbH |[CUCTEM

ITaHHBIX U UX bl aHATU3

HHTEJJIEKTYaIbH

blil aHAJIN3

OITK-6. OIIK-6.1. 3HaeT BEPHO U B MOJTHOM
CrnocodeH Mcnons3yer o0beMe:: XapaKTepUCTUKU
MOHNUMATH COOTBETCTBYIOIIHN [COOTBETCTBYIOLIMX COJIEPIKAHHIO
MPUHIHITBI € COJIep)KaHUI0  [TPO(ECCHOHATBHBIX 33134
PadoThI npodeccnoHalIbH [COBPEMEHHBIX HU(PPOBBIX
COBPEMEHHBIX  [bIX 3aJa4 MH(GOPMAMOHHBIX TEXHOIOTHI
HH(OPMALMOHHBI|COBPEMEHHBIE

X TEXHOJIOTHI U [IH(pPOBHIC VMeeT BepHO H B IOJTHOM
MCI0JIb30BATH UX [MHDOPMALMOHHBI |6y arie: HeMONB30BATE

€ TCXHOJIOI'UH,
OCHOBBIBAsICh Ha
IIPUHIUIIAX UX

COBpEMEHHBIE ITU(PPOBHIE
MH(OPMALMOHHBIE TEXHOJIOTUH
TS pereHus 3a1a4q

0ii 1esITeJILHOCTH [paboTHI npodeccHonanbHOi
IEeATEILHOCTH
OI1K-6.2. 3HaeT BEPHO U B NMOJHOM
[lonumaer 00beme: TPUHIIKIBI pabOTHI
[IPUHIIATIBI COOTBETCTBYIOIINX COJEPKAHUIO
paboTHI Mpo¢eCCHOHATBHBIX 3a1ad
COBPEMEHHBIX COBPEMEHHBIX LI(PPOBBIX
1 pPOBBIX nH(GOPMAMOHHBIX TEXHOJIOTHI
1H(pOPMALMOHHEI |V MeeT BEPHO M B MOJJTHOM
X TEXHOJIOTHH, 00beMe: IPUMEHATH TPUHITHITEI
COOTBETCTBYIOIIH [pabOTHI COOTBETCTBYOIINX
X CONEPIKAHUIO  |comepKaHHIO MPO(ECCHOHATBHBIX
NpOQECCHORATEH [3aau COBPEMEHHBIX IA(POBBIX
bIX 3a/1a4 MH(pOPMaLMOHHBIX TEXHOJIOTHH
'YK-1. Cnocoden [YK-1.2. 3HaeT ¢  He3HAYHUTEJLHBLIMH
ocymiecTBIATh  ([PazpabaTpiBaeT [3aMeYaHMAMU: KpUTEpUH
MOMCK, BapHUaHThI COITOCTABJIECHUS pa3IMYHEBIX|
KPUTHYCCKHUIH peIeHus BapHaHTOB pemenus
AHAJIN3 U CHHTe3 [TpoOIeMHOI MOCTaBJICHHON 331241
uHdopmanuu, CHATYyaluy Ha
MPUMEHATH OCHOBE
70 - CHCTEeMHBIH KPUTHYECKOTO
84 MOAXO0/ s aHaIM3a
a0 peleHns TOCTYITHBIX
B MOCTABJEHHBIX [HCTOYHHMKOB
«GAYTEHOY 3agay nH(popManuH l:[onblmeﬂﬂbl
H
YmMeer ¢ He3HAYMTEJbHBIMH
BaMeYaHUsIMM: OCYILIECTBIIATH|

KPUTUYECKU aHajau3 COOpaHHOH
mH(pOpMALIMK HA COOTBETCTBUE €€

[YCIIOBUSIM M KPUTEPHSAM PELICHUS
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MMOCTABJICHHONW 3a/Jaud; OTJIMYATh
(haKThI oT MHCHHH,|
MHTEPIPETalMii M OLCHOK IIpH
aHaM3e cCOOpaHHON MH(OPMAIH;)
COTIOCTABIATh M OLCHUBATH
[pa3iMuHble BapUaHTBl PELICHUS]
MOCTABJIEHHOH 3aJa4uK, ONpeaess
WX TOCTOMHCTBA M HEAOCTATKH

OIIK-2. OIIK-2.1. 3HaeT ¢ He3HAYUTEJIbHBLIMM
Crnocooen Omnpexnenser BaMeYaHHsIMU: METOABl cOopa
OCYILECTBJIATL  |[UCTOYHUKU mH(pOopManuK, CrocoObl U BHUI €¢
cOop, 00padoTKy [MHGOPMALMU U  [IPEICTABICHUS, TIPUMEHSIS
U aHAIU3 OCYLECTBIISIET UX COBPEMEHHOE IIPOrPaMMHOE]
ITAHHBIX, [OMCK HA OCHOBE jo0OecreyeHue

HeOﬁXOZ[l/IMLIX TIOCTABJICHHBIX YMeeT ¢ He3HAYUTEIbLHBIMU
AJIS1 pelieHust Lesen s 3aMeYaHUSAMHU : MCIIOJIL30BaTh
MOCTAB/JICHHBIX  |PEIICHUA COBPEMEHHBII HHCTpYMEHTapUi U
YIpaBJEHYECCKHUX HpO(l)eCCI/IOHaHLH MHTEIICKTyaJIbHbIE

3aaad4, ¢ bIX 3a/1a4 MHGbOPMallMOHHO-aHATUTHYECKUE
HCII0JIb30BAHHEM CHCTEMBbI

COBPEMEHHOI'0

HHCTPYMEHTapus

u

HHTENJICKTYaJIbH

bIX

HH(OPMALIMOHHO-

AHAJIMTHYECKUX

CHCTEeM

OIIK-S5. OIIK-5.2. 3HaeT ¢ He3HAYUTEJIbHBLIMH
CnocodeH ITprmensieT BaMeYaHUsIMH: 0COOEHHOCTH|
HCIOJIb30BATh  [COBPEMEHHBIE MCIIOIb30BAHMS COBpPEMEHHBIX|
NMPHU peleHun WH(POPMAINOHHBI [TH(QOPMAIIMOHHBIX TEXHOJIOTHH U
NpogecCHOHAJIBH |[€ TEXHOJIIOTUU U [CHCTEM sl  [OCTaHOBKH U
bIX 32124 CUCTEMBI JJIs pElIeHUs  3ajad  YIpaBJICHHUS,
COBpPeMEHHbIe [IOCTAHOBKM M [BKJIIOYasl YIIPABJIEHUE KPYIHBIMY
HH(OPMALMOHHBIPEILICHNUS 3a7jad  [MACCUBAaMHU  JAaHHBIX M MX
€ TeXHOJIOTMH U |yIIPaBJICHMUS, MHTEIICKTYAJIbHbIM aHAIN3
NporpaMmmMHbI€  BKJIHO4Yas 'YMeeT ¢ He3HAYUTEIbHBIMH
CpeacTBa, YIIpaBJICHUE BaMeYaHUsAMM: PELIaTh 3a1a4u
BKJIKO1as KPYITHBIMA [YIIPABJICHUS Ha OCHOBE
ynpaBJi€eHUe MaCCUBaMK K CIT0JIb30BAaHMST COBPEMCHHBIX
KPYITHbIMHU JIaHHBIX U UX MH(pOpPMAMOHHBIX TEXHOJIOTUH 1
MacCHBAMU MHTEJUIEKTYaJIbH |crcTeM

MAHHBIX M UX bIil aHAIU3

HHTE/VICKTYAIbH

blil aHAJIN3

OIIK-6. OIIK-6.1. 3HaeT ¢ He3HAYUTEIbHBIMHA
CnocodeH Hcnons3yer BaMeYaAHUSIMH:: XapaKTEPUCTUKH
OHUMATH COOTBETCTBYIOIIN [COOTBETCTBYIOLIUX COAEPIKAHUIO
MPUHLIMIIBI e collep)kaHuio  [podecCHOHANBHBIX 3a/1a4
padoThI MpodecCHOHANTBLH [COBPEMEHHBIX IIU(DPOBBIX
COBPEMEHHBIX bIX 3aJa4 MH(pOpMALMOHHBIX TEXHOJIOTHI
HH(POPMAIHOHHBICOBPEMEHHBIE 'YMeeT ¢ He3HAYUTETbHBIMH

X TeXHOJIOTHIi M [IM(pPOBEIE 3aMeYaHHSIMH: HCII0JIb30BaTh
HUCIIOJIb30BAaTh UX I/IH(bOpMaIII/IOHHLI COBPEMCHHBIE up[(l)pog],le

JIs1 peleHust
3amay
npo¢ecCHOHAJIBH

€ TCXHOJIOIUH,
OCHOBBIBAsICh Ha
IIPpUHIUIIAX UX

MH(pOpPMALMOHHBIE TEXHOJIOTHU
1S pelieHus 3a1a4

podecCHOHATBHO eI TeTPHOCTH
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0¥ JesITeJIbHOCTH

a00TBI

OITK-6.2. 3HaeT ¢ He3HAYNTEIbHBIMU
TTonumaet 3aMeYaHHUSIMU: IPUHIIUITBI
MIPUHIUTIBI [pabOTBI COOTBETCTBYIOIINX
paboThI COZIepIKaHUIO MPOHECCUOHATIBHBIX
COBPEMEHHBIX  [33/1a4 COBPEMEHHBIX I (PPOBBIX
II(PPOBBIX MHGOPMAIMOHHBIX TEXHOJIOTHI
1H(OPMALMOHHDI Y MeeT ¢ He3HAYMTeIbHbIMU
X TEXHOJIOTHH,  [3aMevYaHHSIMH: NPUMCHATH IPUH
COOTBETCTBYIOIIH [UIThI PAOOTHI COOTBETCTBYIOIINX
X CONCPIKAHHUIO  [coneprkaHHI0 TPO(EeCCHOHATBHBIX
PO ECCHOHANBH [3a1ay COBPEMEHHBIX IIH(PPOBBIX
bIX 3aJ1a4 MH(pOpPMALIMOHHBIX TEXHOJIOT U
50 - 'YK-1. Cniocoden [YK-1.2. 3Haer Ha 0a3oBoM ypoBHe, ¢ ba3oBblii
69 «32YTEHO0» ocymecTBasiTh  [PazpabarbiBacT  |[ommMOKaMm: KpUTEPUH
o6asn0 MOKCK, BapUaHTBHI COTIOCTABIICHUS Pas3INIHBIX
B KPUTHYECKHUI pereHNs BapHaHTOB peleHus
aHAJIN3 M CHHTE3 [TPOOJIEMHOI MOCTaBJICHHON 331241
uHopManum, CUTyalluu Ha
NMPUMEHSTH OCHOBE YmMeer Ha 0a30BOM YpoOBHe, C
CHCTeMHBI KPUTUYECKOTO  |OIIHOKAMM: OCYILIECTBIIATH|
MOAXO0 A aHaIM3a KPUTHYCCKUH aHalN3 cOoOpaHHOH
peleHns TOCTYITHBIX mH(pOpMaLMK Ha COOTBETCTBUE €€
MOCTABJCHHBIX [UCTOYHUKOB [YCIIOBUSIM M KPUTEPUSIM peEIICHUs
3amay nH(opManuu MOCTaBICHHON 3aJa4M; OTIMYaTh
(haKThI oT MHEHU,
MHTEPIPETAllMii W OLEHOK IIpH
aHaM3e COOpaHHO MH(OPMAITIH;
CONOCTaBISITh U OLICHUBAThH
pa3MYHbIe BapUaHTBHl PELICHUS]
MOCTaBJICHHON 3a7a4yM, OMpeaesis
X JJOCTOMHCTBA U HEJOCTATKU
OIIK-2. OIIK-2.1. 3Haer Ha 0a30BOM YpOBHe, C
Cnocoden Ornpenensier oOIIMOKAMHU: METObI cbopa
OCYIECTBJIATh  [NCTOYHHKH mH(pOpManny, CIocoObl U BHUI €€
cOop, 00padOTKy [MHGOPMALMU U  [IPEICTABICHUS, TIPUMEHSIS]
U aHAJIH3 OCYILECTBIISIET UX |[COBPEMEHHOE MIPOrpaMMHOE]
ITaHHBIX, [TOVCK Ha OCHOBE |00ecreueHne
He00X0TUMBIX [I0OCTABJICHHBIX | YMeeT Ha 6a30BOM ypOBHE, ¢
VIS1 pEIICHUs enei st OIIMOKAMM: HUCIIOIb30BaTh
MMOCTAaBJCHHBIX  PCINCHHA COBPEMEHHBI HHCTPYMEHTAPUI 1
YIPaBJCHYECCKHUX HpO(l)eCCI/IOHaJ'ILH MHTEJJIEKTYaJIbHbIE
3aaad4, ¢ bIX 3a/1a4 MH(pOpMaMOHHO-aHATUTHYECKHE
HCII0JIb30BAaHHUEM CUCTEMBI
COBPEMEHHOI'0
HHCTPYMEHTapH
"
HHTEJJIeKTYa bH
bIX
HH(OPMALIUOHHO-
AHATHTHYECKUX
cHCTEM
OIIK-5. OI1K-5.2. 3HaeT Ha 0a30BOM YPOBHe, ¢
Crnioco0eH [IpumensieT omIuOKaAMM: 0COOEHHOCTH|
HCNO0JIb30BATh  [COBPEMEHHBIE  [MCIIOJIb30BAHUS COBPEMEHHBIX
MpHU pelieHuH nH(pOpManOHHBI MTH(GOPMALIMOHHBIX TEXHOJIOTHH H
Npo()ecCHOHAJIBH € TEXHOIOTUU U [CUCTEM AN IHOCTAHOBKH W
bIX 32124 CHCTEMBI ISt CIICHMSl 33734 YIpaBJICHHS,
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COBPEMEHHbIC

ITOCTAHOBKH U

BKJIOYAsl YIPABJICHUE KPYNHBIMY

HH(OPMALIMOHHBIPEILICHUS 3a7]ad  [MACCUBaMHU  JAaHHBIX M HX
€ TEXHOJIOTHM M |yIIpaBJICHUS, MHTEJICKTYAJIbHBIA aHaIU3
NMpOrpaMMHbI€  BKIIIOYas 'YMeeT Ha 6a30BOM ypOBHe, ¢
CP€ACTBA, YIIPABJICHHUC OIIMOKAMM: pENIaTh 33/1a4u
BKJIIOYasi KpYITHbIMHA [YIIpaBJICHUS Ha OCHOBE
yIpaBJICHUC MaCCUBaMU ICII0JIb30BAHMST COBPEMEHHBIX
KPYIIHbIMH AAHHBIX U X MH(OPMAIMOHHBIX TEXHOJIOTHI 1
MacCCUBaMHU MHTCJUJICKTYAJIBH |cucTeM

TAHHBIX ¥ UX bIil aHAIU3

MHTE/IEKTyaIbH

blii aHAJIN3

OIIK-6. OIIK-6.1. 3HaeT Ha 0230BOM yYpOBHe, C
CnocodeH lcrnionb3yet OIIMOKAMM:: XapaKTepUCTUKU
MOHMMATH COOTBETCTBYIOIIY [COOTBETCTBYIOIINUX COAEPHKAHUIO
MPUHIMITBI € COIep)KaHUI0  [Ipo(ecCHOHANBHBIX 3a1a4
pPadoTbI MpoQeCcCHOHANBH |[COBPEMEHHBIX ITUPPOBBIX
COBPEMEHHBIX bIX 33134 MH(POPMAMOHHBIX TEXHOJIOTHHA
HH(OPMALMOHHBI[COBPEMEHHBIE 'YMeeT Ha 6a30BOM ypOBHe, C

X TeXHOJIOTHI U [UbpOBbIE OIIMOKAMM: UCII0JIb30BaTh
HCI0Jb30BATh UX I/IH(I)OpMaHI/IOHHLI COBpEMEHHbBIE HI/I(bPOBHe

JIs1 peneHust
3agau

npogeccuoHAIbH
011 JeATeIbHOCTH

€ TEXHOJIOTHH,

OCHOBEIBAsICh Ha

[IPUHIAITAX UX
a0O0ThI

MH(POPMANOHHBIC TEXHOJIOTHN
TS peneHns 3aaad
nmpodeccHOHANBEHOM eI TeHOCTH|

OI1K-6.2. 3HaeT Ha 6230BOM yPOBHe, C
TTonumaet OMIMOKAMM: [TPUHINIIBI paOOTHI
[IPUHIUIIBI COOTBETCTBYIOIIMX COIACPIKAHUIO
paboThI podheCCHOHATBHBIX 3a1a4
COBPEMEHHBIX  |COBPEMEHHBIX ITU(PPOBBIX
I(PPOBBIX MHGOPMAIMOHHBIX TEXHOJIOTHI
1H(OPMALMOHHDI Y MeeT HA $A30BOM YPOBHE, ¢
X TCXHOJIOTHH,  (omm0KaMH: IPUMEHSTH NPUHLIAII
COOTBETCTBYIOIIH [l paOOTHI COOTBETCTBYIOIINX
X COACPKAHUIO  |comepIKaHUI0 TPO(HECCHOHATLHBIX
PO eCCHOHANBH [3a/1a4 COBPEMEHHBIX IIH(PPOBBIX
bIX 3a1a4 MHGOPMAIMOHHBIX TEXHOJOTHI
MeHee YK-1. Cnocoden [YK-1.2. He 3nHaer Ha 6a3oBoM ypoBHe: Kommnerenun
50 «HE 3aYTeHO0» ocymecTBasITH  (PazpabarbiBacT [KpUTEpUH COIIOCTaBJICHMS]| M He
(ER &) MOUCK, BapUaHTbI [PA3IMYHBIX BAapUAHTOB pELICHUSAC(HPOPMHUPOBAH]
B KPUTHYECKH I peleHus [TOCTABJICHHOU 3a]1a4u1 bI
AHAJIU3 U CUHTE3 Hp06HeMHOfI He yMmeeT Ha 0a30BOM YPOBHE,
uHdpopmanuu, CUTYyalluu Ha OCYIIECTBIATH KPUTUYECKU]
NPUMEHATH OCHOBE aHaM3 coOpaHHOW HWH(OpPMAIUH
CHCTEMHbIH KPUTUYCCKOI'0O  'Ha COOTBETICTBUE €€ YCIOBUSAM U
MOAXO0 s aHaIMu3a KpUTEPUSIM peuieHusy
pereHust AOCTYITHBIX IMOCTABJICHHON 3aJa4d; OTJIHNYATh
MOCTAaBJICHHbBIX NMCTOYHHUKOB (baKTI:-I oT MH€HI/II71,
3axa4 I/IH(bOpMaHHI/I MHTEPIIPETALIMA M OLIEHOK IpH
aHaM3€e COOpaHHOH MH(DOpPMAIIH;
COIIOCTaBJIATh u OLICHUBATH
[pA3JIMYHbIE BapUaHThl PELICHUS
MOCTaBJICHHON 3a7a4yM, OMpeaesis
X JOCTOMHCTBA U HEJJOCTAaTKU
OIIK-2. OI1K-2.1. He 3naer Ha 0a30BOM YpOBHe:
CnocobeH Omnpexnenser MeToAbl  cOopa  WHGpOpPMALHUH,
OCYLLEeCTBJIATh  [ACTOYHUKU CIIOCOOBI u BUJ ee
cOop, 06padoTKy [MHGOPMALMU U [IPE/ICTABICHUS, TIPUMEHSIS]
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M aHaJIn3 OCYILIECTBIIAECT UX [COBPEMEHHOE MIPOrpaMMHOE
TAHHBIX, [OMCK Ha OCHOBE [pOecneueHne

HEe00X0TUMbIX TITOCTaBJICHHBIX He yMeeT Ha 0a30BOM YPOBHe:
JJISI pEICHUST Lenei s MCTI0IBb30BaTh COBPEMEHHBIN
MOCTaBJICHHBIX pCHICHUA I/IHCprMeHTapI/Iﬁ u
YIpaBJC€HYECCKHUX HpO(beCCI/IOHaJ'le MHTCIICKTYaJlbHbIC

3aaaq, ¢ bIX 3a/1a4 MHPOPMALNOHHO-aHATUTHYECKIE
HCIO0/1L30BAHHEM CHCTEMBI

COBPEMEHHOI0

HHCTPYMEHTapus

H

HHTELJIEKTYaIbH

bIX

HH(OPMALUOHHO-

AHAJIMTHYECKUX

CHCTEM

OIIK-S. OIIK-5.2. He 3naer Ha 0a30BOM ypOBHe:
CnocobeH TIpumeHnsieT 0COOCHHOCTH HCIIOIB30BaHMS]
HCI0JL30BaTh COBPEMEHHBIE COBPEMEHHBIX HMH(pOPMAIIMOHHBIX
MPH pelueHun MH(QOPMALMOHHBI TEXHOJIOTHA M CHUCTEM  JUIA
Npo¢eCcCHOHAJIBH |[€ TEXHOJIOTUU U |[IOCTAHOBKM M pELIEHUs 3ajay
bIX 32124 CUCTEMBI ISt YIIpaBIIEHUs, BKJIIOYas]
COBpEeMEeHHbIe [TOCTAHOBKM M [yIIpaBJIEHHUE KPYITHBIMH
HHQOPMALIMOHHBIPEIICHNA 3a7lad  MACCUBAMHM ~ JIaHHBIX W KX
€ TeXHOJIOTMHM M |yIIPABJIEHHS, MHTEIUICKTYaIbHbI aHAIN3
NporpaMmMHbI€  BKIIFOYas He ymeetr Ha 0a30BOM ypOBHe:
Cpeacrna, YIpaBJICHNUC [peLIaTh 3a1a4M YyIPaBICHHUS Ha
BRJIIOAst KpYIHBIMUI OCHOBE HCITOJIB30BaHUS
yIpaBJICHUC MaCCHUBaMHU COBPEMEHHBIX HHPOPMALIMOHHBIX
KPYIHbIMU JIaHHBIX U UX TEXHOJIOTUI U CUCTEM
MacCHBaMH MHTEIIEKTYaIbH

TAHHBIX M UX bl aHATIN3

HHTELJIEKTYaIbH

bIil AHAJIN3

OIIK-6. OI1K-6.1. He 3naeT Ha 6a30BOM ypOBHe::
CnocodeH Vcrionb3yet XapaKTePUCTHKH

MOHUMATDH COOTBETCTBYIOIH [COOTBETCTBYIOIIHUX CONEPKAHUIO
MPUHIHITBI e CONICp)KaHNI0  [Mpo(ecCHOHANBHBIX 3a/1a9
padoThI MpoQeCcCHOHATBH |[COBPEMEHHBIX ITUPPOBBIX
COBPEMEHHBIX bIX 3a7a4 mH(pOpMAaMOHHBIX TEXHOJIOTHI
HH(OPMALOHHBI[COBPEMEHHBIE He ymeet Ha 6a30BOM ypOBHE:

X TE€XHOJIOTHIi U [IU(POBLIE MCIOJIb30BaTh COBPECMCHHBIC

HCIOIb30BATh X
/151 peleHust
3aga4
npogeccunoHANbH
0ii 1esITeIbHOCTH

MH(pOpMaLMOHHBI
¢ TEXHOJIOTHH,
OCHOBBIBASICh Ha
MPUHIUIAX UX

1upoBbie HHPOPMAITMOHHBIE
TCXHOJIOIU JI1 PEHICHUSA 3a1a4
podeCCHOHANBLHOMN eI TeIbHOCTH

paboThI

OI1K-6.2. He 3naeT Ha 6a30BOM ypOBHe:
[lonumaer MIPUHIUIIBI paOOThI

MPUHIIUTIBI COOTBETCTBYIOIINX COACPIKAHUIO
PaboTHI nmpodeccrnoHaBHBIX 3a1a9
COBPEMEHHBIX COBpPEMEHHBIX II(PPOBBIX

1 poBBIX MH(pOpMAMOHHBIX TEXHOJIOTHI
1H(bopMalnoHHbl [He ymeeT Ha 6a30B0M

X TEXHOJIOTHH,  |ypOBHE: IPUMEHSTH IPUHIUIIBI
COOTBETCTBYIOLIHM paGOThI COOTBETCTBYOIINX

X COACPIKAHUIO  (COAEpIKAHUIO MPOPECCHOHATIBHBIX
npodeccHoHabH 3agay COBPEMEHHBIX ITU(POBBIX
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bIX 33144

|HH¢)opMauI/10HHLIx TEXHOJIOTHH
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MUHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA30OBAHUS POCCUMCKOMN ®EJEPAIIIN
denepanbHOE TOCYIAPCTBEHHOE OHOIKeTHOEe 00pa30BaTe/IbHOE Y4YpeKIeHHe BbICIIero 00pa30BaHus
«Poccuiickuii s3xoHOMUYeckuili ynuBepcuretr umenu I'.B. [Lliiexanosay

Kpacnonapcknii puamnan PIY um. I'. B. Ilnexanosa

CDaKy.HBTeT 9KOHOMMUKH, MCHCI’KMCHTA 1 TOPIrOBJIN

Kadenpa Oyxranrepckoro y4era u aHaauza

AHHOTAIIUSI K PABOUYEHM TPOTPAMME JUCIUILINHBI
b1.0.113.02.02 OcHoBBI HH(POPMALTUOHHOI 0€301TACHOCTH

Hanpasienune noarorosku 38.03.02 MeHeaKMeHT

HanpasjeHue (mpoduis) nporpaMmmbl MeHeIKMEHT HA NPeANPUATHSIX
PECTOPAHHO-TOCTHHUYHOI0 OM3HeCa ¥ TYpU3Ma

YpoBeHnsb Boicuiero oopazosanusi bakanagpuam

Kpacunomap — 2021 r.



1.lleanb ¥ 3aHa91 TUCHUILIMHBI:

Leanb TMCHUTIMHBI 3aKITI0YAeTCsl B (POPMUPOBAHUY 3HAHUN 00 0OBEKTaX U 3a/1a4ax 3alluThl,
croco0ax M CpeAcTBaxX HapyIICHHs WHPOPMAIMOHHON OE30MaCHOCTH, O MPHUHIIMIIAX U MOAX0JaX K
pEIICHUIO 3a/a4 3aluThl HMHGOpMAIMK; a Takke (OPMHPOBAHWUE YMEHHH 10 TPUMEHECHHUIO
COBPEMEHHBIX TEXHOJIOTHUH, BBIOOpAa CPEACTB W WHCTPYMEHTOB 3alIWThl HH(pOpMAWH IS
MIOCTPOCHHUSI COBPEMEHHBIX 3aIIUIICHHBIX S KOHOMUYECKUX HH(OPMAIIMOHHBIX CUCTEM.

3agauM AMCHUILVINHBI:

- UW3y4dTh CpelcTBa obecneueHuss WHGOPMAIMOHHON O€30MacHOCTH SKOHOMHYECKOM
MH(QOPMALIMOHHONW CUCTEMBI COBPEMEHHOM OpraHu3alny;

- (hopMHpOBaHKE YMEHHS OOECIIEYUTD 3aIIUTy WHPOPMALUU U 00BEKTOB HH()OPMaTH3AINH;
(dbopMHpOBaHNE YMEHUS COCTABIIAThH 3asBUTEIbHYIO JOKYMEHTALMIO B HAJ30pHBIE TOCY1apCTBEHHbIE
oprasbl ”HPOKOMMYHUKALIMOHHON OTpaciiu;

- U3yYUTh CPEJICTBA 3ALUTHI JaHHBIX OT Pa3pylIAOIIUX MPOrPaMMHBIX BO3ACHCTBUIH;

- MOHUMATh W BHEIPSITh OPTaHU3AIMI0 KOMIIEKCHOH 3aUThl HH(POPMAITMK Ha KOMITBIOTEPAX
OpraHu3aluu

- (¢opMHpOBaHHE HABBIKOB O0ECIEUYEHHUS 3alIUTHl OOBEKTOB  MHTEIUIEKTYaJIbHOM
COOCTBEHHOCTH, pe3yJIbTaTOB MCCIIEIOBAHNHN U Pa3padOTOK Kak KOMMEPUYECKON TalHbI MPEIPUATHSL.

2.Conepxanue JMCHUNIHHBI:

w/n HanmenoBaHue pa3iesioB / TeM JUCHUNIHHBI

Pazoen 1. Ocnosnvie onpedenenus u NOHAMUA UHGOPMAUUOHHOU De30nacHocmu

Tema 1. Uadopmarus kak o0bekT 3ammthl. [IpaBoBoe obecrnieueHre HHPOPMALTMOHHOM
0€e30I1aCHOCTH

2. Tewma 2. OpranuzannoHHoe obecreuyeHue HHOOPMAITMOHHOM 0€301TaCHOCTH

Pazoen 2. Ilpozpammno-annapamnsie cpeocmea u memoovt obecneuenus
UHpOpMayuoHHoU be3onacnocmu

4 Tewma 4. I[IporpamMmHO-anmapaTHbie CpecTBa oOecredeHus: HHOOPMAITMOHHON
0e30MmacHOCTH B MH()OPMAIIMOHHBIX CETHX.

5. Tema 5. CtanaapTsl ¥ cienpuKay B 00JaCTH HHOOPMAITMOHHONW 0€301TaCHOCTH

TpynoeMkocTh IMCHUILIHHBI cocTaBJaseT 3 3.e. / 108 uaca.

dopmMa KOHTPOJIA — 3a4eT.
CocraBureib:

JlonieHT Kadeaphl OyXralnTepcKoro yyera U aHaInu3a
Kpacnomapckoro ¢punmuaia POY um. I'.B. Ilnexanosa, k.m.H. Canuii B.B.
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